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1. HACHOPT ®OHJA OOEHOYHbBIX CPEACTB
o nucruiuae «MHpopMalmonHas 6e30macHOCTb

OneHOYHBIC CpENICTBA COCTABISIOTCS B COOTBETCTBHHM C  pabodeil mporpammoit
JTUCIUTIIMHBI M TIPEJICTABIISIOT CO00H COBOKYITHOCTh KOHTPOJIBHO-U3MEPUTEIBHBIX MaTEPHUAJIOB
(TumoBbie 3amauM (3aaHMs), KOHTPOJBHBIC PA0OOTHI, TECTHl W Jp.), MPEIHASHAYCHHBIX IS
WU3MEPEHHS YPOBHS JOCTHKECHUS 00yUYaIOIMUMHKCS YCTAaHOBJICHHBIX Pe3yIbTaTOB OOyUCHHS.

OueHOYHBIE CpPEACTBA  MCHOJB3YIOTCS TpPU  MPOBEACHUHM  TEKYIIETO  KOHTPOJIA
YCIIEBAEMOCTH U TPOMEKYTOUYHON aTTECTAIUH.

Tabnuna 1 - [lepedyenp komneTeHMid, GOPMUPYEMBIX B TPOLECCE OCBOCHHUS! TUCIUTUIMHBI

Kon

KOMIIETEH HanmeHnoBanue pe3yabTaTa 00y4eHuUs
107071
YK-1 Croco0eH OCyIIECTBIATh MOUCK, KPUTUUYECKUI aHallu3 M CHUHTE3 MH(pOpMaIuH,

IIPHUMCHATH CHCTEMHBII moaAXOod AJid pCHICHUA IMOCTAaBJICHHBIX 3a1a4

OIIK-8 Croco0GeH  OCyIIeCTBIATh  MENaroru4ecKylo  JesATEIbHOCTh Ha  OCHOBE
CIeIMAIbHBIX HAYYHBIX 3HAHUN

KoHeuHbIMU pe3ynbTaTaMu OCBOCHUS TUCHHUILTHHBI SBIISTIOTCS CPOPMUPOBAHHBIC
KOTHUTHBHBIE JIECKPUIITOPBI «3HAThY, KYMEThY», «BJIA/I€Th», PACIUCAHHBIE IO OTJEIbHBIM
KoMneTeHIUsIM. PopMUpPOBaHUE AECKPUIITOPOB IPOUCXOAUT B TEUEHHUE BCETO CEMECTpA
0 ATaraM B paMKaX KOHTaKTHOW paOoThl, BKIHOYAIOLIEH pa3InyHble BUJbI 3aHATHIA U
CaMOCTOSITENIbHOM pabOThl, C IPUMEHEHUEM PA3INYHBIX POPM U METO/I0B OOyUEHUSI.



Ta0mura 2

2. IEPEYEHb OLIEHOYHbIX CPEJICTB'

Ne | HaumeHnoBanue
OLICHOYHOT'O
CpeJICTBA

XapakTepHucTUKa OLIEHOYHOTO CPEJICTBA

[Ipencrasnenue oueHouHoro cpeacrsa B POC

1 | Ycrasrit onpoc

CpencTBo KOHTPOJSL yCBOGHHMS Yy4eOHOro Mmarepuaja TEeMbl, pas3jena WiId
pa3nenoB JAMCUMIUIMHBI, OpPraHM30BaHHOE Kak Yy4yeOHOe 3aHSATHE B BHJE
cobecei0BaHus MPENOAABATENS C 0O0YJAFOIIUMHUCS.

Bonpocsr o TemMam/pa3zaeniaM AUCIHILTAHBI

2 | Tect

CpenctBo, MO3BOJSIONIEE OICHUTh YPOBEHb 3HAHUN OO0y4aromierocss myTeM
BBEIOOpPa WM OJHOTO W3 HECKOJIbKMX BAapHAHTOB OTBETOB Ha TOCTaBICHHBIN
BONpoc. Bo3MOXXHO MCMOIB30BaHUE TECTOBBIX BOMPOCOB, MPEAYCMATPHUBAIOIINX
BBOJI OOYyYarommMmcsi KOPOTKOTO M OJHO3HAYHOI'O OTBETa HA TOCTaBICHHBIN
BOIPOC.

TectoBrIe 3aganus

3 | KonTponbHas
pabora, 3amura
OTYETOB 110
MPAKTHYECKUM
pabotam

PaznuuaroT 3amauun u 3agaHus:

a) peNpOIYyKTUBHOTO YPOBHSI, MO3BOJISIONINE OIICHUBATh M IMAarHOCTUPOBATh 3HAHUE
¢dakTuueckoro marepuaia (0a30Bble TOHSTHS, AITOPUTMBI, (PAKTBI) U yMEHHUE
MPaBUIBHO HCIOJIB30BAThH CIICIHATIBHBIC TEPMUHBI U TIOHATHS, Y3HABaHHE 00BEKTOB
M3YYCHHUS B paMKaX OMPEAENICHHOTO pa3jesia IUCIUIUINHBL,

0) pPEKOHCTPYKTHMBHOTO YPOBHS, TO3BOJISIONIME OILIEHWBATh W JUArHOCTHUPOBATH
YMEHHsI CHHTE3UPOBaTh, aHAIM3UPOBATh, 00001aTh (PAKTUIECKUI U TEOPETUICCKHIA
MaTtepuai ¢ GOpMyJIMpPOBAHUEM KOHKPETHBIX BBIBOJIOB, YCTAHOBICHHEM MPUYUHHO-
CIICICTBEHHBIX CBSI3€il;

B) TBOPYECKOI'O YPOBHS, IMO3BOJISIOIINE OLEHHBATh M IHMATHOCTHPOBATH YMEHHS,
WHTETPUPOBATh 3HAHUS PpaA3IMYHBIX 00JacTeil, apryMeHTHpPOBaTh COOCTBEHHYIO
TOYKY 3pEHHSL.

KommuiekT pa3HOypOBHEBBIX 3a1a4 (3aJaHHi)

1 o o
YKa3blBalOTCA OLLeHOYHbIe CPeACcTBa, MPUMEHAEMbIE B XO4e peaansaumm pa6oqu nporpammbl JaHHOU ANUCUNNNUHDI.




3. OIMMCAHUE IOKA3ATEJIEA U KPUTEPUEB OLIEHUBAHUA KOMIIETEHIIUA

OuenuBanue pe3ynapTaToB o0yueHus no gucuumiuie «Hpopmanmonnas 6e30MacHOCTbY OCYILIECTBIsETCs B cooTBeTcTBUU C [lonmoxkenuem o
TEKYILEM KOHTPOJIE YCIIEBAEMOCTH U IPOMEKYTOUYHON aTTeCTalluU 00YJarOIIUXCS.

[IpenycMOTpeHbl cleayrouue BUAbBI KOHTPOJS: TEKYHIUl KOHTPOJb (OCYIIECTBICEHUE KOHTPOJIS BCEX BUIOB ayJUTOPHOM M BHEAYIUTOPHOU
JESATEeNbHOCTH 00YYarOIIErocs ¢ IebI0 MONIYYEHHUs MePBUYHON MHPOPMAIIUN O XOJI€ YCBOCHHS OTJEIBHBIX JIEMEHTOB COACP)KaHUS TUCIUIIMHBI) U
MIPOMEXYTOUHAsl aTTecTalus (OLIEHUBAETCS YPOBEHb M KQUeCTBO MOATOTOBKH MO AUCLUHUILIMHE B LIEJIOM).

[Tokasarenu u KpUTEpUH OTICHUBAHMS KOMITETEHITNH, (OPMUPYEMBIX B IPOIIECCe OCBOCHUS JAaHHOW JUCIUILIINHBI, OIMUCAHBI B TA0I. 3.
Tab6uia 3.



Kon YpoBeHb HNuaukatopsl Bux  y4eOHBIX 3aHSTHIL, KonTponupyembie OreHOYHBIE CpEJICTBa, Kpurepuu orieHnBanus
KOMIIET | OCBOCHUS JIOCTHXKCHHS paboThl, (GOPMBI U METOJBI | Pa3ACIbI u TEMBI | UCIIOJIb3YEMbIC JUIsL | pe3yJbTaToB 00yUeHUs
CHIIMM | KOMIICTCHIIUU KOMIICTCHIIUN 00y4eHH s, CIIOCOOCTBYIOIINE | AUCIIATLIAHBL OIICHKH YPOBHS
(hopMHPOBAaHUIO M PA3BUTHIO c(hopMHUPOBAHHOCTH
KOMITCTCHITUN KOMITCTCHITUU
YK-1 3Haet
Henocratoun VKI.1. 3HaeT: | JIekKmnoOHHbBIE u Bsenenue B | Texymuii koHTposib — | He 3HaeT 3HauMTENbHOU
BIil YpOBEHB MIPUHIINTIBL, MIPaKTHYECKHE 3aHITHA, WH(OPMAITMOHHYIO | YCTHBIA OTIpoC, | YacTH Marepuaja Kypca,
Orenka METOJIbI ¥ CPEJICTBA | CAMOCTOSTENIbHAS ~ paboTa oe3omacHocth (MB). | koHTpOsBHAS pabota, | He CrocoOeH
«HE3aYTCHO», | PEIICHUS oOyJaronuxcs, MoAroTOBKa Texnomoruu TECTUPOBAHME,  3allUTa | CAMOCTOSITEIBHO BBIICIATh
«HEYNIOBJIETBO | CTAaHNAPTHBIX 33[a4 | U cla4a IPOMEKYTOIHOMH 3aIUTHI JAHHBIX. OTYETOB 1O | TJIaBHBIE IIOJIOKEHHUS B
PUTETBHO» Mpo(ecCHOHANBHO | aTTECTAllMH, MOATOTOBKA U Texnomoruu MIPaKTHIECKUM padoTaM W3YYEHHOM Marepuaie
W NeATeNbHOCTH Ha | cllaya 3aueTa 3aIUTHI JUCITUILTAHBI
OCHOBE BBIYHACIUTEIFHBIX
WH(GOPMAITMOHHOM CHUCTEM.
u TexHonorun
o6ubnmorpaguiecko oOHapyXeHuUs
A KyJIbTYypel C BTOP>KECHHI.
MIPUMEHEHUEM Ympasnenue
HHPOPMALTUOHHO- 0€30IacHOCTBIO.
KOMMYHHKAIIHOHH
BIX TEXHOJIOTHH U C
YYETOM OCHOBHBIX
TpeboBaHMit
WH(OPMAITMOHHOM
0€3011aCHOCTH.
BaszoBrrii VKI.1. 3naer: | JIeknnoHusle u BBenenne B | Texymuit koHTpons — | 3Haer He wmeHee 50 %
YpOBEHB TIPUHIIATIBL, MPaKTHYECKUE 3aHITHSA, WH(OPMAITMOHHYIO | YCTHBIA OTIpOC, | OCHOBHOTO MaTepuana
Onenka, METOJIbI M CPEJICTBA | CAMOCTOSATENbHAs ~ paboTa 6e3omacHocth (MB). | KoHTpONBHAS pabora, | Kypca, OJTHaKO
«3aUTEHOY, pelieHus 00y4aronmxcs, MOAroTOBKa TexHosmoruu TECTUPOBAHME,  3all[MTa | UCIBITHIBACT 3aTPYHCHHUS

% NeKUMOHHble 3aHATUS, npaKTUYecKue 3aHATUA, NabopaTopHble 3aHATUA, camocTosATeNbHan paborTa...
*> HeoB6X0AMMO YKa3aTb aKTUBHbIE M MHTEPAKTUBHbIE METOAbI 06YYeHMs (HanpuMep, MHTEPAKTUBHAA NeKLys, paboTa B MasibIX rpynnax, METOAbl MO3TOBOrO WTYPMa U T.4.),
cnocobCTayOLLIME Pa3BUTUIO Y 0BYUaIOLMXCA HAaBbIKOB KOMaHAHOMW PaboTbl, MEXIUUYHOCTHON KOMMYHMUKALMK, MPUHATUA PELLEeHUA, ANAEPCKUX KayecTs.

* HaumeHoBaHwe Tembl (pasaena) 6eperca U3 paboyeil NPOrPaMMbl AUCLUMIMHDI.
> OLEHOYHOE CPEACTBO AOMKHO BbIBUPATLCA C YYETOM 3an1aHUPOBaHHbIX PE3y/IbTaTOB OCBOEHUA AUCLMMIMHDI, HANPUMEP:
«3HaTb» — cobecefioBaHUeE, KONNOKBUYM, TECT...
«YMeTb», «Bnafetb» — UHAMBUAYANbHbIN AW TPYNNOBOM NPOEKT, Kec-3aAaya, AenoBas (posesasn)

urpa, noptdonuo...




«yZIOBJETBOPHU | CTaHJIAPTHBIX 337a4 | U cllada IIPOMEKYTOUHOMH 3alUTH! JAHHBIX. OTYETOB 0 | B €ro NpUMEHEHUH
TEIBHO» po¢)eCCUOHANBHO | aTTeCTally, MOArOTOBKA U TexHonorun MIPaKTU4YEeCKUM paboTam

I NesTeIbHOCTH HA | cada 3adeTa 3aLIUTHI

OCHOBE BBIYUCITUTEIHHBIX

WHPOPMALTUOHHON CHUCTEM.

u TexHOMOrNMN

oubnmorpaguuecko oOHapyXeHus

A  KYyIbTYpHl C BTOP>KCHUM.

MPUMEHEHUEM YnpasneHue

nH(GOPMAITMOHHO- 0€3011acHOCTEIO.

KOMMYHUKAIIUOHH

BIX TEXHOJIOTHI U C

YYETOM OCHOBHBIX

TpeOOBaHUIA

WHPOPMALTUOHHON

0e30macHOCTH.
Cpennuit VKI1.1. 3mnaer: JlekunoHHBIE u Brenenue B | Tekymuii KOHTpPOJb — | 3HA€T OCHOBHYK 4YacThb
YPOBEHD MIPUHIIAIIBL, MIPaKTUYECKUE 3aHATHA, WHPOPMALMOHHYIO YCTHBIN OIpoc, | MaTepuaia Kypca,
Onenka METOABI U CpeAcTBa | paboTa B MasbIX IpyIax, 6e3onacHocts (UB). | KoHTpoNbHAS paborta, | cnocoOeH MPUMEHHUTh
«3a4TEHOY, peneHus WHTEPAKTUBHAs  JIEKLUS, TexHonorun TECTUpOBaHME,  3allUTa | U3YYEHHBIM Marepual Ha
«XOpOo1IOo» CTaHAAapPTHBIX 3aJla4 | AUCKYCCHUA, 3alIUThl JaHHBIX. OTYCTOB 10 | IPaKTUKE, HUCIIBITBIBACT

npodecCHOHANBHO | caMocTosATeNbHas — pabota Texnomoruu NpaKkTUIEeCKUM paboTam HEe3HAYUTEIbHbIE

i 1eATeNbHOCTH Ha | OOYYaIOIIMXCsl, TOArOTOBKA 3aLIUTHI 3aTPyIHEHHUS B PpEIICHUH

OCHOBC n caayda HpOMe)KYTOIIHOI\/'I BBIYUCIIUTCIIBHBIX 3aaa4

WHPOPMALMOHHON | aTTecTalyH, MOJrOTOBKa U CHCTEM.

u caaya 3ayera TexHonorun

oubnmorpaduyecko oOHapyKeHHS

U KyJBbTYpBI C BTOP>KECHUM.

MIPUMEHEHUEM VYnpasnenue

nHPOPMALTUOHHO- 0€301aCHOCTBIO.

KOMMYHUKAIIUOHH

BIX TEXHOJIOTHH H C
Y4ETOM OCHOBHBIX
TpeboBaHUit
MH(OPMAITHOHHOM
0e30IMacHOCTH.




Bricokuii VKI.1. 3naet: | JleknuoHHbIE 51 Beenenue B | Texymuii koHTposb — | Iloka3eiBaer riryooKoe
YpOBEHB MIPUHIINTIBL, MPaKTHYECKHE 3aHITHA, WH(OPMAITMOHHYIO | YCTHBIA OTpocC, | 3HAaHWE W  TIOHWMaHHe
Orenka METOJIBI U CpeAICTBa | paboTa B MaNbIX TPYIIMNax, 6e3omacHocTh (UB). | xoHTpOIRHAS pabora, | MaTepHaia, crioco0eH
«3a4TEHOY, peueHus WHTEPAaKTUBHAS  JICKLUS, TexHomnorun TECTUPOBAHME,  3alllUTa | IPUMEHUTh  W3YYCHHBIH
«OTIIMYHO» CTaHAAPTHBIX 33714 | JUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | MaTepuan Ha MPaKTUKe

MPOECCHOHATILHO | CaMOCTOsATENbHAs — pabora TexHomornu MIPaKTHYECKUM paboTam

i 1eATeNbHOCTH Ha | OOY4YaIOIIMXCsl, TOArOTOBKA 3aIIUTHI

OCHOBE W cAada MOpPOMEXYTOYHOH BBIYHCITUTEIILHBIX

WH(GOPMAIMOHHON | aTTeCTallud, MOATOTOBKA U CHUCTEM.

u clava 3a4era TexHonoruu

o6ubnmorpaguiecko oOHapyXeHuUs

U KyJIbTYpHI C BTOP>KECHHIM.

MIPUMEHEHUEM Ympasnenue

HHPOPMALTUOHHO- 0€30IacHOCTBIO.

KOMMYHHUKAIIMOHH

BIX TEXHOJIOTUH U C

YUETOM OCHOBHBIX

TpeOOoBaHUIt

WH(OPMAITMOHHOM

0e3011acHOCTH.

Ymeer

Henocratoun VK1.2. VYwmeer: | JleknimoHHBIE u Bsenenue B | Tekymuid koHTposib — | He 3HaeT 3HauMTENbHOU
bl YpOBEHB pemratpb MIPaKTHYECKUE 3aHITHSA, WH(GOPMAIMOHHYIO | YCTHBIA OTIpoC, | YacTH Marepuajia Kypca,
Onenka CTaHJIapTHBIE paboTra B MaJbIX IpyIax, 6e3onacHocts (UB). | KoHTpoNbHAs pabota, | HE crocobeH
«HE3a4TeHO», | 3aJa4u WHTEPAKTHBHAS  JICKIIUS, TexHonorun TECTUPOBaHHE,  3alllMTa | CAMOCTOSTENHFHO BBIJCISATD
«HEYNIOBJIETBO | MTPO(QECCHOHANBHO | TUCKYCCHSA, 3aIUTHI JaHHBIX. OTYETOB 1O | TJIABHBIE IIOJIOKEHUS B
PUTETBHOY» W NeATeNbHOCTH Ha | CAaMOCTOSTENbHAs  paboTa Texnomoruu MIPaKTHIECKUM padoTaM M3Y4EHHOM Marepuaie

OCHOBE o0yyJaromuxcsi, TOAr0TOBKA 3alIHUTHI JUCITUILTAHBI

WHPOPMAIMOHHONW | M cllaya TMPOMEXYTOYHON BBIYHCIUTEIbHBIX

u aTTeCcTalluu, MOJIrOTOBKA U CHCTEM.

oubmmorpaduyuecko | cmaga 3adera TexHonornu

W KyJIbTYpHl € oOHapyXeHuUs

MIPUMEHEHUEM BTOPIKEHHM.

nH(OPMAITMOHHO- VYnpasnenue

KOMMYHHKAIIHOHH 0€301acHOCTHIO.

BIX TEXHOJIOTHH U C




Y4€TOM OCHOBHBIX

TpeOOBaHMIt

nH(pOpMaAITMOHHON

0e30MacHOCTH.
bazoBbiii VKI.2. Ywmeer: | JIekunoHHbIE u | 6. BsencHue B | Tekymuid KOHTpOJIb — | YMEET BOCIPOU3BECTH HE
YpOBEHB pemiatb MPaKTHYECKHE 3aHITHA, WH(OPMAITMOHHYIO | YCTHBIA ompoc, | meHee 50 % OCHOBHOTO
Orenka, CTaHIapTHEIC paboTa B ManibIX TpyIax, 6e3omacHocTh (UB). | xoHTpOIRHAS pabota, | MaTepuana Kypca, OJHAKO
«3aUTEHOY, 3a/1aun WHTepaKTUBHAs  Jieknus, | /. TexHoioruu TECTUPOBAHME,  3alllUTa | UCTIBITHIBACT 3aTPYTHCHHUS
«YIOBJETBOPH | TPO(ECCHOHANBHO | TUCKYCCHSA, 3aIUTHI JaHHBIX. OTYETOB o | mpu perieHnn
TETHHO» W NeATenbHOCTH Ha | caMocTosiTenbHas paborta | 8. TexHomoruu MIPaKTHIECKUM padoTaM MPaKTHYECKUX 3124

OCHOBE 00yJaronmxcs, MoAroToBKa 3aIUTHI

MHGOPMAIMOHHON | M c/ada MPOMEXYTOYHOU BBIYHMCIUTEIILHBIX

u aTTecTallid, MOJIrOTOBKA U CHUCTEM.

Ooubrorpaduyecko | caada 3adyera 9. TexHomoruu

W KyJIpTYpel C oOHapyXeHuUs

MPUMEHEHUEM BTOP>KECHHI.

nH(GOPMAITMOHHO- 10. Ympasnenue

KOMMYHHKAIMOHH 0€30IacHOCTBIO.

BIX TEXHOJIOTHH U C

Y4€TOM OCHOBHBIX

TpeOoBaHMIA

WHPOPMAITUOHHON

0e30I1acHOCTH.
Cpennuit VK1.2. VYwMmeet: | JIeKnnOHHBIE u | 1. Bsenenue B | Tekymuii KOHTpoab — | YMeeT pewarhb
YPOBEHb peniarh MIPaKTUYECKUE 3aHSITHS, “H(OPMAIMOHHYIO | YCTHBIN oTIpocC, | CTaHAapTHBIE
Onenka CTaHJIapPTHHIC paboTa B MaybIX TpyIax, 6e3omacHocth (MB). | KoHTpONBHAS pabota, | mpodeccuoHaIbHBIE
«3aUTEHOY, 3a/laun WHTepaKkTuBHas  Jieknws, | 2. TexHonoruu TECTUPOBaHWE,  3alllWTa | 33Ja9d C NpPUMEHEHHEM
«XOpOILIO» MpopEeCCHOHANBHO | TUCKYCCHS, 3aIUTHl TaHHBIX. OTYETOB 0 | MOJIyYEHHBIX 3HaHUH,

W NeATeNbHOCTH Ha | caMocTosATeNbHAss  pabora | 3. TexHosoruu MPaKTHIECKUM paboTam HCIIBITHIBACT

OCHOBE oOyJaromuxcs, MoAroTOBKa 3aIUTHI HE3HAYHNTEIbHBIC

WH(POPMAITMOHHOW | M caada TMPOMEKYTOUHOM BBIYHCIUTEIbHBIX 3aTPYOHCHHUS B PEIICHUH

u aTTECTAIlNH, MOATOTOBKA H CHCTEM. 3a1aq

Ooubnnorpaduyecko | caada 3adera 4. TexHonoruu

W KyIbTYpHl C oOHapyKeHHS

NIPUMEHEHUEM BTOP>KECHUM.

nH(OPMaITMOHHO- 5. VYmnpasnenue




KOMMYHUKAIIUOHH
BIX TEXHOJIOTHH U C
Y4€TOM OCHOBHBIX

0€30I1aCHOCTLIO.

TpeboBaHuit

WHPOPMALTUOHHON

0e30macHOCTH.
Bricokuii VKI.2. VYwmeer: | JIekunoHHbIE u | 1. Bsemenue B | Texymuii KOHTpoap — | YMeeT peliathb
YpOBEHb pemaThb MPaKTUYECKUE 3aHATHS, WHPOPMALMOHHYIO | YCTHBIH ompoc, | CTaHJApTHEIE
Orenka CTaHJIapPTHBIC paboTa B ManbIX TpyImax, 6e3omacHocth (MB). | KoHTpONMBHAS pabota, | mpodheccuoHaIbHBIE
«3aYTEHOY, 3aJauu UHTEpaKTUBHAas  sekuus, | 2. Texnomoruu TECTUpOBaHME,  3alIWTa | 3aJa4d C M[PUMEHEHUEM
«OTIIMYHO» MpoeCCHOHANBHO | TUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | TOJTy4eHHBIX 3HAHWH,

W NesSTeTbHOCTH Ha | camocTrosATenbHas  paborta | 3. TexHomoruu NpaKkTUIECKUM paboTam MOKa3bIBAET rimy0okoe

OCHOBE 00yyaromuxcs, TOArOTOBKA 3aIIUTHI 3HaHHE W  IOHMMaHHUe

WHPOPMALMOHHONH | M clada IMPOMEXYTOYHOH BBIYUCITUTEIHHBIX Marepuaia, crocoOeH

u aTTecTalyy, MOATOTOBKA H CHCTEM. pemuTh  3amady  IpH

oubnmorpaduyecko | caada 3adera 4. TexHomnoruu W3MEHEHUHN

W KyImeTYpel  C oOHapyKeHHS (hopMyITHPOBKH

NIPUMEHEHUEM BTOP>KCHHM.

nHPOPMALIMOHHO- 5. VYmpasnenue

KOMMYHHKaIOHH 0€3011aCHOCTBIO.

BIX TEXHOJIOTHH U C

YUETOM OCHOBHBIX

TpeboBaHUit

WHPOPMAITUOHHON

0e30MacHOCTH.

Bnaneer

HenocraTroun VK1.3. Bmageert: | JIeknnoHHEBIE u | 1. Bsenenue B | Texymuit koHTponp — | He 3HaeT 3HauuTenbHOMI
BIif yPOBEHB HaBBIKAMHU MPaKTUYECKUE 3aHSATHS, WHPOPMALMOHHYIO | YCTHBIH ompoc, | YacTH MaTepHuaia Kypca,
Onenxka MTOATOTOBKH paboTa B MambIX Tpymmax, 6e3omacHocth (M1B). | KoHTpOIBHAS pabora, | HE croco0eH
«HE3a4TeHO», | 0030pOB, WHTEepaKTHBHAas  Jjekuus, | 2. Texnomoruu TECTUPOBaHMWE,  3alIUTa | CAMOCTOSATENBHO BBIACISATD
«HEYZOBJIETBO | aHHOTAIMH, JTUCKYCCHS, 3alIUTHl JAHHBIX. OTYETOB 1O | TTIaBHBIE TIOJOXKEHUS B
PHUTEITHHOY COCTaBIICHHS camocTosiTenbHass  pabota | 3. TexHomoruu MPaKTUYeCKUM paboram W3yYCHHOM Marepuaie

pedepatos, o0yyaromuxcsi, TOAr0TOBKA 3aLIUTHI JTUCHUTUTAHBL

Hay4HBIX U cAada NpPOMEXYTOYHOH BBIYUCITUTEIHHBIX

JOKJIAZIOB, aTTecTalyy, MOATOTOBKA M CHCTEM.

TyOJITUKATIHIA, "

cJada 3a4c€Ta

4, TexHomoruu




Ooubnmorpadun 1O oOHapyXeHus

Hay4HO- BTOP>KCHHM.

HCCIIEI0BATENBCKO 5. VYmpasnenue

i paborte ¢ yueTom 0€301acHOCTBIO.

TpeboBaHuit

nH(pOpMaAITMOHHON

0e30MacHOCTH.
bazoBnriii VKI1.3. Bnageert: | JIekimoHHEIE u | 6. Bsenenue B | Texymuii koHTposb — | Brnageer HaBbIKAMM
YPOBEHb HaBBIKAMHU MPAaKTUYECKUE 3aHATHS, HHGOPMALMOHHYIO | YCTHBIH OIPOC, | TEOPETUUECKOTO u
Ornenka, MTOATOTOBKH paboTa B MaibIX TpyIax, 6e3omacHocth (MB). | KoHTpONMBHAS paboTa, | PKCIIEpUMEHTAITEHOTO
«3a4TEHOY, 0030pOB, WHTEepaKkTHBHAs  Jekuus, | 7. TexHomoruu TECTUpPOBaHHWE,  3alllWTa | UCCIEAOBaHUS OOBEKTOB
«yIIOBIICTBOPU | aHHOTAIIMH, JTUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB no | mpodeccuoHaTBEHON
TEJIBHOY» COCTaBIICHUS camocTosiTenbHas  pabota | 8. Texnomoruu MIPaKTUIECKUM paboTam JeSITETBHOCTH, YCBOMII

pedeparos, o0yyaromuxcs, TOArOTOBKA 3alIHUTHI OCHOBHOE coJiepKaHue

HayYHBIX U cAada TpPOMEXYTOYHOM BBIYUCITUTEIHHBIX MaTepuaia JUCUUIUIAHEI,

JOKJIaJ10B, aTTecTally, HOATOTOBKA U CHCTEM. HO wuMeeT mpolensl B

Iy OJIMKALHA, U | coada 3adeTa 9. Texnomoruu YCBOCHHUU MaTepHaa.

oubnmorpadun 1O oOHapyXeHuUs Nwmeer

Hay4HO- BTOP>KEHUI. HECHCTEMaTU3UPOBaHHBIC

HCCIIEI0BATENBCKO 10. YnpaBnenue 3HAHUS OCHOBHBIX

i paboTe ¢ y4eTrom 0€3011acHOCTBIO. pas3ziesoB JUCIHUIUTHHBL

TpeOOoBaHMIA

WH(OPMAITMOHHOM

0e30MacHOCTH.
Cpennuit VK1.3. Bmageert: | JIekiimoHHBIE u | 1. Bseneuwue B | Texymuid koHTposb — | Brnageer HaBbIKAMH
YPOBEHb HaBBIKAMHU NPaKTUYECKUE 3aHATHS, WHGOPMALMOHHYIO | YCTHBIH OIPOC, | TEOPETUUECKOTO u
Onenka MOJTOTOBKU paboTra B MaJbIX IpyIax, 6e3onacHocts (UB). | KoHTpoNbHAS paborta, | SKCIEpUMEHTAIILHOTO
«3a4TEHOY, 0030pOB, WHTEepaKTHBHAs  Jekuus, | 2. TexHomoruu TECTUpPOBaHHWE,  3alllTa | UCCIEAOBAaHUS OOBEKTOB
«XOPOIIIO» aHHOTALWH, JIUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB no | mpodeccuoHaTEHON

COCTaBIICHUS camocTosiTenibHass  pabota | 3. Texnomoruu MPaKTU4YeCKUM paboTam JEeSTEIBHOCTH, CIOCOOCH

pedepatos, o0yyJaromuxcs, OAr0TOBKA 3alIHUTHI CaMOCTOSITENTLHO BBIJICIISTh

HAYYHBIX U clada TpPOMEXYTOUHOM BBIYUCITUTEIHHBIX TIIaBHBIE TOJIOXKCHUSI B

JIOKJIaJI0B, aTTecTalry, MOATOTOBKA H CHCTEM. W3y4YeHHOM  MaTepHaje.

myOJIMKaIHiA, U | coada 3adeTa 4. TexHomnoruu HcnbIThIBaET

oubimorpadun 1Mo oOHapyKeHHS HEe3HAYHUTEIhHBIE

HaY4HO- BTOP KEHUII. 3aTpyJIHEHHS B pEIICHUH




HCCIIEI0BATENBCKO VYnpasnenue 3ajad.

i paboTe ¢ y4eTom 0€e3011acHOCTHIO.

TpeOOBaHMIt

WHPOPMALTUOHHON

0e30MacHOCTH.
Bricoxwuit VKI1.3. Bmnaneer: | JlekunoHHbIE u Benenue B | Texymuit xoHTpoinr — | CBoOomHO BIIa/IeET
YPOBCHB HaBBIKAMU MPaKTUICCKUE 3aHATHS, WHPOPMAIMOHHYIO | YCTHBIH ompoc, | HaBBIKAMU
Onenka MOJTOTOBKU paboTa B MaJbIX TpyImax, 6e3onacHocts (UB). | KOHTponbHAS pabota, | TEOPETHUECKOTO "
«3aYTCHOY, 0030pOB, WHTEPAKTHBHAS  JICKIIHS, TexHonorun TECTUPOBaHHWE,  3alIUTa | SKCIICPUMEHTATLHOTO
COTITUYHO aHHOTAIWH, JUCKYCCHS, 3aIUTHI JAHHBIX. OTYETOB Mo | MccieIoBaHus,

COCTaBIICHHS camocTosiTellbHasE  paboTa TexHonorun NpaKkTUIECKUM paboTam MOKa3bIBAET rimy0okoe

pedeparos, 00yJaronmxcs, MoAroToBKa 3aIUTHI 3HaHWE W  [OHMMaHUE

HAYYHBIX U clada TPOMEKYTOUHOM BBIYUCITUTEIHHBIX W3y4YSHHOr0 MaTepraa

JIOKJIaJI0B, aTTecTalry, MOATOTOBKA H CHCTEM.

MyOJIMKAIHH, W | coada 3adeTa TexHonorun

oubnmorpaduu 1O oOHapyKeHHS

Hay4HO- BTOP>KECHHI.

HCCIIEI0BATENBCKO VYnpasnenue

i paboTe ¢ y4eTrom 0€3011acHOCTEIO.

TpeboBaHUit

WHPOPMAITUOHHON

0e30MacHOCTH.

OIIK-8 3Haet

HenocraTroun OIIK-8-1. 3maer: | JIekKuuoHHBIE u Beenenue B | Texkymuit koHTponp — | He 3HaeT 3HauuTenbHOI
BIif yPOBEHB WHCTPYMEHTBI U | TIpaKTHYECKHE 3aHATHS, WHPOPMALMOHHYIO | YCTHBIH ompoc, | YacTH MaTepuaia Kypca,
OreHka METO/IbI caMoCTosITeNIbHAs ~ pabora oe3onacHocth (MB). | kKoHTposBHAS pabota, | HE CIocoOeH
«HE3aYTEHO», | MOJICIUPOBAHUS 00y4aroIuxcs, MOAr0TOBKA TexHonorun TECTUPOBAHHWE,  3alMTa | CAMOCTOSATEILHO BBIICIATh
«HEYZIOBJETBO | MH(MOPMAIMOHHBIX | M cJa4a TPOMEKYTOUHOU 3alIUTHI JAHHBIX. OTYETOB Mo | TTaBHBIE TIOJOXKEHUS B
PHUTEITHHOY MPOIIECCOB; aTTeCTalyy, MOATOTOBKA M TexHomorun MPaKTUYeCKUM paboram H3yYEHHOM Marepuaie

CHOCOOBI ONMHUCAHUS | cada 3a4eTa 3aIIUTHI JUCITUTLTAHBI

MPUKIIATHBIX BBIYMCITUTEIBHBIX

MPOIIECCOB u CHCTEM.

MPOTPaMMHBIX TexHonorun

MPOIYKTOB; oOHapyXeHus

CTpOECHUE BTOP>KECHUM.

COBPEMEHHBIX YpasneHue




OIepaIOHHBIX
CHUCTEM; MPHHIIUIIBI
(HYHKIIOHUPOBAHT
i COBPEMEHHBIX
HUC; wmetomomoruu
BEJICHHUS

0€30I1aCHOCTLIO.

JIOKYMEHTO000pOTa

B OpraHM3alusix B

cepe

MPOrPaMMHOT'O

o0ecrieyeHus!.
bazoBsrit OIIK-8-1. 3naer: | JIekIuoHHBIC u Brenenue B | Texymuit koHTpons — | 3naer He wmeHee 50 %
YPOBEHb MHCTPYMEHTBl W | MIPAKTHYECKHE 3aHATHS, MH()OPMAMOHHYIO | YCTHBIN OIIPOC, | OCHOBHOTO Marepuaia
OneHka, METOBI camocTosiTellbHasE  paboTa 6e3onacHocts (UB). | KOHTpoNbHAS paborta, | Kypca, OJTHaKO
«3a4TEHOY, MOJICJIMPOBAHUS o0yyaromuxcs, TOArOTOBKA TexHonorun TECTUPOBaHHWE,  3allWTa | UCIBITHIBACT 3aTPYAHCHUS
«yIOBJIETBOPU | MHOOPMALMOHHBIX | M CAa4a IMPOMEKYTOYHOH 3aIIUTHI JaHHBIX. OTYETOB 1O | B €T0 NPUMEHEHUH
TEIBHO» MPOLIECCOB; aTTeCTallly, TOArOTOBKA M Texnonorun MPaKTHYECKUM padoTam

CHocoObl OMHUCAHUS | cada 3a4ueTa 3alIHUTHI

TPUKJIATHBIX BBIYHCIIUTEIBHBIX

TPOLIECCOB " CHCTEM.

MPOrpaMMHbBIX TexHonorun

MIPOIYKTOB; oOHapyXeHUs

CTpOCHHUE BTOPIKEHUI.

COBPEMEHHBIX VYpasneHue

oreparoOHHbIX 0€30IMaCHOCTHIO.

CHCTEM; TIPHHIIHITBI

(YHKIIMOHUPOBAHH

ST COBPEMEHHBIX

HNC; wmeromonorun

BEACHUS

JTIOKyMEHTO000pOTa

B OpraHm3aiusx B

chepe

POrPaMMHOT'O

obecrieyeHusl.
Cpennuit OIIK-8-1. JlexumoHHbIE u | 1. Bsenenue B | Texymuii KOHTpPOdb — | 3HAET OCHOBHYIO 4acTh




YpOBEHb 3HaeT: MPaKTUYECKUE 3aHATHS, WHPOPMALMOHHYIO | YCTHBIH ompoc, | MaTepuaia Kypca,
Orenka WHCTPYMEHTHI U paboTa B ManibIX TpyIax, 6e3omacHocTh (UB). | xoHTpOIRHAS paborta, | crmocobeH MIPUMEHUTH
«3aUTEHOY, METO/TBI WHTEpAaKTUBHAs  JIEKIIHS, Texnomoruu TECTHUPOBAaHWE,  3alllUTa | U3yUYEeHHBIH MaTephal Ha
«XOPOILIO» MOJICINPOBAHUS JTUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB MO | IpakTHKe,  HWCHBITHIBAET

WHPOPMALMOHHBIX | caMocToATeNbHas — pabota TexHomnorun MPaKTU4eCKUM paboTam HE3HAYUTEIIbHbIE

MIPOIIECCOB; oOydaronmxcs, MOAr0TOBKa 3aIIUTHI 3aTpyOHEHHUS B pPEIICHUH

CHOCcOOBI ONMCAaHUs | U clada MPOMEXKYTOYHOH BBIYUCITUTEIHHBIX 3aga4

MIPUKJIATHBIX aTTecTalyy, MOATOTOBKA H CHCTEM.

MIPOIIECCOB U clada 3a4era Texnomoruu

MIPOTPaMMHBIX oOHapyKeHHS

NIPOAYKTOB; BTOP>KECHHM.

CTPOCHUE VYnpasneHue

COBPEMEHHBIX 0€e301acHOCTEIO.

OICpanMOHHBIX

CUCTCM; IIPUHIHIILI

(hYHKIIMOHUPOBAHU

s COBPEMCHHBIX

HC; meronmonoruu

BEJICHUS

JTIOKYMEHTO000pOTa

B OpraHu3aluiax B

cdepe

MIPOrPaMMHOTO

obecrieyeHusl.
Bricokuit OIIK-8-1. JlekunoHHbIE u Beenenue B | Texymuii koHTposb — | [Toka3piBaer ri1y0oKoe
YpOBEHB 3Haer: MPaKTHYECKUE 3aHITHSA, WH(GOPMAIMOHHYIO | YCTHBIA OmpocC, | 3HAHUE W  TIOHUMaHHE
Onenka WHCTPYMEHTHI U paboTa B MaybIX TpyImax, 6e3omacHocth (MB). | KoHTpONBHAS pabota, | MaTepuana, crocobeH
«3adyTCHO», METOAbI HWHTCPAKTHUBHAsA JICKIIHA, TexHonoruu TECTUPOBAHUC, 3aliura | IpUMCHUTDH I/ISY‘IGHHBII\/'I
«OTIIMYHO» MOJICJINPOBAHUS JTIUCKYCCHS, 3aIUTHI JaHHBIX. OTYETOB Mo | MaTepuas Ha MIPAKTHKE

WHPOPMALMOHHBIX | caMocTosATeNbHas — pabora TexHonorun MPaKTUYeCKUM paboTam

MIPOIIECCOB; o0yyJaromuxcs, OAr0TOBKA 3alIHUTHI

CHOCOOBI ONMMCAaHNA | U cllada IPOMEXKYTOYHOM BBIYUCIIATEIIBHBIX

TIPUKJIATHBIX aTTecTalluu, MOJIrOTOBKA U CHCTEM.

MIPOLIECCOB U caaya 3ayera Texnomoruu

NIPOIPaMMHBIX oOHapyKeHHS

MPOAYKTOB,; BTOPIKEHUM.




CTpOEHHE 5. VYmpasnenue
COBPEMEHHBIX 0€30I1aCHOCTBIO.
OTIEPaLMOHHBIX
CHCTEM; IPHHIUITBL
(YHKIMOHUPOBaHU
sI COBPEMEHHBIX
UC; meronmonoruu
BEACHUS
JTOKYMEHTO000poTa
B OpPTaHU3alMAX B
chepe
MIPOTPaMMHOI0
o0ecreyeHusl.
Ymeer
Henocratoun OIIK-8-1. JlekoHHbBIE u |l BBenenue B | Texymuit koHTpons — | He 3HaeT 3HaYHTENBHOMN
BIif yPOBEHb VYmeer: MPAaKTUYECKHUE 3aHATHS, | THQOPMALIMOHHYIO YCTHBIN OIpoc, | YacTH MaTepuaia Kypca,
Onenka mpoektupoBats MC | pabota B MampIx Tpymmax, | 6e3omacHocTh (MB). KOHTPOJIbHAS pabota, | HE crocobeH
«HE3a4TeHO», | M  pa3palaThiBaTh | MHTEpPAKTUBHAS  JIEKOUs, | 2. Texnonoruu TECTUPOBaHMWE,  3allUTa | CAMOCTOSITEIHHO BBIIEIATh
«HEYNIOBJIETBO | IPOTpaMMHBIE JUCKYyCCHA, 3aIUTHl JAHHBIX. OTYETOB Mo | TTaBHBIE TIOJOXKEHUS B
PHUTEIHHO» MPOIYKTHI Ui | camocTosiTenbHas — pabota | 3. TexHonorun MIPAaKTUYEeCKUM paboTam N3y4YCHHOM MaTepuae
penieHus o0yyJaromuxcsi, HOATOTOBKA | 3alHTHI JUCTIATUTAHBI
MIPUKJIATHBIX 33/1a4. | U Cc/ada IPOMEXYTOUHON | BBIUMCIUTEIHHBIX
aTTeCTalliy, TOATOTOBKA M | CHCTEM.
caaya 3ayera 4. TexHonorun
oOHapyXeHUs
BTOP>KECHHM.
5. VYnpasnenue
0€3011acHOCTBIO.
bazoBbiii OIIK-8-1. JlekunoHHbIE u | 6. Beenenue B | Tekymuid KOHTpOJIb — | YMEET BOCIPOU3BECTH HE
YPOBEHb Ymeer: IIPaKTUYECKUE 3aHATHS, | THQOPMAIIMOHHYIO YCTHBIN onpoc, | meHee 50 % OCHOBHOTO
OneHka, npoextupoBath MC | pabota B Manbix rpymmax, | 6ezomnacHocts (Mb). KOHTPOJIbHAS pabora, | MaTepuaia Kypca, OJHAKO
«3aUTEHOY, W pa3pabarbiBaTh | MHTEPAKTUBHAS  JIEKIH, | /. Texnonorun TECTUPOBaHHE,  3alllTa | UCTIBITHIBACT 3aTPYIHCHUS
«yIIOBJIETBOPU | MPOrpaMMHBIE JTUCKYCCHS, 3alIUTHl JAHHBIX. OTYETOB 1o | npu peleHnn
TEJBHO» MPOIYKTHI Ui | camocTosiTenbHas — pabota | 8. TexHonoruu MPaKTUYEeCKUM paboTam MPaKTUYECKUX 3a7a4
pemeHus 00y4aronmxcs, MOATOTOBKA | 3aIIHUTHI
MIPUKJIATHBIX 33/1a4. | M Cc/ada TMPOMEXYTOYHOW | BBIUMCIHUTEIHHBIX




aTTeCTalyy, TOATOTOBKA M | CHCTEM.
crayva 3adera 9. Texnonornn
oOHapyKeHHS
BTOP>KCHUM.
10. VYmpasnenue
0€30aCHOCTBIO.
Cpennamit Onk8.2. Ywmeer: | JleknuoHHBIE u |1l Brenenmne Texymuii  KOHTponb — | YMeer pemraTh
YpOBEHb npoektupoBath MC | mpakTuueckue 3aHATHSL, | THQOPMAIIHOHHYIO YCTHBIN ompoc, | CTaHJApTHEIE
Orenka u  pazpabarpiBaTh | paboTa B MaibIX Tpymmax, | 6e3zomacHocTh (MB). KOHTPOJIbHAS pabota, | mpodheccuoHaIbHBIE
«3aYTEHOY, MIPOTrpaMMHBIE MHTEpPAaKTUBHAs  JieKuus, | 2. TexHonoruu TECTUpOBaHME,  3alIWTa | 3aJa4d C M[PUMEHEHUEM
«XOPOILIO» MPOITYKTHI IUIsL | TUCKYyCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | TOJTy4eHHBIX 3HAHWH,
pernieHus camocTosiTeNibHass ~ paboTta | 3. Texnonoruu NpaKkTUIECKUM paboTam WCIIBITHIBAET
NPUKIAIHBIX 330a4. | 00y4arOIIMXCs, TOATOTOBKA | 3alUThI HE3HAYUTEIIbHbIC
U cAada TPOMEKYTOUYHOH | BBIYMCIUTEIBHBIX 3aTpyIHCHHUS B pEIICHUH
aTTeCTalry, TOATOTOBKA M | CHCTEM. 3aja4
caaya 3ayera 4. TexHonoruu
oOHapyKeHHS
BTOP>KCHHM.
5. VYnpasnenue
0€301acHOCTEIO.
Bricokuit Onx8.2. Ywmeer: | JIeKunoHHbIE u |1l Beenenue Tekymuii KOHTpoJib — | YMeeT peuathb
yYpOBEHb npoextupoBath UC | mpakTuueckue 3aHATHA, | HTHPOPMAIIMOHHYIO YCTHBIN oTpoc, | CTaHJapTHEIE
Onenka u  paspabareiBaTh | paboTa B Manblx rpymnmnax, | 6ezomacHocts (Mb). KOHTPOJIbHAS pabota, | mpodeccuoHaIbHBIE
«3a4TEHOY, MpOTrpaMMHBIE WHTEpPAaKTHBHAs  Jiekuus, | 2. TexHonorun TECTUpOBaHME,  3allWTa | 33Ja4d C [PUMEHEHUEM
COTIIMYHO» MPOITYKTHI JUISL | TUCKYyCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | TOJTYy4EHHBIX 3HAHWH,
peneHus camocTosiTelIbHass ~ pabota | 3. TexHonorun MIPaKTUYEeCKUM paboTam MOKa3bIBAET riybokoe
MPUKIIAIHBIX 330a4. | 00yJaroIMXCs, TOArOTOBKA | 3alUThI 3HaHWE W  IIOHHMMaHHUe
U cAada TPOMEXKYTOYHOH | BEIYMCIUTEIBHBIX Marepuaa, cnocoOeH
aTTeCTally, TIOATOTOBKA H | CHCTEM. pemuTh  3ajady  IpH
caaya 3ayera 4. TexHonoruu N3MEHEHUH
oOHapyXeHuUs (bopMyITHPOBKH
BTOP>KECHMM.
5. VYnpasnenue
0€301aCHOCTBIO.
Brageer
Henocratoun | OIlIK 8.3 | JlexumoHHbIE u | 1. Beenenue B | Tekymuii KOHTposib — | He 3Haer 3HauuTeNbHOU




BIif yPOBEHB Brnaneert: MPaKTUYECKUE 3aHATHSL, | THQOPMAIIHOHHYIO YCTHBIN ompoc, | YacTd MaTepHuaia Kypca,
Orenka HaBBIKAMH pabora B MambIx Tpymmax, | 6e3omacHocts (Mb). KOHTPOJIbHAS paborta, | HE crioco0eH
«HE3aYTeHO», | AETaIbHOTO WHTEpAaKTHBHAS  JIeKIus, | 2. Texnomorun TECTUPOBAHHE,  3alllUTa | CAMOCTOSITEIHHO BBIIEISTh
«HEYIOBJETBO | OMHCAHUS JTUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB MO | TTIaBHBIE TIOJOXKEHUS B
PUTEIBHO MpeaMeTHON camocTosiTeNbHass ~ paboTta | 3. TexHonoruu MPaKTU4eCKUM paboTam H3yYCHHOM MaTepuaie

obmacru, 0o0yJaronmxcs, MOATOTOBKA | 3aIIHUTHI JACTIUTUTAHBI

WHPOPMALMOHHBIX | U cJada IPOMEKYTOYHOH | BEIYMCIUTEIHHBIX

cucTeM U | aTTecTalyu, MOJIrOTOBKA U | CHCTEM.

MIPOTPaMMHBIX clada 3aJera 4. Texnomorun

MPOIYKTOB B oOHapyKeHHS

NIPUKIaAHBIX BTOP>KCHHM.

o0yacTsax 5. Ympasnenne

JIeSITeTLHOCTH. 0€301MacHOCTHIO.
bazoBniit OIIK 8.3 | JlekunoHHbBIE u| 6. Bgenenue Texkymuii koHTposib — | Brianeer HaBBIKAMH
YpOBEHb Bnaneert: MPaKTUYECKUE 3aHATHA, | HTHPOPMALIMOHHYIO YCTHBIN OTpOC, | TEOPETUUECKOTO "
Ornenka, HaBBIKAMHU pabota B MambIX Tpymmax, | 6e3omacHocTh (MB). KOHTPOJIbHAS paboTa, | PKCIIEpUMEHTAITEHOTO
«3aUTEHOY, JETATEHOTO WHTepaKTUBHAs  JIeKOWs, | /. Texnomorun TECTUPOBAHME,  3alllUTa | UCCIEAOBaHUS OOBEKTOB
«yIIOBIICTBOPU | OTIMCAHUS JUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB no | mpodeccuoHaTBEHOR
TEITHHO» MpeIMETHON camocrosTenpHas — pabora | 8. Texnonorun MIPaKTHIECKUM padoTaM JIeSATEIIEHOCTH, yCBOMII

obnacru, 00yJaronmmxcs, MOATOTOBKA | 3aIIHUTHI OCHOBHOE coziepiKaHue

WHPOPMALMOHHBIX | M cJada IPOMEKYTOYHOH | BEIYMCIUTEIHHBIX MaTepuana JUCUUILIAHEI,

cucTeM W | aTTecTalyu, MOJrOTOBKA U | CHCTEM. HO wuMmeeT mpobensl B

MIPOTPaMMHBIX clada 3adyera 9. Texnonorun YCBOCHUHU Martepuaia.

MPOTYKTOB B oOHapyXeHUs Nwmeer

MPUKIIAIHBIX BTOP>KEHUH. HECHCTEMAaTU3UPOBAHHBIC

obacTsx 10. VYnpasnenue 3HaHUSA OCHOBHBIX

JIeSITeTLHOCTH. 0€301acHOCTEIO. pa3JeNoB NUCIUTLTHHBL
Cpennuit OIIK 8.3 JIeKIInoHHbBIE u |l Bgenenue Texkymuii koHTposb — | Braneer HaBBIKAMH
YPOBEHb Brnaneer: MPaKTUYECKUE 3aHATHSL, | THQOPMAIIHOHHYIO YCTHBIN OTpOC, | TEOPETUIECKOTO "
Onenka HaBBIKAMHU pabora B ManbIx rpymnnax, | 6esonacuocts (Ub). KOHTPOJIbHAS paborta, | SKCIEpUMEHTAIILHOTO
«3a4TEHOY, JIeTaIbHOTO WHTEpaKTHBHAS  JIeKuus, | 2. TexHonorun TECTUPOBaHHE,  3alllTa | UCCIIEAOBAaHUS OOBEKTOB
«XOPOIIIO» OTIMCAHHUS JTUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB no | mpodeccuoHaTEHON

MpeaIMETHON camocTosiTelIbHass  pabota | 3. TexHonoruu MPAaKTUYEeCKUM paboTam JEeSITETBHOCTH, CIOCOOECH

obnactH, o0yyaromuxcsi, HOATOTOBKA | 3aIUTHI CaMOCTOSITENILHO BBIICISATD

WHPOPMAIMOHHBIX | M cJlada IPOMEKYTOYHOH | BEIYUCIUTEIHHBIX TTIaBHBIE  TOJIOXKCHUS B

cucTeM W | aTTecTaliu, IMOJI'OTOBKA W | CHCTEM. W3yYEeHHOM  MaTepHale.




MpOrpaMMHBIX c/aya 3ayera 4. Texnonorun HcmbiThIBaET
MPOYKTOB B oOHapyKeHUs HEe3HAYNTEIbHBIC
MPUKJIATHBIX BTOPKCHUIA. 3aTpyAHEHHS B PEIICHUN
obnacTsx 5. Vpasienue 3ajad.
JeSITEIbHOCTH. 0€301acHOCTBIO.
Bricoxwuit OIlIK 8.3 | Jlexunonusie u| L Beenenne Texymuit  xoHTpoib — | CBoOOAHO BIIa/IeET
YPOBEHb Brnaneer: HpaKTHYECKUE 3aHATHS, | HHPOPMATMOHHYIO YCTHBIN OIIpoC, | HaBBIKAMHU
Ouenka HaBBIKAMHU pabota B ManbIX rpymmnax, | 6ezomacuocts (MB). KOHTPOJIbHAS paboTa, | TEOpPEeTHYECKOTO u
«3aUTCHOY, JETaTbHOTO UHTEpaKTHBHAs  JIEKLWs, | 2. Texnonorun TECTHPOBAHME,  3allUTa | SKCIICPUMEHTATEHOTO
«OTIIMIHO» OTMCAHHS JICKYCCHS, 3aIIUTHI JaHHBIX. OTYETOB 10 | MCCIIeIOBaHMS,
peIMETHOM caMmocTosiTelIbHAs  paboTa | 3. Texunonoruu HPaKTHIECKUM paboTam MOKa3bIBaeT riyookoe
obacTy, 00yJaronmxcs, MOArOTOBKA | 3aIUTHI 3HaHWE W ITOHHMaHHe
MH(QOPMAMOHHBIX | M cIada TNPOMEXYTOYHOH | BBIYHCIUTEIBHBIX U3y4EeHHOTO Marepuaa
CHUCTEM n | aTTeCTallMu, IIOArOTOBKA M | CUCTEM.
MPOTPaMMHBIX clada 3adera 4, Texnonoruu
MPOYKTOB B oOHapyKeHUs
TPUKJIATHBIX BTOPKCHUI.
o0macTsx 5. VYrpagsnenue
JESTeILHOCTH. 0€30IMaCHOCTBIO.




4. MeTtoau4yeckue MaTepUaJibl, ONpeAesaonue Npoueaypbl

OlICHUBAHUHA PE3YJIbTAaTOB Oﬁy‘leHl/lﬂ

3ananus B gopme yCTHOIO ompoca:

Y CTHBIN OMPOC UCIIONB3YETCS ISl TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH O0YYarOIIUXCS 110
JUCIUIUIMHE B KauyecTBE IMPOBEPKHU pe3yJIbTaTOB OCBOEHHUs Marepuana. Kaxaomy cTyaeHty
BBIJIA€TCSl CBOM COOCTBEHHBIH, Y3KO C(OPMYIUPOBAHHBII Borpoc. OTBET JOIKEH ObITh YETKUM
U KpaTKuM, COoACpKalllUM BCC OCHOBHBIC XAPAKTCPHUCTHUKU OIIMCBIBACMOI'O ITOHATHUA. B cBoem
OTBCTC CTYACHT OOJIKCH IIOKA3aTb YMCHHUA IHPOCICKHUBATL NMPHUYNWHHO-CICACTBCHHLIC CBA3U H
HAaBBIKHM PACCYKJICHUM U JI0Ka3aTeJIbCTBA.

3ananus B popme npakTuyeckux pador. KoMmiekT pa3HOypOBHEBBIX 33124
(3apanmii)

[IpakTuyeckas paboTa mpeACTaBIsAET cOO00H KOHTPOJIBHOE MEPONPHUSITHE MO ydeOHOMY
MaTepuany KaxJI0u Temsl (pa3zaena) AUCUUILINHBI, COCTOSIIEE B MHANBUAYAIBHOM BBIIOJHEHUU
00y4aromuMcsl IPaKTUUECKUX 3aJaHUN Ui OLICHKH MOJIY4YEHHbIX 3HAHWUN, YMEHUN U BIIaJCHUM
KOMITETEHIIUSIMUA, (POPMHUPYEMBIMU TI0 TaHHOW AUCIUTIINHE.

BbinmonHenue npakTHYeCKMX pabOT  SBJISETCS  CPEACTBOM  TEKYLIEro KOHTPOJIs
yCIIEBa€MOCTH O0Y4YaIOIUXCs MO AMCLUUIUIMHE U MOXET BKIIIOYaTh B ceOs CIEYIOLINE THUIIbI
3aJaHUi: 3aJaHus TUIIOBOIO BMJA W  3aJaHus TBOPYECKOIO XapakTepa, IO pe3ylbraTam
BBINOJIHEHUS MPAKTUYECKUX 3aJaHuil oOydaromue oGOpMIISIIOT OTYETHI, COJEpIKalllue aHalIu3
IIOJIy4EHHBIX PE3YJIBTATOB U BBIBOJBI.

TecToBble 3a1anu. 3agaHus B opMe TeCTHPOBAHUS

Tect npeacrasnser co00M KOHTPOIBHOE MEPOIIPUATHE MO YUEOHOMY MaTepHaly Kaxa0i
TEMBI (pasnena) JUCHUIIIINHBI, COCTOAIIECE B  BBIIIOJIHCHUU O6yT~IaI-OHII/IMC$I CHUCTEMBI
CTaHIapTU3UPOBAHHBIX 3a/laHUH, KOTOPAs MO3BOJISIET ABTOMAaTU3UPOBATh MPOLIENAYPY U3MEPEHUS
YPOBHSI 3HAHUH U yMEHUI 00y4aroierocs.

TectupoBaHue sBIIs€TCS CPEACTBOM TEKYLIET0 KOHTPOJS YCIIEBAEMOCTH OOyYaroIIHUXCs
N0 JAMCUUIUIMHE W MOXET BKJIIYaTh B ce0s Cleqylole TUMbl 3aJaHuil: 3aJaHue C
€MHCTBEHHBIM BBIOOPOM OTBETAa U3 MPEUIOKEHHBIX BapHAHTOB, 3a/laHUE Ha OIpeiesieHue
BCPHBIX 1 HCBCPHEBIX CY)KHGHHfI; 3aJaHUC C MHOKE€CTBCHHBIM BBI60pOM OTBETOB.

B KaXXJ10M 3alaHu HCO6XOI[I/IMO BBI6paTI) BCC IMPAaBUJIbHBIC OTBCTHI.



5. MarepuaJbl 1J1s1 IPOBeIeHHUA TEKYLIero KOHTPOJIS U MPOMEKYTOYHOM

aTrecralnmmnu
3ananus B gopme yCTHOIO ompoca

1. Beenenue B undopmarmonnyro 6e3omacuocts (Mb)

2. OcuHoBueble noustust Ub.

3. AHanu3 yrpos.

4. [TpoGsieMbl 0€3011aCHOCTH KOMIIBIOTEPHBIX CETEH.

5. [TonuTuka 6€30MaCHOCTH.

6. OCHOBHBIE COCTABIISIOLINE MOTUTHKH O€30MACHOCTH.

7. HopwmatuHo-nipaBoBoe obecnieuenue Mb.

8. Crannapter Ub.

9. MexnayHnapoansle ctanaapthl B chepe Ub.

10.  Ilpunnumnes! 3amuTsl nHGopMaoHHbIX cucteM (MC).

11. TexXHOI0rnu 3aImThl JaHHBIX.

12.  TIpuHOUIBI KPUTITO3AIIUTHI.

13. Kpunrorpadudeckue aropuTmel.

14.  Kpunroanamnus.

15.  CummeTpuyHbIC U ACHMMETPUYHBIE CUCTEMBbI ITU(POBAHMUS.
16. TexHoI0TuM AEKTPOHHO-IU(PPOBON TTOAMKCH.

17. OYHKIUH X3IIUPOBAHUS.

18.  TexHonorum ayreHTH(UKALINH.

19.  buomerpuueckas ayTeHTU(DHUKAIHS.

1. TexHoMornu 3a1uThl BHIYUCIUTENBHBIX CUCTEM.

2. O6ecneuenue 6e3omacHocTH onepauoHHbix cuctem (OC).
3. MesxceTeBble SKpaHbI.

4. CepTtudukanus u CTaHJapTU3ALHNS.

S. 3amuTa B BUPTyalbHbIX ceTssx VPN.

6. 3amura Ha ypoBHsx mozaenu OSI.

7. TexHomornM 0OHApYKEHUS! BTOPKEHHH.

8. CpenctBo ananmsa ceteBoro tpaduka Wireshark.

9. CkaHUpOBaHUE CETH.

10.  AHanu3 3aIUIICHHOCTH.

11.  OOHapyxeHue arax.

12.  TlporpaMMmHBIe CpeacTBa OOHAPYKEHHS BTOPKECHHUS.

13. 3amura yaaJeHHOro IOCTYIA.

14. 3amura OT BUPYCOB U CIiama.

15.  VYmpaBnenue 6€30MacHOCTHIO.

16.  3amaum ynpasnenus Ub B uadopmarmonnsix cucremax (MC).
17.  Apxurektypa u pyHKIMOHHpOBaHUE cucTeM ynpasienus b B (UC).
18.  Ayawut u monutopunr 6e3onacaoctu (MC).

19.  O0630p cuctem ympapieHHUs: 0€30MaCHOCTHIO.

TecToBBIC 3a1aHUA

1. KTo siBIIleTCcst OCHOBHBIM OTBETCTBEHHBIM 32 ONPEIETICHUE YPOBHS
kinaccudukanuu nHGpopManun?
PykoBoauTens cpeHero 3BeHa
Briciiee pykoBoACTBO
Brnanenen
ITonp30BaTenn



2. Kakas xaTeropus siBnsiercss HarOosiee pUCKOBAHHOM /1711 KOMIIAHUH C TOYKU
3peHUsI BEPOSATHOTO MOIIICHHHYECTBA M HApYyIICHUs 0e301acHOCTH?
CotpyaHuku
Xakepsl
Arakyroiiue
KonTparenTs! (Jinia, paboTaroIme 1mo J0roBopy)

3. Ecnu pa3nuuHpIM rpynmnam 1nojib30BaTeseil ¢ pa3Iu4yHbIM YPOBHEM J0CTyIa
TpeOyeTcst JOCTYI K OJTHON U TOH ke MH(OpMaIMK, KaKOe U3 yKa3aHHbIX HIDKE IeHCTBHUM
ClIelyeT MPEeAIPUHATh PyKOBOJCTBY?

CHuU3UTh YpOoBEHb 0€30MaCHOCTH 3TOW HHPOPMALUH JUIsl 0OecrieueH s ee
JIOCTYITHOCTH M YA00CTBa MCIIOIb30BaHUS

TpeboBaTh noanucaHus CeLUANbHOTO pa3pellieHns Kax/ bl pa3, Korjaa
4eJI0BEKY TpeOyeTcst JOCTYI K 3TOi HHpopManuu

VYIIydmuTh KOHTPOJIb 3a 6€30M1aCHOCTHIO 3TOW HHPOPMALIUU

CHU3UTH YpOBEHb KJIaCCH(PHUKALIMU 3TOM HHPOPMALIUU

4, Kakoii (hakTop Hanbosee BaKeH JJIsL TOTO, YTOOBI OBITh YBEPEHHBIM B YCIICIITHOM
obecrieueHnn Oe30MaCHOCTH B KOMITAHUU?
[Togneprxka BbICIIETO PYKOBOACTBA
D¢ dexTuBHBIC 3aIUTHBIC MEPHI U METOJIbI UX BHEAPEHUS
AKTYyaJIbHBIC B aJICKBATHBIC ITOJIMTUKH U TIPOIEAYPHI O€30MMaCHOCTH
[IpoBeneHue TPEHUHTOB IO OE30MACHOCTH JIJIsl BCEX COTPYTHUKOB

5. Korna nenecoobpa3Ho He NpearpuHIMaTh HUKAKUX JSHCTBUN B OTHOIIICHUU

BBISIBJICHHBIX pI/ICKOB?

Huxkornga. Jlns obecriedueHus: Xopoiiei 6e30MacHOCTH HY)KHO YUYUTHIBATh U
CHHMIXATh BCC pUCKU

Korna prucku He MOTYT OBITh IPUHATHI BO BHUMAHHE IO MOJTUTUYECKUM
COOOpaKeHUSIM

Korna HeoOxomuMbIe 3alIUTHBIE MEPHI CITUIIIKOM CIIOKHBI

Korna CTOUMOCTDb KOHTPMED MPEBLIIACT HEHHOCTL aKTHUBA U
MOTEHIIUATbHBIE TTOTEPH

6. Kakoe yTBepkieHne ABISAETCS PABUIbHBIM, €CJIN B3IJIIHYTh Ha PA3HUILY B LIEIAX

0€30MacHOCTH JIJIs1 KOMMEPYECKON U BOCHHOM OpraHu3aIun’?

Tonbko BOEHHBIE UMEIOT HACTOSIIYIO 0€30MaCHOCTh

Kommepueckast komnanus 00bI9HO 00JIbIIE 3a00TUTCS O IIEJIOCTHOCTH U
JIOCTYITHOCTH JIaHHBIX, @ BOGHHBIE — O KOH(PHIEHIIMAIBbHOCTH

BoennbiM TpeOyeTtcs 60bLINi ypOBEHb O€30MACHOCTH, T.K. UX PUCKHU
CYILLECTBEHHO BBIIIIE

Kommepueckas koMmranus 00bI9HO Oouible 3200TUTCS O JOCTYITHOCTH U
KOH(HJICHIIMATBHOCTH JAHHBIX, @ BOGHHBIE — O LIEJIOCTHOCTH

7. 3amuTa HHPOPMALIUHU OT YTEUKU — ATO AEATENLHOCTD 10 MPEA0TBPAIIECHUIO:
MOJIy4EHUS 3alUIIaeMOoil HHPOpMAIK 3aHHTEPECOBAHHBIM CYObEKTOM C
HapyLIEHUEM yCTAaHOBJICHHBIX IPABOBBIMHU IOKYMEHTAMHU WJIM COOCTBEHHUKOM, BIIaJIeIbIIEM
uH(pOpMalMY TIPaB WM MPaBUII JOCTYyIA K 3aIlIMIaeMON HH(OpMAaLIUK;
BO3/ICHCTBUS C HApyILIEHUEM YCTaHOBJICHHBIX IIPAB W/WJIM MPaBUII HA
M3MEHEeHHe UHPOpMAIUK, TPUBOJAIIETO K UCKAKEHHIO, YHUUYTOXXEHUI0, KOTUPOBAHUIO,



OJIOKMPOBAHUIO JIOCTYNA K MH()OPMAIINH, a TAKXKE K yTpaTe, YHUUTOKEHUIO MU COO0I0
(GYHKIIMOHUPOBAHUS HOCUTENSI HHPOPMAIIHH;

BO3JICHCTBUS Ha 3aIIUIIACMYI0 HH()OPMAIIHIO OMIMOOK TIOJIB30BATEIIS
uHpopManuei, cO0s TeXHHUECKUX U MPOTrPaMMHBIX CPEICTB HH()OPMAIIMOHHBIX CUCTEM, a
TaK)KE MPUPOJIHBIX SIBJICHUN;

HEKOHTPOJIMPYEMOTO PACIIPOCTPAHCHHUS 3alMIAeMO HH(OPMAIIHH OT ¢
pasriameHusi, HECAaHKIIMOHUPOBAHHOTO JOCTYIIA;

HECAaHKIIMOHHPOBAHHOTO JOBEACHUS 3allIUIIaeMOi WH(pOpMAIIHU 10
HEKOHTPOJIHUPYEMOT'0 KOJIMYECTBA MoTydaTeneil nHGopMaIim.

8. 3amuTa HHPOPMAIIIH 3TO:

nporecc cOopa, HaKOIUIEHUs, 00pabOTKH, XPaHEHUS, PACTIPEICIICHUS 1
NOUCKa UHPOPMALIUY;

npeoOpa3oBanue HHGOPMAIIHH, B pe3yJIbTaTe KOTOPOTO CO/ICPIKaHUE
UH(OPMALIUK CTAHOBUTCSI HETIOHSTHBIM JJIs1 CYOBEKTa, HE MMEIOIIET0 JOCTYIIA;

MOJTyYeHHE CYObEKTOM BO3MOXKHOCTH O3HAKOMJICHUS C HH(pOpMaIIUeH, B
TOM YHCJIE TTPHU MOMOIIY TEXHHUYECKUX CPE/ICTB;

COBOKYITHOCTb TIPABUJI, PETJIAMEHTUPYIOIIHMX TOPSIIOK M YCIOBHUS JOCTYIIA
cyOBeKTa K MHPOPMAIUU M €€ HOCHTEIISM;

JeSITeIbHOCTD IO MPEJOTBPALICHUIO YTEYKU HH(DOpMAIIHH,
HECAaHKIIMOHUPOBAHHBIX U HETIPETHAMEPEHHBIX BO3JICHCTBUI HA HEE.

9. EcrecTBeHHBIE yrpo3bl 0€301MacHOCTH HH(OPMAIH BEI3BAHBI:

NeSITeIbHOCTBIO YEIIOBEKa,

ommbOkamu npu npoexkrtupoannn ACOMU, ee a3nemMeHTOB WK pazpadboTke
IPOTrpaMMHOr0 00ecreueHus;

BO3CHCTBUSMHI OOBEKTUBHBIX (PU3MUYECKHUX MPOIECCOB MIIM CTUXUHHBIX
HNPUPOHBIX SBJICHUHN, HE3aBUCSIIUX OT YEJIOBEKa;

KOPBICTHBIMU YCTPEMIIEHUSIMU 3JI0YMBIIIJICHHUKOB;

olIMOKaMu MU IEHCTBUAX MEepCOHAIA.

10.  HckyccTBeHHbIE yrpo3bl 0€30MacHOCTH UH(OPMAIK BHI3BAHBI:

JeSITeTbHOCTBIO YEIIOBEKa,

omnOkamu npu npoektupoBanuu ACOU, ee aeMeHTOB 1iu pa3paboTke
MIPOrpaMMHOTO 00€CTICUEHHUST;

BO3/ICWCTBUSAMH OOBEKTUBHBIX (PU3MYECKHUX MPOLIECCOB MIIM CTUXUHHBIX
NPUPOHBIX SBJICHUH, HE3aBUCSIINX OT YEJIOBEKa;

KOPBICTHBIMU YCTPEMIJIEHUSIMU 3I0yMBIIIEHHUKOB;

omurOKaMH TP IEHCTBHUAX TEPCOHAIA.

11. K ocHOBHBIM HelpeIHaMEPEHHbIM UCKYCcCTBEHHBIM yrpo3aM ACOU otHOCUTCS:
¢du3nyeckoe pa3pyleHue CUCTEMbI TyTeM B3pbIBa, MOXKOTA U T.I1.;
nepexBar NOOOYHBIX AJIEKTPOMATHUTHBIX, aKYCTHUYECKUX U IPYTUX
U3JIy4CHUM YCTPOUCTB U JINHUU CBS3H;

W3MEHEHHE PEKUMOB pabdOThl YCTPOICTB UM MpOorpamm, 3a0acToBKa,
ca0oTax rnepcoHasa, MOCTAaHOBKA MOIIIHBIX aKTUBHBIX MOMEX U T.I1.;

YTEHHE OCTATOYHON MHPOPMAIIMK U3 ONIEPATUBHOMN MaMsTH U C BHEIIHUX
3allOMUHAIOLINX YCTPOUCTB;

HEYMBIIUJIEHHBIE JeHCTBUS, MPUBOAAIINE K YACTUYHOMY WM ITOJTHOMY
OTKa3y CHCTEMBI HJIM pa3pyIICHUIO allapaTHbIX, IPOrPaMMHBIX, HHPOPMALIMOHHBIX PECYpPCOB
CUCTEMBI.



12. K nocTOpOHHHUM JHIIaM HapyHIIUTEIsIM HH(POPMAIIMOHHON 0€3011acHOCTH
OTHOCHTCS:
MPECTaBUTENIN OPTaHU3AIMIA, B3aUMOICHCTBYIOIUX IO BOIPOCAM
o0ecrieueHNs )KU3HEACATEIbHOCTH OpraHU3allNy;
HepcoHal, 00CIIyKUBAIOLINHA TEXHUYECKUE CPEICTBA,;
TEeXHUYECKHUH TTepPCOHA, 00CTYKUBAIOIIUI 3/1aHHE;
HOJIb30BATENH;
COTPYJHHKH CITyKOBI 0€30IIaCHOCTH.
MPECTaBUTENN KOHKYPHUPYIOIINX OPTaHU3aIUi.
JMIa, HAPYIIMBIINE TPOITYCKHOW PEXUM;

13.  Cnawm, KOTOpBIil UMEET 1IeJIb ONIOPOYUTH TY WM UHYIO (PUPMY, KOMITAaHUIO,
MOJIMTUYECKOI0 KaHIUJaTa u T.II:
YEpHBII nHap;
(bummHr;
HUTEPUHCKHE TUChMA;
HCTOYHUK CIYXOB;
MyCThIE MUCHMA.

14.  Cnam pacnpocTpaHsieT noaeNbHble COOOIIEHUs OT UMEHU OaHKOB UJIH
(MHAHCOBBIX KOMIIAHUH, LIETBIO KOTOPBIX SIBIISIETCS COOP JIOTMHOB, MAPOJIeH M MUH-KOJIOB
I10JIb30BATEIICH:

YEpHBIN [THAP;
(bumuHr;
HUTEPUICKHE NTHCHMA;
HCTOYHUK CIIyXOB;
IIyCThIE THCHhMA.

15.  AxTuUBHBIN nepexBaT UHPOPMAIUH - 3TO MIEPEXBAT, KOTOPBIN:

3aKJII0YAETCsl B YCTAHOBKE MOCTYIIMBAIOIIEr0 YCTPOICTBA B anmaparypy
cpeacTB 00paboTKu MHPOpMAIUY;

OCHOBAaH Ha (PMKCALUHU 3JEKTPOMArHUTHBIX U3JIy4eHHH, BOSHUKAIOIINX
npu GYHKIMOHUPOBAHUY CPEJICTB KOMITBIOTEPHOM TEXHUKU 1 KOMMYHHKAIHIA;

HEMPaBOMEPHO HCIIOJIb3YEeT TEXHOJIOTHYECKUE OTXO0 1l HH(OPMAIIMOHHOTO
nporecca;

OCYILECTBISIETCS MyTEM HCII0JIb30BAaHHsI ONTUYECKON TEXHUKH;

OCYIIECTBIISIETCS C TIOMOIIBIO TOAKITIOUEHHSI K TEIEKOMMYHHUKAITHOHHOMY
000py/I0BaHUIO KOMITBIOTEPA.

16.  IlepexBar, KOTOpBIN 3aKIFOYAETCS B YCTAHOBKE MOJICTYIINBAIOLIETO YCTPOHCTBA B
anmnaparypy cpeacTB 00padoTKH MH(OpPMALMK Ha3bIBAETCS:
aKTUBHBIN IepexBarT;
ITaCCUBHBIN ITEPEXBAT;
ayJHoInepexBar;
BHJICOTICPEXBAT;
IIPOCMOTP MycoOpa.

17.  TlepexBar, KOTOpPBI OCHOBAH Ha (PUKCALIUH SIEKTPOMATHUTHBIX U3ITy4eHUH,
BO3HUKAIOIIUX MPpU QYHKIIMOHUPOBAHUU CPEJICTB KOMIIBIOTEPHON TEXHUKHU U KOMMYHHUKAIIUHA
Ha3bIBACTCS:

AKTHBHBIN I1epEXBar;
[IaCCUBHBIN IIEpEXBAT;



ayJuoIepexBar;
BU/JICOTIEPEXBAT;
IIPOCMOTP MycCOpa.

18. [TepexBat, KOTOPBI OCYLIECTBIISIETCS ITYTEM HCIIOJIb30BAHUS ONITUYECKOMN
TEXHUKH HA3bIBACTCS:
AKTUBHBIN I1IEpEXBAaT;
[aCCUBHBIN I1€PEXBAT;
ayJMoIepexBar;
BHJIEOIIEPEXBAT;
IIPOCMOTp Mycopa.

19.  Crenenp 3aMIIEHHOCTH HHPOPMALIMU OT HEFATUBHOTO BO3ACUCTBUS HA HEE C
TOYKH 3pCHUS HApYIICHUS €€ GU3NUECKON U JIOTUUECKOH LEIOCTHOCTH WU
HECAaHKIIMOHUPOBAHHOTO UCTIOIB30BaHUS — 3TO
YSA3BHMOCTb HH(OpMAaLIUH
HA/IKHOCTHh HH(POpMAIHU
3aIIMIIEHHOCTh HH(OopManuu
6e30macHOCTh HHPOPMALIUU

20. [TpoBepka MOUTMHHOCTH CYOBEKTa O MPEABSIBICHHOMY UM HICHTU(DUKATOPY IS
TPUHATHS PEIICHUS O MPEIOCTABICHUU MY JIOCTYIIa K pecypcaM CUCTEMbI — 3TO
ayIuT
ayTeHTU(DUKaLUs
ABTOPHU3AIIHS
uaeHTUDUKAIHS

21. COBOKYIMHOCTh CBOWCTB, 00YCIOBIMBAIOIIUX MPUTOHOCTH HH(OpMALIUN
YIIOBJICTBOPSATH ONPeIeTICHHBIC TOTPEOHOCTH B COOTBETCTBUH C €€ Ha3HAUCHUEM, Ha3bIBACTCS
aKTyallbHOCTBIO HH(pOpMAITUU
JOCTYITHOCTBIO
KauecTBOM MH(popManuu
LIEJIOCTHOCTBIO

22.  IlepbM dTamom pa3zpabotku cucteMsl 3auuThl C sBisiercs
aHaJIN3 TMOTEHIUAIbHO BO3MOXKHBIX YTP0O3 HH(pOpMaLUu
M3y4eHHe NH(OPMALIMOHHBIX TOTOKOB
CTaHJapTH3alMs IPOrPaMMHOT0 oOecreueHHs
OILICHKA BO3MOJKHBIX IOTEPh

23. HanexuocTh cucTeMbI 3aMTHI HHYOPMAITUU OTIPEIEAETCS
YCPEIHEHHBIM TOKa3aTeNeM
CaMbIM CJ1a0BIM 3BEHOM
KOJIMYECTBOM OTPAKEHHBIX aTaK
CaMbIM CHJILHBIM 3BEHOM

24.  Tlonutuka nHGOPMAIIMOHHON 0€301TaCHOCTH — JTO
oMb 3aIUTHI
HUTOTOBBII AOKYMCHT aHaJin3a puCKOB
CTaHJapT 0€30MacCHOCTH
COBOKYITHOCTB 3aKOHOB, IIPaBHJI, OTIPEACIISIOMNX YIPABICHIECKUE U
NPOEKTHBIE peIIeHus B 007JaCTH 3aIIUThl HHPOPMALUU



25.  IlpucBoenue cyobekTaM U 00BEKTaM JIOCTYyIAa YHUKAIBHOTO HOMepa, mudpa,
KOJa U T.II. C HENBIO MOTYYCHHS JOCTyIa K HHPOPMAITUU — 3TO
ayTeHTH(UKAIIHIS
UICHTHDUKAIISL
ayauT
aBTOPHU3AIIHS

26.  Kakoii i BO3IEHCTBUS OCYIIIECTBIISET MPOTrpaMMHast 3aKIa/iKa, KOTopast
BHezpsiercs B [13Y, cucTteMHOE WiIH MIPHUKIIAIHOE TPOrPaMMHOE 00ECIIEUeHUE U COXPAHSET BCIO
WIN BBIOpaHHYIO0 HH(POPMALIKIO B CKPBITON 00JIACTH MAMSITH:

KOMITPOMETAITHSI
nepexsar
HaOJIroIeHNE
ybopka mycopa

27.  CopnepkaHueM mapamMeTpa yrpo3sl 0€30MacHOCTH HHPOpMAIIH
«KOH(HICHITUATIBHOCTDY ABJISICTCS
HCCAaHKIIWUOHUPOBAaHHAA MOIII/I(bI/IKaIII/IH
HCKaKCHUE
HECaHKI[MOHMPOBAHHOE MOJTYYCHHE
YHUYTOXKCHUE

28. TpebGoBaHMs K TEXHUYECKOMY 00ECIIEUEHUIO CUCTEMBI 3aIUThI:
anmapaTtypHbie U (PU3HICCKHE
yIPaBJICHYECKUE M JOKYMEHTAPHbBIE
MIPOLICTyPHBIC U pa3/ieIbHbIC
aJIMAUHUCTPATHUBHBIC U alIapaTypHbIe

29.  llens nporecca BHEAPEHUS U TECTUPOBAHUS CPEICTB 3AIIUTHI —
OTpeEeIUTh YPOBEHb PACXO0J0B HA CUCTEMY 3aIUThI
BBISIBUTH HAPYILIUTEISA
rapaHTUPOBATh NPABUILHOCTD PeAIN3alliU CPEJICTB 3aLIUThI
BBIOOp Mep U CPEJCTB 3alUTHI

30.  Bo03MOXHOCTB MoJTy4eHHUs] HEOOXOMMBIX MOJIb30BATEINIO JAHHBIX MU CEPBUCOB
3a pa3yMHOE BpeMsl XapaKTepHU3yeT CBOMCTBO
BOCCTAHABIIMBAEMOCTb
JI€TEPMUPOBAHHOCTD
L[EJIOCTHOCTD
JOCTYITHOCTh

31.  Tposickue mporpaMmmbl — 3TO
IIPOrPaMMBbI-BUPYCHI, KOTOPbIE PACIIPOCTPAHSIOTCS CAMOCTOSATENBHO
BCE MPOTPaMMBI, COACPIKAIIHE OITHOKH
YacTh MPOTPAMMBI C U3BECTHBIMU MOJIB30BATENIO (DYHKIMSIMHU, CIIOCOOHAS
BBITIOJTHATE ICHCTBHS C IEJhI0 PUYNHEHHSI OTIPEICTICHHOTO yiepoa
TEKCTOBBIE (hailyibl, pacpoCTpaHseMble M0 CEeTH

32. Haubonee HagexHBIM MEXaHU3MOM JJIS 3aIIUTHI COJIEPKaHUsI COOOIIEHU I
SIBIIAETCS
CHeIMANIbHBINA anmapaTHbIi MOAYTb



CTELUATBHBIA PEKUM Iepeadn COOOIIeHUs
JOTOJTHUTEIBHBIA XOCT
Kpunrorpadus

33.  OCHOBHOI IIEJIbI0 CUCTEMBI OpaHIMay3pa ABJSETCS YIPaBICHHE JOCTYIIOM
K apXHBaM
BHYTPH 3alIMIIAEMON CETH
K CEeKpETHOM nH(pOopMaun
K 3alUIIAEMOU CETH

34.  IIpomecc UMHTAIIUN XaKEPOM JPYKECTBEHHOTO aJjpeca Ha3bIBaeTCs
«KPIKOM»
MIPOHUKHOBEHUEM
B3JIOMOM
«cypuHrOM»

35. [TpemocraBieHue JIeralbHBIM MOJIb30BaTeNeM Ju(PepeHTnPOBAHHBIX TIPAB
JIOCTYTIA K PECypcaM CHCTEMbI — 3TO
UACHTH(DUKAIISL
ayJuT
ayTeHTU(UKALIHS
aBTOPHU3ALIHS

36. [TpoBepka NOTMHHOCTH MOJIH30BATENS MO MPEIBIBICHHOMY UM
UICHTUPHUKATOPY — ITO
aBTOPH3ALUS
ayTeHTU(UKAIIHS
ayauT
uaeHTUDUKAIHS

37.  CBOHCTBO, KOTOPOE TaPAHTUPYET, UTO WHPOPMAIIHI HE MOXKET OBITH JOCTYITHA
WIN PACKpBITa JUIsl HEaBTOPU30BAHHBIX JIMYHOCTEH, 00BEKTOB MIIM MPOLIECCOB — ATO
NEeTEPMUHUPOBAHHOCTD
JOCTOBEPHOCTH
L[EJIOCTHOCTh
KOH(HIEHIINATIbHOCTb

38.  Cucrema, Mo3BOJISIONIAst Pa3AeUTh CETh HA JIBE MIIM OOJIee JyacTeil U peaan30BaTh
Ha0Op MPaBUII, ONPEACISIONIMX YCIOBHUS MPOXOXKICHUS MAKETOB M3 OJTHOM YacTH B JAPYTYIO,
Ha3bIBACTCS
OpaHIMay’poM
Opay3epom
MapIIpyTH3aTOPOM
¢bubTpOoM

39.  KoMmnbroTepHBIM BUPYCOM Ha3bIBAETCS:
mobas mporpamma, co3JjlaHHasi Ha S3bIKaX HU3KOrO YPOBHS
HeOoubIIast MporpamMma, CriocoOHast K CaMOKOIUPOBAHUIO, KOTOPAsi MOXKET
MPUIHCHIBATH ce0s K JPYTUM IIporpaMMamM
¢aiin, conepkamuii MaKpoChl
HET IIPaBUJIIBHOTO OTBETA



40. UTo U3 HIKETIePEUNCICHHOTO SBIISIETCS OJJHUM H3 CIIOCOOOB 3aIIUTHI
nH(popMaIuy Ha KOMITbIOTEpe?
3a1uTa MnapoJjIcM JaHHbIX
nedparMeHTaIus )KeCTKOro JUCKa
MOJTHOE OTKJIFOUEHUE CUCTEMHOTO 0JIOKa
nepeycTaHOBKa OTNIEPAIMOHHON CHCTEMBI
HET MPaBUIBLHOTO OTBETA
BCE OTBETHI MPABUIIbHBIC

41.  Yto Takoe pyTKUT?
BPEIOHOCHAS MTPOrpaMMa, OTCIICKHUBAOIIAs, KAKHE CANTHI MOCEIaeT
MI0JIb30BATEIIb
porpaMma, 6JIOKUPYIOIIas TOCTYI K KOMITBIOTEPY U TpeOyromas ACHbI 1
3a pa30JIOKUPOBKY
MporpaMMa JJisi CKPBITOTO B3SITHSI IO KOHTPOJIb B3JIOMaHHOW CHCTEMBI
HET MPaBWJILHOTO OTBETA
BCE OTBETHI BEPHBI

42. [Tox ¢pumuHroM MOHUMAIOT
PacChUTKHA OT UMECHHU TOMYJISIPHBIX KOMITAHUH WIIH OpTaHUu3aIuii,
COJICPIKAIINX CCHUIKU HA JIO)KHBIE CAWTHI, BHEIITHE HEOTIIMYUMBIC OT HACTOSIIUX.
nepepacrpeseseHue GpaiioB U JOTHYECKOM CTPYKTYPBI TUCKA
npeoOpa3oBaHre HHHOPMAITUHU B IEJISIX CKPBITUS OT HEABTOPU30BAHHBIX
JINII
HET MPaBUIBLHOTO OTBETA
BCE OTBETHI BEPHBI

43.  Kak Ha3bIBaeTcs MHPOpMALUs, KPYT JIML, UMEIOIIMUX JTOCTYI K KOTOPOM
orpaHuyeH?
OTKpBITast
KOH(HACHITMATbHAS
3amuQpoBaHHas

44.  Iludpposanue uHHOpMAIMHU ITO - ...
npeoOpa3oBanue HHGOPMAIIH, TP KOTOPOM COJIEPKAHUE CTAHOBHUTCS
HETOHATHBIM JUI He 00J1a/1al0lIMX COOTBETCTBYIOLIIMMHU NOJTHOMOYHMSMH CyOBEKTOB
npeoOpa3oBanne HH(GOPMAIMH B JIBOUYHBIN KO
nporecc CxaTust MH(GopMaIiy, ¢ LIeJIbI0 YMEHbIICHHUS 3aHUMAaeMOoro et
o0bEeMa Ha JUCKe
BCE OTBETHI BEpHBI
HET MPaBHIFHOTO OTBETA

45.  Yro Ha3bIBAIOT 3alIUTON MH(pOpMALIUN?
MpeJOTBpAIlEHHE YTeUKH HH(pOpMAIUU
MpEIOTBPAILIEHHE HECAHKIIMOHUPOBAHHBIX JIEUCTBUI
MIPEIOTBPALLEHUE HENTPETHAMEPEHHBIX BO3/ICHCTBUI Ha 3alllUIIAEMYIO
nH(pOpMaLIHIO
BCE OTBETHI BEPHBI

46.  Yro MOHMMAIOT MO YT€UKOH MHpopManuu?
OECKOHTPOIBHBIN BBIXO ] KOHGUIECHITNATHFHON HH(POPMAIIUH 32 TIPEICITBI
OpTaHMU3aIH WU Kpyra JUI], KOTOPBIM OHa ObLIa JOBepeHa.



IpeIHaMEpeHHas TIopya WM YHHUTOXEeHHE HHPOPMaLuu
MpeIHaMepeHHOE OBJaIcHHE KOH(UIESHITNATBbHOM HHpOpMaIel JTUIoM,
HE UMEIOIIMM IIpaBa J10CTyla K JaHHbBIM.

1. Kakast 13 npuBeCHHBIX TEXHUK SIBJISIETCS CAMOM BayKHOM IPU BbIOOPE KOHKPETHBIX
3alIUTHBIX Mep?

AHanus puckoB

Amnanu3 3atpar / BBITOJbI

Pesynbrarer ALE

BelsiBicHNE YA3BUMOCTEN U YTPO3, ABJIAIOIINXCS IPUYMHON PUCKA

2. Yto myurie BCero onmuchiBaeT 1eib pacdeta ALE?
KonnuecTBeHHO OLIEHUTH YPOBEHb O€30IIACHOCTH CPEIbI
OueHUTbh BO3MOXHBIE TOTEPH [Tl KAXK10M1 KOHTPMEPHI
KosmaecTBeHHO OIEHUTH 3aTPaThl / BBITOJIBI

OneHuTh NOTEHIHABHBIE TOTEPHU OT YIPO3bI B TOJ1

3. TakTH4eckoe IIaHUPOBAHUE — ITO:
CpennecpoyHoe MIIaHUPOBAHUE
JlonrocpodHoe miiaHupoOBaHUE
ExenHeBHOE TUIaHUpPOBaHKE
[TnanupoBanue Ha 6 MecALIEB

4. Yo siBnsieTcsl ONpeieieHHeM BO3IeHCTBHS (exposure) Ha 0€30MacHOCTh?
Heuro, npuBopsmiee k ymepOy OT yrpo3sl

JIro0ast moTeHIMaIbHAsE OMTACHOCTH JUISI MHPOPMAIIUU HITH CUCTEM

JIr000i1 HEOCTATOK MITH OTCYTCTBUE HH(OPMAITMOHHOW 6€30MaCHOCTH
[ToreHnanbHbIe OTEPU OT YTPO3bI

5. Kak paccunrtaTh ocTaTOuHBIN pUCK?

Yrpo3sl X Pucku x LleHHOCT akTHBa

(Yrpo3sl x LlenHOCTh akTHBa X YSI3BUMOCTH) X Prcku

SLE x Yacroty = ALE

(Yrpossl x Ysa3sumoctu X LlenHocTs akTrBa) X HegocraTok KoHTpOIIs

6. UTo U3 mepeurcIeHHOr0 HEe SBISCTCS [EIbI0 IPOBEACHMS aHATN3a PUCKOB?

JenerupoBanue noJIHOMOYUI

KonnuecTBeHnHas orieHKa BO3ACHCTBUS MTOTEHIIMATIBHBIX YTPO3

BrisiBieHHE pUCKOB

Omnpenenenue Gananca MEXTy BO3/IEHCTBHEM PUCKA M CTOUMOCTBIO HEOOXOTUMBIX
KOHTpMEp

7. YTO U3 mepeunciieHHOT0 He ABISEeTCA 3ajaueii pyKOBOJICTBA B MPOLIECCE BHEAPEHUS U
COTIPOBOXKACHUS 0€30IaCHOCTH?

ITognepxka

BrinosiHeHue aHanusa prucKoB

Onpenenenne Uenu U rpaHuL]

JenernpoBanue MOJTHOMOYUI

8. Iloyemy mpu MpOBeZICHUN aHAJ3a HHOOPMAIIMOHHBIX PHCKOB CIIEAYET MPHUBIIEKAThH K
ATOMY CNIELUAIMCTOB U3 PA3IMUHBIX NOIpa3AcIEeHUI KOMIIAaHUN?



YroObl yOeAUTHCS, YTO IPOBOIUTCS CIPABEJIUBAs OLEHKA

Oto He TpeOyercs. [l aHanu3a pUCKOB CIIEIyeT MPUBIEKATh HEOOBIIYIO TPYIIITY
CHELHUATHNCTOB, HE SBIISIOLIMXCS COTPYIHUKAMH KOMIIAHUH, YTO TIO3BOJIMUT 00ECTICUUTh
OecTpUCTPaCTHBIN U KaYEeCTBEHHBIN aHAIN3

[TockobKy JI0IM B Pa3IMUHBIX OAPA3ACICHUAX JTydllle IOHUMAIOT PUCKU B CBOUX
MOJIpa3/IeNIEHUsIX U CMOTYT MPEIOCTaBUTh MAKCUMAIILHO MOJIHYIO U JOCTOBEPHYIO HHPOPMALIUIO
JUIsl aHaJIu3a

[TockoabKy JIFOAM B pA3IMYHbBIX OAPA3ACICHUAX CAMU ABIISIFOTCA OAHOWU U3 MPUYUH
PHCKOB, OHU JIOJIKHBI OBITh OTBETCTBEHHBI 32 MX OLECHKY

9. Yto sABiILETCS HAWITYYIIUM OMMCAHUEM KOJIMYECTBEHHOTO aHAJIN3a PUCKOB?

AHanu3, 0OCHOBaHHBIM Ha CIICHAPUSX, IPeTHA3HAYCHHBIH JUIS BBISBICHUS Pa3IMIHBIX
yrpo3 6e30macHoCTH

Merton, NCTIONB3YyEeMBIH ISl TOYHOM OLIEHKH MOTEHIUAIBHBIX TIOTEPh, BEPOSITHOCTH
NOTEPb U PUCKOB

Merto/, COMOCTaBIISIOMNI ICHEKHOE 3HAUEHHE C KaXKIbIM KOMIOHEHTOM OLIEHKH PUCKOB

Meroa, OCHOBaHHBIN Ha CYXACHUAX U UHTYULIUH

10. [Toyemy KOTMYECTBEHHBII aHAIN3 PHCKOB B YUCTOM BHJIE HE JOCTIKUAM?

OH JOCTHKUM U UCTIONB3YETCS

OH npucBanBaeT ypoBHU KPUTUYHOCTH. VX CII0KHO IIEpPEBECTHU B ACHEXKHBINA BU/I.
DTO CBA3aHO C TOYHOCTHIO KOJIMYECTBEHHBIX 3JIEMEHTOB

KonmyecTBeHHbIE N3MEpEHNUs JOJKHBI IIPUMEHATHCS K KAYECTBEHHBIM 3JIEMEHTAM

11. Ecnu ucnosb3yroTcs aBTOMaTU3UPOBAaHHBIE HHCTPYMEHTHI JJIsl aHAJIM3a PUCKOB,
[oYeMy BCE paBHO TpeOyeTcs Tak MHOTO BPEMEHH Il IIPOBEICHUs aHanu3a’?

MHoro nH(popMaIui Hy>KHO COOpaTh ¥ BBECTH B IPOTPaMMy

PykoBOACTBO TOKHO 0100PUTH CO3/1aHUE IPYIIIIBI

AHanu3 pUcKOB HE MOXET ObITh aBTOMaTU3UPOBAH, YTO CBSI3aHO C CaMOW MPUPOAOH
OLICHKHU

MHOXECTBO JIFO/IEH TOJDKHO OJI0OpUTDH TaHHBIE

12. Kaxkoii u3 clieayronmx 3aKOHOAATeILHBIX TEPMUHOB OTHOCHTCS K KOMITAHUY HITH
YeJIOBEKY, BBHITIOTHSIONIEMY HEOOXOIUMBIE IEHCTBUS, U UCTIONB3YETCS TSl ONpEAeTICHUS
00s13aTeNbCTB?

CrannapTtsl

Jomxusrit mporiece (Due process)

Homxknas 3a60ta (Due care)

CHmkeHne 0053aTeNbCTB

13. Yto Taxoe CobiT u kak OH OTHOCHTCS K pa3paboTKe cucTeM HHPOPMAIMOHHOM
0€30I1aCHOCTH U MporpaMM 0e30macHOCTH?

Crnucok cTaHIapTOB, IPOLEAYP U NOJUTHK I pa3pabOTKH MporpaMmbl O€301MaCHOCTH

Texymas Bepcus [SO 17799

CrtpykTypa, KoTopas ObuTa pa3paboTaHa Jjisi CHUKEHHUS BHYTPEHHETO MOIIICHHUYECTBA B
KOMITaHUSX

OTKpBITBIN CTaHIAPT, ONPEAEIIAIOMIMMI [EIH KOHTPOJIA

14. VI3 xakux 4yetbipex ToMeHOB cocTout CobiT?
[TnanupoBanue u Opranuzanus, [Ipuodperenue u Bueapenue, Dkcrutyaranus u
Comnpooxnenue, Morutopusr u OrieHKa



[TnanupoBanue u Opranuzanus, [lonnepxka u Buenpenue, Jkcmyatanus u
ConpoBoxaenne, MoHuTopuHr 1 OeHka

[Tnanuposanue u Opranuzauus, [Ipuodperenue u Buenpenue, CornpoBoxaeHne u
ITokynka, Monutopunr u OueHka

[Tpuobperenue u Bueapenne, Dxcruryaranus u ConpoBoxaeHne, MOHUTOPHUHT U
OrneHka

15. Yto npencrasnsier coboit ctangaapt ISO/IEC 277997
CraHgapT 10 3aIUTe MePCOHATBHBIX TaHHBIX O 3I0POBLE
Hosas Bepcus BS 17799

Onpenenenus 1uist HoBoi cepuu 1ISO 27000

Hogsas Bepcust NIST 800-60

16. CobiT 6bu1 pazpaboran Ha ocHOBE CTpYKTYphl COSO. UTo sABIsSETCS OCHOBHBIMHU
uensiMu 1 3agadamu COSO?

COSO — 3T0 noaX04 K YIPaBIEHUIO PUCKAMHU, KOTOPBIM OTHOCUTCS K KOHTPOJIBHBIM
00BeKTaM U OM3HEC-TIpoLeccam

COSO oTHOCHUTCS K CTpaTernueckomMy ypoBHio, Toraa kak CobiT Gombiie HanpaBieH Ha
OIEPALMOHHBIN YPOBEHb

COSO yuuThIBaeT KOPHOPATUBHYIO KYJIBTYPY U Pa3pabOTKy MOJIUTHK

COSO - 310 cucrema 0TKa30yCTOMYUBOCTH

17. OCTAVE, NIST 800-30 u AS/NZS 4360 sBJISIOTCS pa3TUIHBIMU TTOX0aAMH K
peau3aluy yrpaBieHHs] pUCKaMy B KOMIAHUAX. B 4em 3aKkiIro4aroTcs pa3audus Mexay dTUMU
METOaMHu?

NIST u OCTAVE sBist0TCS KOPHOPAaTUBHBIMU

NIST u OCTAVE opuentupoBan Ha UT

AS/NZS opuentupoan Ha UT

NIST u AS/NZS sBAst0TCS KOPIIOPATUBHBIMU

18. Kaxkoii U3 clieayronmx MeToI0B aHAIN3a PUCKOB MBITACTCS ONPEICIIUTD, T/Ie
BEpOSATHEE BCEro Mpou3oiier cooi?

AHanu3 CBA3YIOUIETO JepeBa

ASINZS

NIST

Ananu3 cboeB u 1eheKToB

20.  Yro 6bL10 pazpaboTaHO, 4TOOBI IOMOYB CTPaHAM U MX NMPaBUTEIbCTBAM
MIOCTPOUTH 3aKOHOJATEIHCTBO TI0 3AIIUTE MEPCOHAIBHBIX TaHHBIX MTOXO0XKUM 00pa3oM?

besonacnas OECD

ISO\IEC

OECD

CPTED

21.  CumBoIIBI II(PPYEMOTO TEKCTA MEPEMEIIAIOTCS TI0 ONPEICIIEHHBIM TTPaBUIIaM
BHYTpHU HIM(PpyeMoro 6J10Ka 3TOr0 TEKCTa, TO METOL:

raMMHUPOBaHHS;

MOJICTAHOBKH;

KOJMPOBaHUS;

NEePECTaHOBKU;

AHAJIUTUYECKUX MTPEOOPa30BAHUM.



22.  CuMmBoIIBI HIU(PPYEMOTO TEKCTA 3aMEHSIOTCS IPYTUMHU CUMBOJIAMH, B3SITHIMH U3
OJTHOTO MJIM HECKOJIBKUX ali(haBUTOB, 3TO METO:

raMMHUPOBAHHS;

MI0JICTAaHOBKU;

KOJMPOBaHUS;

NepECTaHOBKHY;

AHATTMTHYECKUX TPeoOpa3oBaHMii.

23.  CumBouibl IIH(PPYEMOro TEKCTA MOCIEI0BATEIBHO CKIIAIBIBAIOTCS C CHUMBOJIAMH
HEKOTOPOH crennaibHOM MoCIeJ0BaTeIbHOCTH, 3TO METO/:

raMMHpOBaHHA;

MI0JICTAaHOBKU;

KOJIUPOBAHUS;

NepECTaHOBKHY;

AHATTMTHYECKUX TPeoOpa3oBaHMii.

24.  IIpoctpancTBO Kitoueit k — 3to0. ..
Ha0Op BO3MOXHBIX 3HAUCHUH KIT0YA
JUIMHA KITF0oYa
HET MPaBUIILHOTO OTBETa

25.  Kpunrocuctemsl pa3ieisioTcs Ha:
CUMMETPUYHbBIC
aCCUMETPUYHbIE
C OTKPBITBIM KITIOUOM

HE TIOJTHOCTHIO CHUMMETPHYHBIE

26.  CKOJbKO UCHOJIb3YyeTCs KI0Yel B CAMMETPUYHBIX KPUITOCUCTEMAX /IS
mUppoBaHus U NI PPOBAHUSL
1
2
3

27. CKOJIIBKO KITIOUeH HCIIOJIB3YCTCA B CUCTEMAX C OTKPBITHIM KIIFOYOM
2

3
1

28. Kak cBs3aHbI KIIIOYH JPYT C IPYTOM B CUCTEME C OTKPBITHIM KIIFOUOM
MaTeMaTUYECKU
JIOTHYECKHU
AIrOPUTMHUYECKU

29. DNEeKTPOHHOH MOANUCHIO Ha3bIBACTCHA. . .
MIPUCOCIMHIEMOE K TEKCTY €ro Kpunrorpaduieckoe mpeoOpa3zoBaHue
TEKCT
3amu(pOBaHHBIN TEKCT

30. KpunTocToikocTh — 3T0. ..
XapaKTepUCTHKA MIPUQTa, OMPEEINAIONas ero CTOMKOCTh K AemupoBaHUIO 03
3HAHMS KJII04a
CBOMCTBO TaMMBbI



BCC OTBCTHI BCPHLI

31. Noka3zaTenu KpUNTOCTORKOCTH:
KOJIMYECTBO BCEX BO3MOKHBIX KIIIOUEH
cpenHee BpeMsi, He00X0JUMOe ISl KpUIITOaHAIN3a
KOJIMYECTBO CHMBOJIOB B KIIIOUE

32. Jly1s1 COBpEMEHHBIX KPUNTOrpaduIECKUX CUCTEM 3aIUThI HHPOPMAITIH
c(OpMYIIMPOBAHBI CIIEAYIOIINE OOMICTIPUHSATHIC TPCOOBAHHSI:
3HaHUE aropuTMa NIM(PPOBaHUS HE JODKHO BIHUITH HA HAJISKHOCTD 3aIIUTHI
CTPYKTYPHBIC DJIEMEHTBI aJIrOpUTMa MIM(PPOBAHUS TOJKHBI ObITH HEM3MCHHBIMU
HE JIOJDKHO OBITh TIPOCTHIX M JIETKO YCTAHABIMBAEMBIX 3aBUCIMOCTBIO MEXKIY
KITFOYaMHU MTOCIIEIOBATENILHO HCIIOJIB3yEMBIMHE B Ipoiiecce mudpoBaHus
JUTMHA MU(PPOBAHHOTO TEKCTA JIOJDKHA OBITh PABHOM JIMHE UCXOIHOTO TEKCTa
3amu(pOBaHHOE COOOIIECHHUE TOJKHO MOABATHCS YTEHUIO TOJIBKO TIPU
HAJIMYHUU KITF0Ya
HET MPaBWJILHOIO OTBETA

33. OCHOBHBIE COBPEMEHHBIE METO/IbI IN(POBAHUS:
aJIrOpUTMa raMMHUPOBaHUS
QJIITOPUTMBI CIIOKHBIX MATEMAaTUYECKUX [TPE0Opa3oBaHui
QJITOPUTM TIEPECTaHOBKHU

34. CuMBOJIBI HCXOJIHOTO TEKCTA CKIIAABIBAIOTCSA C CUMBOJIAMHU HEKOM clTy4aitHOM
[0CJIEZI0BATEIBHOCTH — 3TO. ..
QJIITOPUTM TaMMHUPOBAHUS
QITOPUTM TEPECTAaHOBKHU
QITOPUTM aHATTUTUYECKUX MpeoOpazoBaHuil

35. CuMBOJIBI OpPUTHHAJIBHOI'O TEKCTA MCHAKOTCA MECTaMU IO ONIPCACIICHHOMY
MPUHIUITY, ABJIAIOIIEMYCA CCKPETHBIM KIIFOYOM — 3TO...
AJITOPUTM IIEPECTAaHOBKU
AJITOPUTM MMOACTAHOBKHU
AJITOPUTM I'aMMPOBAHU

36. Camoii mpoCTOi pa3HOBUIHOCTH MOACTAaHOBKH SIBIISETCS
IpocTasi 3aMeHa
NepecTaHOBKa
pocTasi IepecTaHOBKa

37. VI3 CKOJIbKH TTOCIIeIOBATEILHOCTEH COCTOUT paciu(poBKa TEKCTA IO TaOIHIIe
Buxunepa

3
4
5

38. Kakwue Tabmuiel BroknHepa MOKHO MCTIOIB30BaTh JIJIS TIOBBIIICHUS CTOMKOCTH
mmdpoBanus
BO BCeX (KpOMe MepBOi) CTPOKaxX TaOIHIIbl OYKBHI PACIIONAraroTCs B
MIPOU3BOJIHLHOM MOPSIKE
B Ka4€CTBE KJII0Ya UCIOJIB3YETCS CIIY4alHOCTb ITOCIEN0BATEIbHBIX YACET
HET MPaBUIILHOTO OTBETA



39. B ueM cyTh MeTO/1a IEPECTAaHOBKH
CHUMBOJIbI HII/I(I)pyeMOI‘O TCKCTA NCPCCTABIAIOTCA 11O OIMMPCACIICHHBIM IIpaBUJIaM
BHYTpH HmH(ppyeMoro 6Jioka CHMBOJIOB
3aMeHa ajdaBuTa
BCE MPaBUIILHBIC

40. CKOJIBKO CYIIECTBYET CIIOCOOOB TaMMHPOBAHHMS
2
5
3

41. Yem ompenensercsi CTOMKOCTh UG POBAHUS METOJJOM TaMMUPOBAHHS
CBOMCTBOM I'aMMBbI
JUIMHA KIIt04a
HET IIPaBUJIILHOTO OTBETA

42. YUTo MOKET HCII0JIb30BaThCsl B KAUECTBE I'AMMBI
1100as OCIEeI0BATENBHOCTD CIIy4aliHbIX CUMBOJIOB
YHCII0
BCE OTBETHI BEPHBI

43. Kakoii MeTOoJ] KCIIOIBb3yeTCsl IPH MU(PPOBAHUH C IIOMOIIBI0 aHATUTHYECKUX
npeoOpa3oBaHUA
anreOpsl MaTPHIL
MaTpuIa
bakxTopuain

44. Yto ncrnosib3yeTcsl B Ka4eCTBE KJt0UYa MpU MHUPPOBAHUU C IIOMOILBIO aHATUTUYECKUX

npeoOpa3oBaHui
Marpuna A
BEKTOP
oOpaTHasi MaTpuIa

45. Kak ocyuiectBisercs AemndpoBaHie TeKCTa IPU aHATUTUYECKUX MPeoOpa3oBaHMIX
YMHOXXEHHE MaTpHIIbl HA BEKTOP
JIeJIEHNEe MaTpULbl Ha BEKTOP
NIEPEMHOKEHNE MaTPHUII

46. KomOuHanmm KOMOMHUPOBAHHOTO METO/1a MU (POBAHMUS:
MOJICTAHOBKA+TaMMHUPOBaHHE
raMMHUpPOBaHKHE+TaMMHPOBAHUE
MOoJICTaHOBKatTIepeCcTaHOBKA

47. 1t uero ucnonbsizoBasics DES-anroput n3-3a HEOOIBIIOTO pa3Mep Kiroda
3aKpBITUSL KOMMEPUYECKOW HHpOpMaluu
m(ppoBaHUs CEKPETHON MHPOpMATUU
HET MPaBUILHOTO OTBETA

48. OcHoBHble 00nactu npumenenus: DES-anropurma
XpaHEeHHE TaHHBIX Ha KOMITBIOTEPE
3JIEKTPOHHAs CUCTEMa TUIaTexen



ayTeHTU(UKALUS COOOIIeHUH

49. Toctouncta 'OCTa 28147-89
BBICOKAsl CTOMKOCTH
LieHa
rHOKOCTh

50. Yem oTimuaercs 6:o0k-cxema anroput™ma ['OCT ot 61ok-cxembr DES-anroputma
OTCYTCTBHEM Ha4YalIbHOH MEPECTAHOBKH M YUCIIOM IHKJIOB IMH(PPOBAHUS
JUIMHOM KJIro4ua
METOAOM IHU(PPOBAHUS

51. Knrou anropurma 'OCT — 370...
MAaCCHB, COCTOSIIIUN U3 32-MEPHBIX BEKTOPOB
I10CJIEI0BATEIBHOCTD YHCET
andaBut

52. Kaxkoii ko4 ucnonssyetcs B mugppe 'OCT
256-0UTOBBII
246-0uToBBIN
356-0uToBBII

53. [IpumMeps! MPOrpaMMHBIX MIHPPATOPOB:
PGP
BestCrypt 6.04
PTR

54. ITaroCchl MpOrpaMMHBIX TG PATOPOB:
1eHa
ruOKOCTh
OBICTpOICHICTBHIE

55. YK3]I —aro0...
YCTPOMCTBO KpUNTOrpapuuecKoil 3aMThl TaHHBIX
YCTPONCTBO KpUTITOrpaduueckoil 3aJaHHOCTU JJAHHBIX
HET MPABUIIBHOIO OTBETA

56. brok ynpasieHus — 3T0...
OCHOBHOM MOJyJb IIH(paTopa, KOTOPHIH «3aBeayeT» paboToM BCEX OCTaIbHBIX
YCTPOHCTBO KpUNTOrpaduyeckoi 3aJaHHOCTH JTaHHbBIX
MPOXOAHOM mudparop

57. Beraucanrenp — 3T0...

Ha0Op PETHCTPOB, CyMMATOPOB, OJIOKOB MOJCTAHOBKH, CBSI3aHHBIX COOOM
[IMHAMH TIepeiadyl TaHHBIX

(aiiiibl, HCTIONB3YIOIINE PA3IMYHBIE METO bl KOILIMPOBAHUS

SI3BIK OMTMCAHUS TaHHBIX

58. brok ynpasieHus — 3T0...
anmapaTHO peaJu30BaHHAs MPOrpaMMa, YIIPABIISIONAS BHIYACITHTEIEM
S3BIK OTMCAHMSI JAaHHBIX



MIPOLIECC OIPE/ICTICHIS OTBEYAET HA TEKYIIEE COCTOSIHHE Pa3paboTKu
TpeOOBaHUSIM JAHHOTO ATara

59. Kakoit mmdpatop MOKHO UCTIIOJIB30BaTh IS 3alIUTHI iepenaBaemoii B CeThb
uHpopManun
OOBIYHBIN mUdpaTOP
MIPOXOTHOM MU pATOP
TaOIMYHBINA MUGpATOP

60. U3 Kakux CTPYKTYpPHBIX €IUHHII COCTOUT IUPPOIPOIIECCOP
BBIYHCITUTEIb
0JIOK ympaBJIeHUS
Oydep BBOIa-BBIBOIA

61. Kpunrorpaduueckue 1eiCTBUS BBIIOJHSET. . .
BBIYHCIIUTEIb
Oydep BBO1a-BBIBO/IA
OJIOK yIIpaBJICHUS

62. Hanbosee n3BeCTHBIC pa3HOBUIHOCTH MOIHAI(DaBUTA:
OJTHOKOHTYpPHBIE
MHOTOKOHTYPHBIC
MTOJINKOHTYPHBIC

63. YcrpolicTBo, arolee CTaTHYeCKH CIIydalHbIA ITyM — 3TO. ..
reHepaTop CIyYalHBIX YHCEIT
KOHTPOJIb BBOZd HA KOMIIBIOTCP
VK3

64. Kakue 1omoiHUTENbHBIE TOPTHI BBOAA-BbIBOAA conepkut YK3/I:
COM
USB
FGR

65. CKOJIBKO CYIIIECTBYET MepecTaHoBOK B cTanmapte DES
3
4
2

66. Kakue nepecTaHoBKu cymiecTBytoT B cranaapte DES
MIPOCTHIE
pacuImpeHHble
COKpalIeHHbIE

Bonpocsl k 3xk3ameny

OcHOBHBIE TIOHATHS 3aLUTH HHPOPMAIUN ¥ UHPOPMALTMOHHOW 6€30M1aCHOCTH
AHanu3 yrpo3 nH(popMalroOHHON 6€301MacCHOCTH

AHanu3 yrpo3 ceTeBoil 6e301macHOCTH.

Crnioco0s1 o6ecrieueHust THPOPMAITMOHHOM 0€30MacCHOCTH

o E



5} OcCHOBHBIE TIOHATHS TTOJIMTUKUA OE30MTACHOCTH.

6 CtpyKTypa MOIUTHKHA Oe301acHOCTH opranu3anuu. [Iporeaypsr 6e30macHOCTH

1. Pa3paboTrka nonutuku 0€300aCHOCTH.

8 CranmapTsl ”HPOPMAIIMOHHON 6€30TIaCHOCTH

9. OCHOBHBIE TIOHATHS KPUNTOrpapUIECKON 3aTUThl HH(POPMAIUN

10.  CummeTpuyYHBIE KPUIITOCUCTEMBI MU(DPOBAHUS

11.  AcumMmeTpuvHbIe KPUITOCHCTEMBI N(POBAHUS

12. KomOuHMpOBaHHAas KpUNTOCHCTEMA MU(DPOBaHUS

13.  DOnexrponHas nudpoBas NOANUCH U PYHKIUSA XIIIUPOBAHHS

14. VYmpaBiaeHue KpUNTOKIIOYAMU

15.  Ayrenrudukanus, aBTOpU3aLUs u aMUHUCTPUPOBAHKE NENCTBUN
MI0JIb30BaTeNeH

16.  besomacnocts KUC.

17.  be3omacHOCTbH 00JIAYHBIX BHIYUCIICHUH.

18.  Oobecneuenue 6e3omacHoct OC.

19. OYHKIINH MEXKCETEBBIX IKPAHOB

20.  OcobenHocty (HyHKIIMOHHPOBAHUS

21. CxeMEI ceTeBOH 3amuThl Ha 0aze MO

22. KoHuennus noctpoeHus BUPTYalIbHBIX 3alIMILIEHHBIX ceTel VPN

23. VPN-pemenus 11 TOCTPOSHUS 3alUIIEHHBIX ceTer

24.  TIpotokoisl (hOpMHUPOBAHHMS 3AIMUIIICHHBIX KAaHAJIOB HA KAHAJTLHOM YPOBHE

25.  Ilpotokomsl hopMUpPOBaHHMS 3AIUIICHHBIX KAaHAIOB HA CEAHCOBOM YPOBHE

26.  3ammra OECIPOBOIHBIX CETEH

27.  Apxwurextypa cpenactB 6e3omacHoctu [PSec. 3ammura mepenaBaeMbIX TaHHBIX C
nomotnbio mporokonoB AH u ESP

28. IIporokon ynpasnenus kpunrokiroyamu [KE

29.  OcuoBuble cxembl npuMeHeHusi [PSec. IlpenmymiectBa cpeacTB 0e30MacHOCTH
IPSec

30.  VYmnpasnenue uneHTH()UKAUEH U JOCTYIIOM

31.  Opranmzamusi 3al0UIIEHHOTO  yJaleHHOro jaocTyma. lleHTpanu3oBaHHBIN
KOHTPOJIb YIaJICHHOTO JIOCTYTIA

32.  VYmnpaBieHue JOCTYIIOM IO CXeMe OJHOKPATHOrO BXOJAa C aBTopu3aiuen Single
Sign-On (SSO)

33.  IIpotokon Kerberos

34.  HudpactpykTypa yrnpasieHus: OTKpHITHIMU Kitodamu PKI

35.  Texuomorus aHaiu3a 3alIUIIIEHHOCTH

36.  Texuomormu oOHApy>KEHUS aTak

37.  KommbroTepHbIE BUPYCHI U MPOOIEMBI aHTUBUPYCHOU 3aIUTHI.

38.  Konmenmwus aganTHBHOTO yIPaBICHHS 0€30MaCHOCTHIO.

3ananus B popme npakTuyeckux pador. KommiekT pa3HOypoBHeBBIX

3a1a4 (3aaHui)
3amanne Ne 1
1 Undpopmanmonnas 6e3onacHOCTb. OCHOBHBIE OIpeIEIEHUs.

2 Oco0eHHOCTH MapOJBHBIX CUCTEM ayTeHTHU(UKALNN: PEKOMEHIALNHU 110 TPAKTHIECKON

pcam3an MapoJbHBIX CHUCTEM, OLICHKA CTONKOCTH MapoJbHBIX CHCTEM, MCTOAbI XpPaHCHHA

napoJiei.
3 IIpoToKoIMpOBaHUE U AYAUT.

4 ®opmanbHbIe MOETH LIEIOCTHOCTH: .Moaenb Kinapka-Buiicona, monens buba.



5  CrpykTypa  TOCYNapCTBEHHBIX  OpPraHOB,  OOECIECYMBAIONIMX  MOJHUTHUKY
uHpOpMaLMOHHOM Ge3omacHocTH B Poccuu.

3ananue Ne 2

1 Yrpo3sl nHpOpMaITMOHHON OE30MACHOCTH.

2 Meronbl pa3rpaHUyYeHHs 1OCTyIa.

3 [TocTpoenue cucTeM 3alIUTHI OT YIPO3 HAPYIICHUS LIETOCTHOCTH: TUIIOBAs
CTPYKTypa TaKOU CUCTEMBI.

4 PoneBast MOJieJIb YIIPABJICHUS TOCTYIIOM

5 CTpyKTypa rocy1apCTBEHHBIX OPraHOB, 00ECIEUUBAIOIIUX TOJIUTUKY
nHpopMaMoHHOH Ge3omacHocTH B Poccun



JUCT PETUCTPAIIMA U3MEHEHUI

/o

Coneprxanue U3MEHEHUs

W3MeHeHHbIE TyHKTBI

Peumienue YueOHo-
METOIUYECKOTO
coBeTa
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