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OPTAHU3ALIMOHHO-METOJAUYECKUI PA3JEJI

CTPYKTYPA M COAEP)KAHUE JUCHMUIUIMHBI (MOLYJIS)
OCOBEHHOCTH OBYYEHHSI UHBAJIUAOB U JIMI] C OB3
YYEBHO-METO/IMYECKOE OBECHEYEHUE CAMOCTOSITEJIBHOM
PABOTBI OBYYAIOLIUXCS

OBPA30OBATEJBLHBIE TEXHOJIOTUH

OIIEHOYHBIE CPEJCTBA JJIS1 TEKYIIETO KOHTPOJISA
YCNEBAEMOCTH U IIPOMEXYTOUYHOM ATTECTALIUUA
YYEBHO-METOJINYECKOE U UH®OPMAILIMOHHOE OBECHEYEHHUE
YYEBHOM JUCLHUTITAHBI (MOIY.JIST)
MATEPUAJILHO-TEXHUUYECKOE OBECIEYEHUE YYEBHOI
JTUCHUILIMHBI (MOLYJIS)



1.1. Tlenp u 3amaun n3ydeHUs: yaeOHON AUCITUIUTMHBI (MOJTYIIS)

LenssMu ocBoeHust yueOHOM aucuuIuMHbl «[IporpaMMHO-anmapaTHbie CpeACcTBa 3aIUThI

uHbOpMaUN» SBISAIOTCS (HOPMUPOBAHHE KOMIIETCHLIMM 110 OCHOBHBIM pasjesiamMm

TEOPETUYECKUX

" IIPaKTUHYCCKHUX OCHOB OpraHHU3alin CPEACTB 3alIUTEI I/IH(bOpMaHI/II/I, JaTb HCO6XO,Z[I/IMI)IC

HaBBbIKH 110 UCIIOJIB30BAHUIO CPCACTB 3allIUThI I/IH(l)OpMaHI/II/I B KOMITBIOTCPHBIX CHCTEMAX

OBJIAACHUIO METOAaMU PCUHICHUA COOTBETCTBYIOUIUX.

CTy,ILeHTI)I AOJDKHBI HAYYUTHBCA IPUMCHATH COBPCEMCHHLBIC allllapaTHO-IIPOTpaMMHBIC

cpeacrBa

3alllUThI I/IH(i)OpMaIII/II/I npeaoCTaBIACMbIC CCTCBBIM 060p}/I[OBaHI/I€M, SABJIIAIOIIHUMCSA

CaMbIM

YA3BUMBIM MCCTOM IIPHU IOIBITKEC HCCAHKIIUOHUPOBAHHOI'O JOCTYIIA.

OCHOBHBIMU 3agadyaMi JUCHUIIIIMHBI ABJIAOTCA.

* O3HaKOMJIEHHE C OCHOBHBIMH TCpPMHUHAMH U OIIPCACIICHUSAMMU.

* O3HaKOMIIEHHE C OCHOBHBIMHU THIIAMU yrpos u atak.

* 3yueHne MeXaHU3MOB 3alUThl aJMUHUCTPATUBHOrO MHTep(elica U pa3rpaHUYEHUs

npas

JOCTyTA.

* M3ydenne Texnonoruu AAA.

° I/ISY‘IGHI/IG CII0CO00B annapaTHo-HporpaMMHoﬁ 3allUTHI CETEBBIX COCAUHEHHUM.

° I/ISY‘IGHI/IG MPUHOUIIOB ITOCTPOCHU A BUPTYAJIbHBIX YaCTHBIX CETeH.

TpeboBanwmst kK pe3yiabTaTaM OCBOSHUS JUCITUTUTHHBI

CPEJICTB U IPOEKTOB

Kon Conepxanue [TnanupyeMsle pe3ynbTaThl 00yUeHHUS 110 AUCLUILUINHE
KOMIIETEHIINH KOMIIETEHIIUA (Moym0), XapakTepHu3yIolie 3Tanbl GOpMUPOBAHUS
KOMITETEHIIUH

OIIK-8 Cnocobex OK-8.1 3nHaer apXuTekTypy HHPOPMAIIMOHHBIX

OCYILLECTBIIATh CUCTEM MPEINPUITUN U OpraHU3alUi; METOI0JIOTUH

s dexTrBHOE U TEXHOJIOTUU DPEUHXUHUPUHIA, NMPOEKTUPOBAHUA U

yIIpaBJIeHHE ayauTa TPUKIAJHBIX  HH(POPMAIMOHHBIX CHCTEM

paspaboTKoii pa3IUYHBIX KJIACCOB; HHCTPYMEHTAJIBHBIE CPENCTBA

IIPOrPAMMHBIX MOAIEPKKU TEXHOJIOTUM TPOECKTUPOBAHUS U ayIauTa

MHQOPMAIIMOHHBIX CHCTEM U CEPBHCOB; METOIbI
OLIEHKU YKOHOMHYECKOH 3(h(heKTHBHOCTU U KayecTna,
YIPaBICHUSI HAJEKHOCTBIO W HMH(OPMAMOHHOMN




0€301acHOCTBIO; 0OCOOCHHOCTH TMPOIECCHOTO MOIX0/1a
K ynpaeneHuto mnpukiagaeiva MC; coBpeMeHHBIC
UKT B nmpoueccHOM  yOpaBiICHUH;  CHUCTEMBI
yIPaBICHUS KaueCTBOM; KOHIIETITYaJIbHOE
MOJIETTUPOBAaHUE TMPOIIECCOB YIPaBICHUS 3HAHUSIMU;
ApPXUTEKTYpy  CHUCTEM  YIpPAaBICHUS  3HAHUSIMHU;
OHTOJIOTHH 3HAHUK; MOJICUCTEMBI coopa,
(buabTpaluu, HAKOIUICHUS, IOCTYyINa, TeHEepalud u
pacnpocTpaHeHus: 3HaHUH.

OIIK-8.2 VYmeer BbIOMpaTb METOAOJOTHI0 U
TEXHOJIOTUIO IPOEKTUPOBAHMUS HH(POPMALIMOHHBIX
cucreM; 000CHOBBIBaTh apxutektypy MC; ynpaBisaTsh
npoektamu MIC Ha Bcex cTaausx *U3HEHHOrO 1MKIIA,
oneHUBaTh 3(PPEKTUBHOCTh M KAueCTBO IPOEKTa;
IPUMEHATh COBPEMEHHbIE METOJAbl  YIpaBJICHUS
npoexktamu u  cepucamu MC; umcmonp3oBaTh
MHHOBAIlMOHHBIE MOJXOAbI K NpoektupoBanuio MC;
NpUHUMATh  pemeHuss 1o  HH(OpMaTH3aLUU
OpEeaNpUsATH B YCIOBHMSIX  HEONPEIEICHHOCTH;
OPOBOJUTh  PEUHKMHUPUHT  TMPHKIAAHBIX U
MH(OPMAIMOHHBIX MPOLECCOB; 000CHOBBIBAThH

APXHUTEKTYPYy CUCTEMBI YIIPABJICHHUS 3HAHHUSIMU.

1.2. MecTo AuCIHTUIHHEI (MOYIISI) B CTPYKTYpe 00pa3oBaTeIbHON MPOrpaMMbl HaITPABIICHUS
noaroroBku 09.04.03 «[Ipuknannas napopmatuka (ypoBeHb MarCTPaTYPHI)»

Hucuunmuna «[IporpaMMHo-anmapaTHble CpelICTBa 3alIuThl HH(QOpMAIHM) OTHOCUTCS K 0a30BOH
yactu bioka 1 «/Iucuurummasl (Momynu)» it u3ydeHus TaHHOH JUCIMIUTMHEI HEOOX0IMMBI 3HAHUS,
YMEHUS U HaBBIKHU 110 JucuUIuInHaM «OCHOBBI HH(OPMALMOHHON 0€30MacHOCTHY, «ATIIapaTHbIC
CpPEJICTBA BEIYUCIUTENFHON TEXHUKINY, «APXUTEKTypa ONEepallMoOHHBIX cUcTeM», «be3omacHocTh
BBIYUCIIUTENIBHBIX ceTei». OCBOeHHE JAHHOW AUCIMIUIMHBI HEOOXOMMO 00yUaroImeMycsl Ul H3y4eHHs
JUCIUIUIMH «3aiuTa nHpopMauu ot BHyTpeHHHX [T-yrpo3», «KommekcHoe obecrieueHne 3amuThl
uHpopMaIuu 00beKTa HHYOPMATH3AIUIY, YCIICIITHOTO POXO0XKACHUS TPOU3BOJICTBEHHON MPAKTHKH U
BBITIOJTHEHHUS BBITYCKHOW KBAaNH()UKALIIOHHOM paOOTHI.

2. CTPYKTYPA U COAEP KAHUE JUCIUIIIMHBI
2.1. O6beM OUCHUIUTMHBI U BUIBI yueOHOW paOOThl B COOTBETCTBUH ¢ popMamMu 00yUdeHHUs

O6bvem aucuuiuinHb «lIporpaMMHO-anmapaTHble cpecTBa 3aUThl HH(YOPMAITUN COCTaBiIsIeT 4
3aueTHBIX eaununiy/144 Jacos:

Buj yuebHo# paboThI Bcero, Ounas popma
1acos Kypc, gacos
1 xypc, 2 cem.
AynuropHas paboTa 00yJaroIIuxcs ¢ mpernoaaBareneM (1Mo BUaaM 48 48
y4eOHBIX 3aHATHI), BCETO B TOM YHCIIE:




Jlexmn 14 14
[IpakTudeckue 3aHATHSI 34 34
JlaboparopHsbie 3aHATHS
CamocrosTensHast paboTa 00ydaromumxcs 96 96
IIpomexyrounas arrectarws (TOATOTOBKA U CAada), BCETo:
Konrtponbaas padora
KypcoBas pabota
3a4eT ¢ OLICHKOM 4 4
OK3aMeH
HUroro: 144\4 144\4
O0mas TpyI0eMKOCTh y4eOHOM TUCITUILTHHEI (B Yacax, 3a4eTHBIX
SIUHUIIAX )
2.2. CopeprkaHre AUCUUIUIAHEI IO TeMaM (pa3zienam)
Ne Haumenoanue pasnena Coneprxanue pazzena (TeMaTHKa 3aHTHIA) dopmupyemblie
/I (TembI) KOMTIICTCHITHH
(uHaEKC)
OCHOBHBIE PUHIIUATIBI Crangaptsl U cienudukanuu B oonactu UB.
CO3JaHMS U IPUMEHEHHUA | 3aJaudl U TEXHOJIOTUS cepTUUKALNN
1. | MPOrpaMMHO-aNNapaTHBIX | MPOrPaMMHO-ANNAPaTHRIX CPEICTB Ha OIK-8
CpeICTB o0ecTieueHMs COOTBETCTBHE TPEOOBAHUAM UH(POPMAIIIOHHON
WH(POPMAITIOHHON 0e301macHOCTH.
0e30MacHOCTH.
IIporpammuo-anmnapaTtHsle | 3ammra KoMnoHeHTOB IIO9BM. Metons! n
CpEeJICTBa, pealiM3yIoOUe | CPEACTBA MPHBSI3KU MPOTPAMMHOTO 00eCTIeYeHHUS
OTJeNbHBIE K anmnapaTHOMY OKPY>KEHHIO U (PU3HYECKUM
(bYHKIIMOHAIBEHBIE HOCHTEJISIM.
TpeOOBaHUsI O 3alINTE, IIporpamMMHo-amnmapaTHbIe CpeCTBaA
o | MX NPUHIMIIB AEHCTBHSA ¥ | MHDPOBAHMS. OITK-8
TEXHOJIOTUYECKUE [IpumeHeHre nporpaMMHO-aNnapaTHOTO
0COOEHHOCTH, komruiekca SecretNet 1yist 3aiuTsl HHGOpMaLUU
B3aUMOJICHCTBHE C OT HECAHKIIUOHUPOBAHHOTO JIOCTYTIA.
00I1eCHCTEMHBIMU
KOMITOHEHTaMH1
BBIYUCINTECIIBHBIX CUCTEM
2.3. Pa3gesnsl TUCIMITIINH U BUIBI 3aHATHH
No Jlexumon | Ilpaktnu | Camocrto DopME!
Bcero TEKYILIETro
HaumeHoBaHME TEMBI JUCHUIIIINHBI HBIC €CKUue STCIIbHAsA
- 94acoB KOHTPOJISI
I 3aHATHA | 3aHATHS | paboTta
yCIIEeBAEMOCTH
OCHOBHBIC PUHITUTIBI CO3/IAHUS U
1. 5 12 36 50 VYcTHBIH opoc

MIPUMEHEHUS TIPOTPaMMHO-
anmapaTHBIX CPENICTB O0CCIICUSHUS




WHPOPMALUOHHON 0€30MaCHOCTH.
[IporpaMMHo-anmapaTHbIE CPEACTBA,
peanu3yroue oTaeIbHbIE
(hyHKIIOHATBHEBIE TPeOOBaHUS 1O
3aluTe, UX NPUHLIUIIBEL JeHCTBUSA U 9 29 60 90 Vermsiii onpoc
TEXHOJIOTHYECKHE 0COOEHHOCTH,
B3aUMOJICUCTBHE C
00IIeCCTEMHBIMH KOMIIOHEHTaMU
BBIYHCIUTEIBHBIX CHCTEM
3a4er ¢ OLCHKOM 4
HUroro: 14 34 96 144\4
24.
JIaHBbI
Tema jiekuuu. Bonpocel, oTpadaTpiBaeMbie HA JEKIHH Bcero Teope
qacoB THUeC
KHX
BBenenue. OCHOBHBIE OHSITHS. 2 (nekit
WOHH
BIX)
3aHAT
um
Cranpaptel U cnenudukanun B obaactu UbB. 3amaun u TexHonorus 4
cepTUUKAaUK  NPOTrPaMMHO-ANMNApPaTHBIX  CPEICTB  Ha  COOTBETCTBHUE
TpeOoBaHusIM  WHPOpMAMOHHOW  Oe3omacHocTH. (OCHOBHBIE  KaTETOPHH
TpeOOBaHUIl K MPOrpaMMHON M MPOTPAMMHO-AINAPATHON peanu3aly CpeicTB
obecriedenusi uHGOpMalMOHHOW Oe3omacHocTu. Kareropunm u  Mozgenu
nH(OPMAITMOHHON 0€301IaCHOCTH
Npentnduxanusas w  ayreHTUuUKanusa  moJgab3oBartesieil.  [lonstue 2
HECaHKIMOHUPOBAaHHOro nocTtyna. OCHOBHBIE MOAXOABI K 3alllUTE JaHHBIX OT
HCA
IIporpaMmHo-annapaTHble cpelcTBa IM(pPoBaHUsA. 3alIUTa KOMIOHEHTOB 2
[I3BM. Metoapl M cpeacTBa NPUBA3KH IPOrPaAaMMHOIO OOECTIEYEeHUs K
anmapaTHOMy OKpY)XEHHIO © (usmyeckuM HocutesiM. bromerpuyeckue
CpeACTBa 3aIUThl HHPOPMALIUK U pa3rpaHUYEHHUS 10CTYIIa




IIporpaMMHo-annapaTHbie CPeACTBA 3alUTHI MHGOPMAILMH B CETAX 4
nepeaavyu JaHHBIX. AyIUT 0€30MaCHOCTH KOPIOPATUBHBIX cucTeM ObecneueHne
0€30MacHOCTH J0CTYIA K JaHHBIM HH()OPMAIIMOHHON CHCTEMBI OPTaHU3ALUH C
nomotikio npoaykroB Microsoft u Aladdin. Tunossie pemenus. [Ipumenenue
pOrpaMMHO-aNnapaTHoro Komiuiekca SecretNet st 3amuTsl nHGpopMaIyu ot
HECaHKIIMOHUPOBAHHOTO JI0CTyNa. [locTpoeHre BUPTYaIbHBIX 3aIIUIICHHBIX CETCH
ViPNet(na maargpopme Windows). IIprMenenne anmapaTHbIX Kirouei Guardant
JUTS 3aLUTHI IPOTPAMMHOTO 00ECTIEYEeHHSI OT HECAHKIIHOHUPOBAHHOTO
UCIIOJIb30BaHUSL.

2.5. [Inane! MpakTHYECKUX (CEMHHAPCKUX ) 3aHATHN

Tema npakTHYecKOro 3ausiTusi. Bonmpocsl, orpadarsiBaemMblie HA Bcero yacos
NMPAKTHYECKOM 3aHATUH

Obecrieuenne 6€30MMaCHOCTH TOCTYNA K TaHHBIM MH(POPMAIIMOHHON CHCTEMBI 10
opraHusaluy ¢ moMonisio npoaykros Microsoft u Aladdin.
[Ipumenenune nporpaMMHO-anmnapaTHoro KoMmiuiekca SecretNet amst 3ammrer 10
WHGOPMALIMHN OT HECAHKIIMOHUPOBAHHOTO AOCTYIIA.
[Ipumenenne mporpaMMHO-anmapaTHoro komiiekca "Co0op" I 3auThI 10
WHPOPMAIIUN OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
[TocTpoenune BUpTyalbHbIX 3anuiieHHbIx cetei ViPNet(na mardopme 10
Windows).
ITpuMeHeHHe anmmapaTHbIX Kitodel Guardant ajist 3ammTsl IpOrPaMMHOTO 10
o0ecredeHus! OT HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BAHUSI.
[IporpamMMHO-anmapaTHbie CpeACTBa MH(OPOBAHUL.M 10
2.6. [Tnanbl 1a0OpPaTOPHBIX PabOT — HE MPEAYCMOTPEHO.
3anaHusi, BONpPOCHI, 1JI51 CAMOCTOATEILHOT0 U3YUeHusl (3a1aHus) Bcero
Yacos
DnekTponHas nuudposas moanuck (D) 19
MeToabl 1 cpeicTBa OrpaHUueHHsI JOCTyIa 22
CpencTBa MpeAOTBpAIIEHUs yTEUKH HHPOPMALIUH [0 TEXHUYECKHM KaHajlaM 16
Kontpons noctyna k daitnam 19
3ammTa OT pa3pylaruX IporpaMMHbIX Bo3aeiicteuii (PI1B) 20




3.  OCOBEHHOCTHU OBYYEHWN s JIUL C UHBAJIMIHOCTBIO U OB3

HJ’IH MOJIYYCHHA YJalllUMHUCA, HMCIOIIUMHU OIrPaHUYCHHBIC (l)I/ISI/ILIeCKI/Ie BO3MO>XXHOCTH,
Ka4€CTBEHHOI'O 06p330BaHI/I${ JOJIKHBI BBITIOJTHATHCA CICAYIOMIUE BaXKHBIC YCIIOBHS: yanHHﬁCH
JOJDKCH UMCTb BO3MOXXHOCTD 6eCHpeH${TCTBCHHO rmocemaTb O6p330BaTeJ'IBHO€ YUPCIKACHUC U
HCII0Jb30BaTh B CBOEM O6y‘ICHI/II/I JUCTAaHIIMOHHBIC O6p330BaTeJ'IBHBIe TCXHOJIOTHH.

Jliisa 00y4eHus U KOHTPOJIA yYalluxcs ¢ HapyIIeHUsIMU KOOPJMHAIIMY JBHKCHUN MTPETyCMOTPEHO
MIPOBEJICHUE TECTUPOBAHUS C UCIOJIH30BAHUEM KOMITBIOTEPA.

Bo BpEMsA ayAUTOPHBIX 3aHATUH 0013aTEIBLHO HCIIOIL30BaHIE CpEaACTB obecnieyeHus HarixsiJHoCTHU
yqe6H0ro MaTrcpurajia ¢ IOMOIIbIO MYHLTHMGHHﬁHOFO IIPOCKTOpA. CKOpOCTL HN3JI0KCHUA
MaTepurajia N10JIKHA YUUThIBATh OI'PAHUYCHHBIC (bHSI/I‘ICCKI/Ie BO3MOXHOCTH CTYACHTOB.

4. YYEBHO-METOJWYECKOE OBECHEYEHUE CAMOCTOSITEJIbHOI PABOTDI
OBYYAIOIIUXCS

Y4eb6Ho-MeTOANYECKOEe o0ecmeyeHre JAUCHUIUIMHBI JJIsl OPraHM3aluHM CaMOCTOSITeJbHOM
padoTbl CTYAEHTOB (COAEPKUT NEepedeHb OCHOBHOM JIMTEpaTypbl, IOMOJHUTENBHON JUTEpaTyphl,
nmporpaMMHoro odecrieueHus: u IHTepHET-pecypehl).

B pacnopspkenun npenogasaTenei 1 00ydJaronxcs UMEeTcss OCHOBHOE HE0OX0ANMOe MaTepHalbHO-
TEXHUYECKOoe 00opynoBaHue, MHTepHET-pecypchbl, IOCTYI K IOJHOTEKCTOBBIM 3JIEKTPOHHBIM 0a3am,
KHWKHBIA ~ ¢oHA OuOnnorekn MOCKOBCKOTO TOCYAapCTBEHHOTO TyMaHHTAPHO-3KOHOMHYECKOTO
YHHBEpPCHUTETA.

5. YUYEBHO-METOJMYECKOE U UH®OPMALIMOHHOE OBECIEYEHMS YYEBHOI
JUCHUTIIMHBI (MOIY.JIS)

5.1 IlepeyeHb OCHOBHOIi JTUTEPATYPHI
1. bapuues C.I"., 'onuapos B.B., Cepos P.E. OcHoBbI coBpeMeHHON KpunTorpaduu:
yue6.ITocobue. — M.: 'opsiuast aunus — Tenekom, 2017.- 175 c.

2. Aymkun A.B., bapcykos O.M., Kpasuos E.B., CiiaBaos K.B. IIporpammHo-
anmapatHbelecpecTBa oOecnieueHust nH(popMaMoHHOM Oe3omacHocTu: yueb. [Tocobue. — M.:
I'opsiuasa nuans— TenexkowM, 2016.- 248 c.

3. HoBuxkoB B.K. Opranu3zannontoe u npaBoBoe odecriedeHre nHpopMamoHHOM!
6e3onacHoctu: B 2-x yactsx. Yacts 1. [IpaBoBoe obecnieuenre nHGpOpMamoOHHOM
6e3onacHoctH: yueb. [Tocooue. — M.: MUDIT, 2013. — 184 c.

4. HoBukoB B.K. OpranuzanuonHoe u npaBoBoe odecneueHre nHpopMamoHHON

6e3onacHoctu: B 2-x yactax. Yacts 2. OpranuszaioHHoe odecrieueHue nHHOpMamoHHON
6e3omacHoctH: yuel. mocobue. — M.: MUDT, 2013. — 172 c.



5. Opraau3anuoHHO-TIPaBOBOE obecreueHne HHPopMaIMOHHOHN O6e30macHOCTH: y4ed. mocodure
IS CTYA. yupexaeHuit cpen. npod. oopazosanust/ E.b. benos, B.H. [Ipxxeropaunckuii. — M.:
W3narenbckuil neHTp «Akanemus», 2017. —336¢

6. IBanoB M.A., UyryakoB WU.B. Kpunrtorpadudeckrne MeTo1bl 3aIUTh HHYOPMAIHH B
KOMIIBIOTEPHBIX CUCTEMAX U ceTsAX. YueOHoe mocobue - Mocksa: MUDU, 2012.- 400 c.
PexomennoBano YMO «SlnepHble pU3UKa U TEXHOJIOTHI B KQUECTBE YU€OHOTO IOCOOHS IS
CTY/ICHTOB BBICIIUX Y4EOHBIX 3aBEIACHUN.

7. Anpépos A.IL., 3y6oB A.1O., Kyzemun A.C., Yepémymkun A.B. OcHoBsl kpunrorpadun
(yueOHoe mocobue). - M.: I'enuoc APB, 2005. — rpud MunncrepctBa oopazoBanus PO 1o
TpyMIe CrenuanbHOCTEH B 001acTH MHPOPMAITMOHHOM 0€301acHOCTH

8. MenbuukoB B.I1., KneiimenoB C.A., IlerpakoB A.M.: UnpopmaninonHast 6e30nacHOCTb U
3amuta uHGopMarmu M.: Axkanemus, - 336 ¢. — 2012

9. llanprun B.®. 3ammTa nHpopmanmy B KOMIBIOTEPHBIX cucteMax U ceTsax M3aso: MK
IIpecc, - 2012

10. Karopun 10.®D., PazymoBckuii A.B., CiuBak A.W. 3ammra nHPOpPMALUU TEXHUYECKIMHU
cpenctBamu: YueOHoe nocoowue / [Tox penakmmeii FO.D. Katopuna — CI16: HUY UTMO, 2012. —
416 c.

5.2 MlepeyeHb 1OMOJHUTETHLHON JUTEPATYPHI
1. IToropenos b.A., CaukoB B.H. (pex.). CioBapp kpunrorpaduyeckux
TepMUHOB. - M.: MITHMO, 2006. CrnioBaps kpunrtorpadguieckux TepMuHoB. [lox
pen. b.A. IToropenosa u B.H. CaukoBa. — M.: MITHMO, 2006 r
2. ®enepanbhbiii 3ak0H OT 27 utodist 2006 r. No 149-D3 «O6 undopmarium,
UH(OPMAITMOHHBIX TEXHOJIOTHSX U O 3alUTe NHHOPMAITII.
3. ®enepanbubliii 3aK0H OT 27 utoiist 2006 . Ne 152-03 «O nepcoHanbHbIX
JTAHHBIX).
4. ®enepanbublii 3akoH 0T 27 nekadbps 2002 r. Ne 184-D3 «O TexHUUECKOM
PEryJIupOBaHUI.
5. ®enepanbHbiii 3aK0H 0T 4 Masg 2011 r. Ne 99-03 «O nuieH3upoBaHUH
OT/ICJIbHBIX BUJIOB JICSITEIHLHOCTHY.
6. ®enepanbubiii 3akoH 0T 30 nexabps 2001 r. Ne 195-D3 «Konekc Poccuiickoit
denepanuu 006 AIMUHUCTPATUBHBIX MPABOHAPYIIICHUIX).
7. Yxa3 IIpe3unenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. Ne 1085
«Bomnpocel denepanbHON CITYKOBI 10 TEXHUYECKOMY U SKCIIOPTHOMY
KOHTPOJIIO».
8. Yka3 I[Ipesunenta Poccuiickoit @eneparuu ot 6 mapta 1997 r. Ne 188 «O06
YTBEPKICHUH TIEPEYHS CBEACHUIN KOH(UIEHITNATHLHOTO XapaKTepay.
9. Vka3 IIpe3unenta Poccuiickoit ®enepaunn ot 17 mapra 2008 r. Ne 351 «O
Mepax o



obecneueHuto nHpopmannoHHon 6e3omacuoctu Poccuiickoit deneparun npu
UCII0JIb30BAaHUU

MH(POPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETEN MEKAYHAPOJHOTO
UH()OPMAIIMOHHOTO OOMEHAY.

10. TTonoxenue o cepTuUKalMU CPEICTB 3aUTHI HUHGOPMAIUU. Y TBEPKICHO
noctaHoBieHneM IIpaBurensctBa Poccuiickoit denepanuu ot 26 nroHs 1995 r.
Ne 608.

11. CocraB u conepxaHue OpraHM3allMOHHBIX U TEXHUYECKUX MEp IO
o0ecreueHunto

0€30MacCHOCTH MEPCOHAIBHBIX JaHHBIX MPU UX 00paboTKe B MHPOPMALIMOHHBIX
cUCTEMax

MEPCOHANIbHBIX JaHHbIX. Y TBepxkaeHbl nprkazoM OCTIOK Poccuu ot 18 deBpans
2013 1. Ne 21.

12. Mepsbl 3a1UThl HHPOPMALIMK B TOCYJAPCTBEHHBIX NH(POPMAIMOHHBIX
cucteMax. Y1BepxkaeHsl ®CTOK Poccun 11 despanst 2014 1.

13. AnmunuctpatuBsbiid persmameHT @CTOK Poccnn o npegoctaBieHUo
roCcyAapCTBEHHOM YCIIYTH IO JUUEH3UPOBAHUIO IEATEIBHOCTH 110 TEXHUYECKOM
3amuTe KoHpuaeHuanpHou nadopmarmu. Y eepxkaeH npukazom OCTIOK
Poccnn ot 12 uronsa 2012 r.Ne 83.

IIporpammHoe o0ecnieueHue
TekcToBbBIN peakTop
Microsoft Windows
Microsoft Office
7-Zip
AcrobatReader
5.3 DJIeKTPOHHBIE pecypchl

1. ®enepanbHas cnyk6a M0 TEXHUYECKOMY M 3KcIopTHOMY KoHTpoito (PCTIOK
Poccun) www.fstec.ru

2. lapopMaIimoHHO-CIIpaBOYHAs CHCTEMA MO JOKYMEHTaM B 00JIaCTH TEXHUYECKOM
3amuThl HHpopMau www.fstec.ru

3. O0pa3oBaTenbHbIe TOPTAJIBI IO PA3IMYHBIM HalpaBJIeHUSIM 00pa30BaHus U
temaTuke http://depobr.gov35.ru/

4. CnpaBouHo-nipaBoBas cuctema «KoncynbranT [Tmroc» www.consultant.ru

5. CnpaBouHO-TIpaBoOBas cucrtema «l'apant» » www.garant.ru

6. denepanpublii noptan «Poccuiickoe odpazoBanre www.edu.ru

7. ®denepanbHblii mpaBoBoi optai «fOpuauueckas Poccusi» http://www.law.edu.ru/



8. Poccuiickuii OnoMeTpruieckuii mopraa www.biometrics.ru

9. ®enepanbhblii nopran «MHbpopMalnOHHO- KOMMYHUKAIIMOHHBIE TEXHOJIOTHH B

o6paszoBanum» htpp\\:www.ict.edu.ru

10. Caiit Hayunoii anekrponHoii 6ubnmmoreku www.elibrary.ru

6. MATEPHUAJIBHO-TEXHUYECKOE OBECIIEYEHUE YYEBHOM JUCLUITTUHBI
MOAYJIs)
Ne HaumeHnoBanue 000py10BaHHBIX [TepeueHb 00OPYAOBAHUS U TEXHUUYECKUX CPEIICTB O0YUCHHS
/1 y4eOHBIX KaOMHETOB, JTA00paTOPHIA
1. [lepcoHasIbHBIN KOMIIBIOTEDP, MYJIbTUMEANNHBII
JlexuMoHHas ayauTOpUs
MIPOEKTOP
5 ITepconanbubie koMibioTepsl (IBM PC-coBmecTrnMeIe)
' KommbroTepHbIii Ki1acc noj ynpasieauem OC Microsoft Windows,
KOMIIBIOTEPHAs CETh, 10CTYI B ceTh MIHTEpHET
7. OLEHKA KOMIIETEHLIUAM IO U3YYAEMON JUCHUIIJIMHE
Ne Kputepun onenku
«HEYI0BJIETBOPHUTEILHO | «YA0BJIETBOPUTEIHHO» «X0pOLI0» «OTIHYHO»
»
3HATDH
1 | CryneHT He ycBOUI CryneHT ycBOMI CryneHt ciocobeH CryneHT 3Haer,

3HAHUSI O KPUTEPHIX
OIICHKH 3alUIIEHHOCTH
CHCTEM; O MPOOIeMax U
HaIPaBJICHUSIX Pa3BUTHS
amnmapaTHbIX U
MPOrPaMMHBIX CPEJICTB
3alUTHl UHPOPMAIMH; O
COBPEMEHHBIX
KpUNTorpadhuaecKux
CUCTEMaXx; OCHOBHEIC
CTaHIAPTHI U
creru(uKaIiy B
obractu obecrieueHus
WH(OPMAITMOHHOM
0e30IMacHOCTH;
MIPUHIIUATIBL 00ECTICYeHUS
WH(OPMAITMOHHOM
0e301acHOCTH B
YCIIOBHUSX COBPEMEHHOTO
WH(POPMAITMOHHOTO
o0111ecTBa BO3MOKHOCTH
WCTIOJTB30BaHMSI HOBBIX

OCHOBHOE COJIepKaHue
MaTepHana
JMCIMIUINHBIL, HO IMEET
poOesbl B yCBOCHUU
marepuana. Umeer
HECHCTEMAaTU3UPOBAHHBI
€ 3HaHUS O KPUTEPUSIX
OLICHKH 3alHIIEHHOCTH
CHCTEM; O MpoOIeMax u
HaNpaBJICHUIX Pa3BUTHS
anmapaTHBIX U
MPOTPAMMHBIX CPEJICTB
3alIUTHl KHPOPMALHH; O
COBpPEMEHHBIX
KpUNTOrpaduaecKux
crcTeMax; OCHOBHBIE
CTaHIAPTHI U
creunpuKauy B
o0yacTu obecrieueHust
nH(pOpPMAITMOHHON
0c30IacHOCTH;

CaMOCTOSITEJILHO
BBIJIETISATH TJ1aBHbBIE
TIOJIOKEHUS B
M3YYEHHOM
Marepuae.

Hwmeer 3Hanus o
KPUTEPHUSAX OICHKH
3alUIIEHHOCTH
CHCTEM; O
rpoyieMax u
HaIpaBJICHUIX
pasBuTHUs
anmnapaTHbIX U
MIPOrPaMMHBIX
CPEJICTB 3aIIUTHI
HHPOPMAITUH; O
COBPEMEHHBIX
KpUNTOrpadhuIecKux
CHCTEMaXx; OCHOBHBIE
CTaH/apTHI U
crieruuKaIy B

[TOHUMAET, BBIIEISACT
TJIaBHBIE MTOJIOKEHHS
B U3yYCHHOM
MaTepuaie u
CIIOCOOEH J1aTh
KpPaTKyo
XapaKTePUCTHKY
OCHOBHBIM HJIEAM
popadoOTaHHOTO
MaTepHuana
JUCIHHUILIAHBL

[TokaspiBaeT
IyOOKO€ 3HAHHUE U
MMOHUMAHUE . O
KPUTEPUSIX OICHKU
3aIUIIEHHOCTH
CUCTEM; O
npobiemMax u
HaIPaBIEHUIX
pa3BUTHUSA
anmapaTHBIX U




MH(OPMAITMOHHBIX
TEXHOJOTHHN U UX
CPEICTB MpHU
MPaKTUYECKON
peanm3anuy TpedoBaHUH
OTCUYCCTBCHHBIX U
MEXTyHapOTHBIX
CTaH/IapTOB
nH(pOpMAITHOHHON
0C30IMacHOCTH.

obmactu
obecrieueHUs
WHPOPMALTUOHHON
0€30I1aCHOCTH;

MPOTPaMMHBIX
CpEJICTB 3aIlIUTHI
WHPOPMALIUH; O
COBPEMEHHBIX
KpHTITOTpahUIeCKUX
CUCTEMax; OCHOBHBIC
CTaHAAPTHI U
CrieIupUKAIIH B
obnactu
obecrnieueHus
WHPOPMALTHOHHON
0€301aCHOCTH;
MPUHIIATIBI
obecnieyeHust
WH(POPMAITHOHHOM
0e301acHOCTH B
YCIIOBUSIX
COBPEMEHHOTO
WHPOPMALTMOHHOTO
obmecTBa
BO3MOXKHOCTH
WCTIONTB30BaHUS
HOBBIX
MH(GOPMAITUOHHBIX
TEXHOJIOTHH U UX
CPEJIICTB IpHU
MPaKTUYECKON
peanuzanuu
TpeOOBaHMIA
OTEUYECTBEHHBIX U
MEXTyHapOIHbIX
CTaH/IapTOB
MH(POPMAITUOHHOM
0e30macHOCTH.

YMETH

CryneHt He ymeeT
HCTIONB30BaTh METO/IBI
oOecrniedeHus
WHPOPMALTUOHHON
6e3omacHOCTH B paboTe
COBPEMEHHOU
KOMMEPUYECKOM
OpTaHu3aIliy; CO3/1aBaTh
yCIIOBHUS 0€30TKa3HOM
9KCILTyaTaIiu
IIPOTPaMMHO-
anmapaTHbIX CPEACTB
obecriedeHust

CTyIeHT UCIIBITHIBAET
3aTpyIHEHHS IpU
MPUMEHEHUH METOJIOB
o0ecrieyeHust
MH(OPMAITMOHHOM
0e3omacHOCTH B paboTre
COBpPEMEHHOU
KOMMEPYECKOH
OpraHu3aluu

CryneHT ymeer
MIPUMEHSATh
HCII0JIb30BaTh
METO/IBI
obecrieueHUs
nHPOPMALUOHHON
0e30MmacHOCTH B
paboTe COBpeMEHHOM
KOMMEpUECKOi
OpraHU3allNu;
CO3JIaBaTh yCIOBUS
0e30TKa3HOU
9KCILTyaTaliu

CryneHT ymeer
MPUMEHSTh
WCTIOJIb30BaTh
METOABI
obecrieyeHus
WHPOPMALTHOHHON
0€301acHOCTH B
paboTte COBpeMEHHOM
KOMMEPUYECKOU
OpraHu3aINH;
CO371aBaTh YCIOBHS
0e30TKa3zHOH
IKCIUTyaTaluu




WHPOPMALTUOHHON
0e30IMacHOCTH
ABTOMAaTU3UPOBAHHBIX
CHCTEM YIIPaBIICHHSI
KOMMEpYECKOn
OpraHu3aluei;
obecrieunBaTh
KOH(UTYypHpPOBaHUE
0e30IMacCHBIX CETEBBIX
CPEICTB Ha OCHOBE
MPOrpaMMHO-
armapaTHbIC CPEACTB
obecreueHus
WHPOPMATUOHHON
0€3011aCHOCTH;
OMPECISATh OCHOBHBIC
TIPUHIIUIIBI
(YHKITMOHUPOBAHUS U
oOecIeueHus 3alUThI
MPOTrPaMMHO-
anmnapaTHBIX
COBPEMEHHBIX CPE/ICTB
MH(GOPMAITMOHHOM
0e30MacHOCTH.

MPOrPaMMHO-
aImapaTHBIX CPEICTB
obecreueHus
nHpOpMAITHOHHON
0e30ImacHOCTH
ABTOMAaTHU3UPOBAHHBI
X CHCTEM
yIpaBICHUsI
KOMMEpYECKOU
OpraHu3alnuei;
o0ecreunBaTh
KOH(pHUTYpHpOBaHHE
0e30macHBIX
CETEBBIX CPEJICTB Ha
OCHOBE
IPOrpaMMHO-
anmapaTHble CPEIICTB
obecreueHus
UHQOPMAITHOHHON
0€30I1aCHOCTH;
OIpeCIATh
OCHOBHBIE
TIPHUHIHITBI
(hYHKITMOHUPOBAHUS
H 00eCITeueHHUs
3aIIHUTHI
MPOrpaMMHO-
anmapaTHbIX
COBPEMEHHBIX
Cpe/CTB
UHQOPMAITHOHHON
0e30MacHOCTH.

MPOrpaMMHO-
armapaTHBIX CPEICTB
obecreueHus
nH(pOpMAITHOHHON
0e30macHOCTH
ABTOMAaTU3UPOBAHHBI
X CHCTEM
yIpaBJICHUS
KOMMEPYECKOU
Oopra"u3zaiuei;
o0ecreunBaTh
KOH(UTYpHpOBaHHE
0e30macHBIX
CETEBBIX CPEJICTB Ha
OCHOBE
MPOrpaMMHO-
anmapatHble CPE/ICTB
obecrieueHus
WHPOPMATHOHHON
0€301aCHOCTH;
OTIPEICIIATh
OCHOBHBIE
TPUHIIHITBI
(YHKITHOHUPOBAHUS
U 00eCIIeUeHUs
3aIIHUTHI
MPOrpaMMHO-
anmapaTHbIX
COBPEMEHHBIX
CpelncTB
WHPOPMAITHOHHON
0€30IMacHOCTH.

- cHOCOOBI
HCITOJIb30BAHUS
0e30IMacHBIX
MHGOPMAITHOHHBIX
TEXHOJIOTHH B
paboTe COBpeMEHHOM
KOMMEPYECKOI
OpraHu3aIHH;

- OCHOBHBIE
TEHJICHIIUY Pa3BUTHS
PBIHKA TPOTPaMMHO-
anmapaTHBIX CPEICTB
obecreueHus
WHPOPMALTHOHHON
0e30MacHOCTH
aBTOMATHU3UPOBAHHEI
X CHCTEM
yIpaBIcHUs




opraHu3aluei;

- YCIIOBUS CO3JIaHUS
Y 3KCIUTyaTaluu
IIPOrPaMMHO-
armapaTHBIX CPEICTB
obecrieueHus
nH(pOpMAITHOHHON
0e30macHOCTH
ABTOMAaTHU3UPOBAHHBI
X CHCTEM
yIpaBJICHUS
KOMMEPYECKOU
OpraHu3aluei;

- 6e30ImacHbIe
CETEBBIE
TCXHOJIOTHH, B
KOTOPBIX
HCIIOJIB3YIOTCS
MPOrpaMMHO-
anmapatHble CPEICTB
obecrieueHus
WH(POPMAITHOHHOM
0€e301aCHOCTH;
HpI/IHHI/IHbI
(GYHKIIMOHUPOBAHUS
1 o0ecIreueHus
3aIHTEI
MPOTrpaMMHO-
aHHapaTHLIX Cpe}ICTB
WH(POPMAITUOHHOM
0e30IacHOCTH;

BJIAJETD

CryzneHT He BIajeeT
HaBBIKAMHU
3pPEKTUBHOTO
WCTIOJIb30BaHUS
MIPOrpaMMHO-
anmapaTHbIE CPeJCTBa
obecrniedeHus
WH(OPMAITMOHHOM
0e3omacHOCTH
HHPOPMAITMOHHBIX
TEXHOJIOTUH B
npoeccuoHaIbHON
JESTeIILHOCTH;

CryneHT Biageer
HaBBIKAMU
3hPEKTUBHOTO
WCIIOJTb30BaHUS
MIPOrpaMMHO-
anmnapaTHbIE CPeJCTBa
obecrnieueHus
MH(OPMAITMOHHOM
0e3omacHOCTH
“H(OPMAITMOHHBIX
TEXHOJIOTUM B
npodeccnoHambHON
JIESTEeIHLHOCTH; ; PaOOTHI
CO CpEeJICTBAMH 3aIlUTHI
nHpopmanun (Ha
OCHOBE YUICOHBIX

CryneHt Biajeer
HABBIKAMHU
3hPEKTUBHOTO
HCHOJIb30BaHUS
MIPOTpaMMHO-
anmapatHble
cpeacTsa
oOecrniedyeHus
nHPOPMALUOHHON
0e30macHOCTH
WHPOPMAIIMOHHBIX
TEXHOJIOTHUH B
npodeccuoHaabHON
JeSITEITbHOCTH;
paboTsI co
CpeICTBaMU 3alUThI

CryneHT BrnajgeeT
HaBBIKAMU

3 PEKTHBHOTO
WCTIOJIb30BaHUS
MPOTPaMMHO-
anmaparHble
cpencTaa
obecrieyeHus
WHPOPMALTHOHHON
0e30macHOCTH
WHPOPMAITMOHHBIX
TEXHOJIOTHH B
pohecCUOHATIbHOMN
JIeSITeTbHOCTH;
paboTsI co
CpeICTBaMU 3alIUThI




MMUTAIMOHHBIX nHpopmanuu (Ha nHpopManun (Ha

porpamm); OCHOBE y4eOHBIX OCHOBE y4eOHBIX
HMUTAUOHHBIX UMHUTAHOHHBIX
porpamMm); IIporpamm);

co31aBaTh U

co31aBaTh U

9KCILTyaTHPOBATh IKCILTYaTUPOBATh
aBTOMAaTH3WPOBAHHBI | ABTOMAaTH3UPOBAHHEI
€ CUCTEMBI, € CUCTEMBI,
UCTIONB3YS UCTIONB3YS
POrpaMMHO- IpOrpaMMHO-
anmapaTHble anmnapaTtHble
cpencTaa cpexncTBa
oOecrieyeHust obecrieyeHus
UHQOPMAITHOHHON WHPOPMAITHOHHON

oe3omacHoctu AKC
B OpFaHI/ISaHI/II/I;

0e3omacHoctr AKC
B OpraHM3AIIHH;
C03/1aBaTh
JIOKYMEHTAITUEO JIJIS
HICITOJIb30BAHUS
MPOTrPaMMHO-
anmapaTHBIX CPEICTB
o0OecrieueHust
WH(POPMAITUOHHOM
0e30IacHOCTH;
MPUMEHSTh B
Pa3IUYHBIX
MPOEKTax
MPOTrpaMMHO-
anmnapaTHbIe
cpencTaa
obecrieueHus
MH(POPMAITUOHHOM
0€30IMacHOCTH.

KomrneTeHunu uim ux
YacTH HE
c(OpMHPOBAHBI.

KommnereHmu umu ux
gacT c(hOPMUPOBAHBI
Ha 6a30BOM YpOBHE.

KomrnereHuumu uimu
UX YacTh
chopMHpOBaHbI Ha
CpPEIJHEM YPOBHE.

KommnereHuunn win
UX YacTH
chopMHUpOBaHBI HA
BBICOKOM YPOBHE.

8.

OBPA3OBATEJIBHBIE TEXHOJOI'NIHN
WnTepakTuBHBIE 00pa3oBaTelIbHBIE TEXHOJOIHH, HCIOJb3yeMble B AyJUTOPHBIX 3aHATHAX U
CaMOCTOSITETTFHON paboTe 00yJaromuxcst

C Bun sanstus Vcrionb3yemble MHTEpaKTUBHBIE 00pa30BaTeIbHbIC Komuectso
eMecTp
(J1, TIP, JIP) TEXHOJIOTHH 4ACOB
JI Jlexmus-6ecena, TCO (MynbTUMEAMAHBIH TpoexTop, | 14
npe3entanmu PowerPoint)
1
1P [Ipaktukym wHa OBM, mnpoOnemHBIi  MeTon, | 34
B3aUMOOOyUYCHHE




JIP He npenycmotpenst

KP YcrHBIM onpoc

Cam.pabora | OBC, JUCTaHIIMOHHBIC KOHCYJbTanuu, | 96
B3aMMOOOYUYEHUE B CTYICHYCCKON Cpesie

Hroro: 176

9. OLEHOYHBIE CPEACTBA JJISI TEKYIHEI'O KOHTPOJIA YCOIEBAEMOCTH U
MPOMEXYTOUYHOM ATTECTALIUHA

9.1. Opranu3auusi BXOJHOI0, TEKYIIEr0o H MPOMEKYTOUYHOr0 KOHTPOJIsI 00y4eHMsI
Bxonnoe tectupoBaHue — He MIPENYCMOTPEHO.

Texyumuii KOHTpOJIb — YCTHBIM OIIpOC, 3alUTa OTYETOB IO MPAKTUYECKUM padoTram,
paboTa Ha KOMIIbIOTEpaxX B Mapax, IPE3eHTALUsA B peXKUMeE uanora, paboTa B mapax.
[IpomexxyTouHas aTTecTauus — 3a4€T C OLICHKOM.

9.2. TemaTuka pegeparoB, NPOEKTOB, TBOPYECKHX 3aJaHMii, IcCe H T.II.

He npenycMoTpeHsL.

9.3. KypcoBas padora

He npenycmoTtpeHo.

©
~

© WD NDOAWN

BOl'lpOCI)I K 3K3aMCEHY
OTanel CUCTEMHOTO aHAJIN3A.
Crioco0bI HccneI0BaHus CUCTEM
HMMuTaniuoHHbIE MOETN
OTanbl IMUTAMOHHOTO MOJIEJIMPOBAHUS
MeTto/1bl ITAaHUPOBAHUS IKCIIEPUMEHTA Ha MOJEIN
OcCHOBBI TUTAHUPOBAHUSI MHOTO(AKTOPHOTO IKCIIEPUMEHTA
O6paboTka pe3yIbTaTOB IKCIIEPUMEHTA
OcHOBHBIE IOHATHS CUCTEM MAacCOBOTO OOCITYKUBAHHUSL.
Knaccugukamus CMO
. ITapameTpsl ¥ XapaKTEPUCTHKH CHCTEM MAcCOBOTO OOCITY>KHBaHUS
. OCHOBHBIE METO/BI CTPYKTYPHOTO MOJEINPOBAHUS
. Crangaptel cepun IDEF

e ol
W N e O

. Metoap! GyHKIIMOHAIEHOTO MOACIUPOBAHUS
9.6. KOHTPOJIb 0CBOEHHS KOMIETEeH it

Bun xoHTpOJISI KonTposupyemsbie TeMbl KomnereHnmnu, KOMIOHEHTHI
(pa3neJinb) KOTOPbIX KOHTPOJIMPYIOTCSI

Yemuwuii onpoc 1-2 OIIK-8
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