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@DOH/JT OLIEHOYHBIX CPEJCTB PACCMOTPEH U 0/100peH Ha 3aceqaHuu Kadeapsl MHpopMaImoHHbIX
TEXHOJIOTHI U NMpHUKIaHON MaTeMaTHKU  (mpoTokoid Ne 1 ot «26» aBrycra 2021 r.)
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TOJIITUCH ®.11.0. Jara

I[OHOJ'IHCHI/ISI N U3MCHCHUS, BHCCCHHEBIC B (bOHI[ OLCHOYHBIX CPCACTB, YTBCPIKIACHBI Ha 3aCCAAHUN

Kageapsl )
poTokos Ne OT « » 20 r.
3aBeayromuit kadenpoit / ®.N.0/

I[OHOJ'IHCHI/ISI N U3MCHCHUS, BHCCCHHEBIC B (bOHI[ OLCHOYHBIX CPCACTB, YTBCPIKIACHBI Ha 3aCCAAHUN

Kadeapsl )
poTokoJ Ne OT « » 20_ r.
3apenyrouuii kadeapoit / ©.1.0/

HOHOJ’IH@HI/ISI N U3MCHCHUS, BHCCCHHBIC B (1)OH)I OLICHOYHBIX CPCACTB, YTBCPKACHBI HA 3aCCAaHUN

Kadenpsl ,

poTOKOJ Ne OT « » 20_ r.

3aBenyrouuii kadeapoit / ©.1.0/
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1. HACHOPT ®OHIA OHEHOYHbIX CPEACTB

no juctuimHe «OCHOBBI  MH(OpPMAanMoHHOW  0e30macHOCTH B MPO(eCcCHOHAIBHON
NeSITeTbHOCTH

OneHouyHBIE CpelICTBA COCTaBISIOTCA B COOTBETCTBMM ¢ paboueid mporpamMmoit
JUCITUTUIMHBL U TIPEICTABISIOT COO0W COBOKYITHOCTh KOHTPOJIBHO-U3MEPHUTEIHHBIX MAaTEPHUAIOB
(TUnoBble 3amauM (3a7aHusl), KOHTPOJbHBIE PAOOTHI, TECTHl M Jp.), MPEAHA3HAUYEHHBIX IS
U3MEPEHUS YPOBHS JOCTIKEHUS O0yUJaIONIMMHUCS YCTAaHOBICHHBIX PE3y/IhbTaTOB O0yUCHUSI.

OneHouyHbIE CpElICTBA HUCIOJB3YIOTCS MpPH TMPOBEACHUUM TEKYIIEr0  KOHTPOJIS
YCIIEBAEMOCTHU U MTPOMEKYTOUHOM aTTECTaIUH.

Tabmuua 1 - [lepeyenb KomneTeHIHiA, POPMUPYEMBIX B IPOLIECCE OCBOCHUS TN CIUIIIIHBI

Kon
HanmenoBaHmue pe3yJjibTara o0yueHust
KOMIIETEeHIIM U
OIIK-4 ONK-4. CnocobeH paboTaTb C 3N1EKTPOHHBLIMW CAOBAPAMM, Pa3NYHbIMU

MCTOYHUKaMMN MHDOPMALMM, OCYLLECTBAATb MOUCK, XpaHeHMe, 06paboTKy u
aHanuM3 WHboOpmauuuM, NpeacTaBNATb ee B Tpebyemom dopmarte ¢
NCNo/sib30BaHNEM  MHOOPMALIMOHHDBIX,  KOMMbIOTEPHbLIX U CETEeBbIX
TeXHOo/1Iorum

ONK-4.1. 3HaeT meToabl U cnocobbl paboTbl C PAa3ANYHBIMU UCTOYHUKAMMU
nHdopmaumn.

ONK-4.2. YmeeT paboTaTb C 3N1€KTPOHHbIMW CAO0BAPAMM, OCYLLECTBAATD
NOWUCK, XpaHeHue, 06paboTKy MHPOPMAUUM; NPEeACTaBNAATb AaHHbIE B
Tpebyemom popmare ¢ cnonb3oBaHMEM MHPOPMALIMOHHBIX,
KOMMNbIOTEPHbIX U CETEBbIX TEXHONOTUN.

ONK-4.3. BnageeT HaBblKaMW aHann3a MHPopmaLmu.

Koneunsimu pe3yiabTaTaMu OCBOCHUA JHUCIHMITIINHBI SBJIAKOTCA C(bOpMI/IpOBaHHI)IG
KOTHUTHUBHBIC JCCKPUIITOPBI <«3HATH», «YMCTb», «BJIAACTLH)», PACIIUCAHHBIC II0 OTACIbHBIM
KOMIICTCHIIUSAM. cDOpMI/IpOBaHI/Ie JACCKPUIITOPOB IMPOUCXOAUT B TCUYCHHUEC BCCTO CEMECTpa
o J9TamaM B paMKax KOHTAKTHOM pa6OTI>I, BKHIOanOHIGﬁ PAa3IMYHBIC BHJbI 3aHATHH U

CaMOCTOSITENIbHOW pabOThl, C TPUMEHCHHEM pAa3JIUYHbIX (OPM ¥ METOJOB OOYYCHUS
(Tabm.2).



Tabnuna 2 - @opmupoBaHrue KOMIETEHIIUN B TPOLECCE U3YyUEHUS TUCHIUTUIIHHDL:

Kon YpoBeHb WNHnukaTophl TOCTHKEHUS KOMITETeHIIMA | Bug — yaeOHBIX 3aH;ITI/H711, Kontponupyembie paznaensl  u | OLieHOYHbBIE
KOMIIETEHLINM | OCBOCHUS paboTel, GOPMBI U METOMABI | TEMBI JUCIUILTAHBI CPEACTBA,
KOMIIETEHIIUI oOyueHus, HCIIOJIb3YyEMBIE IS
CIOCOOCTBYIOIIHE OLIEHKH  ypPOBHSA
(hopMUPOBAHUIO u c(hOpMUPOBAHHOCT
Pa3BUTHIO KOMIICTCHIHIH® Y KOMITETCHIIUU
OIlIK-4 3naem
Henocratounsnii | OITK-4. CryneHt HE cnocober | Jlekunonusle u npaktuyeckue | 1. Beenenwe B nHpopmannonHyto | Tekymuii KOHTpOJb
YPOBEHb CaMOCTOSITEIEHO BBIJICTIATH TJIaBHBIC | 3aHSATHUS, CaMOCTOSITEIbHAS 6e3omacuocts (UB). — yCTHBI ompoc,
MOJIOKEHUST B HW3YYCHHOM  Marepuaje | paboTa oOyuaronuxcsi, | 2. TexXHOJOrHH 3alIUThl JaHHBIX. | KOHTPOJIbHAsS
JUCLIUIIJIMHEIL. MOJArOTOBKa u cmaua | 3. Texmnosnoruu 3alUThl | pabora,
He 3HaeT mpuHOMIOB, METOJOB M CPEICTB | IPOMEXKYTOYHOH aTTeCTallUH, BBIYHCIIUTEIBHBIX CHCTEM. TECTUPOBaHHE,
penieHus CTAHJIAPTHBIX 3a7a4 | TOATOTOBKA U c/ada 3adeTa 4. TexHomornu OOHapy’>KeHHUs | 3aIIUTa OTYETOB IIO
npodecCHOHANIBHON ~ JCATENbHOCTH  Ha BTOPKCHUIA. MPaKTHYCCKUM
OCHOBE WH(POPMAITMOHHOM u 5. VYmnpaBneHne 6e30MacHOCTEIO. paboram
oubmorpaduyeckoi KYJIbTYpPBI c
IIPUMEHEHUEM nHGOPMAITUOHHO-
KOMMYHUKAIITUOHHBIX TEXHOJIOTHI u C
y4eToM OCHOBHBIX TpeboBaHUi
WHPOPMAITMOHHON O€30MaCHOCTH.
OTCYTCTBYIOT 3HAaHUA U IOHUMAaHHUEC OCHOB U
METOJOB  olecrieueHHss  0OE30MacHOCTH
KOMITBIOTEPHBIX ceTei, TIOJUTHKH
Oe3onacHocTd, craHgaptel Wb, mpuHIMIEI

! JleKuMOHHBIE 3aHSTHS, IPAKTHUECKHE 3aHATHS, TAG0PATOPHBIC 3aHATHS, CAMOCTOATE/ILHAS PAbOTa. ..
? Heo6X0IMMO yKa3aTh aKTHBHBIE U HHTEDAKTUBHBIC METO/IbI 0OyUeH s (HATIPIMEp, HHTEPAKTHBHAS JIEKIHs, pab0Ta B MallbIX TPYIIIAX, METObl MO3TOBOTO IITYPMA U T.11.),
CHOCOOCTBYIOIINE PA3BUTHIO y 00YYAIOMINXCSI HABBIKOB KOMAHAHOW pabOoThl, MEXIMYHOCTHON KOMMYHHUKALMU, IPUHSTHUS PELIeHUH, TUIEPCKUX KaueCTB.
® HammenoBamme TeMbl (pasjena) Gepercs n3 paboueii mporpaMMbl TUCIHIITHHEL.

4
OIeHOYHOE CPECTBO TOJDKHO BEIOMPATHCS C YUETOM 3aIUIaHUPOBAHHBIX PE3yIbTaTOB OCBOCHHS AMCIUIUINHBI, HATPUMED:

«3HaTh» — cobecenoBaHNE, KOJUIOKBHYM, TECT. ..
«YMeTb», «BnaneTs» — MHOUBHUTya IbHBIA WK TPYIIIIOBOM MPOEKT, Kelc-3a1a4a, AesoBas (poseBast)

urpa, mnopTQoino. ..




3allUThI I/IH(bOpMaLII/IOHHI)IX CHUCTEM.

ba3zoBbl1it OIIK-4.1. Cryment ycBown mnpuHUUNEI, | JIekunoHHsle u npakThuueckue | 1. Beenenue B mHdopmanmonnyoo | Texkymmid KOHTPOJIb
YPOBEHB METOJIBl M CPENCTBA PEIICHUS CTaHIAPTHBIX | 3aHSITHA, CaMOCTOSITETIbHAS 6e3onacHocts (Mb). — YCTHBIM ompoc,
3aj1a4 mpod)ecCHOHANbHON NEesTEeIbHOCTH Ha | paborta oOyuaromuxcs, | 2. TexXHOJIOTHH 3aIIUTHI JaHHBIX. | KOHTPOJIbHAS
OCHOBE MHPOPMAaLITOHHON U | IOArOTOBKA u cmaya | 3. Texnomoruu 3alIMTHI | paboTa,
oubnuorpaduieckoi KyJbTYpbI C | IPOMEXYTOYHON aTTeCTalluH, BBIYHCIUTEIBHBIX CUCTEM. TECTUPOBAHUE,
MIPUMEHEHUEM HH(GOPMALMOHHO- | MOArOTOBKA U CAa4a 3a4yeTa 4. TexHomnoruu OoOHapyXXeHHUs | 3allUTa OTYETOB II0
KOMMYHHUKAIIUOHHBIX ~ TEXHONIOTMH U C BTOPIKEHUM. MIPaKTUYECKUM
y4ETOM OCHOBHBIX TpeOoBaHUit 5. VYmpaenenue 0e30MacHOCTHIO. paboram
WH(OPMAITMOHHOM 0e301macHOCTH.
ITokazbiBaeT MTOBEPXHOCTHOE 3HaHUE
METOJIOB obecrieyeHust ~ 0€30MACHOCTH
KOMITBIOTEPHBIX ceTel, TTOJINTUKA
Oe3omacHocTH, craHmaptel WUb. mpuHIHATEL
3alIUTH HHPOPMAITMOHHBIX CHCTEM.
Cpennuit OIIK-4.1. CtyzneHT 3HaeT ocHOBHBIE MeTOAbI | JlekunoHHble U npakTHueckue | 1. Beenenue B mHdopMmanmonnyoo | Tekymmid KOHTPOJIb
YpOBEHB W CpeICTBA pEUICHHWS CTAaHAAPTHBIX 3a/4ad | 3aHATHA, paboTa B  MajbIx 6e3omacHocth (MB). — YCTHBHI orpoc,
npodecCUOHANBHOW  AEATENBHOCTH  Ha | Ipymnmnax, WHTEpaKkTUBHAs | 2. TeXHOIOTWM 3alIUThl JAHHBIX. | KOHTPOJIbHAS
OCHOBE UHGOPMAITUOHHOM U | JeKIus, muckyceus, | 3. TexHosoruu 3alUThl | pabora,
oubimorpaduueckon KyJIbTYpPbI C | camocCTOATENbHAS pabora BBIYHCIUTEIBHBIX CUCTEM. TECTUPOBAHUE,
MIPUMEHEHUEM nHPOpPMaLMOHHO- | oOyyaromuxcs, noaroroska u | 4. TexHomoruu OoOHapyXeHHUs | 3allUTa OTYETOB II0
KOMMYHUKAIIUOHHBIX ~ TEXHOJIOTMM M  C | chada IIPOMEKYTOYHOU BTOPKEHHM. NIPAKTUYECKUM
y4eToM OCHOBHBIX TpeOOBaHUI | aTTeCTallMy, TOATOTOBKa W | 5. VYmpaBieHue 6€30MacHOCTHIO. paboram
nHGOPMALIMOHHON Oe3omacHOCTH. | cada 3adera
[oka3piBaeT 3HaHUE METOAOB OOECIICUCHUS
0€30IaCHOCTH  KOMIIBIOTEPHBIX  CETeH,
NOJUTUKK Oe3omacHocTH, crannaptel Wb,
OPUHLMIIBL  3alUThl  MH(OPMALMOHHBIX
CHUCTEM.
Bricokuii OIlK-4.1. Cryaentr 3Haer Meronsl u | JlekimoHHsle W mpaktuueckue | 1. Bpemenue B nHpopMaiimoHHyr | Tekyiuid KOHTPOJIb
YpOBEHB CpeAcTBa pEIICHUS CTaHAApTHBIX 3ajady | 3aHATHSA, paboTa B  MajbIX 6e3onacHocts (UB). — YCTHBIM ompoc,
npodecCHOHANBEHOW  JIEATENFHOCTH  Ha | Ipymmax, WHTEepaKkTHBHAS | 2. TeXHOJOTHU 3alUThl JAHHBIX. | KOHTPOJbHAS
OCHOBE UHPOPMAITHOHHON U | JIEKIHA, nuckycewns, | 3. TexHomoruu 3anUTHl | padora,
Ooubimorpadpuueckon KYJbTYpbI C | camocTOATENbHAA pabora BBIYHCIUTEIBHBIX CUCTEM. TECTUPOBAHUE,
MIPUMEHEHUEM nHPOPMALMOHHO- | oOyyaromuxcs, noaroroska u | 4. TexHomoruu OOHapyXeHHUs | 3allUTa OTYETOB II0
KOMMYHHUKAIIHOHHBIX ~ TEXHOJIOTMH ¥ C | cada MIPOMEKYTOTHOMN BTOPKEHHH. MPaKTHYECKUM




y4eToM OCHOBHBIX TpeOOBaHMA
nH(pOpMaAITMOHHON 0e30MacHOCTH.
[TokazbiBaeT Tmy0OKO€ 3HAHWE W TIOHWMaHHUE
OCHOB u METOJI0B oOecrieyeHust
0e30IacHOCTH  KOMIIBIOTEPHBIX  CETeH,
TOJIMTHKN Oe30macHOCTH, cTaHmaptel Mb.
OPUHOMIIBL  3aIUTHl  MH()OPMAIMOHHBIX
cUCTeM,  KpPUNTOrpapUueCKHEe  METOJBI
3amuThl HHGOPMAIUH. 3HACT ApXUTEKTYPY U
(hyHKIIMOHUpOBaHUE crcTeM yrpasieHus Ub
B (1C).

aTTeCTalluu,
cJaya 3adera

IoATOTOBKA H

5.

praBJ'ICHI/IC 0e30IaCHOCTHIO.

paboTam

Ymeem
Bba3zoBbrit OIIK-4.2. CryaeHnt ucneiThiBaeT | Jlekimonnsie u mpaktudeckue | 1. Bpemenue B mHbopMainmonHyro | Tekymmii KOHTPOIH
YpOBEHB 3aTpyOHEHHS TIPH PEIICHWH CTaHJApTHBIX | 3aHATHA, paboTa B  Majbx 6e3omacHocth (MB). — YCTHBHIA orpoc,
3a7a4 MpoecCHOHATBHON JEeSITETBHOCTH Ha | Ipymmax, WHTEepaKkTHBHAs | 2. TeXHONOTWU 3alUThl JaHHBIX. | KOHTPOJbHAsS
OCHOBE WH(POPMAITMIOHHOM 1 | JEeKIus, muckyceus, | 3. TexHomoruu 3amUTHl | pabora,
oubmorpaduyeckoit KYJIbTYpPBI C | camocToATeNbHAS paboTta BBIYHCIUTEIHHBIX CHCTEM. TECTUPOBAHUE,
MIPUMEHEHUEM WHPOPMALIMOHHO- | oOyvaromuxcsi, moarotopka u | 4. TexHomoruu OOHapyXXEHHUs | 3alUTa OTYETOB II0
KOMMYHUKAIIUOHHBIX ~ TEXHOJIOTMM M  C | chada IIPOMEKYTOYHOU BTOPKECHHM. NIPAKTUYECKUM
y4eToM OCHOBHBIX TpeOOBaHUH | aTTeCTauny, TMOATOTOBKA W | 5. YmpaieHue 0€30MacHOCTHIO. pabotam
nH(pOpMaMOHHOM 6€30MacCHOCTH. c/la4a 3a4era
CTyIeHT WCHBITHIBACT 3aTPYJHEHUS TPH
npoBeieHNH aHanu3a 3amuineHHoctn UC,
OOHapyXEeHHU aTaK, 3alluTe YIaJCHHOTO
JIOCTyIa, 3aIIUTEe OT BUPYCOB U cllaMa
Cpennuit OIIK-4.2. CryneHt ymeer camocTosiTenbHO | JleknnoHHble u npakthueckue | 1. Beenenue B mHbopMmanmonnyoo | Tekymmid KOHTPOJIb
YPOBEHb pemaTsb CTaHIAapTHBIC 3aJa4uy | 3aHATH, paboTa B  MaJbIX 6e3onacHocts (Ub). — YCTHBI ompoc,
npodecCHOHANBHOW  JEATENFHOCTH — Ha | Ipymmax, WHTEpaKkTHBHAS | 2. TeXHOJOTWU 3alUThl JaHHBIX. | KOHTPOJbHAS
OCHOBE UHPOPMAITHOHHON U | JeKIHs, mickycewns, | 3. TexHomoruu 3alIMTHI | paboTa,
oubimorpaduuecko KYJIBTYPBI C | caMmocTosTeNbHas pabora BBIYUCIUTEIbHBIX CUCTEM. TECTHPOBAHHE,
MPUMEHEHUEM nHPOPMALMOHHO- | oOyyaromuxcs, noarotoska u | 4. TexHomoruu OOHapyXeHHUS | 3alIUTa OTYETOB II0
KOMMYHHKAIIMOHHBIX ~ TEXHOJOTMH H C | caaya MPOMEXYTOYHOM BTOP KEHUI. MPaKTUIECKAM
y4ETOM OCHOBHBIX TpeOOBaHUH | aTTeCTalnMy, TMOATOTOBKA U | 5. VYmpaBieHue 0€30MacHOCTHIO. pabotam

nHpopMamoHHOH Oe3omnacHocTH. CTyAEHT
MOXET MPOBOJUTH aHAIM3 3alIMIICHHOCTH
HC, oOHapyxeHHE aTak, 3allUTy OT BUPYCOB

cJa4da 3a4cTa




n ciiamMma.

Bricokuii OIlK-4.2. Cryaent ymeer  pemiarb | JlekimonHeie u mnpaktuueckue | 1. Bpenmenue B mHpopMainuonnyro | Tekymuii KOHTPOIb
YpOBEHB CTaHAAPTHBIC 3a7aud MPOQPECCHOHANBHON | 3aHATHA, pabdoTa B MAaJIBIX 6e3omacuocth (UB). — YCTHBHIH  orpoc,
JeSITeNbHOCTH HAa OCHOBE MH(OPMALMOHHON | rpymmax, MHTEpaKTHBHAs | 2. TEeXHOIOTHMH 3alIUTHI JAHHBIX. | KOHTPOJIbHAS
u  Oubnmorpaduveckoil  KylabTypsl  C | JIEKUUS, nuckyceus, | 3. TexHomorum 3alIMTHI | paboTa,
MIPUMEHEHUEM WHPOPMALIMOHHO- | CAMOCTOsTENbHAS pabora BBIYHCIUTEIBHBIX CUCTEM. TECTUPOBAHUE,
KOMMYHHMKALIMOHHBIX ~ TEXHOJIOTMH H ¢ | oOydaromuxcs, noaroropka u | 4. TexHomoruu OoOHapyXXeHHUs | 3allUTa OTYETOB II0
y4eToM OCHOBHBIX TpeOoBaHMii | crava MIPOMEKYTOUHOMN BTOPIKEHUM. MIPaKTUYECKUM
WHPOPMALIMOHHON OE30MacHOCTH. YMeeT | aTTecTall, IOJroToBKa U | 5. VYmpasneHue 0e30MacHOCTHIO. paboram
MpoBOANTE aHanmu3 3anumeHHoctd MC, | cmaua 3adeta
oOHapyXeHHEe araK, 3allUTy YAAJIEHHOI'o
JIOCTYTIA, 3alIUTY OT BUPYCOB U CIIaMa.
Braoeem
ba3zoBbrit OIlK-4.3. Crynenr wu4actuuHo Biajneer | JlekimonHnsie u mpaktudeckue | 1. Bpemenue B mHbopMaimonHyro | Tekymmii KOHTPOIH
YpOBEHB HaBBIKAMHU MOITOTOBKH 0030poB, | 3aHATHS, paboTa B MAaJbIX 6e3omacHocth (MB). — YCTHBHI orpoc,
aHHOTAIH, cocTaBlieHUs:  pedepaTos, | rpymmnax, WHTEepaKkTHBHAS | 2. TeXHONOTWU 3alUThl JaHHBIX. | KOHTPOJIbHAS
Hay4YHbIX  JOKJIAAOB, IyONUKalM{d, | | JeKuus, muckyceus, | 3. TexHomoruum 3alMTHl | paboTa,
oubnmorpaduu o Hay4JHO- | CAMOCTOSITEThHAs paboTta BBIYHCIUTEIHHBIX CHCTEM. TECTUPOBAHUE,
HCCIIEIOBATENbCKOM  paboTe ¢ yderoM | oOywaromuxcsi, moarotoka u | 4. TexHomoruu OOHapy>XEHHUS | 3al[UTa OTYETOB II0
TpeOoBaHMit UHQOPMAIMOHHOH | caaya IIPOMEKYTOYHOU BTOPKEHHM. NPAKTUYECKUM
Oe3omacHoCTH. CryneHr BJaJeeT | aTTeCTalld, IIOJrOTOBKAa U | 5. YmpaBieHue 0e3011aCHOCTHIO. pabotam
OCHOBHBIMHU HaBBIKAMH oOecriedeHue | craya 3aueTa
6esonacHoctu  OC, ympasinenuss Wb B
nHpopmarmonneix cucremax (MC). Brameer
3HaHUSIMH 00 ayauTe W MOHHUTOpPHUHIE
6e3onacHoctu (MC).
Cpennuit OIlIK-4.3. Crynent B Oonbmieil crernenu | JlekunonHsle u npaktuueckue | 1. Beenenue B mHopMmanmonnyoo | Tekymmid KOHTPOJIb
YPOBEHb BJaJleeT HABBIKAMH IIOATOTOBKM O0030pOB, | 3aHATHs, paboTa B MaJbIX 6e3onacHocts (UB). — YCTHBI ompoc,
aHHOTAITHH, cocTaBlieHHsT  pedepaTos, | Ipymnmax, WHTEepaKkTHBHAs | 2. TeXHOJOTHU 3alUThl JAHHBIX. | KOHTPOJbHAS
Hay4YHBIX  JIOKJIAJO0B,  IyOJNMKAIMi, © | JeKuus, nickycewns, | 3. TexHomoruu 3amUTHl | padora,
oubimorpadpun o Hay4yHO- | CaMOCTOATENbHAA pabora BBIYHCIUTEIBHBIX CUCTEM. TECTUPOBAHUE,
HCCIIEIOBATENbCKO  pabore ¢ yderoMm | oOywarommxcs, noarotoska u | 4. Texnomoruu OOHapyXEHHUS | 3alIUTa OTYETOB II0
TpeboBaHUi WHQOPMAIMOHHOH | caaya IIPOMEKYTOYHOU BTOPKEHHM. NIPAKTUYECKUM
0e30macHOCTH. aTTeCTallud, TOATOTOBKa M | 5. VYmpaBieHue 0€30MacHOCTHIO. pabotam
CrynmeHT  BIaZeeT  3HAaHUSAMHM  BCEro | clada 3adera

HU3YUYCHHOI'0O MaTc€puraja, BIaJeCT HaBbIKaMHU




obecrieucHme 0e30MmacHOCTH 0oC,
yopaenenuss Wb B uHGOOpMAMOHHBIX
cUCTeMax (HC). (HC). Haprikamu
yIpaBicHHS 0€30IacHOCTBIO uc,

BBISIBIICHHS CETEBBIX aTaKk ITyTeM aHalu3a
Tpaduka. VcmbIThIBaeT 3aTpyAHEHHUs IpU
NpoBeNEHNH  ayAuTa  WHQOPMAIMOHHOMN
0€30I1aCHOCTH KOMIIBIOTEPHBIX CHCTEM

Bricoknit
YpOBEHB

OIlK-4.3. CrymeHT BnajeeT HaBBIKAMH
IIOITOTOBKHA 0030pOB, AHHOTALINIA,
COCTaBJICHUSA pedeparos, Hay4YHBIX

JOKIanoB, mybOnukanuii, u Oubiamorpadumn
10 HAay4YHO-MCCIIEIOBATEILCKONH paboTe ¢
yueToM  TpeOoBaHMH  WHPOPMAIMOHHON
0€e30MacHOCTH.

CTyzmeHT BiajieeT HaBBIKaMHU oOecrieueHue
6esomacaoctn  OC, ympaenenuss Wb B
nHpopmanuonHbix cuctemax (MC).Brageer
3HaHUSMH 00 ayAuTe W MOHHTOPHHIE
Oe3omacHoCTH (HC). HaBrsikamu
yIpaBieHAS 0€30MacHOCTHIO uc,
BBISIBIICHHS CETEBBIX aTaK IyTeM aHalin3a
Tpaduka, aymuTa WH(POPMAITIOHHOM
0€30I1aCHOCTH KOMIIBIOTEPHBIX CHCTEM

JlekupoHHBIE U IMPaKTHICCKUE

3aHATHSA, paboTa B MAaNbIX
rpymnmnax, WHTEPaKTHBHAs
TEKIHSL, JCKyCCHs,
caMocCTOsITeTTbHas paboTta
00yJaronmMxcs, MOJAr0OTOBKA U
clava IIPOMEKYTOYHOU
aTTeCTallud, T[OATOTOBKA U

cJada 3a4ycTa

n

BBenenue B nHpOpMaLMOHHYIO
oe3onacHocth (UB).
TexHomorny 3amUThl JaHHBIX.
TexHonorun 3aIIUTHI
BBIYUCIUTEIBHBIX CUCTEM.
Texnonoruu OoOHapyXeHUs
BTOPKECHHM.

YmpasneHue 0€30MacHOCTHIO.

Tekymuii KOHTPOJb
— YCTHBIA ompoc,
KOHTPOJIbHAS
pabora,
TECTHPOBAHHE,
3alIUTa OTYETOB IO
MPaKTHYECKUM
paboram




Tabmuma 3

2. IEPEYEHb OLIEHOYHbIX CPEJICTB’

Ne | HaumenoBaHue
OLICHOYHOTI'O
Cpe/cTBa

XapaKTepI/ICTI/IKa OILICHOYHOI'0 CpCACTBA

[IpencraBnenue onenoynoro cpeacrsa B @OC

1 | Ycrusiit onpoc

CpencTBo KOHTPOJISI YCBOCHHsI Y4eOHOTO MaTepuana TEMBI,
paszena WM pa3jelioB JUCHUIUIMHBI, OPraHM30BaHHOE Kak
yaeOHOE 3aHATHE B BHJE COOCCEIOBAHUS MPENOJABATENS C
00yUaroIUMUCS.

Bompocsr o Temam/pazaenaM JUCIUILTAHBI

2 | Tecr

CpenctBo,  NHO3BOJSIOIIEE  OLEHUTb  YPOBEHb  3HAHUM
oOyuyaromierocsi myreMm BblOOpa MM OJHOIO U3 HECKOJIBKHX
BapHMaHTOB OTBETOB Ha IIOCTaBJIEHHBIA BoIpoc. Bo3MoxkHO
UCIOJb30BAHUE TECTOBBIX BOIIPOCOB, MPEIYCMAaTPUBAIOILUX
BBOJI OOydaromumcs KOPOTKOTO M OJHO3HAYHOTO OTBETAa Ha
IIOCTaBJIEHHBIH BONPOC.

TecrtoBbIe 3a1aHUsd

3 | KonrponbHas
paboTa, 3amura
OTYETOB TI0
NPaKTUYCCKUM
pabotam

Pasnuuaror 3a7a4m v 3a1aHus:

a) PpeNpoxyKTHBHOTO YPOBHS, IIO3BOJISIIONIME OLICHMBATh |
JMarHOCTUPOBaTh 3HaHUE (pakTHyeckoro Matepuana (6a30BbIe
MOHSATHS, AITOPUTMBI, (PaKThl) U yMEHHE NMPaBUIBHO HCIIOIb30BATh
CIICIIMAJIbHBIC TCPMUHBI U IIOHATHA, Y3HABAHUC 00BEKTOB HU3y4dCHUsA
B paMKax OIpPeJeJIeHHOr0 pa3/iesia JUCIUILIHHBL;

0) PEKOHCTPYKTHBHOTO YPOBHS, IIO3BOJISIIOIINE OIEHUBATh U
JAMArHOCTUPOBATh ~ yYMEHUS ~ CHHTE3UpPOBATh,  AHAIU3UPOBATH,
0000mare  QakTHYeCKMH W  TEOPETHUECKUIl MaTepHal ¢
(GOopMyIMpOBaHWEM  KOHKPETHBIX  BBIBOJOB,  YCTQHOBIICHUEM
HPUYUHHO-CIICACTBEHHBIX CBSI3€H;

B) TBOPYECKOTO  YpOBHS, IO3BOJIAIONIME  OLIEHMBAaTh U
AUArHoCTUPOBATh YMCHUA, HUHTCIPUPOBATHL 3HAHUA Pa3JIAYHBIX
o0JacTeil, apryMeHTHPOBaTh COOCTBEHHYIO TOUYKY 3PEHHS.

KoMruiekT pa3HOypOBHEBBIX 3a/1a4 (3a1aHuil)

5 o o
Vka3pIBaroTCs OIICHOYHBIC CPEACTBA, IPUMCHACMBIC B XOA€ p€aIn3alinn pa60qen IIporpaMMbl JaHHOU TUCIHUILUIAHBI.




3. OIIUCAHUE MOKA3ATEJIEM U KPUTEPUEB OLIEHUBAHUS KOMIIETEHIIUIA

OueHuBaHue pe3yabTaToB 00y4deHHs MO AucuUIUIMHE «OCHOBBI MH(POPMAIMOHHON 0€30MacHOCTH B MPO(EeCCHOHANBHOM NeATEeIbHOCTH
OCYIIECTBJISIETCSL B COOTBETCTBUU ¢ [1osokeHneM o TeKyIeM KOHTPOJIE YCIIEBAEMOCTH U MPOMEXYTOYHOM aTTeCTallui 00y4YarOIUXC .
[IpenycmoTpensl ciaeayromue BUAbl KOHTPOJS: TEKYIIHI KOHTPOIb (OCYIIECTBIEHUE KOHTPOJISA BCEX BUIOB ayJUTOPHOM M BHEAyJIUTOPHOU
JesITeIbHOCTH 00Y4alolIerocs: ¢ Lejblo MOJyYyeHUs! MepBUYHON MHGOPMAIUU O XOJ€ YCBOEHUS OT/AEIbHBIX 3JIEMEHTOB COJIEP)KaHUs AUCLUILINHBI) U
MIPOMEXKYTOUHAsSI aTTeCTALM (OLIEHUBACTCS] YPOBEHBb M KaUY€CTBO MOJATOTOBKH IO JUCIMUIUIMHE B LIEJIOM).
[Tokazarenu ¥ KpUTEPUU OLICHUBAHUS KOMIIETEHIIHNH, (HOPMHUPYEMBIX B MIPOLIECCE OCBOCHUS IaHHOM TUCIUIUIMHBI, OMHUCAaHbI B Ta0. 4.



Tabauua 4.

Kon VYpoBeHb OCBOCHUS Wnnnkatopsl Kpurepun onieHuBaHUs pe3ynbTaTOB O0yUeHUs
KOMIIETEHIINN | KOMITETEHITHH JIOCTHKECHHS
KOMIIETEHIINN
3Haer
OIIK-4 Henocratounsiii ypoBens | OIIK-4.1. He 3naem 3nauumenvnoti yacmu mamepuana Kypcd, He CnOCOOeH camoCmOosmenbHo 8bloensimy
Orenka 2/1a6HblE NOTIONHCEHUS 8 U3YUEHHOM Mamepuaie OUCYUNIUHbI
«HE3aYTEHOY,
«HEYJOBJIECTBOPUTEIHHOY
Ba3oBeIii ypoBeHb OIIK-4.1. 3naem ne menee 50 % ocnosHo20 Mamepuana Kypca, 00HAKO UCHbIMbIBAEm 3ampyOHeHUs 8 €20
Ornenka, «324TEHOY, npumMeHeHuu
«yIIOBIICTBOPUTEIHLHO
Cpennuii ypoBeHb OIIK-4.1. 3Haem ocHo8HYIO yacmb mamepuana Kypcd, cnocoden RPUMEHUMb U3VYEeHHbI Mamepuanl Ha
Orenka «324TEHOY, npakmuke, UCNbIMbIEaem He3HAYUMelbHble 3ampyOHeHUs 8 peuleHul 3a0ay
«XOPOIIIO»
Bricokuii ypoBeHb OIIK-4.1. THoxkasvieaem 2nyboxoe 3HaHUEe U NOHUMAHUE MAMEPUAnd, cCnocoOeH NPUMEeHUMb U3VUeHHbII
Onenka «3aUTEHOY, Mamepuan Ha NPAKmuKe
COTIIMIHOY
YmMmeer
BazoBeIii ypoBeHb OIIK-4.2. Ymeem eocnpoussecmu ne menee 50 % ocnosnozo mamepuana Kypca, 0OHAKO UCTIbIMbIBAEM
3ampyOHeHUs: npY peuenuy npaKmuyeckux 3a0ay
CpenHuil ypoBeHb OIIK-4.2. Ymeem pewamv cmanoapmuvie npogeccuonanvhvie 3adauu ¢ APUMEHEHUEM HNOTYYEHHBIX
3HAHULL, UCTIbIMbIBACH He3HAYUMEIbHble 3ampPyOHeHUs 8 peuleHuly 3a0ay
Bricokuii ypoBeHb OIIK-4.2. Ymeem pewamv cmanoapmuvie npogeccuonarvhvle 3adauu ¢ APUMEHEHUEM NOTYYEHHBIX
3HAHUL, NOKA3vbleaem 21yboKoe 3HAHUEe U NOHUMAHUe Mamepuand, CnocoOer peuwums 3a0ady
npu U3MeHeHUU PopmyauposKu
Bmageer
BazoBeIii ypoBeHb OIIK-4.3. Braodeem mnagvixamu meopemuueckoe0 U 9KCHEPUMEHMATbHO20 UCCIe008AHUSI 00BLEKMO8
npogheccuonanvHoll 0esimenbHOCMU, YCEOUT OCHOBHOE COOepIICAHUe MANEPUANd OUCYUNIUHDL,
HO umeem npobenvl 6 YcgoeHuu mamepuaid. Hmeem HecucmemamusupogaHuvie 3HAHUSA
OCHOBHBIX PA30€106 OUCYUNTUHDL.
Cpenuuii ypoBeHb OIIK-4.3. Braoeem mnagvikamu meopemuueckoeo U SKCNEPUMEHMANbHO20 UCCAe008AHUS 00bEeKmMo8
npogheccuonanvHol  0esimenbHOCmY,  CHOCODEH — CAMOCMOSIMENbHO — 6bl0eNAMb  2lAGHble
nonoJICeHUsi 8 U3yueHHoM Mmamepuane. Mcnvimvleaem He3HauumenbHble 3amMpYOHeHUs 8
peleHuu 3a0ai.
Bricokwii ypoBeHb OIIK-4.3. C60000HO 6nadeem HABLIKAMU MEOPEeMUYecK020 U IKCNEPUMEHMATbHO20 UCCACO008AHU,

nokasvleaem 2]1_)/607('06 SHAHUE U NOHUMAHUE U3YUEeHHO20 mamepuaia




4. MeTtoau4yeckue MaTepUaJibl, ONpeAesaonue Npoueaypbl
OLlECHUBAHUS Pe3yJabTaTOB 00y4eHHsI

3aganus B ¢popme yCTHOrO onpoca:

VY CTHBIN OMPOC UCIIONB3YETCS ISl TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH O0YJarOIIUXCS 110
JUCIUIUIMHE B KauyecTBE IMPOBEPKHU pe3ylIbTaTOB OCBOEHHUs Marepuana. Kaxaomy cTyaeHty
BBIJIa€TCSl CBOM COOCTBEHHBIH, Y3KO COpMyIUpOBaHHbIN Borpoc. OTBET NOJKEH ObITh YETKUM
U KpaTKUM, COJEp>KalllMM BCE OCHOBHbBIC XapaKTEPUCTHKHU OIKCHIBAEMOIro MOHATHSA. B cBoeM
OTBETE CTYACHT JIOJDKEH I0Ka3aTh YMEHHS IPOCJIEKUBATH NPUYMHHO-CIIEICTBEHHBIE CBSI3U U
HaBBIKU PacCyKIEHHUH U JOKa3aTeNIbCTBA.

3aganus B popme npakTuyeckux pador. KomniekT pa3HOypoBHeBBIX 3a1a4
(3agaHmuii)

IIpakTyeckas paboTa mHpeACcTaBiIsieT cO00H KOHTPOJIbHOE MEPONPHUATHE 110 y4eOHOMY
MaTepHaiy KaxJIoi TeMbl (pa3jiesa) AUCHUILUIMHBI, COCTOAIIEEe B UHANBUAYaIbHOM BBIIIOJHEHUN
00yyarmuMcsl TPaKTUUECKUX 3aJaHUN Ul OLICHKHU MOJIYYEHHbIX 3HAHWM, YMEHUI U BiIaJeHUN
KOMIIETEHIIUSIMU, (POPMHUPYEMBIMU TI0 TaHHOW AUCIUTINHE.

BeimonHeHHe MpakTHYeCKHX pabOT  SIBISAETCS  CPEICTBOM — TEKYIIETO  KOHTPOJIS
yCIIEeBAaEMOCTH OOYyYaIOLUXCsl MO AUCLUUIIIMHE U MOXKET BKJIIOYATh B ceO0sl CIEAYIOLIUE THIIbI
3aJaHUi: 3aJaHus TUIIOBOIO BMJA W  3aJaHds TBOPYECKOIO XapakTepa, IO pe3yibTaraM
BBINOJIHEHUS MPAKTUYECKUX 3aJaHuil oOydaromue o(GOpMIISIOT OTYEThI, COJEprKalllue aHalu3
IIOJIyYEHHBIX PE3YyJIbTaTOB U BBIBOJBI.

TecToBble 3a1anu. 3agaHus B opMe TecCTHPOBAHUS

Tect npencrasiser co60ii KOHTPOIBLHOE MEPONPHUITHE TI0 yIEOHOMY MaTepHaTy KaxJ0H
TEMBI (pasnena) JUCHHUIINIMHBI, COCTOAIIECE B  BBIIIOJIHCHUU O6yan-OHII/IMC${ CHUCTEMBI
CTaHJAPTU3UPOBAHHBIX 33JaHUM, KOTOPAsl MO3BOJISAET aBTOMAaTU3UPOBATh IIPOLIEYPY U3MEPEHUS
YPOBHSI 3HAHUH U YMEHUI 00ydaroierocs.

TectupoBanue sBISETCS CPEACTBOM TEKYLIETO KOHTPOJS YCIEBAEMOCTH OOYYaOLIMXCS
0 JAMCUUIUIMHE W MOXET BKJIIYaTh B ce0s Cleqylole TUMbl 33JaHuil: 3aJaHue C
€/IMHCTBEHHBIM BBIOOPOM OTBETa M3 MPEIJIOKEHHBIX BapHAHTOB, 3a/laHUE Ha OIpe/eleHue
BCPHBIX 1 HCBCPHEBIX Cy)KI[CHHi/JI; 3aJaHUC C MHOKE€CTBCHHBIM BBI60pOM OTBETOB.

B KaXX10M 3aJaHUU H€O6XOI[I/IMO BBI6paTB BCC IMMPAaBUJIbHBIC OTBCTHI.

S. MartepuaJbl A1 IPOBeIeHUs TEKYLEro KOHTPOJIS U
MPOMEKYTOYHOM aTTeCTALUM

3aganus B popme ycTHOrO onpoca

Beenenue B nnpopmanmonnyto 6e3omnacHocts (Mb)
OcHosnble noaTusa Ub.

AHanu3z yrpos.

[Tpobnembl 0e30MacHOCTH KOMITBIOTEPHBIX CETEH.
[TonuTuka 6€30MaCHOCTH.

OCHOBHBIE COCTABJISAIOLINE MOTUTUKH O€30MACHOCTH.
HopmaTtuHo-npaBoBoe obecnieuenue Ub.
Cranpapts! 1b.

ONoGa~WNE



RRoOoo~NoOR~wNE

0.
1.
12.
13.
14.
15.
16.
17.
18.
19.

MexayHapoanblie cTannaptsl B chepe Ub.

[Tpuntumne! 3anmuTel nHGOpManoHHbIX cucteM (HC).
TexHonornu 3aiuThl JaHHbBIX.

[TprHIMIBI KPULITO3ALIUTHI.

Kpunrorpaduyeckue anropuTmsl.

Kpunroananus.

CuMMETpUYHBIE U ACHMMETPUYHBIE CHCTEMBI K (POBaHUSI.
TexHOoI0rNH IEKTPOHHO-LIU(PPOBON HOAMUCH.

DyHKIHUH XDIUIMPOBAHMUSL.

TexHonoruu ayreHTU(UKALNN.

Buomerpuueckas ayreHTU(UKALUS.

TexHOIOrMH 3alUThl BBIYUCIUTENIBHBIX CUCTEM.
Ob6ecnieuenue 6ezonacHocTy oneparronHbix cucteM (OC).
MesxceTeBble S3KpaHsbl.

Ceprudukanus u CTaHIaAPTU3ALHS.

3anuTa B BUPTYaJIbHBIX ceTsiX VPN.

3amura Ha ypoBHsx mozaenu OSI.

TexHomornu 0OHapyKEHUSI BTOPKEHHH.

CpenctBo ananmu3a cereBoro Tpaduka Wireshark.
CkaHupOBaHUE CETH.

AHanu3 3alMIEHHOCTH.

OOHapyxeHue aTax.

[TporpaMMHBIe cpeicTBa OOHAPYKEHUS BTOPKEHHUSL.
3amuTa yJjaneHHoro A0CTyma.

3amuTa OT BUPYCOB U cllama.

VYnpasieHue 6€301aCHOCTBIO.

3anauu ynpasnenus b B undopmannonnsix cucremax (UC).
ApxutekTypa u QpyHkmonupoBanue cucreM ynpasienus Ub B (UC).
Aymut 1 MmouuTopuHr 6e3omacHoct (UC).

0O0630p cucteM yrpaiieHUs] 0€30MaCHOCTBIO.

KonTtponupyemsie komnerennuu: OITK-4
Oyenka komnemeHyull OCywecmesaemcs 6 cCoomeemcmauu ¢ maoauyetl 4.

TecToBBIC 3a1aHUA

1.

KTo saBIsieTCI OCHOBHBIM OTBETCTBEHHBIM 3a OIpECACIICHUC YPOBHA

KJaccupukanuy uHpopmauu’?

2.

PykoBoguTens cpenHero 3BeHa
Beiciee pykoBoaCTBO
Bnangenen

[Tonp3oBarens

Kakas xarer OpHA SABJISACTCA HanOoJIee pHCKOBaHHOﬁ JJI1 KOMIIaHUHU C TOYKHU

3peHUs BEPOSTHOTO MOIIEHHUYECTBA U HApyIIeHUs 0€301acCHOCTH?

CotpynHuKHn

Xakepsl

ATtakyroniue

KontparenTs! (uia, paboTaroIiue 1mo J0roBopy)



3. Ecnu pa3snuuHpIM rpynnam rnoib30BaTeel ¢ pa3IudyHbIM YPOBHEM J0CTyINa
TpeOyeTcs JOCTYII K OJTHOM M TOM ke HH(OpPMAINH, KaKoe U3 YKa3aHHBIX HWKE JCHCTBUN
ClIelyeT NPEeAIPUHATh PyKOBOJCTBY?

CHU3UTH ypOoBEHb 06€30MacCHOCTH ATON MH(pOpMaLUu AJisi 00eCIeYeHUs ee
JOCTYITHOCTH M YA00CTBa MCIIOIb30BaHUS

TpeboBath moAnucanus CHEUAIBHOTO pa3pelIeHNs KaKIbli pa3, Koraa
4eJI0BEKY TpeOyeTcst JOCTYH K 3Toi HHpopManuu

VY Ay4qmuTh KOHTPOJIb 32 6€30MaCHOCTHIO ATON HHPOpMAIIUU

CHU3UTH YpOBEHb KJIaCCU(PUKALMU 3TOM HHPOPMALIUU

4. Kakoii paxrop Hanbosee BakeH Ui TOTO, YTOOBI OBITh YBEPEHHBIM B YCIICIITHOM
obecrieueHnH 06€301MacCHOCTH B KOMIIaHUH?
[Monmepskka BBICIIETO PYKOBO/ICTBA
D¢ deKTUBHBIC 3aIUTHBIE MEPHI X METO/IbI MX BHEAPCHHUS
AKTyanbHbBIE U a/IeKBaTHBIEC TIOJIUTHUKH U MIPOLIEAYPHI 0€301IaCHOCTH
[TpoBeneHne TpEeHUHIOB 1O O€30MTACHOCTH /ISl BCEX COTPYAHUKOB

5. Korna nenecoobpa3Ho He npeanpruHAMAaTh HUKAKUX JEHCTBUNA B OTHOLICHUU

BBISIBJICHHBIX pI/ICKOB?

Huxornga. Jlns obecrieueHus: Xopoiiei 0e30MacHOCTH HY)KHO YYUTHIBATh U
CHHIXATb BCC PUCKU

Korna pucku He MOTYT OBITh IPUHATHI BO BHUMAHHE TI0 TIOJTUTUYCCKUM
COOOpaKeHUSIM

Korna HeoOX0JMBbIe 3alIUTHBIC MEPhI CIUIIKOM CIIOMHBI

KOFILa CTOUMOCTDb KOHTPMECP MPECBLIIACT HEHHOCTh aKTHUBA U
NOTEHIMAJIBHBIC TIOTEPH

6. Kakoe yTBep:k/ieHHe ABISETCA NPAaBUIbHBIM, €CIIM B3IVIAHYTh Ha pa3HUILY B LIEISIX

0€30MacHOCTH JUIsl KOMMEPYECKON U BOGHHOM OpraHu3anun’?

Tonbko BOEHHBIE UMEIOT HACTOSIIYIO 0€30MaCHOCTh

Kommepueckast komnanus 00bI9HO 00JIbIIE 3a00TUTCS O TIETOCTHOCTH U
JIOCTYITHOCTH JIaHHBIX, @ BOGHHBIE — O KOH(PHIEHIIMAIbHOCTH

BoennbiM TpeOyeTcs 60b1IMI YpOBEHb O€30MACHOCTH, T.K. UX PUCKH
CYILLECTBEHHO BBIIIE

Kommepueckas koMnanust 00bI4HO 00JIbIIE 3a00TUTCS O AOCTYITHOCTH U
KOH(HJIEHIIMATBHOCTH JJAHHBIX, 3 BOGHHBIE — O LIEJIOCTHOCTH

7. 3amuTa HHPOPMALIUHU OT YTEUKU — ATO JAEATEIBHOCTD 10 MPeA0TBPAILECHUIO:

MOJIy4EHUS 3alUIIaeMOil HHPOpMAIK 3aHHTEPECOBAHHBIM CYObEKTOM C
HapyLICHUEM yCTaHOBJIEHHBIX PABOBBIMHU JIOKYMEHTAMHU WJIM COOCTBEHHUKOM, BJIaJIENbIIEM
uH(pOpMallMK TIPaB WM MPaBUII JOCTYyNA K 3aIMIaeMON HH(OPMALINK;

BO3/ICWCTBUS C HApyILIEHHUEM YCTaHOBJICHHBIX IIPAB W/WJIM MPaBUII Ha
M3MEHEHHEe UH(POpMAIUH, IPUBOIAIIETO K UCKAKEHHUIO, YHUUTOXXEHHI0, KOMUPOBAHUIO,
OJIOKMPOBAHUIO JOCTyNa K MH(OPMAIINH, a TAKXKE K yTpaTe, YHUUYTOKEHUIO T cO0r0
(GYHKIIMOHUPOBAHUSI HOCUTENSI HHPOpMAIUY;

BO3/ICHCTBUS HA 3alMIAEMYI0 HH()OPMAIHIO OMIMOOK MOJIb30BATENS
uH(popManrel, c00si TEXHUYECKUX U MPOTPaMMHBIX CPEACTB HH(POPMAIIMOHHBIX CHCTEM, a
TaK)K€ IPUPOJIHBIX SIBJICHUI;

HEKOHTPOJIMPYEMOTO PACIPOCTPAHEHHUS 3aIUIIAEMON HH(OPMAIMH OT €€
pasrilalieHysl, HeCAaHKIIMOHUPOBAHHOTO JIOCTYIIA,

HECaHKLMOHUPOBAHHOTO JJOBE/ICHUS 3alUIIaeMOil HHPOpMaIIH J10
HEKOHTPOJIMPYEMOI'0 KOJIMYECTBA MoJtyyaTeneil nHGopMarim.



8. 3amuTa uHPOpPMAIIUH ITO:

nporecc coopa, HaKOIUIEHUs, 00pabOTKH, XpaHEHUS!, pacIIpe/IeICHUs U
HOMCKa HHpOpMAIHy;

npeoOpa3zoBaHue HHPOPMAIIHHU, B PE3YJIbTaTe KOTOPOTO COJCPIKaHHE
UH(pOpPMAIMK CTAHOBUTCS HEMOHATHBIM ISl CyObEKTa, HE HMEIOIIETO JOCTYTIa;

MOJy4eHHE CYObEKTOM BO3MOYKHOCTH O3HAKOMIJICHUS ¢ HH(OpMaLUEi, B
TOM YHCJIIE ITPU TIOMOIIN TEXHUYECKUX CPEJICTB;

COBOKYITHOCTB IIpaBUJI, pCriIaMCHTHUPYIOIIUX MOPAAO0K U YCJIOBUA NOCTYIIa
CcyOBeKTa K MH(POPMAIUU U €€ HOCUTEIISIM;

JESITeIBHOCTD IO MPEJOTBPALICHUIO YTEUKH HH(OpMAIIHH,
HECAaHKI[MOHUPOBAHHBIX U HETIPEIHAMEPCHHBIX BO3ACHCTBUI Ha HEE.

9. EctectBeHHbIe yrpo3bl 0€30macHOCTH MHGOPMAIIUU BbI3BAHBI:

NeSTEIbHOCTBIO YEJIOBEKA;

omuOkamu nipu nmpoektupoBanuu ACOU, ee 311eMeHTOB WiIu pa3paboTke
POrPaMMHOTO O0CCIICUEHUS;

BO3JICHCTBUSIMU OOBEKTUBHBIX (PU3UYECKUX MPOLIECCOB HIIN CTUXUUHBIX
MIPUPOIHBIX SBJICHUM, HE3aBUCALIUX OT YEJIOBEKA;

KOPBICTHBIMU YCTPEMIICHUSIMH 3JI0YMBIIIJICHHUKOB;

omuOKamMu IIpH JIEUCTBUSIX MEPCOHAA.

10. HckyccTBeHHBIE YTPO3bl 6€30MacHOCTH HH(POPMAITUU BbI3BAHBI:

NeSITeIbHOCTBIO YEIIOBEKa,

ommbOkamu npu npoexkrtupoannn ACOMU, ee a3nemMeHTOB WK pazpadboTke
IPOTrpaMMHOr0 00ecreueHus;

BO3JICHCTBUSAMU OOBEKTUBHBIX (PU3UUYECKUX MPOLIECCOB MIIN CTUXUUHBIX
HNPUPOHBIX SBJICHUHN, HE3aBUCSIIUX OT YEJIOBEKa;

KOPBICTHBIMU YCTPEMIJICHUAMU 3JI0YMBIIIJICHHUKOB,

olIMOKaMu IpH IEHCTBUAX IepCOHAIA.

11. K ocHOBHBIM HempeJHAMEPEHHBIM UCKYCcCTBEHHBIM yrpo3aM ACOU oTHOCUTCS:
(u3nueckoe pa3pylieHue CUCTEMBI ITyTEM B3pbIBa, MOJKOra U T.I1.;
nepexBaT MOOOYHBIX MEKTPOMArHUTHBIX, aKyCTHUYECKUX U APYTHX
W3JIy4€HHUI YCTPOWUCTB U JINHUW CBSI3H;

U3MEHEHHE PEXUMOB PabOThl YCTPOICTB WIIM TPOrpaMM, 3a0acTOBKa,
caboTax repcoHana, IOCTAHOBKA MOIIIHBIX aKTUBHBIX [TOMEX U T.I1.;

YTEHUE OCTATOUYHON MH(POPMALIMU U3 ONIEPATUBHOM MaMATH U C BHEITHUX
3alIOMUHAIOIIUX YCTPOUCTB;

HEYMBIILIJICHHBIE IEUCTBUA, IIPUBOAAILNE K YACTUYHOMY UJIH IOJIHOMY
0TKa3y CUCTEMBI WM pa3pyLICHUIO alfapaTHBIX, IPOrPaMMHBIX, HH()OPMAaLIMOHHBIX PECYPCOB
CUCTEMBI.

12. K nocTOpOHHHUM JHIIaM HapyUIUTEIsIM HH(POPMAIIMOHHON 0€301MacHOCTH
OTHOCHTCSI:
MPEJCTaBUTENIN OPTaHU3AIMA, B3aUMOICHCTBYIOIUX IO BOIPOCaM
o0ecrieueHns KU3HEIEATETLHOCTH OpTraHu3allny;
nepcoHa, 00CITyKUBAIOLINI TEXHUUECKHE CPE/ICTBA;
TEXHUYECKUH TIePCOHAII, 00CITYKHBAIOIINH 37aHNE;
MI0JIb30BATEIIH;
COTPYJHHKHU CITY>KOBI 0€301MaCHOCTH.
MPEJCTABUTENN KOHKYPHUPYIOIIUX OpraHU3aIUi.



JMLA, HAPYLIMBIINE IIPOIYCKHOU PEXKUM;

13.  Cnam, KOTOPBII UMEET LIeJb OTIOPOUYUTH TY MM UHYIO (pUpMY, KOMITAHHIO,
MOJIMTUYECKOrO KaHIUIATa ! T.II:
YEPHBIN ITHAP;
(dbumuHr;
HUTEPUICKHE NTUCHMA,
HCTOYHUK CIIyXOB;
IIyCTBIE ITHCHhMA.

14.  Cnam pacnpocTpaHsieT nmoajenbHble COOOMIEHUs! OT UIMEHU OAHKOB MJIH
(MHAHCOBBIX KOMIIAHUH, LIE€IbIO KOTOPBIX SIBJII€TCS COOP JIOTMHOB, NAapoJIed ¥ MUH-KOJI0B
10JIb30BATEIICH:

YEpHBII nHap;
(bummHr;
HUT€pPUICKHUE THChMA;
HCTOYHUK CIYXOB;
IyCThIE MHChMA.

15.  AxTuBHBIN nepexBaT HHGOPMAIIMH - 3TO MEPEXBAT, KOTOPHIIA:

3aKJII0YAeTCsl B YCTAHOBKE MOACTYIIMBAIONIETO YCTPOMCTBA B aIapaTypy
cpencTB 00paboTkH HHGOPMAIIHH;

OCHOBaH Ha (PUKCAITUH JICKTPOMArHUTHBIX U3ITy4EeHUH, BOSHHKAIOIIHX
npu GYHKIIMOHUPOBAHUH CPEJICTB KOMITBIOTEPHOM TEXHUKU M KOMMYHHUKAITHIA,

HEIMPABOMEPHO UCIOJB3YET TEXHOJIOTUICCKUE OTXOAbI HHPOPMAITMOHHOTO
nporiecca;

OCYIIECTBIISICTCS ITyTEM UCTIOJIB30BAHUS ONTUICCKON TEXHHUKH;

OCYIIECTBIISAETCS C TIOMOIIBIO TIOJKITFOUEHHS K TEIIEKOMMYHUKAITHOHHOMY
000pyTI0BaHUIO KOMIIBIOTEPA.

16.  IlepexBar, KOTOPBIN 3aKIFOYAETCS B YCTAHOBKE IMOJICITYIINBAIOIIETO YCTPOHCTBA B
anmnaparypy cpelicTB 00paboTku MH(OpMAIMK Ha3bIBAETCS:
AKTHBHBIN I1EpEXBaT;
[TaCCUBHBIN IIEPEXBAT;
ayJIuoIepexsar;
BHJIEOIIEPEXBAT;
IIPOCMOTP MyCOpa.

17.  TlepexBar, KOTOpBI OCHOBAaH Ha (PMKCALIUU 3JIEKTPOMArHUTHBIX U3JIyUYEHUH,
BO3HHUKAIOIINX NP (PYHKIIMOHUPOBAHUU CPEICTB KOMITBIOTEPHOIN TEXHUKHU M KOMMYHUKAIUI
Ha3bIBACTCS:

aKTUBHBIN I1epeXBar;
[TaCCUBHBIN IIEPEXBAT;
ayJuoIepexsar;
BU/JICOTIEPEXBAT;
IIPOCMOTP MycoOpa.

18. IIepexBaT, KOTOPBIM OCYIIECTBIISETCS IIyTEM UCIIOIb30BAHUS ONTUYECKON
TEXHUKH HA3bIBACTCS:
aKTUBHBIN [1IEpEXBAaT;
[TaCCUBHBIN ITEPEXBAT;
ayIuoIepexBar;



BHUJICOTICPEXBAT;
MPOCMOTP Mycopa.

19.  CreneHp 3alMIIEHHOCTH HHPOPMALIMU OT HEFATUBHOT'O BO3CHCTBUS HA HEE C
TOYKH 3pEHUs HapylIeHus e€ (PU3nuecKor U JIOTHUECKON [EIIOCTHOCTH MU
HECaHKLMOHUPOBAHHOTO UCIIOJIb30BAHUSA — ITO
ySA3BUMOCTH HH(OpMaIiu
Ha/IeXHOCTb HH(pOpMALUU
3alIUIEHHOCTh HH(POpMALUU
0e30macHOCTh HHGOPMAITH

20. [TpoBepka MOUTMHHOCTH CYOBEKTa IO MPEAbSIBICHHOMY UM HJICHTU(UKATOPY JUIS
MPUHSITHS PEIICHUS O MPEIOCTABIICHUU €MY JIOCTYIA K peCypcaM CHCTEMbI — 3TO
ayJIuT
ayTeHTU(UKALIHS
ABTOPHU3ALIHS
UICHTH(DUKAIISL

21.  CoOBOKYIHOCTH CBOMCTB, 00YCIOBIMBAIOIIUX TPUTOTHOCTH HH(OpMAIIH
YJIOBJIETBOPSTH ONpEAEICHHbIE TOTPEOHOCTH B COOTBETCTBUHU C €€ Ha3HAUCHHEM, Ha3bIBACTCS
aKTyaJIbHOCTHIO HH(POpMALIUN
JOCTYITHOCTBIO
Ka4yecTBOM HH(pOpMaIiu
L[EJIOCTHOCTBIO

22.  llepBbIM 3Tanom pazpabotku cuctemsl 3amuThl C sBnsieTcs
aHaJM3 TOTEHIMATBHO BO3MOXKHBIX YTPO3 HH(pOpMAIUU
M3y4eHue nH(HOPMALMOHHBIX TOTOKOB
CTaHIapTU3aLMs IPOTPAMMHOI0 00€CIIeUEHMUSI
OLICHKA BO3MOKHBIX IOTEPh

23. HaznexxHoCTh cucTeMBbI 3alIUTHl HH(OOPMALIUN OTIPEAETISETCS
YCPEHEHHBIM MOKa3aTeIeM
CaMbIM CJTa0bIM 3BEHOM
KOJINYECTBOM OTPaKEHHBIX aTaK
CaMbIM CHJIbHBIM 3BEHOM

24.  Tlonutuka nH(GOPMALMOHHON 0€30MaCHOCTH — 3TO
podUITH 3aIUThI
UTOTOBBIM JOKYMEHT aHaJ13a PUCKOB
cTaHgapT 0€30MacCHOCTH
COBOKYITHOCTb 3aKOHOB, IIPaBHUJI, ONPEEIISIONINX YIPaBICHUECKUE U
IIPOEKTHBIE pelIeHUs B 00JaCTH 3aIIUThl MH(POpMALIUU

25.  TlpucBoeHue cyObekTaM U 00BEKTaM JOCTYIIa YHHKAIBHOTO HOMepa, mudpa,
KOJa U T.II. C HENbIO MOJTYYeHHS JOCTyMa K HHPOPMAIIUH — 3TO
ayTeHTU(UKALIUS
UIeHTH)UKAIISL
ayJIuT

aBTOpU3aIud



26.

Kakoli Tun Bo3AelCTBYS OCYIIECTBISET IPOrpaMMHast 3aKJIaaKa, KoTopas

BHenpsieTcs B [13Y, cuctemMHoe v MpUKIIaIHOE MPOTPaMMHOE 00€CTIeUeHHE U COXPAHSET BCIO
WIN BBIOpaHHYIO0 HH(POPMALIKIO B CKPBITON 00JIACTH MAMSITH:

27.

KOMITPOMETAITHSI
nepexsar
HaOJIroeHNE
ybopka mycopa

CopepxaHueM rmapameTpa yrpo3bl 6e30macHoCcTd HH(GOpMauu

((KOH(l)I/II[eHI_II/IaJ'II)HOCTB» SABJIACTCA

28.

29.

30.

HCCAHKIIUOHUPOBAHHAA MOIII/I(bI/IKaI_[I/ISI
HCKaXXCHHUEC

HCCAHKIIUOHUPOBAHHOC IMMOJTYYCHUC
YHHUYTOKCHUC

Tpe6OBaHI/IH K TEXHUYECKOMY 00eCIeYEeHHIO CUCTEMBI 3alllUThI:

anmaparypHsie U (pu3nuecKue
YIPABJICHYECKUE U TOKYMEHTAPHBIE
IIPOLIEAYPHBIE U PA3JECIIbHBIC
aIMUHUCTPATUBHBIC U allllapaTypHbIE

I_[eJ'IB npouecca BHCAPCHUSA U TCCTUPOBAHUA CPEACTB 3alIUThI —

OTIPEICTUTh YPOBEHb PACXOI0B HA CUCTEMY 3allUThI
BBISIBUTH HAPYIIUTEIS

rapaHTHPOBATH MPABUILHOCTh PEATU3AIMN CPEJICTB 3aIIUTHI
BBIOOD MEp M CPE/ICTB 3allIUTHI

Bo3moXHOCTB MMOJIYYCHHU HCO6XO,I[I/IMI>IX ITOJIB30BATCIIIO JaHHBIX UJIN CCPBUCOB

3a pa3yMHOE BpPEeMs XapaKTepU3yeT CBOWCTBO

31.

BOCCTaHaBIIMBA€MOCTb
JETEPMUPOBAHHOCTD
L[EJIOCTHOCTD
JOCTYITHOCTh

Tposickue nporpaMmmsl — 3TO

[IPOTrPaMMBI-BUPYCHI, KOTOPBIE PACIIPOCTPAHAIOTCS CAMOCTOSTEIBHO
BCE IIPOrPaMMBI, COJIEpKAIUE OLTUOKU
YacTh MPOTrPAMMBI C U3BECTHBIMHU MOJIB30BATENIO0 (DYHKIUSAMH, CIIOCOOHAS

BBITIOJIHSITH ICUCTBUS C IIEJIbI0 TPUUYUHEHUSI OTIPECIICHHOTO yIepoa

32.

SABJISICTCA

33.

TEKCTOBBIE (hailyibl, pacCpoCTpaHseMble M0 CEeTH

Haubonee Hage:XxHBIM MEXaHU3MOM JIJISL 3alIUTHI COJAEPIKAHUS COOOIIEHUI

CIEIMAJIbHBINA alapaTHbIi MOAYIb
CHeIHaJIbHBIN PeXUM Mepeiadl COOOIeHHS
JIOTIOJTHUTENBHBIN XOCT

Kpunrorpadus

OCHOBHO LIEJIBIO CUCTEMBI OpaHIMaya3pa SABJISIETCS YIPABICHHE JOCTYIIOM

K apXuBam
BHYTPH 3alIUIIAEMON CETH
K CEKpeTHOW MHpOpMaLuu



K 3alIUIIaeMOI CETH

34.  IIpomecc UMHTAIIUN XaKEPOM JPYKECTBEHHOTO aJjpeca Ha3bIBaeTCs
«KKPIKOM»
MIPOHUKHOBEHUEM
B3JIOMOM
«cypuHrOM»

35.  IIpenocraBiieHue JeraibHBIM MOJIb30BaTeaeM AU(PEepeHIMPOBAHHBIX ITPAB
JIOCTYyIIa K pecypcam CUCTEMBI — 3TO
UIaeHTH()UKAIISL
ayauT
ayTeHTU(UKAIIHS
aBTOpHU3AIHSA

36. [TpoBepka MOTMHHOCTH MOJIH30BATENIS 10 MPEIbABICHHOMY UM
UICHTUPHUKATOPY — ITO
aBTOPHU3ALIHS
ayTeHTU(UKAIIHS
ayJuT
UICHTH(DUKAIISL

37.  CBOKCTBO, KOTOPOE TapaHTUPYET, YTO WH(OPMAIIHS HE MOXKET OBITh JOCTYITHA
WIN PACKpBbITa JUIsl HEaBTOPU30BAaHHBIX JIMUYHOCTEH, 00BEKTOB WIIN MPOLIECCOB — 3TO
JNE€TEPMUHUPOBAHHOCTD
JIOCTOBEPHOCTb
LEJIOCTHOCTh
KOH(HIEHIINATIBHOCTD

38.  Cucrema, O3BOJISIFOIIAS PA3JICIIUTh CETh HA JBE WM 0OJIEe YacTel U peaan30BaTh
Ha0Op MPaBUII, ONPEACISIONIMX YCIOBHUS MPOXOXKICHUS MAKETOB M3 OJTHOM YacTH B JAPYTYIO,
Ha3bIBACTCS
OpaHIMay’poM
Opay3epom
MapIIpyTH3aTOPOM
¢bubTpOoM

39.  KomnbroTepHBIM BUPYCOM Ha3bIBAeTCS:
mobas mporpamma, co3JjlaHHasi Ha A3bIKaX HU3KOIO YPOBHS
HeOouIblIast MporpamMma, CliocoOHast K CAaMOKOITUPOBAHUIO, KOTOPasi MOXKET
MPUIKCHIBATH ce0s K JPYTUM IIpOrpaMMamM
¢aiin, copepkamnit MaKpoChl
HET IIPaBUJIILHOTO OTBETA

40.  Yto W3 HIWKENEPESUUCIICHHOTO SIBIISICTCS OJTHAM U3 CITIOCOOOB 3aIIUTHI
uHpOpMaLIUK Ha KOMIIbIOTEpe?
3alIuTa mapoJieM JaHHbBIX
nedparMeHTanus KeCTKOro Jucka
MIOJTHOE OTKJIFOYEHUE CHCTEMHOTO OJIOKa
nepeycTaHOBKa OMEepaliMOHHON CUCTEMbI
HET MPaBWIFHOTO OTBETA
BCE OTBETHI IPaBUIIbHBIE



41.  Yto Takoe pyTKUT?
BPEIOHOCHAS MTPOrpaMMa, OTCIICKHUBAOIIAs, KAKHE CAITHI MMOCEIaeT
MI0JIb30BATEIIb
porpaMma, 6JIOKUPYIOIIas TOCTYI K KOMITBIOTEPY U TpeOyromas ACHbI 1
3a pa30JIOKUPOBKY
nporpamMmma Ijid CKpbITOT'O B3ATHA 110 KOHTPOJIb B3JIOMAHHOM CUCTEMEI
HET MPaBHILHOTO OTBETA
BCC OTBCTHI BEPHLIL

42. [Tox GpUIIMHTOM MOHUMAIOT
PacChUIKH OT UMEHU TOMYJIAPHBIX KOMITAHWIA WJIM OpraHu3alu,
COJIepIKAaIINX CChUIKU HA JIOXKHBIE CAWTHI, BHEIITHE HEOTIIMYUMBIC OT HACTOSIIUX.
nepepacnpe/eieHue (HanaoB U JOTHUESCKON CTPYKTYPHBI JUCKa
npeoOpa3oBanre HHGOPMAITUH B TIENISIX CKPBITUS OT HEABTOPU30BAHHBIX
JINII
HET MPaBUIBLHOTO OTBETA
BCE OTBETHI BEPHBI

43.  Kak Ha3bIBaeTcs MHPOpMALUs, KPYT JIML, UMEIOIIMUX JTOCTYI K KOTOPOM
orpaHuyeH?
OTKpBITast
KOH(UIEHIMabHAs
3amu@poBaHHAsA

44,  IIudposanue nHHOpPMAIUHU ITO - ...
npeoOpazoBanre HHGHOPMAIIUH, TIPU KOTOPOM COJICPIKAHNE CTAHOBUTCS
HETIOHSTHBIM JUIS HE 00JIaIal0NIMX COOTBETCTBYIOIIMMHU OJTHOMOYHMSIMH CyOBEKTOB
npeoOpa3oBanne HHOOPMAIMK B IBOUYHBIN KO/
mporece cxkaTus HHGOpMAaIH, C IeIbI0 YMEHBIICHHS 3aHUMAeMOT0 e
00beMa Ha TUCKE
BCE OTBETHI BEPHBI
HET MPaBWJIHLHOTO OTBETA

45.  Yro Ha3bIBAIOT 3alIUTON MH(pOpMALIUN?
MPEeJOTBpAIlEHHE YTeUKH HH(pOpMaIUU
MPEIOTBPAIEHHE HECAHKIIMOHUPOBAHHBIX JIEMCTBUM
IIPEIOTBPALLEHUE HENTPETHAMEPEHHBIX BO3ICHCTBUI Ha 3allUIIAEMYIO
MH(pOpMaLIHIO
BCE OTBETHI BEPHBI

46.  Yro MOHMMAIOT MOJ YT€UKOH HHpopManuu?
OECKOHTPOJIBHBIN BbIXOJ KOH(PUIEHIHAIBHON HHPOPMAILIUH 3a PEAEIIb
OpraHu3aluy WIK Kpyra JIHIl, KOTOPbIM OHa ObLIa JOBEpeHa.
IpeIHaMepeHHas 1opya WM YHUYTOXKEHHEe HHPOpMaLUK
IpeJHaMEpPEeHHOEe OBJIaZICHHE KOH(DUICHIINATBHOM HH(pOpMAaIHen JIUIIOM,
HE UMEIOIIUM IIpaBa JI0CTyIa K JaHHbBIM.
1. Kakas U3 npuBeIeHHBIX TEXHUK SBJISIETCS CaMOM BaXKHOM NMPH BHIOOPE KOHKPETHBIX
3aIIATHBIX Mep?
AHanu3 pucKoB
AHanu3 3aTpat / BBITO/IbI
Pesynbratet ALE



BrlsBiIeHNE YA3BUMOCTEN U YyIPO3, SBJISIOMUXCSA IPUYUHON PUCKA

2. Yto nyurie Bcero OnuchiBaeT uenb pacyera ALE?
KonuuecTBeHHO OIIEHNUTH yPOBEHb OE30MTaCHOCTH CPEbI
O1eHUTh BO3MOXKHBIE TOTEPU JJISL KAXKI0W KOHTPMEPHI
KonnuecTBeHHO OLIEHUTH 3aTPaThl / BBITOMBI

O1eHUTh MOTEHIUATbHBIE IOTEPU OT YIPO3BI B TOJ

3. TakTHyeckoe MmIaHUPOBAHUE — ATO:
CpenHecpouHOe MIIaHUPOBAHUE
Jlosrocpo4Hoe IjIaHupOBaHUE
E>xenHeBHOE MIIaHUPOBaHUE
[InanupoBanue Ha 6 MecsIIEB

4. Yro sBisieTcs onpeesieHneM BO3CHCTBHS (eXposure) Ha 0€301MacHOCTh?
Heuto, npuBopsiiee K ymepOy OT yrpo3bl

JIro6ast moTeHIMaNbHas OMACHOCTD JUIsl UH(OPMALUK UM CUCTEM

JIro60¥ HEAOCTATOK UM OTCYTCTBUE MH(POPMAITMOHHOMN 06€30MacHOCTH
[ToTeHIManbHBIC TOTEPHU OT YTPO3bI

5. Kak paccunrarh ocTaTOUHBIN pUCK?

Yrpo3sl X Pucku x LleHHOCTB akTHBa

(Yrposs! x LlennocTs akTBa X Ysa3BUMOCTH) X Pucku

SLE x Yacrory = ALE

(Yrpossl x Ysa3Bumoctu X LlenHocts akTuBa) X HegocraTtok koHTpOIIs

6. UTo U3 mepevrcIeHHOro He SBISCTCS [EIbI0 IPOBEIACHMS aHATN3a PUCKOB?

JlenernpoBaHue MOJTHOMOYHI

KosnmuectBeHHas o1ieHKa BO3/IEUCTBUS MOTEHIMAIBHBIX YTPO3

BrisiBneHne puckoB

Omnpenenenue 6anaHca MEX1y BO3JIEHCTBUEM PUCKA M CTOUMOCTBIO HEOOXOTUMBIX
KOHTpPMED

7. YTO U3 MepeunciIieHHOT0 He ABIseTCs 3ajjaueil pyKoBOJICTBA B NPOLIECCE BHEAPEHUS U
COTIPOBOXICHUST O€30MTaCHOCTH?

ITognepxka

BrinosiHeHue aHanusa pucKoB

Omnpenenenue e U TPaHUIL

JenerupoBanue MoJIHOMOYUI

8. Iloyemy mpu NMpoBeJICHUN aHaTN3a HH)OPMAIIHOHHBIX PHCKOB CIIEAYET MPHUBIIEKATH K
ATOMY CIIEHUATMCTOB U3 PA3IMUHBIX NOIPA3ACICHUI KOMIIAaHUN?

Uto06b! yOeauThCsl, YTO IPOBOAUTCS CIIPABEINBAs OLIEHKA

Oto0 He TpeOyercs. [y aHaIM3a pUCKOB CIIeyeT MPUBJIEKATh HEOONBIIYIO TPYIITY
CHEIHAJIMCTOB, HE ABJSIOUINXCS COTPYIHUKAMUA KOMIIAHUH, YTO MO3BOJIUT O0ECHIEUNTh
OecrpuCTpacTHBIN M KaYeCTBEHHBIN aHaIN3

[TockonbKy JIt01M B Pa3IMYHBIX MOAPA3AEIEHUX JTydllle TOHUMAIOT PUCKU B CBOUX
MOJpPAa3/IeIEHUsIX U CMOTYT MPEJOCTaBUTh MAaKCUMAJIbHO MOJIHYIO M TOCTOBEPHYIO HHPOPMALIUIO
JUI aHaII3a

ITockonbKy JIOIM B Pa3IMUHBIX OAPA3ACIECHUAX CaMU SIBJISIFOTCS OJJHOW U3 IPUYMH
PHUCKOB, OHU JIOJKHBI OBITh OTBETCTBEHHBI 3@ UX OLIEHKY



9. Yro sBiIsieTCs HaWJIy4dIIuM ONMMCAaHUEM KOJIMYCCTBCHHOT'O aHAJIN3a pI/ICKOB?

AHanu3, OCHOBaHHBIH Ha CIICHAPUSX, MPSTHAZHAYCHHBIH [UTs BBISABICHUS Pa3IUYHBIX
yrpo3 6e30macHoCT!

Merto, MCTIOJIb3YEeMBIi JIJIsl TOYHOM OLIEHKH MOTEHIUAIBHBIX TIOTEPh, BEPOSITHOCTH
MOTEPb U PUCKOB

MeTo1, COMOCTABIISAIOINI ICHEKHOE 3HAYCHHE C KaXIbIM KOMIIOHEHTOM OIIEHKH PUCKOB

Meron, OCHOBaHHBIN Ha CYXKACHUAX U UHTYULIUH

10. [Toyuemy KOTMYECTBEHHBII aHAIN3 PHCKOB B YUCTOM BHJIE€ HE JOCTIKUM?

OH JOCTHKHUM U HUCTIONB3YETCS

OH npucBanBaeT ypoBHU KPUTUYHOCTH. VIX CII0KHO IIEPEBECTHU B ACHEXKHBINA BU/I.
DTO CBA3aHO C TOYHOCTHIO KOJIMYECTBEHHBIX 3JIEMEHTOB

KonmyecTBeHHBIE U3MEpEHUs JOJKHBI IIPUMEHATHCS K KAYECTBEHHBIM 3JIEMEHTAM

11. Ecnu ucrnosb3yroTcs aBTOMaTU3UPOBAaHHBIE HHCTPYMEHTHI /U1l aHAJIN3a PUCKOB,
II0YEeMY BCE PaBHO TpeOyeTcs Tak MHOTO BPEMEHH JJIsl IIPOBEICHUS aHanu3a?

MHoro nH(popMaIui Hy>KHO COOpaTh ¥ BBECTH B IPOTPaMMy

PykoBOACTBO TOKHO 0100pPUTH CO3/1aHUE TPYIIIIBI

AHanu3 pucKoB HE MOXET ObITh aBTOMaTU3UPOBAH, YTO CBSI3aHO C CaMOW MPUPOAOH
OLIEHKH

MHOXECTBO JIO/IEH JTIOJKHO OJI0OPUTDH TAHHBIE

12. Kakoii U3 clieayronmx 3aKOHOAATeILHBIX TEPMUHOB OTHOCHTCS K KOMITAHUY HITH
YeJIOBEKY, BBITIOIHSIONIEMY HEOOXOIUMBIE JICHCTBUS, U UCIIONB3YETCS TSl ONIpEeAeTICHUS
00s13aTeNbCTB?

CrangapTsl

Jomxusiit mporecc (Due process)

Jomxnas 3a6ota (Due care)

CHmkxeHne 0053aTeNbCTB

13. Yto Takoe CobiT u kak OH OTHOCHTCS K pa3paboTKe cucTeM HHPOPMAIMOHHOM
0€30I1acCHOCTH U MporpaMM 0e30macHOCTU?

Crnucok cTaHIapTOB, IPOLEAYP U MOJUTHK I pa3pabOTKU MporpaMmbl O€30MaCHOCTH

Texymas Bepcus [SO 17799

CrpykTypa, KoTopast ObuTa pa3paboTaHa JJisi CHUKEHHUS BHYTPEHHETO MOIIIECHHUYECTBA B
KOMITaHUSX

OTKpBITHIN cTaHAAPT, ONPEAEISIFOIIMM eI KOHTPOIS

14. U3 xakux geTsipex qoMeHOB cocTouT CobiT?

[TnanupoBanue u Opranuzanus, [Ipuodbperenue u Buenpenne, Jxcmnyaranus u
ConpoBoxnienne, Monutopunr u Onenka

[InanupoBanue u Opranuzanus, [lonnepxka u Buenpenue, Jkcrtyatanus u
ComnpoBoxnienne, Monutopunr u Onenka

[Tnanuposanue u Opranuzanus, [Ipuodperenue u Buenpenue, ConpoBoxaeHrue U
IToxynka, MonuTopusr u Onenka

[Tpuo6perenue u Buenpenue, Dxcruryatanus u ConpoBoxkaeHrne, MOHUTOPUHT U
Ornenka

15. Yto npencransiet coboit ctangapt ISO/IEC 277997
Cranzapt 1o 3almre NepcoHalbHBIX TaHHBIX O 3/I0pPOBbE
Hogas Bepcus BS 17799

Onpenenenus 1uist HoBoi cepuu ISO 27000



Hogas Bepcus NIST 800-60

16. CobiT Ob11 pazpadoran Ha ocHOBe cTpyKTypsl COSO. UTo sIBIIsIeTCSI OCHOBHBIMHU
neisamy U 3agadamu COSO?

COSO — 310 MoAX0/ K YIPaBICHUIO PUCKAMHU, KOTOPBIA OTHOCUTCSI K KOHTPOJIBLHBIM
o0BeKTaM U OU3Hec-MpoLeccam

COSO oTHOCHUTCS K CTpaTErHuecKOMY YpOBHIO, Toria kak CobiT Gonbiiie HampaBieH HA
OIEePaIMOHHBIA YPOBECHb

COSO yuuThIBaeT KOPIOPATUBHYIO KYJIBTYPY U Pa3pabOTKy MOIUTHK

COSO — 310 cucrema 0TKa30yCTOMYHNBOCTH

17. OCTAVE, NIST 800-30 u AS/NZS 4360 sBisitoTCS pa3IuYHBIMU MOJIX0IaMHU K
peanu3alyy yIpaBJICHHUs] pUCKaMU B KOMITAHUAX. B ueM 3akitoyaroTcs pa3inyusi Mexay STUMU
MmeTomamu’?

NIST u OCTAVE sBnstoTcst KOpriopaTUBHBIMU

NIST u OCTAVE opuentupoBan Ha UT

AS/NZS opuentupoBan Ha UT

NIST u AS/NZS sBAsSIFOTCSI KOPIIOPATUBHBIMH

18. Kaxoi u3 cieayromux MeTOI0B aHaIM3a PUCKOB MBITACTCS ONPEACIUTD, T1e
BEPOSATHEE BCEro MPOou30iieT cooi?

AHanu3 CBS3YIOLIETO JAepeBa

ASINZS

NIST

Ananu3 cboeB u 1eheKToB

20.  Yro 6bLTO pazpaboTaHO, 9TOOBI TOMOYB CTPAHAM U MX IPABUTEIHCTBAM
HOCTPOHUTH 3aKOHOATENILCTBO 10 3ALIUTE HEPCOHAIBHBIX TAHHBIX TTOX0XKHUM 00pa3zom?

be3zonacnas OECD

ISO\MIEC

OECD

CPTED

21.  CumBouIbI HIM(PPYEMOTro TEKCTa MEPEMEIIAIOTCS TI0 OINPeIeIEHHBIM IpaBUIIaM
BHYTpH 1M (PpyemMoro 6J10Ka ITOro TEKCTa, 3TO METO/:

raMMHMpOBaHMS;

MIOJICTAaHOBKU;

KOJUPOBaHUS;

MIEPECTaHOBKH;

aHAJTMTUYECKUX TPeoOpa3oBaHUil.

22.  CumBoubl mU(PyeMOro TEKCTa 3aMEHSIOTCS APYTUMU CUMBOJIAMU, B3ATBHIMH U3
OJIHOTO WJIM HECKOJIbKUX aJI(paBUTOB, 3TO METO/:

raMMHPOBAHMUS;

MOJICTAaHOBKU;

KOJUPOBAHUS;

MEepPECTaHOBKY;

aHAJTMTUYECKUX TPeoOpa3oBaHUil.

23. CuUMBOJIBI IHPPYEMOTO TEKCTa OCIEA0BATENHHO CKIIAABIBAIOTCS C CHMBOJIAMU
HEKOTOPOU CIEeIMaIbHON MOCIEA0BATEIbHOCTH, 3TO METO/;
raMMHUpPOBaHUS;



MOJCTaHOBKY;

KOJUPOBaHUS;

MepPECTaHOBKH;

aHAJIMTUYECKUX MTPe0Opa3OBaHUM.

24.  TlpoctpanctBo Kirodent k — 3To0...
Ha0Op BO3MOKHBIX 3HAYCHU KITFOUYa
JUTMHA KJIF0Ya
HET MPaBUIBLHOTO OTBETA

25.  Kpunrocucremsl pa3aenstoTcs Ha:
CHMMETPHYHBIC
acCUMETpUYHEIE
C OTKPBITBHIM KIIIOYOM

HE MOJIHOCTBIO CUMMETPHYHBIC

26.  CKOJBKO HCIIOJIB3YeTCs KII0YCH B CHMMETPUYHBIX KPUIITOCUCTEMAX IS
muGpoBaHus U ACIIUPPOBAHUS
1
2
3

27. CKOTBKO KITFOYEH UCTIONB3YETCSI B CUCTEMAaX C OTKPBITBIM KIFOYOM

2
3
1

28. Kak cBg3aHbI KIIIOYH Apyr € ApYromM B CUCTEME C OTKPBITBIM KJIFOUOM
MaTCMaTHYCCKHU
JJOIT'MYCCKHU
AIITOPUTMHUYCCKHU

29. DNEeKTPOHHOH MOANMCHIO HA3bIBACTCHA. . .
MPUCOETUHIEMOE K TEKCTY €ro Kpuntorpapuieckoe npeodpasoBaHue
TEKCT
3aIM(pPOBAHHBIA TEKCT

30. KpunrocToikocTs — 3T0. ..
XapaKTepUCTHKA MPU(TA, OTPENENISIONIAs €r0 CTOWKOCTh K Jemu(ppoBaHHIO Oe3
3HAHUS KJII0Ya
CBOMCTBO TaMMBI
BCE OTBETHI BEPHBI

31. Iloka3zaTenu KpUNTOCTORKOCTH:
KOJIMYECTBO BCEX BO3MOXKHBIX KITFOUESH
cpeaHee BpeMsi, He0OX0uMOoe JUIsl KpUIToaHATU3a
KOJINYECTBO CHMBOJIOB B KITIOUE

32. 1511 COBpPEMEHHBIX KPUNITOTPaQUIECKAX CUCTEM 3alIUTHI HH(POPMAIHN
c(OpMYIHPOBAHBI CIEIYIONINE OOLIETIPUHATHIE TPEOOBAHUS:
3HaHHE ANropyuTMa MUdpPoBaHUs HE JOJHKHO BIUATH HA HAJEKHOCTD 3alllUTHI
CTPYKTYPHBIE BJIEMEHTHI aJIrOpUTMa MIM(PPOBAHUS TOJIKHBI ObITH HEM3MEHHBIMU



HE JIOJKHO OBITh POCTHIX M JIETKO YCTaHABIMBAEMBIX 3aBUCMOCTBIO MEXKIY
KJIFOYaMU TOCJIE0BATENIbHO UCIIONIb3yEMBIMU B Ipoliecce MM(pPOBaHUs

JUTMHA IU(PPOBAHHOTO TEKCTA TOJHKHA OBITh PABHOM JIMHE UCXOAHOTO TEKCTa

3aM(pPOBAHHOE COOOIIEHHUE JOJKHO MO1aBaThCS YTEHUIO TOJIBKO MIPU
HaJIM4MH KJIr04a

HET IIPaBUJILHOTO OTBETA

33. OCHOBHBIE COBPEMEHHBIE METOIbI TU(DPOBAHUS:
QITOPUTMa TAMMHUPOBAHUS
QJITOPUTMBI CIIOKHBIX MaTEMaTHYECKUX TPeoOpa3oBaHMit
QITOPUTM TIEPECTAHOBKHU

34. CuMBOJIBI HCXOJIHOTO TEKCTA CKIIAABIBAIOTCS C CUMBOJIAMHU HEKOU CITydalHOM
MOCIIEA0BATEIBHOCTH — 3TO. ..
QJITOPUTM TaMMHUPOBAHUS
QJIITOPUTM MEePECTAaHOBKHU
QITOPUTM aHAJTIUTUYECKUX IPeoOpa3oBaHUIl

35. CUMBOJIBI OPUTHHAITBHOTO TEKCTa MEHSIFOTCSI MECTaMH TI0 OTIPEICIICHHOMY
IIPUHLIUITY, SABJISIOIIEMYCS CEKPETHBIM KIIFOYOM — 3TO...
AITOPUTM MEPECTAHOBKU
AJITOpPUTM MOJICTAHOBKHU
AITOPUTM raMMPOBaHUSA

36. Camoii mpoCcTOi pa3HOBUIAHOCTH TIOJICTAHOBKH SIBJISICTCS
npocrasi 3aMeHa
nepecTaHOBKa
pocTasi epecTaHoBKa

37. VI3 CKONIbKH MOCIIEI0BATEIbHOCTEH COCTOUT paciin(poBKa TEKCTa M0 TaOIHIIe
Buxunepa

3
4
5

38. Kakue Tabauipl BikuHepa MOKHO MCIIONIB30BaTh IS IOBBIILIEHHS] CTOWKOCTH
muppoBaHus
BO Bcex (KpoMe MepBOii) CTpOKax TaONIUIbl OYKBBI pacroiaratorcs B
IPOM3BOJILHOM TIOPSI/IKE
B Ka4eCTBE KJII0Ya MCIIOJIb3YETCs CIIy4aitHOCTh MOCIIE10BaTEIbHBIX YHCET
HET MPaBWJIFHOTO OTBETA

39. B yem cyTh MeTO/1a IEPECTAHOBKU
CHMBOJIBI IIU(PPYEMOT0 TEKCTa MEPECTABISIIOTCA M0 ONPEIEICHHBIM ITPaBUIaM
BHYTpH K (]pyemMoro 6J10Kka CUMBOJIOB
3aMeHa ajgaBuTa
BCE MPaBUIILHBIC

40. CKOJIBKO CYIIECTBYET CIIOCOOOB TaMMHUPOBAHHUS
2
5
3



41. Yem ompenensercss CTOUKOCTh MU(DPOBaHUS METOJOM TaMMHUPOBAHUS
CBOWCTBOM I'aMMbI
JUIMHA KITI04Ya
HET MPaBUIBLHOTO OTBETA

42. YTo MOKET UCII0Ib30BaThCI B KAU€CTBE FaMMBbI
Jro0as IIOCJICA0BAaTCIbHOCTD CHy‘I&fIHHX CHMBOJIOB
YHCII0
BCC€ OTBCTHI BEPHBIL

43. Kakoii METO/1 UCTIOJIB3YETCsI TPH MIH(PPOBAHUY C MTOMOIIBIO aHATUTHYECKUX
npeoOpa3oBaHuit
anreOpsl MaTPHI]
MaTpHIia
(hakTopuan

44. Yto ucnonb3yeTcs B Ka4ecTBE KItoUa Mpy MHU(PPOBAHUU C IIOMOIIBIO aHATUTHYECKUX
npeoOpa3oBaHUi
Marpuia A
BEKTOP
oOpaTHas MaTpuIa

45. Kak ocymiectBisercs AemndpoBaHie TeKCTa MPHU aHATUTUYECKUX MPEoOpa30BaAHMIX
YMHOKEHHE MAaTPHUIIbl HA BEKTOP
JieJIeHue MaTPUIbl Ha BEKTOP
MEPEMHOKEHUE MaTPHUII

46. KomOnHamm KOMOMHUPOBAHHOT'O METO/1a MM (POBAHUS:
M0JICTAaHOBKa+TaMMHPOBaHHE
raMMHUpPOBaHHE+TaMMHPOBAHNE
MI0JICTAaHOBKAa+IIEpEeCTaHOBKA

47. J1nsa yero ucnonb3opajics DES-anroputm n3-3a He6onb1IIOr0 pa3Mep Kiroya
3aKpBITHS] KOMMEpUECKoi nH(popMauu
mMdpoBaHus ceKpeTHON MHpopMaIu
HET MPaBUIILHOTO OTBETa

48. OcHoBHuble obnactu nmpumenenus DES-anropurma
XpaHEeHHE IaHHBIX Ha KOMITBIOTEPE
3JIEKTPOHHAS CUCTEMa TIaTeXEeN
ayTeHTU(UKALNA COOOIIEeHUH

49. NoctounctBa 'OCTa 28147-89
BBICOKAsI CTOMKOCTh
IeHa
r'HOKOCTh

50. Yem orimmuaercst 61ok-cxema anropurma ['OCT ot 6imok-cxemsr DES-anropurma
OTCYTCTBHEM HadaJbHOH NePEeCTaHOBKH U YUCIIOM LIUKIIOB HIM(pPOBaHUS
JUIMHOW KJIF04a
METOAOM IHU(PPOBAHUS



51. Kimtou anroputma 'OCT — a10...
MacCHB, COCTOSIIIUN U3 32-MEPHBIX BEKTOPOB
[10CJIeI0BATENbHOCTD YHCEI
andasur

52. Kaxkoit knrou ucnonssyercst B mugppe 'OCT
256-0MTOBBIN
246-0UTOBBIN
356-01TOBBIN

53. [Ipumepsl IporpaMMHBIX MU(PATOPOB:
PGP
BestCrypt 6.04
PTR

54. ITnrocel MPOrpaMMHBIX MU(PPATOPOB:
LieHa
rMOKOCTh
ObIcTpOJIelicTBIE

55. YK3/I - aTo0...
YCTPONCTBO KPUNITOTPaPUIECKON 3aIUThI JAHHBIX
YCTPOMCTBO KPUOTOTpaUUECKOM 3aJaHHOCTH JAHHBIX
HET MPABUIILHOTO OTBETA

56. brok ynpasieHus — 370...
OCHOBHOM MOAyNb U paTopa, KOTOPHIA «3aBeayeT» paboToii BCceX OCTaIbHbBIX
YCTPOMCTBO KPUNTOTPa)UUISCKON 3aJaHHOCTH JTAHHBIX
MPOXOHOM MU paTop

57. Beruuciurens — 370. ..

Habop PEerucTpoB, CyMMaTOpPOB, OJIOKOB MO/ICTAHOBKH, CBSI3aHHBIX COOOH
IIMHAMH [Iepeiadu JTaHHBIX

(ailnpl, UCTIONB3YIOMINE PA3TUYHbBIE METOABI KAIIUPOBAHUS

SI3BIK OMMCAHUS TaHHBIX

58. brok ympasieHus — 3To...
annapaTHO peaJu30BaHHas MPOrpaMMa, yIpaBiIsiomas BBIYUCIUTEIEM
SI3BIK OTIMCAHMSI JAHHBIX
IIpOIIeCC OTpeIeNIeHUs] OTBEYAeT Ha TeKYIee COCTOSIHUE pa3paboTKH
TpeOOBaHUSIM JAHHOTO ATara
59. Kakoit mm¢pparop MOKHO HCIIOIB30BaTh JUIs 3aIIUTHI IepeaaBaeMoii B CeTh
uH(popMalun
OOBIYHBIH mH(paTOp
MPOXOAHOM mudparop
TabIUYHBIN mHdparop

60. U3 KakuxX CTPYKTYpPHBIX €IUHHII COCTOUT IHU(PPOIPOLIECCOP
BBIYHCITUTEIb
OJI0K ympaBJeHUs



Oydep BBOIA-BBIBOIA

61. Kpunrorpaduueckue 1eiCTBUS BBIIOJHSET. . .
BBIYHCIIUTEIb
Oydep BBOIA-BBIBOIA
0JIOK yIpaBJIeHUS

62. Hanbosee n3BeCTHBIC pa3HOBUIHOCTH MOHAI(DaBUTA:
OJTHOKOHTYpPHBIE
MHOTOKOHTYPHBIC
MOJINKOHTYPHBIC

63. YcrpolicTBo, arolee CTaTHYeCKH CIydalHbIA ITyM — 3TO. ..
reHepaTop CIyYalHBIX YHCEIT
KOHTPOJIb BBOZd HA KOMIIBIOTCP

VK3]1

64. Kakue 10moIHUTENbHBIC TOPTHI BBOIa-BbIBOAA coaepkuT YK3/I:
COM
USB
FGR

65. CKOJIBKO CYIIIECTBYET MepecTaHoBOK B cTannapre DES
3
4
2

66. Kakue nepectaHOBKH CylIecTBYIOT B ctanaapte DES
MPOCTHIE
pacIIMpeHHbIC
COKpallleHHbIC

Kontpomupyemsie komnereniuu: OIMK-4
Oyenkxa KomnemeHyutl 0Cywecmesisiemcs 8 coomeemcmeuu ¢ mabauyet 4.

Bomnpocel k 3x3ameny

1. VYTo4yHeHue 3a1a4 nHPOPMALMOHHOI 0€301MacHOCTH oprauu3anuu. M3yuenne
MCTOYHUKOB, pUCKOB U (opM atak Ha uHpopmanuto B ACONY.
2. W3yueHne nCTOYHUKOB, pUCKOB U (hopM aTak Ha nHpopmaro B ACONY.

Knaccugukanus puckoB 1 OCHOBHBIE 3a/1auMl oOecrieueHus 0e30macHoCcTH HHPOpMaIuu B
ACOINY.

3. N3yuenne Poccuiickoro 3akoHOaTeNbCTBA MO 3alIUTE HHPOPMAIIMOHHBIX TEXHOJIOTUH.
N3yueHre HOpMaTUBHO-TIPABOBOM MH(pOpMAIMHU, ONpeeNnsioniel (yHKIMOHUPOBAHUE CUCTEM
3amuThl. Pa3zpaboTka moduTUKN HHGOPMAIIMOHHON 0€30TTaCHOCTH OPTaHU3aIUH.

4. N3yuenne MexIyHapOAHbIX U ['0cy1apcTBEHHBIX CTaHIAPTOB MH(OPMAIIMOHHON
0€30MacHOCTH.

5. N3ydyeHne cuMMETPUUYHBIX U ACCUMETPUYHBIX KPUITOCUCTEM IS 3aLIUThHI
KoMnbroTepHOi nHGopMmaruu B ACONY.

6. W3yuenne cTaHIapTHBIX aaropuTMoB mudposanus. besonacHOCTh U ObICTpOeHicTBHE
KPUIITOCHUCTEM.



7. N3ydeHne npuHIMIIOB UACHTU(DUKAIINHI U MEXaHU3MOB MTOATBEPKACHUS TIOTTHHHOCTH
nosib3oBares. [IpaBuna popMupoBaHus FIEKTPOHHON U(PPOBOH TTOAMHUCH.

8. N3ydenue cpencTB 3alUThI JTOKAJIBHBIX CETEW OT HECAHKLIMOHUPOBAHHOI'O JOCTYIIA.
AHanu3 GyHKIIMOHUPOBAHUS MAapIIPYTU3aTOPOB, IILTI030B CETEBOTO YPOBHS U MEKCETEBbIX
HKPaHOB.

9. Ananu3 cnioco0oB 3aUThl THPOPMAIIUU B KOMIIBIOTEPHBIX CETSAX OT pa3pylIaloIero
POrPaMMHOTO Bo3ielicTBUA. M3ydueHne MeTo10B 00pbObI ¢ KOMIIBIOTEPHBIMU BUPYCAMH U
cpencTB 3auuThl nHGopMaiuu B Internet. Yrpo3sl UCXOASIIKE OT UCIIOIB30BAHUS
«QIJIEKTPOHHOM MTOYTHI.

10.  Hzyuenue TpeboBaHuUii 1o obecrneueHn0 HHGOPMAIIMOHHON O€30IaCHOCTH K
anmapaTHbIM CpeJCcTBaM U nmporpaMMmHomMy obecnieueHuo ACOU. [opsigok u npaBuia
opraHuzaiuu ayaurta nHdopmarmonHoi 6e3omacHoctd ACOWY u npennpusTys B EJIOM.

11.  TlousTre nHGOPMALMOHHON 6€30MaCHOCTH. XapaKTEPUCTUKU MH(OPMAIHH C TIO3UITUH
0e30MacHOCTH.

12.  Knaccuduxkamus yrpo3 6€30macHOCTH UH(OPMAIIHH.

13. Knaccuduxkanus yrpo3 6€30MacCHOCTH PacIpeIeIEHHBIX BEIYUCIUTEIBHBIX CUCTEM
14. Mogens OSI.

15. OObsicHUTE MOHATHE «IOTUTHKA O€30MAaCHOCTU OPraHU3AIII.

16.  Kaxkwue pa3nensl JODKHA COIEPKATh JOKYMEHTAIBHO O(hOpMIICHHAS TTOJIUTHKA
Oe3omacHOCTH?

17.  Kaxue npobseMsl pemaer BEpXHUN YPOBEHb MTOJIUTUKU O€30I1aCHOCTH?

18.  Kakwue 3aauym pemiaet CpeHU ypPOBEHb MOJIUTUKU 0€301aCHOCTH?

19.  KakoBbl 0COOEHHOCTH HM)KHETO YPOBHSI MIOJIMTUKU 0€3011aCHOCTH?

20. Chopmynupyiite riiaBHyIO 3a/1a4y CTaHIaPTOB HH(GOPMAIITMOHHON O€30M1aCHOCTHU C

MO3HUIINN TPOU3BOJUTENCH U TOTpeOUTENel MPOTyKTOB HHPOPMALIMOHHBIX TEXHOJIOTUH, a
TaKXe CHEeMAIMCTOB 110 cepTU(UKALMYU I3TUX TPOIYKTOB.

21.  Ha3zoBuTe OCHOBHBIE MEXIyHAPOAHbIE CTAHIAPTHI HH(OPMAIIMOHHON 0€301TacHOCTH.
22.  ]JlaiiTe KpaTKyIO XapaKTepUCTUKY MeXAyHapoaHoro ctanaapra 17799 (BS 7799).
23. KakoBbI ocHOBHBIE 0COOEHHOCTH TepMaHckoro cranaapra BSI «PykoBoacTBo mo
3anuTe UH(POPMAIIMOHHBIX TEXHOJIOTUH 1711 6a30BOT0 YPOBHS 3AIIUIEHHOCTH Y.

24, [lepeuncnure cTanmapThl AJ1s OECIPOBOIHBIX CETEH U AalTE UX KPATKYIO
XapaKTEPUCTHKY.

25.  Hasoswure cranaapTsl HHGOpMaIMoHHON Oe30nacHoCTH s Internet.

Kontponupyemsie kommnereniuu: OIIK-4

Oyenxa KomnemeHyutl 0CyWecmesisiemcs 8 Coomeemcmasuu ¢ maonuyet 4.

3ananus B popme npakTuyeckux pador. Kommiekr pa3HOypoBHeBBIX
3aaa4 (3agaHui)

3ananne Ne 1

1 Undopmanmonnas 6e3onacHocTb. OCHOBHBIE OIPEICTCHHS.

2 Oco0eHHOCTH MapOJIBHBIX CUCTEM ayTeHTHU(UKALNN: PEKOMEHIALNHU 110 TPAKTHUYECKON
peann3aniy MapoNbHBIX CHCTEM, OIIEHKA CTOHKOCTH MAapOJBHBIX CHCTEM, METOABI XpPaHEHHS
napoJiei.

3 IIpoTokonrpoBaHUE U ayauT.

4 ®opmanbHbIe MOJETH LIEJTOCTHOCTH: .Moenb Kinapka-Buiicona, moaens buba.

5  Crpykrypa  TOCYAApCTBEHHBIX  OpPraHOB,  OOECHEUMBAIOMIMX  TOJUTUKY
UHpOpPMaLMOHHOM Ge3omacHocTH B Poccuu.



3aganue Ne 2

1 Yrpo3sl nHpOpMaIImOHHON OE30MACHOCTH.

2 Meronbl pa3rpaHUyYEHUs 10CTyIa.

3 [locTpoeHue cucTeM 3aIUThI OT YIPO3 HApYIIEHUsI LIETOCTHOCTH: TUIIOBAst
CTPYKTypa TaKOU CUCTEMBI.

4 PoneBast MOJieJIb YIIPABJICHUS TOCTYIIOM

5 CtpyKTypa rocyaapcTBEHHBIX OPraHOB, 00ECIICUNBAIOIINX TOTUTUKY
uHpopmannoHHou 6e3omnacHoctu B Poccun

Kontponupyemsie komnerennmu: OITK-4
Oyenka KomMnemeHyuil 0Cywecmasisaemcs 8 COOmeemcmesuu ¢ maoauyet 4.
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