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PabGouass mporpaMma cocTaBlieHa Ha OCHOBAHMU (PEelepalbHOTO TOCYJapCTBEHHOIO
0o0pa30BaTeNbHOrO CTaHAapTa BBICIIErO0 OOpa3oBaHMA MO HampasieHuto moarotosku 01.03.02
«[Ipuxnagnas maremaruka U uH(opMaTHka (YpoBeHb OakajgaBpuaTa)», YTBEPXKIEHHOTO MPHUKA30M
MunucrepctBa oOpa3oBanusi U Hayku Poccuiickoit @enepammum Ne 9 ot 10 suBaps 2018 T.
3apeructpupoBano B Munrocte Poccum 06 deBpans 2018 r. Ne49937.

CocraButenu padoueit mporpammel: MI TV, noneHT kadeapbl MHOOPMAMOHHBIX TEXHOJIOTUHN H
HPUKIIAJHON MAaTeMaTUKU

MECTO paGOTbl, 3aHUMacMas JOJUKHOCTh
H

<—H ) benornazoB A.A  «30» aBrycra 2021 .

MOIUCE 7 d.1.0. Jlata

Penenzent: MITDY., npodeccop kadeapbl HMHOOPMANMOHHBIX TEXHOJOTMU M NPUKIAAHON
MATEMATUKHU

MECTO paGOTBI, 3aHUMacMasa JOJKHOCTh

(:7/5: gg‘ﬂ/ Ucrtomuna T.B. «30» aBrycra 2021 1.
[

MOINHCE ®.1.0. Jara

Pabouas mporpamma yTBepkAeHa Ha 3acefaHuu Kadeapsl MHGOpMAIMOHHBIX TEXHOJIOTHH U
MIPUKJIATHON MaTeMaTUKH (mpotokon Ne 2 ot «30» aBrycra 2021 r.)

3as. kapenpoit UTulld 7 Mutpodanos E.I1T. «30» aBrycra 2021 1.
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COI'JTACOBAHO
3aBenyromias OMOINOTEKOM

«30» aBrycra 2021 . ,g“’? / B.A. AXThIpCKas

JaTa MOJINCH d.1.0.




OPTAHU3AIIMOHHO-METOJUYECKHAI PA3JIE

1.1. [enb u 33724 U3y4eHUst y4eOHOM TUCHUTUTUHBI (MOIYJIs1)
Heab0 u3ydeHWsT TUCHUIUIMHBI  SIBISAETCS  IOJATOTOBKAa  CTYJIGHTOB K  OCBOCHHIO
OpPraHU3AIlMOHHBIX, TEXHHUYECKUX, QJITOPUTMHYECKUX U JPYrHX METOJOB M CPEICTB 3allUThI

KOMIIBIOTEpHOH HWH(pOpPMALMK, O3HAKOMIJICHHE C 3aKOHOAATEIbCTBOM W CTaHIApTaMH B ITOH
00JIacTH, C COBPEMEHHBIMU KPUITOCHCTEMaMHM, W3y4YE€HHE METOI0B MACHTU(UKALUHN TOIH30BATENECH,
O00prOBI C BUpYCaMHU, HU3Y4YE€HHE CIOCOOOB NPHUMEHEHHS METOAOB 3aIlUThl MHGOPMALUU TPU
MIPOEKTUPOBAHUHN aBTOMATU3MPOBAHHBIX cHucTeM 00paboTku mHbopManuu u ynpasienus (ACONY).

3amaun:

e OIlpe/eliecHHEe MecTa AMCHMIUIMHBI B MPEAMETHOM OJIOKE, €€ B3aUMOCBSI3U C APYTUMU
JUCHUIUIMHAMY y4eOHOT'0 IUIaHa CIEUAIbHOCTH;

e packpbiTHE cHenu(UKH 3allUThl KOMIIBPIOTEPHBIX CeTed KaKk OO0beKTa Hay4dHOTO
HCCIIEA0BAHUS;

e OIpejelieHue OCHOBHBIX 3TaloB M 0a30BbIX KOHIENTYAIbHBIX IOAXOJOB K CO3JaHHIO
CUCTEM 3alUTHl KOMIBIOTEPHBIX CETEH B paMKaxX HCTOPUYECKOIO0 pa3BUTUS OTCUYECTBEHHOW U
3apy0eKHOU HAYKH,

e 3HAKOMCTBO CO CII0COOaMU U OCOOEHHOCTSAMHU CO3JaHUSI CUCTEM 3aIUThl KOMIIbIOTEPHBIX
CETEeH Ha PA3IMYHBIX YPOBHAX B3aMMOJEHCTBUS C OKPYKEHUEM;

e TIPUOOpPETEHHUE CTYACHTaMU HABHIKOB aHAIUTHYECKOTO U AMIUPUUYECKOTO HCCIEA0BaAHUS
CUCTEM KOMITBIOTEPHOM 3aILUTHI CETEM;

e BBIPA0OTKA IEIIOCTHOTO MPEICTABICHHS O PA3JIMYHBIX aCMIEKTaX CTPOCHUS U
(GYHKIIMOHUPOBAHHS CUCTEM KOMIBIOTEPHOM 3aIIUTHI CETEH Ha BCEX €€ YPOBHSX;

e POCT HAaBBIKOB B C(epe CO3JaHHUS CHUCTEM KOMIBIOTEPHON 3alllUTHI CETEH U YMEHUSA
MPUMEHSATH MOJYYEHHBIE 3HAHUS HA IPAKTHKE.

1.2. TpebGoBaHus K pe3ynbTaTaM OCBOCHUS IUCIUILTIHEI
H3yuenue Oannoil  OucyunIuUHLL  HANPAGIEHO HA  Qopmuposanue  caeOYIOULUX
KOMnemeHuuii:
Kon u H conepxanne IInanupyemsble pe3yJbTaThl 00yYeHHs N0 JUCHHUIIJIMHE
KOMIIEeTeHIIUH (Moay.10), XapakTepusyouye 3Tanbl GOpMHUPOBAHUS
KOMIIeTEHIHI
OIIK-4. Cnocoben pemarts | OIIK-4.1. 3Haer mnpUHUMIBI, METOABI U CPEIACTBA PpEIICHUS
3aJjauu npo¢eCCHOHATBLHOMN | CTaHJAPTHBIX 3a/1a4 MPO(eCcCHOHANBHOMN 1eATeIbHOCTH Ha OCHOBE
NEeATEIbHOCTH c | uHpopMaMOHHON ©  OumOnmorpapuyeckod  KyJabTypel  C
UCMOJIb30BaHUEM MpPUMEHEHHEM HH(pOPMAlMOHHO-KOMMYHUKALMOHHBIX TEXHOJIOTHH
CYLIECTBYIOIIUX U C Yy4Y4eTOM OCHOBHBIX TpeOoBaHUN  MH(GOPMALMOHHOMN
MH(pOPMAIMOHHO- 0€30MaCHOCTH.
KOMMYHHUKAITHOHHBIX OIIK-4.2. YMeer pemiath CTaHIapTHBIE 331241 MTPO(HECCHOHATBHON
TEXHOJIOTUH H C  Y4Y€TOM | IeATEIbHOCTH Ha OCHOBE nH(pOpManOHHON 51
OCHOBHBIX TpeboBaHMM | GuOIHOrpaduecKoi KyIbTyphl C IPUMEHEHHEM HH(POPMAIIMOHHO-
MH(OPMAIMOHHOM KOMMYHUKAIIHOHHBIX ~TEXHOJOTMA M C YYeTOM OCHOBHBIX
0€e301MacHOCTH TpeboBaHuil NH(OPMAIIMOHHON 0€30acHOCTH.
OIIK-4.3. Brageer HaBbIKaMM IMOJATOTOBKH 0030pOB, aHHOTAIIMH,
coctaBieHHUsl pedepaToB, HAy4yHBIX JOKJIAJA0B, NyOnuKanuii, u
O6ubnuorpaduu Mo Hay4HO-MCCIIEOBATENBCKON paboTe ¢ ydyeTom
TpeboBaHMi HHGOPMAITMOHHON O€30MTaCHOCTH.
1.3. Mecro auctuiuimHbl (MOIYyAs) B  CTPYKType OOpa3oBaTeNbHOW MPOTPaMMBbI

Hanpasienus noarorokn01.03.02 [Mpuknaanas maremaTtuka u HHGOpMaTuKa (6akaiaBpHar)
Vuebnas mucuniumHa «VHpOpManoHHas 0e30MacHOCTB» OTHOCHTCS K OCHOBHOM YacTH

6noka bl. M3ydyenue yueOHoi mucumrummubel «MHpOpManmonHas 06e30MaCHOCTDHY

Oazupyercst Ha

3HAaHUAX, YMCHHAX M HaBBIKAX, IMOJYYCHHBIX O6y‘laIOH_[I/IMI/IC${ Ipru HU3YUYCHHUH MNOPCAIICCTBYIOIINUX




KypcoB: «BblUnCIUTENbHBIE CHUCTEMBI, CETH M TEIEKOMMYHHUKAIMNY», «J{MCKpeTHas MmareMaThkay,
«OcHoBbl uHpOpMaTUKWY». M3yuenue yueOHON aucuuiuinHbl «MHpOpManmonHas 0e30macHOCTBY»

He00X0InuMO

TS

OCBOCHUA

TaKHuX JUCIUIIINH, KaK

«AIMHHHCTpUpPOBaHUE B MH(POPMALIMOHHBIX cHcTeMaxy, «Kpunrorpadpusy.

2. CTPYKTYPA U COAEP)KXAHUE JUCIUITIJIMHbI
2.1.00beM AUCIUIUIMHBI U BUJIBI Y4E€OHOM paOOTHI B COOTBETCTBUH C (POpMaMH 00yUCHUS

O0BbeM TUCIUTLINHEI

«OmnepaluoHHbIC

CHUCTCMBI»,

«I/IH(bOpMaI_[I/IOHHaH 0€30I1aCHOCTE» COCTAaBJIAET { 3a4ETHBIX CI[I/IHI/IH/

252 yacos:

Bun yue6HO# paboThI Bcero, Ounas ¢popma
H1acoB | Kypc, wacos
Ounas 2 kypc | 2 Kypc
dhopma 3cem. | 4cem.

AymuTopHas paboTa 00yJarommxcs ¢ MperoaaBarTeseM (1o BUaam 64 32 32

y4eOHBIX 3aHSTHIA), BCErO B TOM YHUCIIE:

Jlexuun 24 12 12

[TpakTHueckue 3aHATHS 38 18 20

JlabopaTopHbIe 3aHSATHS

CamocTosTenpHas padoTa 00yJaronuxcs 80 40 40

[TpomexyrouHas arrectanus (MMOATOTOBKA U C/lavya), BCEro:

KonTposnbHas pabora

KypcoBas pabora

3auer 2 2

DK3aMeH 36

Htoro: OO011ast Tpy10eMKOCTh Y4€OHOM TUCITUTLINHEI 180/5 72/2 108/3

2.2.  CopnepxaHue AUCIUILIMHBI TI0 TEMaM (pasieam)

Ne HaumenoBanue Conepxanue pasaena dopma TeKyIero

paszena pazzena, Tema KOHTPOJISI

1. Bsenenue B | OcHOBHBIE TOHATUS. AHanmu3 yrpos. [IpoGiemsl YceTHbIl o1poc
MH(OPMALIOHHYIO 0€30MacHOCTH KOMIIbIOTEepHBIX ceTeil. [lonmTuka
6e3onacHocTs (Mb) | 6e3omacHOCTH. OcHoBHbIE COCTaBJIAIOLINE

MoJIMTUKK Oe3omacHocTH. HopMaTuBHO-paBoBOE
obecnieuenne Mb. Cranpapter Ub. [Ipunuunnsi
3amuThl HHGopMannoHHbIx cucteM (MC).

2. TexHomornu [IpuHnuns! kpunTto3amuTel. Kpuntorpadguueckue VYerHbll ompoc,
3aIUTHI JaHHBIX anroput™Mbl. CUMMETPUYHbIE U aCUMMETPUYHbBIE OTYET MO

CUCTEMBI mmdpoBaHus. TexHonorun IIPAKTUYECKOMN
ayTeHTU(UKALINH. buomerpuueckas pabore
ayTeHTU(UKaLusl.

3. TexHonoruu Obecnieuennie  0E30MACHOCTH  OMEPALMOHHBIX | Y CTHBIH ompoc,
3aIINATHI cucteM (OC). MexceTeBble SKpaHbl. 3aluTa B OTYET 110
BBIUNCIUTEIbHBIX BupTyanpHbIX ceTsax VPN. 3ammra Ha ypoBHSX IIPAKTUYECKOMN
CUCTEM moenu OSI. pabote

4. TexHonoruu Ananmu3 3amumeHHocTd. OOHapy)XeHue arak. YcTHbIi onpoc,
oOHapyXeHHs [IporpammHbIe cpeacTBa oOHapyXeHHs OTYET 110
BTOPKEHUN BTOpP’KEHHUE. 3amuTa YJAJIEHHOTO JIOCTYIA. IIPAKTUYECKOMN

3amuTa OT BUPYCOB H cIlama. pabore

5. VYpasneHue 3amaun ynpasinenus Wb B uH(pOpManMOHHBIX YeTHbIl O1poc,
0€30MacHOCTBIO cUcTeMax (1C). ApxuTektypa u OTHYET IO

(GyHKIMOHMpOBaHUE cucTeM ynpasieHus Wb B IIPAKTUYECKON
(UC). Aynut u mouutopunr 6ezonacuoctu (MC). pabore




\ \ 00630p crucTeM yrpaBiaeHUsT 0€30MACHOCTBIO.

2.3. Pa3gensl TUCIUILINE U BUIBI 3aHITUH

Ne HanmenoBanue Temsl Jlexuuon | Ilpaktu | Camocro | Beero | @®opMsl TekyIiero
n/m JUCIUTIAHBI HBIE YecKue | ATeJbHas | 4acoB KOHTPOJIS
3aHATHS | 3aHsATHA | pabota yCIIEBAEMOCTH

1. Beenenue B b 4 20 24 YcTHbIl orpoc
OcHOBHbIE TOHATHS. AHAJIN3
yrpo3. [Ipobaemsl 6e30macHoCTH
KOMIIBIOTEPHBIX CETEH.

2. | TexHONOTUY 3aIIUTHI TAHHBIX. 8 18 20 46 VYcTHbIl ompoc,
[TpyHIMITBI KPUTITO3ALTUTHI. OTYeT 1O
Kpunrorpaduueckue anropuTmsl. IIPAKTUYECKON

pabote
3auver 2 2
Hroro: 12 20 40 72

3. | TexHomoOTUM 3aMIUTHI 4 6 10 20 YcTHbIH orpoc,

BBIYHUCITUTENbHBIX CUCTEM. OTYeT 1O
MIPAKTUYECKON
pabote

4. | Texnonoruu oOHapyKeHUs 4 8 14 26 VYcrHblii omnpoc,
BTOp)KEHUH. AHATTU3 OTYeT 1O
3alIUIEHHOCTH. IIPAKTHYECKON

pabote

5. | Ynopasnenue 6e30mMacHOCTHIO. 4 6 16 16 YcrHBI# ompoc,
3anauu ynpasinenus 1b B OTYET 110
MH(OPMAITMOHHBIX CHCTEMAaX MIPAKTHYECKOMN
(1C). pabote

JK3aMeH 36
Hroro: 12 20 40 108
Bcero: 24 40 80 180
2.4.  TlnaHpl TEOPETHUECKUX (JIEKITMOHHBIX ) 3aHSATHHA
. Kon-Bo yacos B
Ne HaumeHoBaHue TeM JIeKIHiA
5,6 cemecTpax
3 cemecTp
PA3JIEJI 1. Beenenue B b
1. OcHoBHble  TOHSATHS.  AHanu3  yrpo3. [IpoOrembl  Ge3omacHOCTH 4
KoMIbIOTepHBIX ceTeil. [lonmutuka Ge3omacHoCcTH. OCHOBHBIE COCTABIISIOLINE
nonuTukn  Oe3omacHoctu.  HopmaruBHo-mpaBoBoe  obecrieuenune  Ub.
Cranpaptsl Ub. [punimne! 3amuts! nHGopMarmonHsix cuctem (MC).
PA3JIEJI 2. TexHONIOTWH 3aIIUTHI JAHHBIX
1. [TpuHIMTIBI KPHUIITO3AIIUTHI. Kpunrorpaduueckue AITOPUTMBIL. 8
Kpunroananus. CUMMETpUYHBIE U aCHMMETPUYHBIE CHCTEMBI IMU(DpOBaHMUS.
TexHONMOrUH HNEKTPOHHO-IUPPOBOM moANKCH. DYHKIMH XIIIUPOBAHUS.
Texnomorun ayreHTH(UKAIMK. buoMeTpudeckas ayTeHTHhUKAITH.
4 cemecTp
PA3/IEJI 3. TexHONIOTrWH 3alIUTHl BBIYUCIUTEIBHBIX CHCTEM
1. Obecnieuenne Oe3zonacHocTH onepannoHHBIX cucteM (OC). MexkceTeBbie 4
skpanbl.  HopmartuBHO-mpaBoBoe  oOecrmeuenue.  Ceprudukamms U
cTaHJapTh3auusa. 3amura B BUPTyalibHbIX ceTax VPN. 3ammura Ha ypoBHSX
moxenu OSI.
PA3JIEJI 4. Texnonoruu oOHapy>KEHHS BTOPYKEHUI
1. ‘ Ananms 3amumenHoctd. OOHapy)KeHHe aTak. 3aluTa YAaJeHHOTO JAOCTYyHa. ‘ 4




| 3ammTa OT BHpPYCOB H criama. \

PA3JIEJI 5. YnpaBnenue 6e30macHOCTbIO

1. 3amaun ynpasnerus Ub B undopmarmonnsix cucremax (MC). Apxurekrypa u 4
¢ynkunonupoBanue cucrem ynpasineaus Mb B (MUC). AynutT U MOHHUTOPUHT
6e3onacHocTH (MC). O630p cucreM yrnpaBieHus 0€30MacHOCTHIO.

2.5.

[1nanel npakTHYECKUX (CEMUHAPCKUX ) 3aHITHI

Koi-Bo yacoB B

No HanmeHnoBanue TeM nMpakTUYECKUX 3aHATUNA
5,6 cemecTpax

3 cemecTp

PA3JIEJI 2. TexHoJIOr1MK 3aIIUThI JAHHBIX

1. | YcrpoiicTBo 1 mpuHIMI pabOThl HIH(PPOBATHLHON MAITHHBI « JHUTMa. 18
Meroapl 3amMThl TEKCTOBOM HMH(GOPMAIMU U UX CTOHKOCTh. CHMMETpHUYHBIC
kpunrorpaduueckuii nporokonsl DES, 3DES, T'OCT. Cranaapt mmudpoBanus
AESRIijndael. T'enepamust mpocTBIX YHCEI B aACCHMETPUYHBIX allOPHTMaXx
mu@ppoBaHus. JIEKTPOHHAS! LUPPOBasi IOIIUCH.

W3yuenne nporpammel 3amutel uHGopmanmu PGP. KoppekTupyromue Kojpl.

4 cemecTp
PA3JIEJI 3. TexHONIOrnM 3alUTHl BHIYUCIUTEIBHBIX CHCTEM
1. Mexaunsmbl 3amutel B OC MicrosoftWindows. 3axsar u aHamu3 CeTEBOTO 6

Tpaduka. Mexceresble skpanbl. Opranuzanus u 3ammuta VPN. Cauddepst.

PA3JIEJI 4. Texnonoruu oOHapyXeHHsI BTOPKEHUN

1. | BoisiBieHue cereBhIX aTak myreM aHanm3a Tpaduka. CucTeMbl OOHApYKEHUs 8
atak.TexHomoruu  TEPMUHAIBHOTO  JOCTYHA.AyAMT  HMHPOPMAIIMOHHOM
0€30MaCHOCTH KOMIBIOTEPHBIX cUcTeM. CITy)KOBI KaTaJIoroB.
PA3JIEJI 5. YnpaBnenue 6e301acHOCTbIO
1. ‘ Coznanue 1 Moau(UKaIMs BUPTYaJIbHOM 3aiMIEHHON ceTH ¢ momouisio I110. | 6
2.6.  Ilnanbl 1abopaTopHBIX pabOT — HE MPETYCMOTPEHO.
2.7.  TlnaHbl cCaMOCTOSITETLHOW PaOOTHI 00YJAFOIIETOCs 10 TUCIUTUTHHE (MOTYITIO)
Ne HasBanne pa3nenos u tem Bunsr Tpyno- | @opmupyemsie |  Dopmsl
CaMOCTOSITENIbHOW | €MKOCTh | KOMIETEHLUH | KOHTPOJIs
paboThHI

1. Beenenne B HMH(DOPMAIMOHHYIO Pabota ¢ 20 OIIK-4 YcrHbIl
6esomacHocts (MB). Ilomutuka | HMCTOYHHKAMH onpoc
0€30IacCHOCTH. HopmarusHo-

MPaBOBOE obecrieueHne Ub.
MexayHapoaHble  CTaHAApPTHl B
cthepe Ub. CpaBHenue.

2. TexHOMOrNM 3alIUTEl JaHHBIX. CocraBiieHue 20 OIIK-4 VYcrHbIit
CuMMeTpUYHbIC OTYETOB OTIpoc
KPUNTONPOTOKOJBbI. CpaBHEHHE.

3. TexHOoIOrnM 3aUThI Pabora ¢ 10 OIIK-4 YcrHbII
BBIYUCITUTENbHBIX CUCTEM. UCTOYHHUKAMHU orpoc
MexceTeBble S5KpaHbl.

CranpapTusanus 1 cepTudukanus.

4. TexHonoruu oOHapy eHUs CocraBnenue 14 OIIK-4 YcTHbIl
BTOp>KeHUH. CpeacTBO aHanu3a OTYETOB orpoc
cereBoro Tpaduka Wireshark.

CKaHMpPOBaHUE CETH.

5. YmpagiieHrne 0€30MacHOCTBIO. Pabora ¢ 16 OIlK-3 YcTHBIN

CpelcTBO aHANIM3a CETEBOTO MCTOYHHUKAMU OIIpoC




tpaduxa Wireshark. CocraBicHue
CkaHMpOBaHUE CETH. OTUYETOB
HactpauBanue napamMeTpoB
0E30I1aCHOCTH CETH C
ucnons3oBanueM 11O Wireshark.

3. OCOBEHHOCTHU OBYYEHMS JIUL] C OB3 (IIOJIA)

OOydeHue 1Ml C OTPAaHUUYCHHBIMH BO3MOXXHOCTSIMU 3/I0POBbSI OCYIIECTBISIETCS C Y4YETOM
WH/IMBUIYAIBHBIX MCUXO(PHU3MUECKUX OCOOCHHOCTEH, a JJIsl MHBAJIHAOB TAaKXE€ B COOTBETCTBUU C
WHIUBUAYAIBHON MporpaMMoi peaduiInTaluy HHBAIHIA.

Jns monydeHus: 0Oy4aroIUMHKCS, MMEIOIMMH OTpaHUYEeHHbIE (U3NYECKHE BO3MOXKHOCTH,
KaueCTBEHHOI0 OOpa30BaHUS JIOJDKHBI BBIMIOJHATHCS CIEAYIONIME Ba)KHbIE YCIOBHS: OOydarouuics
JOJDKEH MMETh BO3MOXKHOCTh OECIpPENSTCTBEHHO IOCEIaTh 00pa3oBaTelbHOE YUpEXKICHUE U
UCIOJIb30BaTh B CBOEM 00YUEHHH TUCTAHIIMOHHBIE 00pa30BaTeIbHbIE TEXHOJIOTHH.

Jns oOydeHuss W KOHTPOJIA OOYyYaOIIUXCs C HApYIICHUSIMHA KOOPAWMHALMU JBM)KCHUH
MIPEAYCMOTPEHO MPOBEACHUE TECTUPOBAHUS C UCIIOJIb30BAaHUEM KOMITBIOTEPA.

Bo Bpemsi aymuTOpHBIX 3aHATHI 00s3aTENbHO HCHOJIB30BAHUE CPEICTB OOecreueHus
HarJIITHOCTH Yy4eOHOro MaTepuaa ¢ MOMOIIbI0 MYJIbTUMEANIHOTO mpoekTopa. CKOPOCTh U3II0KEHUS
MaTepHala JI0JHKHA yUYUTHIBAaTh OTPaHUYCHHBIC (PU3NYECKHE BO3MOKHOCTH CTY/ICHTOB.

4. YUYEBHO-METOJAYECKOE OBECHEYEHUE CAMOCTOSTEJIBHOM PABOTHI
OBYYAIOIIUXCA

Y4yeOHo-MeToqMUecKOoe U HHPOpPMALMOHHOEe o0ecrneyeHHe JUCUMILUIMHBI JJIsl
OPraHM3alMU CaMOCTOSITEIbHOH PpPadoThl CTYJAEHTOB (COIACPKUT TMEpeYeHb OCHOBHOM
JUTEPaTyphl, JOMOJIHUTEIBHON JIUTEPATYphI, IPOrpaMMHOro odecnieueHust U UHTepHeT-pecypebl).

5. YYEBHO-METOJUWYECKOE U MH®OPMAIIMOHHOE OBECIEYEHHUSA YYEBHOI
JUCHUIIJIMHBI (MOAYJISA)
5.1  IlepeyeHb OCHOBHO¥ JUTEPATYpPHI

1. WNudopmannonnas 6ezonacHocts : npaktu-kym / C. B. O3épckuii, 1. B. [Tonos, M. E.
Prruaro, H. 1. Ynenneesa. - Camapa : Camap-ckuil ropuanueckuii uHctutyt @CHUH Poc-cun, 2019. -
84 c. - ISBN 978-5-91612-276-3. - Teker AIIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1094244

2. bapanosa, E. K. Undopmanronnas 6e3omac-HOCTh M 3aniuTa MHGOpMauu : ydyeOHoe
no-cooue / E.K. bapanona, A.B. babam. — 4-e u3x., nepepad. u gon. — Mocksa : PUOP : UHOPA-
M, 2021. — 336 c¢. — (Bwicmiee 06-pa3zoBanue). — DOI: https://doi.org/10.29039/1761-6. - ISBN 978-
5-369-01761-6. - Tekcr : anextpounsii. - URL: https://znanium.com/catalog/product/1189326

3. I'munckas, E. B. MHdpopmanunonHas Oe3omac-HOCTh KOHCTpyKuuié OBM u cuctem :
yueb6-Hoe nmocobue / E.B. I'muuckas, H.B. UuuBa-pun. — Mocksa : UHOPA-M, 2021. — 118 c. +
Jlon. matepuanbl [DnekTpoHHBIH pe-cypc]. — (Boicmee obOpazoBanue: bakamaspu-at). — DOI
10.12737/13571. - ISBN  978-5-16-010961-9. - Tekcr : onekrponHsii. - URL:
https://znanium.com/catalog/product/1178152

4, 3ammra uapopmanuu : yueOHoe mocooue / A.Il. Kyxk, E.Il. XKyk, O.M. Jlenemxux,
AN. TumomkuH. — 3-e¢ u3a. — Mocksa : PUOP : UHOPA-M, 2021. — 400 c. — (Bsicmee 00-
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6. MATEPHAJIbHO-TEXHUYECKOE OBECIIEYEHUE YYEFHOU JUCHUILIAHBI

MOAYJIs)
No HaumeHnoBanue 060pyA0BaHHBIX yU€OHBIX [lepeuenb 000OpynOBaHUS U TEXHUYECKHX
n/n KaOuHeTOB, Jaboparopuii cpencTB o0yueHust
1 JleknmoHHas ayutopus [lepcoHanbHbI KOMIIBIOTEP, MYJIbTUMETUNHBIN
IPOEKTOP
2 KomMmnbrotepHslii kacce [Tepconanbubie komnbioTeps! (IBMPC-
coBMecTUMBIE) oA ynpasieHuem OC
MicrosoftWindows, koMrbroTepHas CeTb,
noctyn B ceTb MnTepHer. IHTepakTHBHAs JOCKa




7.

OIIEHKA KOMIETEHIUHA IO U3YYAEMOU JUCIHUATLINHE

Kpurepum ouenkn

«HE3AYTCHO»

«3aYTCHO»

3HATD

CtyneHT He 3HAeT MPUHLUIBL, METOIbl W CpPEACTBAa PEUICHHUS
CTaHJApPTHBIX 3alady MpO(eCcCUOHAIBHONW JESITEeNbHOCTH Ha OCHOBE
MHPOPMAIMOHHON M OMOIHOrpaduecKoil KylbTyphl ¢ HMPUMEHEHHUEM
MH(POPMALIMOHHO-KOMMYHUKALIMOHHBIX ~ TEXHOJOTMH H € y4eToM
OCHOBHBIX TpeOoBaHWi WH(pOpManMOHHON Oe3zomacHocTu. He 3Haer
ocHOBHble moHATUA Wb, aHamu3 yrpos., mnpoOneMsl 06e3011aCHOCTH
KoMIIbloTepHbIX cereld. [loauTuka 06e3onacHoctu. Crangaptel Ub. _

He 3naer mnpuHmmnel 3amuThl uHpopMmanmoHHbX cuctem (MC),
KPUNTOTPaQUUECKUX METOIBI 3aIIUTHl HH(POPMAIIH.

CryneHT 3HaeT, METOJbl U CPEJCTBA PELICHUS CTaHAAPTHBIX 3aday
npoeCCHOHATIBHON JESTeNbHOCTH Ha OCHOBE MH(MOPMALMOHHON U
oubnmorpaduyeckoil KylIbTypsl C IpUMEHEHHEM HH(GOpPMAIIMOHHO-
KOMMYHHUKAIIUOHHBIX ~ TE€XHOJIOTMH M C y4E€TOM OCHOBHBIX
TpeboBaHuil uHMOpMAIMOHHOW 0€30MacHOCTU.3HAET OCHOBHBIC
nouatuss Wb, anamu3  yrpo3, npoOieMbl  0e3011aCHOCTH
KOMITbIOTEpHBIX ceTeid. [lonmutuka 6ezonacuoctu. Crangaptst Ub.
[TokasbiBaeT r1yOOKO€ 3HAHUE W TMOHUMAHUE NPUHIMIIOB 3alUThHI
nHpopmannonubix cucreM (MC), kpunrorpadu4eckux MeETOJI0B
3amMThl  MH(OpMauH, 3HaHUE CTaHJapTOB mudpoBaHus
AJIEKTPOHHAsI LU (poBas MOANKCH,

YMETDH

CryneHT He yMeeT pemarh CTaHIapTHBIE 3afadd MpodecCHOHATBHOMI
NEATEILHOCTH HAa OCHOBE HMH(POPMAIIMOHHONH M OuOIHorpadpuyeckoi
KyIbTYpPbl C TIPAUMCHCHHEM HWH(POPMAIMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTUH U C YYeTOM OCHOBHBIX TpeOoBaHMiII HH(POPMAIMOHHOMN
0€30MacCHOCTH.

CTyneHT UCHBITHIBACT 3aTpyAHEHUs Mpu aHanu3e yrpo3 Ub, momutuku
6e3onacHoctu UC.

CTymeHT He  yMeeTcaMOCTOSTEIbHO
6e3onacHoctu MC

pa3pa6aTBIBaTB INOJINTUKY

CtyaeHT yMmeeT pemaTh CTaHIApPTHBIE 3a7aud MpodecCHOHATbHOM
JIeATEIILHOCTH Ha OCHOBE MH(MOPMAIIMOHHONW M OnOInorpaduueckoi
KYJIBTYPBl C TPUMEHCHHEM WH()OPMAIIMOHHO-KOMMYHHUKAITHOHHBIX
TEXHOJIOTUIl U C y4EeTOM OCHOBHBIX TpeOOBaHUN HH(POPMAIIMOHHOM
0€301acHOCTH.

CtymeHT  yMmeeT  aHajdu3upoBarh  mpobOiem  Oe3omacHOCTH
KoMIbloTepHbIX cetei. [lomuTtuku 6e3onacHoctu. Ctanaaptel Ub.
CTymeHT yMeeT CcaMOCTOATENbHO pa3padaThiBaTh  MOJUTHKY
oe3onacHoctu MIC,

BJIAJETD

CryneHT He BIIaJIeeT HaBBIKAMH IIOATOTOBKH 0030pOB, aHHOTAIWH,
cocTaBlieHHs] pedepaToB, HAYYHBIX JOKJIAQJ0B, MNyOnIMKauui, W
oubmuorpaduu MO HAyYHO-UCCIIEAOBATEIBLCKOW paboTe ¢ ydeTom
TpeboBaHuil HH(OPMAIIMOHHOH 0€30MacCHOCTH.

CTyneHT He BIAQJICeT HABBIKAMH  KOHIENTYaJIbHO-TOHATHHHBIM

CtyneHT BIaJieeT HaBBIKAMU ITOATOTOBKH 0030pOB, aHHOTAIWH,
COCTaBJIEHUS pedepaToB, HAYYHBIX JOKJIAAOB, IyOJIUKAIMA, H
oubnuorpaduu MO HAYYHO-HUCCIEAOBATEIBCKOW paboTe C y4eTom
TpeGoBaHui HH(POPMAITMOHHON 6E€30MaCHOCTH.

CTy,ZIeHT BJIaaccT KOHICIITYAJIbHO -TIOHSITUHHBIM arraparoMm,




anmnapaToM, HAy4YHBIM SI3bIKOM W TEPMHUHOJOTHEHKpUNTOrpapuuecKux
METOOB 3aIIUThl TEKCTOBOWH HMH(OPMAIIMMCTAHAAPTOB MIH(PPOBAHUA,

OUIL

HAy4YHBIM $I3IKOM M TEPMHUHOJOTUEHKPUNTOrpaUUECKUX METO/I0B

3alMThl  TeKCTOBOW wuHpopMarmu. CTaHIapTOB

mmdpoBanus,

OUIL.CtyneHT BnajeeT 3HAHUSIMU BCEro HM3y4EHHOI'O MaTepuala,

BJIaJACCT HaBbIKaMH

Ne Kpurepum ouenkn
«HEY/10BJIETBOPUTEIHLHO» | «Y/10BJIETBOPHUTEIbHOY «XOpOLIO0» «OTJIMYHOY»
3HATDH

1 | Crygenr He 3HaeTnpuHUUNbl, | CTyIeHT  yCBOMJ  NIpPUHIMIGIL, | 3HAET  OCHOBHBIEMETOAbl U | CTymeHT 3HaeT, MeTOoIbl U
METOIBl M CpEICTBA pEIICHUS | METOABl UM CPEJICTBA PEIICHHUS | CPEICTBA PEUICHUS CTAHIAPTHBIX | CPEJICTBA PEUICHUS CTAaHIAPTHBIX
CTaHJApTHBIX 3aja4 | CTaHJapTHBIX 3ajad | 3a7a4y npodecCHOHATBHON | 3a7a4 npodeccronanbHON
npodecCHOHATIBHON AEATEIBHOCTH | MPO(ECCHOHAIBHON AEATEIBHOCTH | IESTEIbHOCTH Ha OCHOBE | JIeSITEITbHOCTH Ha OCHOBE
Ha OCHOBE WH(OPMAIMOHHOW U | HA OCHOBE HMH(POPMALMOHHOW U | HHPOPMAITMOHHON U | ”HPOPMATMOHHOU u

O6ubnarorpadguyueckoil KymnbTyphl ¢
NpUMEHEHHEM  HMH(OpPMaIOHHO-
KOMMYHUKAIIIOHHBIX TEXHOJOTUH
U C y4EeTOM OCHOBHBIX TPeOOBaHUI
nH(pOpPMaITMOHHOM 0€30MMacCHOCTH.

OTCyTCTBYIOT 3HAHUA u
MOHMMAaHUE OCHOB MW METOJOB
oOecrieueHns 0€e30I1aCHOCTH

KOMIIBIOTEPHBIX CETeH, MOJIUTUKU
6esomacHoct, cra"gaptel  Ub.
MPUHIUITBL 3aLUThHI
MH(POPMAIIMOHHBIX CUCTEM_

Ooubnuorpaduueckoil KyabTypbl C
NpUMEHEHHEM  WH(POPMALMOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTMH
U C YYETOM OCHOBHBIX TpeOOBaHUM
HH(pOpPMAITMOHHOM
6e3onacHoctu.Iloka3biBaeT
MOBEPXHOCTHOE 3HAHHWE METOOB
oOecrnieueHus 0e301macHOCTH
KOMIIBIOTEPHBIX CeTeH, MOJUTUKH
OesomacHocTH, cTaHaaptel Ub.
MIPUHIUIIBL 3aLUTHI
MH(POPMAIIMOHHBIX CHCTEM

oubarorpaduuecKoil KyabTypsl ¢
npUMEHeHHEeM HH()OpPMaIMOHHO-
KOMMYHHKAIIHOHHBIX
TEXHOJIOTMM H  C
OCHOBHBIX
MH(OPMaLOHHON
0€30IacHOCTH. IToka3biBaeT
3HAHHE METOIOB OOEeCIIeUeHU
0€30IacHOCTH  KOMIBIOTEPHBIX
ceTell, MOIUTHKH O€30ITacHOCTH,
crangaprsl Wb,  mpuHOumne
3aIIATHI WH(POPMAIIMOHHBIX
CHUCTEM.

Y4ETOM
TpeOOBaHMIA

O6ubanorpaduueckoil KyIbTypsl C
IpUMEHEHHEM HH()OPMAIIMOHHO-

KOMMYHHUKAITHOHHBIX
TEXHOJOTMHM W € Yy4ETOM
OCHOBHBIX TpeOOBaHUI
MH(POPMAIIMOHHOM

0€30MacHOCTH. [TokazbiBaeT

IyOOKO€ 3HAaHWE U TOHUMaHHUE
OCHOB M METOJOB oObOecredeHus
0€30MacHOCTH  KOMIIBIOTEPHBIX
ceTel, MOJUTUKH O0e30MacHOCTH,
CTaHIAPTHI b. MPUHIHTIBI
3aILUTBI MH(POPMALMOHHBIX
CHUCTEM, KpunTorpaduueckue
METOABI 3aIIUTHl HH(POPMAIHH.
3HaeT APXUTEKTYpYy "
(byHKIIMOHUPOBAaHUE CUCTEM
ynpasnenus b B (MC).

YMETDH




CtyneHt  He pemarb
CTaHJapTHBIE 3a7auu
poeCCHOHATILHON JIeATEIIbHOCTH
Ha OCHOBE WH(MOPMAIIMOHHOW U
oubnuorpadguueckoil KyJabTyphl C
IpUMEHEHHEM  HMH(OpPMaIOHHO-
KOMMYHHUKAIIHOHHBIX ~ TEXHOJIOTUH
U C y4eTOM OCHOBHBIX TPeOOBaHUI
HH(pOPMAITMOHHOM

6e3onacuoctu.He yMeeT
MIPOBOJIUTh aHAIM3 3aAIIUIICHHOCTH
NC, oOnapyxkeHue arak,3amury
YIQJICHHOTO JOCTyIa, 3allUuTy OT
BHPYCOB U CIIaMa.

ymeeT

CTy,I[eHT HUCIIBITBIBACT
3aTPYAHCHUAIIPU peIICHUHN
CTaHAAPTHBIX 3aJa4

npodeccnoHAbHON AeSITeTbHOCTH
Ha OCHOBE WH(OPMALMOHHOW U
oubnuorpaduyeckoil KyJabTyphl €
NPUMEHEHUEM  HMH()OPMALOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHIl
U C YUYETOM OCHOBHBIX TpeOOBaHHI
MH(POPMAIIMOHHOMN 0€30MaCHOCTH.

Crynent UCTIBITHIBACT
3aTPYAHCHUA npu IIPOBEACHNU
aHanusza  3ammienHoctu  UC,
0OHapy>XCHUHU aTak,3aIuTe

YIQJIEHHOTO JOCTYyMNa, 3alluTe OT
BHUPYCOB U ClIamMa

CryneHnt yMeeT
CaMOCTOSITEIbHOPEIIATh
CTaHJApTHBIC 3a7a9u
podecCHoHATBLHOM
JeSITeTTbHOCTH Ha OCHOBE
nH(OPMAITMOHHON u

OoubmorpaduIeckoi KyJIbTyphl C
MPUMEHEHHEM WH(POPMAIIMOHHO-

KOMMYHHUKAIIMOHHBIX
TEXHOJOTMM W C  Y4EeTOM
OCHOBHBIX TpeOoBaHMI
MH(OpMaLOHHON

6e3omacHOCTU.CTYAEHT  MOXET
MIPOBOJIUTH aHamu3
3alUIIEHHOCTH HcC,

0oOHapy)XeHHE aTak, 3alIuTy OT
BHPYCOB U CllaMa.

CryneHnt yMeeT peuarthb
CTaHJapTHbHIC 3aa4n
npodeccnoHanbHOM

NEeSATEIbHOCTH Ha OCHOBE
nH(OPMALIMOHHON u

oubnmorpaduyeckoit KyabTyphl C
HpUMEHEHHEM HH()OPMAIOHHO-

KOMMYHHUKAI[HOHHBIX
TEXHOJIOTHH W C  y4eTOM
OCHOBHBIX TpeOoBaHUI
HH(pOpMaAITMOHHOM

0€30MacHOCTH. Ymeer
IPOBOJTUTH aHau3
3alUIICHHOCTU UcC,
OoOHapyKeHHE aTaK,3aluTy

YIAJEHHOTO JI0CTYyIMa, 3aIIUTy OT
BHUPYCOB U CIIaMa.

BJAJAETDH

CtyneHT He BiaJeeT HaBBIKAMH
MOJITOTOBKH 0030pOB, aHHOTAIWH,
cocTaBlieHUs pedepaToB, HayUHBIX
JIOKJIAJIOB, myOJuKaIui, u
oubnuorpaduu o Hay4HO-
UCCIIEIOBATENbCKOM  pabore ¢
y4ETOM TpeGoBaHUI
MH(OPMALIMOHHON OE€30MaCHOCTH.

CrtyneHT He BIajJeeT HaBbIKaMH
oOecnieuenne Oe3zomacHoctu OC,
yIIpaBIE€HUS b B
nHpopmannonusix cucremax (MC).
He Bnaneer 3HaHusAMu 00 ayaute u
MouuTopunre 6e3omacaoctu (MC).
HaBbIKaMU yIpaBIeHUS

CTyneHT  4YacTHMYHO  BJIaJeeT
HaBBIKAMHU TOJATOTOBKH 0030pOB,
aHHOTAIINH, COCTaBIICHHSI
pedepaToB, HaAy4YHBIX JOKJIAJIOB,
nyosiukanui, 1 oubauorpaduun no
HAYYHO-UCCIEN0BATEIbCKON
pabote ¢ yderoM TpeOOBaHHMIA
nH(}OpMaLMOHHON
6e3omacHocTH.CTYAEHT  BiaJeeT
OCHOBHBIMH HaBBIKAMHU
obecnieuenne OGezomnacHoctu OC,
YIIpaBICHUSA b B
WH(POPMAIIMOHHBIX cucTemMax
(UC). Bnameer 3HaHusMH 00
ayJuTe u MOHHUTOPHUHTE

Crynent B Oousbliell CTeNeHH
BJIaJIC€T HAaBBIKAMHU IIOATOTOBKH
0030poB, aHHOTAIWH,
COCTaBJICHUS pedeparos,
Hay4HBIX JIOKJIaJ10B,
nyonukanuii, u Oubauorpadun
[0 HAy4YHO-MCCIEI0BATENbCKON
pabote ¢ yderoM TpeOOBaHMI
MH(POPMALMOHHOM
0€301acHOCTH.

CtyneHT BiajgeeT  3HAHUSAMHU
BCEr0 H3Y4YEHHOI0 MaTepuaia,
BJIaJIeeT HaBbIKaMH OOecledeHne
6e3omacHoctu OC, ympaBieHus
Nb B MH(OPMAIIMOHHBIX

CTyneHT BlaJeeT HaBBIKAMU
MOATOTOBKU 0030pOB,
AHHOTAIINH, COCTaBJICHUS
pedepaToB, Hay4HBIX JOKJIAJIOB,
nyonukanui, u Oubnuorpadun
[0 HAyYHO-HCCJIEI0BATEIbCKOMN
pabote ¢ yderom TpebOBaHUMI
MH(OPMaLIMOHHON
0€30MacHOCTH.

CryaeHT BlageeT HaBbIKaMU
obecnieuenue 6e3omacHoctu OC,
YIIPaBICHUSA Nb B
UH(POPMAIIMOHHBIX crcTeMax
(UC).Bnageer 3HaHuAMH 00
ayJuTe u MOHHUTOPHHIE




oesomacHoctei0 MC, BbISBIEHUS
CETeBBIX AaTaK IIyTeM aHaJnu3a
Tpaduka., ayanTa
MHPOPMAIIMOHHON  0€301MacHOCTH
KOMITBIOTEPHBIX CUCTEM

oe3onacuoctu (MC).

cucTeMax (AC). (AC).
Hagsikamu yIIpaBICHUS
0e3onacHocTei0 MC, BBIIBIEHHUSA
CETEeBbIX aTak IMyTeM aHajiu3a
Tpaduka. HcnpiThIBaeT
3aTPYAHEHUS] TPU TPOBEJICHUU
ayauTa nH(OPMALIMOHHON
0€30macHOCTH  KOMIBIOTEPHBIX
CUCTEM

6e3onacHoctu (MC). HaBwikamu
ynpasienus 6ezomnacHoctsio NC,
BBISIBIICHUS CETEBBIX aTaK IyTeM

aHaIn3a Tpaduka.,
aynuTanH()OpPMaIMOHHOI
0€30MacHOCTH  KOMITBIOTEPHBIX
CHCTEM

KomMmrieTeHus i ee 4acTh He
chopmupoBaHa

KomrmiereHus uiu ee 4yacthb
chopmupoBaHa Ha 6a30BOM
ypOBHE

Komnerenuus wiu ee 4acthb
chopMUpOBaHa HA CPEIHEM
YpOBHE

Komnerenuus wim ee yacth
chopMupoOBaHa Ha BBICOKOM
YpOBHE




8. OBPA3OBATEJIBHBIE TEXHOJIOI'MHN

8.1. aTepakTHBHBIE 00pa30BaTeIbHbIC TEXHOIOTUH, UCTIOIb3yEeMbIE B Ay AUTOPHBIX

3aHATUAX U CAMOCTOSATEIBLHON paboTe 00yUarOIIMXCsS — HE TPEAYCMOTPEHBI.

9. OHEHOYHBIE CPEJACTBA JJIs1 TEKYIIEI'O KOHTPOJISI YCIIEBAEMOCTH

U IIPOMEXYTOUYHOM ATTECTAIIAA

9.1.0pranu3anusi BXOJHOI0, TEKYLIEro ¥ MPOMeKYTOYHOT0 KOHTPOJIS 00y4eHMsI
BxonHoe TecTupoBaHuEe — HE MPESyCMOTPEHO.
Texyiuit KOHTPOJIb — YCTHBIN OMPOC, 3aIUTA 110 MPAKTUYECKUM padoTaMm.
[IpomexxyTouHas arTecTaius — 3a4eT, SK3aMeH.

9.2. TemaTuka pedepaToB, IPOEKTOB, TBOPUECKUX 3aJaHNH, Icce U T.IL.
He npenycmotpeHo.

9.3. KypcoBas padora
He npenycmotpeHo.

9.4. Bonpocsl k 3aueTty

1. OcCHOBHBIE OHATHS 3aLUTHI MHGOpMaIMK U MHPOPMAITMOHHON 6€3011aCHOCTH

2. Ananm3 yrpo3 HHPOPMALUOHHON OE301TaCHOCTH

3. [IpoGnembr 6e3omacuoctu [P-cereit

4. YTpo3bl H YSI3BUMOCTH NMPOBOAHBIX KOPIOPATHBHBIX CETEH

S. VYTrpo3sl 1 ysI3BUMOCTH OECIPOBOHBIX CeTel

6. Cnoco6s1 obecrieuennst THGOPMAITMOHHONW O€30MTaCHOCTH

7. OCHOBHBIE TIOHATHS MOJIUTHKU 0€3011aCHOCTH

8. CtpykTypa TONHTHKMA O€30MacCHOCTH OpraHM3alud. ba3oBas MOIUTHKA
6e3onmacHocTy. Crenuaau3upoBaHHble MOJUTUKH Oe3onmacHocTH. [Iponenypsl 6e30nacHOCTH

9. Ponw ctangapToB nHpopmamoHHoOM 0€30MacHOCTH

10.  Cranpaptsl ISO/IEC 17799:2002 (BS 7799:2000)

11. Crannapt BSI

12. Mexaynaponusiii crangapt ISO 15408 «OOmme kputepun O0€30MacCHOCTH
WH(POPMALMOHHBIX TEXHOJIOTHI

13.  Cranpaptsl 1y 6eclipOBO/IHBIX ceTeit

14.  Cranpaptsl uHGOpMaMoHHOM Oe3omacHocTH B IHTEpHETE

15.  OrteuecTBeHHBIE CTaHAAPTHI O€30MACHOCTH MH(POPMALIMOHHBIX TEXHOIOT U

16.  OcHOBHBIE OHATHS KPUITOTPAPUUECKON 3aTUTH HH(POPMAITHA

17.  CummeTpHuHBIE KPUIITOCUCTEMBI IIU(PPOBAHUS

18.  AcuMMeTpuYHBIE KPUIITOCHCTEMBI U(POBAHUS

19.  KomOuHHMpOBaHHasi KpUIITOCUCTEMA N (POBAHUS

20.  DnexTpoHHas MEQPOBAs MOMMUCH U QYHKINS XIIMIUPOBAHUS

21.  VYnpaBieHue KpUIITOKIIOYaMHU

22.  Knaccudukanust Kpuntorpaduaeckux aJropuTMOB

23.  CuMMeTpuYHBbIE aIrOpUTMBI IK(ppoBaHUS. biouHble anropuT™Mbl MHUGPOBAHUSL
JTAHHBIX

24.  AcuMMeTpUYHBIE KPUIITOAITOPUTMBI. AJNropuT™ mmudpoBanus RSA.Aaropurmsl
nudpoBoi moanucH

25.  Ayrenrudukanus, aBTOpHM3alUig U aIMUHUCTPHPOBaHUE  JCUCTBUI
I10JIb30BaTENeH

26.  Meroabl ayTeHTUHUKAIMH, UcTIoNb3YIomuenapoau u PIN-kost

27.  Crporas ayTeHTH(UKAIHISL



28.  buomerpuueckas ayTeHTHU(HUKAIMS [TOJIb30BaTEIA

29.  ¥Yrpo3ssl 6e3omacHoctu OC

30.  Tlonusarue 3amumenHoit OC

31. OcHoBHbIE GYHKIIMH MTOACUCTEMBI 3amuThl OC

32.  HWpentuduxanus, ayreHTU(HUKALUSI 1 aBTOPU3ALHS CyOBEKTOB 10CTYIa
33.  Pasrpanmuenue noctymna k oobexkram OC

34.  Aynur 6e3onacHoctu B OC.

9.5. Bonpochl Kk 3K3aMeHy

1. OcHOBHBIE TOHATHSA 3aIIUTHI HH(GOPMALUK U HHPOPMALIMOHHOM 0€3011acCHOCTH

2. Ananu3 yrpo3 HHPOPMALMOHHOM O€30M1aCHOCTH

3. AHanm3 yrpo3 ceTeBoi 0€3011acHOCTH.

4. Crioco0s1 o6ecrieueHusi HHPOPMAITMOHHON 0€301aCHOCTH

5. OcHOBHBIE IOHATHS MTOJIMTUKU OE30MACHOCTH.

6. CrpykTypa noauTuku 0e3onacHoctu opranuzanuu. [Iponeaypsr 6e3omacHocTH

7. Pa3paboTka nmonuTrKy 6€301MacHOCTH.

8. Crangaptel HHPOPMAIIMOHHOW 0€301aCHOCTH

9. OcHoBHBIE OHATHSA KpUNTOrpaQruecKoi 3auThl HHPOPMAIIH

10.  CummeTpHuYHBIC KPHIITOCUCTEMBI IU(PPOBAHHS

11.  AcMMMeETpUYHBIC KPUITOCUCTEMBI TG POBAHUS

12. KomOuHHMpOBaHHasi KPUIITOCUCTEMA MN(POBAHUS

13.  DmnextponHas uudpoBas NOATUCH U PYHKLUS XIIIUPOBAHUS

14.  VmopaBineHue KpUNTOKIIOYAMU

15.  Ayrentuduxanus, aBTOpHU3ALIUA u aJIMUHHUCTPUPOBAHHE necTBuit
II0JIB30BaTENEN

16.  Bbezomacnocts KUC.

17. be3onacHoCTh 001aUHBIX BBIYHUCIICHUH.

18.  Oobecneuenue 6e3omnacHocti OC.

19.  DyHKIUU MEXKCETEBBIX IKPAaHOB

20.  OcobeHHOCTH (H)YHKIIMOHUPOBAHUS

21.  Cxewmsl ceTeBOM 3amuThl HA 6a3ze MD

22. KoHuenuus noctpoeHus: BUPTYalbHBIX 3alIMIIEHHBIX ceTeil VPN

23.  VVPN-pemeHus uist MOCTPOSHUS 3aIIUIIEHHBIX CETEH

24.  Tlpotokomsl (hopMUPOBAHHUS 3AIIUIIICHHBIXKAHAIOB HA KaHAJILHOM YPOBHE

25.  IIpotokonsl popMHUpOBaHUS 3AIMUIIEHHBIXKAHAJIOB HA CEAHCOBOM YPOBHE

26.  3ammra 6€CIIpOBOJIHBIX CETEi

27.  Apxurekrypa cpeactB Oe3omacHoctd [PSec. 3ammra mepemaBaeMbIX AaHHBIX C

nomotnbstonporokosaoB AH u ESP

28.  Tlpotokon ynpasienus kpuntokiatodamu [KE

29.  OcHoBuble cxembl npumenenust [PSec. IIpeumyiiectBa cpeactB 6e30MaCHOCTH
IPSec

30.  VYmnpasnenue uneHTH(UKaUEH U JOCTYIOM

31. Opranuzanus  3allMIIEHHOTO0  YAAJIEHHOTO  jJocTyna. LleHTpann3oBaHHBIN
KOHTPOJIbYAAJIEHHOTO JOCTyIa

32. VYrpaieHue JOCTYIIOM IO CXeMe OJHOKPATHOTOBXOJa C aBTopm3ainuen Single
Sign-On (SSO)

33.  IIporokon Kerberos

34. WNudpactpykTypa yrpasieHus: OTKpbIThiMUKIIOUaMu PKI

35. TexHomornsa aHann3a 3alUuIIEeHHOCTH

36.  TexHomoruu oOHapy>KEHUS aTak

37.  KommbroTepHbIC BUPYCHI M POOJIEMBl aHTUBUPYCHOM 3aIIIUTHI.

38.  KoHuemnmus afanTUBHOTO yIpaBieHUs] 0€30MaCHOCTHIO



9.6. KoHTPOJIbL 0CBOEHUSI KOMIIETEH NI

Bua xonTpoJs

KonTposmpyembie TeMbI

KOMHETeHHHI/I, KOMITIOHCHTBI

(pa3neJibl) KOTOPBIX KOHTPOJIUPYIOTCSH
Yemmuwiii onpoc 1,2,3,45 OIlIK-4
Omuem no npaxmuyeckou 2,345 OIlIK-4

pabome




JUCT PETUCTPALIUU U3MEHEHUI

n/a

Howmep u nara nmporokona
3acefanus Kapeapsl

[IepeueHb N3MEHEHHBIX
IYHKTOB

IToamuce
3aBeJyIOIIEeTO
kadenpoit




