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PabGouass mporpamma cocTaBieHa Ha OCHOBaHUM (elepaIbHOTO TIOCYJapCTBEHHOTO
0o0pa30BaTeNbHOrO CTaHAapTa BBICIIErO0 OOpa3oBaHMA MO HampasieHuto moarotosku 01.03.02
«[Ipuxnannas maremMatuka U wHpopMaTHKa (YpOBEHb OakajlaBpuara)», YTBEPKICHHOTO MPHUKA30M
MunucrepctBa oOpa3oBanusi U Hayku Poccuiickoit @enepammum Ne 9 ot 10 suBaps 2018 T.
3apeructpupoBano B Munrocte Poccuu 06 depanst 2018 r. Ne49937.

CocraButenu padoueit mporpammel: MI TV, noneHT kadeapsl MHOOPMATMOHHBIX TEXHOJIOTUHN H
IPUKIIAJHON MaTeMaTUKU

MECTO paGOTbl, 3aHUMacMas JOJLKHOCTh
H

<—H ) BenornazoB A.A  «30» aBrycra 2020 r.
DIL0.

MOIUCE Jata

Penenzent: MITDY., npodeccop kadeapbl HMHOOPMANMOHHBIX TEXHOJOTHU M IPUKIAAHOU
MATEMATUKHU

MECTO paGOTBI, 3aHUMacMas TOJDKHOCTh

(:7/5: gg‘ﬂ/ Uctomuna T.B. «30» aBrycra 2020 r.
74 IO

MOINHCE AL Hara

PabGouast mporpamma yTBepXJeHa Ha 3aceqaHuu Kadenpbl MH(MOPMAMOHHBIX TEXHOJIOTHUH H
MIPUKJIaHON MaTeMaTUKU (mpotoxon Ne 2 ot «30» aBrycra 2020 1.)

3as. kapenpoit UTulld 7 Mutpodanos E.I1. «30» aBrycra 2020 r.

»4“_17 D .I1.0. Tlata
NOAIHUCH

COT'JTACOBAHO
HauanpHuk

y4eOHOro oTena /
«30» aBrycra 2020 r. 147 W.I".Imutpuena

JaTa " monnuck d.1.0.

COI''TACOBAHO
Hekan ¢akynprera [IMull
«30» aprycta 2020 1. == e A E.B. ITerpynuna

JaTa TIO/IITUCH ®.1.0.

COI''TACOBAHO
3aBenytomias OMOIUOTEKOM

«30» aBrycra 2020 r. gw” / B.A. AXTeIpCcKas

Jata TIO/INTUCH ®.1.0.




OPTAHU3AIIMOHHO-METOJUYECKHAI PA3JIE

1.1. ens u 3a1auu U3ydeHUs] y4eOHON AUCUIUTIIHHBI (MOIYIIS)
Heab0 w3ydeHWsT JOUCHUIUIMHBI  SBISAETCS  TOJITOTOBKAa CTYICHTOB K  OCBOEHHIO
OpPraHU3AIlMOHHBIX, TEXHUYECKUX, QJITOPUTMHYECKUX U JPYrUX METOJOB M CPEJICTB 3aIllUThI

KOMIIBIOTEpHOH WH(pOpPMALlMK, O3HAKOMIJIGHHE C 3aKOHOAATENIbCTBOM M CTaHAAapTaMd B ITOH
00JIacTH, C COBPEMEHHBIMU KPUITOCHCTEMaMHM, W3y4YE€HHE METO/0B MACHTU(UKALIUHN T0Ih30BATENECH,
O00prOBI C BUpYyCaMHU, HU3Y4YE€HHE CIIOCOOOB NPHUMEHEHHsS] METOJOB 3aIlUThl MH(GOPMALUU TpU
MIPOEKTUPOBAHUHN aBTOMATU3MPOBAHHBIX cHUcTeM 00paboTku mHbopManuu u ynpasienus (ACONY).

3amaun:

e OIllpe/esieHHEe MecTa AMCHMIUIMHBI B MPEAMETHOM OJIOKE, €€ B3aUMOCBSI3U C APYTUMU
JUCHUILUIMHAMY y4eOHOT0 IUIaHa CIEUATbHOCTH;

e packpbiTHE cHenu(UKH 3allUThl KOMIIBPIOTEPHBIX CeTed KaKk OO0beKTa Hay4dHOTO
HCCIIEA0BAHUS;

e OIpejesiecHue OCHOBHBIX 3TaloB M 0a30BbIX KOHIENTYaIbHBIX IOAXOJOB K CO3JAaHHIO
CUCTEM 3allUTHl KOMIIBIOTEPHBIX CETEH B paMKaxX HCTOPUYECKOIO pa3BUTUA OTCUYECTBECHHOW H
3apy0eXHOI HAYKH,

e 3HAKOMCTBO CO CII0COOaMU U OCOOEHHOCTSAMHU CO3JaHUSI CUCTEM 3aILUThl KOMIIBIOTEPHBIX
CeTEeH Ha PA3IMYHBIX YPOBHAX B3aMMOJEHUCTBUS C OKPYKEHUEM;

e TIPUOOpPETEHHUE CTYACHTaMU HABHIKOB aHAIUTHYECKOTO U AMIUPUUYECKOTO MCCIEI0BAHUS
CUCTEM KOMITBIOTEPHOM 3aILUTHI CETEM;

e BBIPA0OTKA IEIIOCTHOTO MPEICTABICHHS O PA3JIMUHBIX aCMIEKTaX CTPOCHUS U
(GYHKIIMOHUPOBAHMS CHCTEM KOMIBIOTEPHOM 3aIIUTHI CETEH Ha BCEX €€ YPOBHSX;

e POCT HAaBBIKOB B C(epe CO3JaHHUS CHUCTEM KOMIBIOTEPHOHN 3alllUTHI CETEH U YMEHUSA
MPUMEHSATH MOJYYEHHBIE 3HAHUS Ha IIPAKTHKE.

1.2. TpebGoBanus K pe3yibTaTaM OCBOCHUS JIUCIUILTIHBI
H3yuenue OanHOll  OucyunIuHBl  HANPAGIEHO HA  (opmuposanue  caedyrOUUX
KOoMnemeHuuii:
Koxa n H conep:xanue Ilnanupyemble pe3yJbTaThl 00yYeHHs 110 JUCHHUIIJIHHE
KOMIIeTeHIIUH (Moay.110), XapakTepusyuye 3Tanbl POPMHUPOBAHUS
KOMIIeTEHIHI
OIIK-4. Cnocoben pemarts | OIIK-4.1. 3Haer mnpUHUMIBI, METOABI U CPEIACTBA pEIICHUS
3aJjauu npoeCCHOHATBLHOMN | CTaHJAPTHBIX 3a/1a4 MPO(eCcCHOHANBHOM eATebHOCTH Ha OCHOBE
NEeATEIbHOCTH c | uHpopMaMOHHOM ©  OumOnmorpapuyeckod  KyJabTypel  C
UCMOJIb30BaHUEM MPUMEHEHHEM HH(POPMAllMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH
CYLIECTBYIOIIUX U C Yy4Y4eTOM OCHOBHBIX TpeOoBaHUM  MH(POPMALMOHHOMN
MH(pOPMaIMOHHO- 0€30I1aCHOCTH.
KOMMYHHUKAITHOHHBIX OIIK-4.2. YMeer pemiaTh CTaHIapTHBIE 33/1a4M TPO(HeCCHOHATbHON
TEXHOJOTMM M C  Y4YETOM | JIeSITENbHOCTH Ha OCHOBE HH(pOpMaAITMOHHOM u
OCHOBHBIX TpeboBaHui | GHOIHMOrpaduecKoil KyIbTyphl C IPUMEHEHHEM HH(POPMAUMOHHO-
MH(OPMALMOHHOM KOMMYHHMKAIIMOHHBIX ~TEXHOJOTUH M € Y4YEeTOM OCHOBHBIX
0€30MacHOCTH TpeboBaHuil MH(OPMAIIMOHHOH 0€30MacCHOCTH.
OIIK-4.3. Bnageer HaBbIKaMM IMOJATOTOBKH 0030pOB, aHHOTAIMH,
cocTaBieHUsl pedepaToB, HAy4YHBIX JIOKJIAI0B, NyONMKanui, u
o6ubnuorpaduu Mo Hay4HO-MCCIIEOBATENIBLCKON paboTe ¢ ydeTom
TpeboBaHMi HHGOPMAITMOHHONW O€30MTaCHOCTH.
1.3. Mecro aucuumuimHbl (MOIYyJsl) B CTPYKType OOpa3oBaTeNbHOW MPOTrpPaMMbI

Hanpasienus noarorokn01.03.02 [Mpuknaanas marematuka u HHGOpMaTuKa (6akaiaBpHar)

VYuebnas mgucrunauHa «MHbOpMarmonHas 0€30MacHOCTB» OTHOCUTCS K
omoka bl. M3yuenue yuebHoit aucuumauabl «HpopManmonHas 0€30MacHOCTHY

OCHOBHOW YacTH
6azupyercst Ha

SHAaHUAX, YMCHHAX MW HaBBIKAX, IMOJTYYCHHBIX O6yanOIHHMHC${ IIpru HU3YUYCHUH MNPCAIICCTBYIOIINUX




KypcOB: «BblUnCIUTENbHBIE CHUCTEMBI, CETH M TEIEKOMMYHHUKAIMNY, «J{MCKpeTHas MmaTreMaThKay,
«OcHoBbl uHpOpMaTUKW». M3yuenue yueOHON aucuuiuinHbl «MHpOpManmonHas 0e30macHOCTbY»

HE00X0INMO

TS

OCBOCHU

TaKHuX JUCHHUIIINH, KakKk

«AIMHMHHUCTpUpPOBaHHE B MH(POPMAIMOHHBIX crcTeMaxy, «Kpunrtorpapusy.

2. CTPYKTYPA U COAEP) KAHUE JUCIHUIIJIMHbI
2.1.00beM AUCIUIUIMHBI U BUJIBI Y4E€OHOM paOOTHI B COOTBETCTBHH C (JOpMaMH 00yUCHUS

O0BbeM TUCIUTLINHEI

«OnepaluoHHbIE

CUCTEMBI»,

«MHpopmanrionHass 6€30MacHOCThY» COCTABJISCT / 3a4ETHBIX €IUHUIL/

252 yacos:

Bun yueGHOMI paboThI Bcero, Ounas ¢popma
H1acoB | Kypc, wacos
Ounas 2 kypc | 2 Kypc
dhopma 3cem. | 4cem.

AymuTopHas paboTa 00yJaroumxcs ¢ MpernoaaBareseM (1o BUuaam 64 32 32

y4eOHBIX 3aHSTHIA), BCErO B TOM YHUCIIE:

Jlexuun 24 12 12

[TpakTHueckue 3aHATUS 38 18 20

JlabopaTopHbIe 3aHATHUS

CamocTosTenpHas padoTa 00yJaronuxcs 80 40 40

[TpomexyrouHas arrectanus (MOATOTOBKA U C/1a4ya), BCEro:

KonTposabHas pabora

KypcoBas pabora

3auer 2 2

DK3aMeH 36

Htoro: OO0miast Tpy10eMKOCTh Y4€OHOM TUCITUILINHBI 180/5 72/2 108/3

2.2.  CopaeprkaHue TUCIUIUIHHEI IO TeMaM (pa3zeiiam)

Ne HaumenoBanue Conepxanue pasaena dopma TeKyl1ero

paszena pazzena, Tema KOHTPOJISI

1. Bsenenue B | OcHOBHBIE TOHATUS. AHanmu3 yrpos. [IpoGiemsl YceTHbIl o1poc
MH(OPMALIOHHYIO 0€30MacHOCTH KOMIIbIOTEepHBIX ceTeil. [lonmTuka
6e3onacHocTs (Mb) | 6e3omacHOCTH. OcHoBHbIE COCTaBJIAIOLINE

MoJIMTUKK Oe3omacHocTH. HopMaTuBHO-paBoBOE
obecnieuenne Mb. Cranpapter Ub. [Ipunuumnsi
3amuThl HHGopMannoHHbIx cucreM (MC).

2. TexHomornu [puHnuns! kpunTo3amuTel. Kpunrorpapuueckue VYerHbll ompoc,

3alUThl JAHHBIX anroput™Mbl. CUMMETPUYHbIE U aCUMMETPUYHbBIE OTYET 1O
CHUCTEMBI mMdpoBaHus. Texnonornn IIPAKTUYECKOU
ayTeHTU(UKALINU. buomerpuueckas pabote
ayTeHTU(UKaLusl.

3. TexHonoruu Obecnieuenne  0€30MaCHOCTH  ONEPaLMOHHBIX YcTHBIi onpoc,
3alUThI cucteM (OC). MexceTeBble SKpaHbl. 3aluTa B OTYET MO
BBIUNCIUTEIbHBIX BUpTyanbHbIX ceTsax VPN. 3ammra Ha ypoBHSX IIPAKTUYECKOU
CUCTEM moenu OSI. pabote

4. TexHonoruu Ananmu3 3amumeHHocTd. OOHapyXeHue arak. YcTHbIi onpoc,
0oOHapyXKeHUS [IporpammubIie CpeacTBa 0oOHapyKeHUS OTYET 1O
BTOPKEHUN BTOpP’KEHHUE. 3amuTa YJAJIEHHOTO JIOCTYIA. IIPAKTUYECKOMN

3amura OT BUPYCOB U CIlama. pabote

5. VYipasieHue 3agaun ynpasienus Mb B uHpOpManMOHHBIX YerHbIl O1poc,
0€30MacHOCThIO cucTeMax HC). ApXUTEKTypa u OTYET 110

¢yHKIMOHMpOBaHUE cucTeM ynpasieHus Wb B IIPAKTUYECKON
(UC). Aynut u mouuropunr 6e3onacuoctu (HC). pabote




\ \ 00630p cucTeM yrpaBiaeHUs 0€301TaCHOCTHIO.

2.3. Pa3gensl TUCIUILINE U BUIBI 3aHITUH

Ne HaumenoBanue Tembl Jlexumon | IIpaktu | Camocto | Beero | ®dopmbl Tekyiiero
n/m JUCIUTIAHBI HBIE YecKue | ATeJbHas | 4acoB KOHTPOJIS
3aHATHS | 3aHATHS | paboTa yCIIEBAEMOCTHU

1. Beenenue B b 4 20 24 YcTHbIl orpoc
OcHOBHbIE TOHATHUS. AHAIINU3
yrpo3. [Ipobaemsl 6e30macHOCTH
KOMIIBIOTEPHBIX CETEH.

2. | TexHONOTHY 3aIIUTHI TAHHBIX. 8 18 20 46 VYcTHbIl ompoc,
[TpyHIMITBI KPUTITO3ALTUTHI. OTYeT 1O
Kpunrorpaduueckue anropuTmsl. IIPAKTUYECKON

pabote
3auer 2 2
Hroro: 12 20 40 72

3. | TexHomoruu 3amuThI 4 6 10 20 VYcTHbIl ompoc,

BBIYHUCITUTENIbHBIX CUCTEM. OTYeT 1O
MIPAKTUYECKON
pabote

4. | Texnonoruu oOHapyKeHUs 4 8 14 26 VYcrHblii omnpoc,
BTOp)KEHUH. AHATTU3 OTYeT 1O
3alIUIEHHOCTH. IIPAKTHYECKON

pabote

5. | Ynopasnenue 6e30MacHOCTHIO. 4 6 16 16 YcrHBI# ompoc,
3anauu ynpasinenus 1b B OTYET 110
MH()OPMAIIMOHHBIX CHCTEMaX MIPAKTHYECKOMN
(1C). pabote

JK3aMeH 36
Hroro: 12 20 40 108
Bcero: 24 40 80 180
2.4.  TInaHpl TEOPETHUECKUX (JIEKITMOHHBIX ) 3aHSATHH
. Kon-Bo yacos B
No HaumeHoBaHue TeM JIeKIHiA
5,6 cemecTpax
3 cemecTp
PA3JIEJI 1. Beenenue B b
1. OcHoBHble  TOHATHUS.  AHanu3  yrpo3. [lpoOnemsl  Ge3omacHOCTH 4
KOMIbIOTepHBIX ceTeil. [lomuTrka 6e3omacHOCTH. OCHOBHBIE COCTaBISIONINE
noauTuku  Oe3omacHoctd.  HopmaruBHo-mpaBoBoe — obOecneuenune  Ub.
Cranpaptel Ub. [punnmne! 3amuTs! nHGopMarmonHbix cucteM (MC).
PA3JIEJI 2. TexHomoruu 3aniuThl JaHHBIX
1. [TpuHIMTIBI KPHUIITO3AIIUTHI. Kpunrorpaduueckue QITOPUTMBIL. 8
Kpunroananus. CUMMETpUYHbIE U AaCHMMETPUYHBIE CHCTEMBbI IMU(pOBaHMUS.
TexHONMOrMH HNEKTPOHHO-IUPPOBOM moANUCH. DYHKIMH XIIIUPOBAHUS.
Texnomorun ayreHTHUKAIMK. buoMeTpudeckas ayTeHTH(hUKAITHSI.
4 cemecTp
PA3/IEJI 3. TexHONIOTWH 3alIUTHl BEIYUCIUTEIBHBIX CHCTEM
1. Obecnieuenne Oe3zonacHocTH onepanuoHHbBIX cucteM (OC). MexceTeBbie 4
skpanbl.  HopmaruBHo-mpaBoBoe  obOecmeuenue.  Ceprudukanus wu
cTaHaapTu3anus. 3amuTa B BUpTyanbHbIX ceTsax VPN. 3ammra Ha ypoBHSX
monenu OSlI.
PA3JIEJI 4. Texnonorun oOHapyXeHHsI BTOPKEHUHN
1. | Ananus 3ammmensoctd. OGHApYXeHHe aTak. 3alUTa yIaIeHHOTo JOCTYIa. | 4




| 3ammTa OT BHpYCOB M craMa. \

PA3JIEJI 5. YnpaBnenue 6e30macHOCTBIO

1. 3anaun ynpasnenus Ub B unpopmarmonnsix cucremax (MC). Apxurexrypa u 4
¢byHkmonupoBanue cucreM ynpasieHuss Ub B (UC). Aynutr u MOHHTOPHHT
6e3onacHoctH (MC). O630p cucteM ynpasieHus 0€30MaCHOCTHIO.

2.5.  Ilnaspl npakTHYECKUX (CEMUHAPCKUX ) 3aHATUI
. Kon-Bo yacos B
Ne HaumeHnoBaHnue TeM NpakTUYECKUX 3aHATHM
5,6 cemecTpax
3 cemecTp
PA3JIEJI 2. TexHoJIOrMK 3aIIUThI JAHHBIX
1. | YcrpoiicTBo 1 npuHIMI pabOThl IIH(PPOBATHLHON MAITHHBI « JHUTMa. 18
Meroap! 3amMThl TEKCTOBOM HMH(GOPMAIMU U UX CTOHKOCTh. CHMMETpHUYHBIC
kpunrorpaduueckuii nporokonsl DES, 3DES, 'OCT. Cranaapt mudpoBanus
AESRijndael. T'eneparusi mpoCTBIX YHCET B aCCHMETPHUYHBIX aJrOpUTMax
mmdpoBanus. DIEeKTpOHHAS HU(PPOBAs MOAIHUCH.
N3yuenue nporpammel 3anuthl nHGopManuu PGP. Koppektupyromue Koibl.
4 cemecTp
PA3/IEJI 3. TexHOIOrHH 3alIUTHl BEIYUCIUTEIBHBIX CUCTEM
1. | Mexanusmsbr 3ammtel B OC MicrosoftWindows. 3axBaT v aHaau3 CETEBOrO 6
Tpaduka. Mexceresble 3kpanbl. Opranuzanus u 3anmrta VPN. Cauddepst.
PA3JIEJI 4. Texnonoruu oOHapyXeHHsI BTOPKEHUN
1. | BosiBieHue cereBhIX aTak myreM aHanu3a Tpaduka. CuctemMbl 0OHApYKEHUs 8
atak. TexHomorun  TEPMUHAIBHOTO  JOCTYMa.AyAUT  HMHPOPMAIIMOHHOM
0€30MMaCHOCTH KOMITBIOTEPHBIX crcTeM. CITy>KObI KaTaJoroB.
PA3JIEJI 5. YnpaBnenue 6€30MacHOCTBIO
1. ‘ Co3ganue u MouUKaIKs BUPTYAIbHON 3alIMIIEHHON ceTH ¢ moMotkio 110. | 6
2.6. Ilnanbl 1abopaTOpHBIX pabOT — HE MPETYCMOTPEHO.
2.7.  TlnaHbl cCaMOCTOSITETLHOW PaOOTHI 00YJAFOIIETOCs 10 TUCIUTUTHHE (MOTYITIO)
Ne HasBanne pa3nenos u tem Bunsr Tpyno- | @opmupyemsie |  Dopmsl
CaMOCTOSITENIbHON | €MKOCTh | KOMIIETEHIIMH | KOHTPOIsS
paboThHI

1. Beenenne B HMH(DOPMAIMOHHYIO Pabota ¢ 20 OIIK-4 YcrHbIl
6esomacHocts (MB). Ilonutuka HMCTOYHUKAMHU onpoc
0€30MacHOCTH. HopmatusHo-

MIPaBOBOE obecrieueHue Ub.
MexyHapoaHble  CTaHAApTHl B
cthepe Ub. CpaBHenue.

2. TexHOMOrNM 3alIUTEI JaHHBIX. CocraBiieHue 20 OIIK-4 VYcrHbII
CHUMMeTpHUYHEIC OTYETOB orpoc
KpUOTONPOTOKOJIbI. CpaBHEHHE.

3. TexHOoIOrnM 3aUThl Pabora ¢ 10 OIIK-4 YcrHbII
BBIYHCITUTENBHBIX CUCTEM. HUCTOYHUKAMU orpoc
MexceTeBble S5KpaHBbl.

Crannaptusanus u ceptuduxarms.

4. TexHonoruu oOHapy eHUs CocraBnenue 14 OIIK-4 YcTHbIl
BTOpKeHUI. CpeIcTBO aHaIH3a OTYETOB orpoc
cereBoro Tpaduka Wireshark.

CkaHMpPOBaHUE CETH.

5. VYrnpasnenue 6€30MacHOCTBIO. PaboTa c 16 OIlK-3 YcrHbIi

CpeacTBo aHallM3a CETEBOTO HUCTOYHUKAMU OTpoc




tpaduxa Wireshark. CocraBicHue
CkaHMpOBaHUE CETH. OTUYETOB
HacrpanBanue napamerpoB
0€30MaCHOCTH CETH C
ucnonp3oBanuem [10 Wireshark.

3. OCOBEHHOCTHU OBYYEHMS JIUL] C OB3 (IIOJIA)

OOydeHue ULl C OrpaHUYEHHBIMH BO3MOXKHOCTSIMM 37J0POBbS OCYLIECTBISIETCA C Y4YETOM
WH/IMBUYAIBHBIX TMCUXO(PHU3MUECKUX OCOOCHHOCTEH, a sl MHBAJIMIOB TAaKXE€ B COOTBETCTBUU C
WH/AMBUYaJIbHOM ITpOrpaMMoii peaOuinuTanuy HHBAJINIA.

Jns monydeHus: 0Oy4aroIUMKCS, MMEIOIMMH OTpaHUYEeHHbIE (U3NYECKHE BO3MOXKHOCTH,
KayeCTBEHHOI'0 00pa30BaHUsS JOJKHBI BBIMOJHATHCS CIEAYIOIINE BaXKHbIE YCJIOBUS: OOy4aroIuics
JOJDKEH HMETh BO3MOXKHOCTH OECHpENATCTBEHHO IOCEImaTh 00pa3oBaTeNbHOE YUPESKIACHHE U
HCIOJIb30BaTh B CBOEM 00YUYE€HUU TMCTAHLMOHHBIE 00pa30BaTEIbHbIE TEXHOIOIHH.

Jns oOydyeHuss W KOHTPOJA OOYyYarOIUXCS C HApYIICHUSAMU KOOPAWHALMU JBUKCHUH
IIPEYyCMOTPEHO IIPOBEACHUE TECTUPOBAHUS C UCIIOJIb30BAHUEM KOMITBIOTEPA.

Bo Bpems ayauTOpHBIX 3aHATHH 0053aTENBbHO HWCIHOJB30BAHUE CPEIACTB OOECTeUeHHs
HarJsIHOCTH y4eOHOro Marepuaia ¢ MOMOLIbI0 MYJIbTUMEIUIHHOTr0 IpoekTopa. CKOPOCTh U3JI0KEHUS
MaTepuala JI0JHKHA yYUTHIBAaTh OTPAaHUYCHHBIC (PU3NYECKHE BO3MOXKHOCTH CTYACHTOB.

4. YUYEBHO-METOJAYECKOE OBECHEYEHUE CAMOCTOSTEJIBHOM PABOTHI
OBYYAIOIIUXCA

Y4yeOHo-MeToqMUecKOoe U HHPOpPMALMOHHOEe o0ecrneyeHHe JUCUMILUIMHBI JJIsl
OPraHM3alMUd CaAMOCTOSITEJIbHOH PpadoThl CTYJAEHTOB (COIACPKUT TMEpeYeHb OCHOBHOM
JIUTEPaTyphl, JOMOJIHUTEIBHON JINTEPATYPhI, IPOrpaMMHOro odecnieueHust U UHTepHeT-pecypebl).

5. YYEBHO-METOJUYECKOE W MH®OPMAIMOHHOE OBECIIEYEHUS YYEBHOI
JUCHUIIJIMHBI (MOAYJISA)
5.1  IlepeyeHb OCHOBHO¥ JUTEPATYpPHI

1. WNudopmannonnas 6ezonacHocts : npaktu-kym / C. B. O3épckuii, 1. B. [Tonos, M. E.
Prruaro, H. 1. Ynenneesa. - Camapa : Camap-ckuil ropuanueckuii uHctutyt @CHUH Poc-cun, 2019. -
84 c. - ISBN 978-5-91612-276-3. - Teker DIIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1094244

2. bapanosa, E. K. Undopmanmronnas 6e3omac-HOCTh M 3aluTa UHGOpMauu : ydyeOHoe
no-cooue / E.K. bapanona, A.B. ba6am. — 4-e u3z., nepepad. u gon. — Mocksa : PUOP : UHOPA-
M, 2020. — 336 ¢. — (Bwicmiee 06-pa3zoBanue). — DOI: https://doi.org/10.29039/1761-6. - ISBN 978-
5-369-01761-6. - Tekcr : sanextponnbii. - URL: https://znanium.com/catalog/product/1189326

3. I'munckas, E. B. MHpopmanunonHas Oe3omac-HOCTh KOHCTpyKuui OBM u cucrem :
yue6-Hoe nocobue / E.B. I'nunckas, H.B. UnuBa-pun. — Mocksa : UHOPA-M, 2020. — 118 c. +
Jon. mMatepuansl [DneKTpoHHBIH pe-cypc]. — (Bbicmiee oOpasoBanue: bakanaspu-at). — DOI
10.12737/13571. - ISBN  978-5-16-010961-9. - Tekcr : onekrponHsii. - URL:
https://znanium.com/catalog/product/1178152

4, 3ammra napopmanuu : yueOHoe mocooue / A.Il. Kyxk, E.Il. XKyk, O.M. JlenemxuH,
AWM. TumomkuH. — 3-e¢ m3a1. — Mocksa : PUOP : UTHOPA-M, 2020. — 400 c. — (Beicmree 00-
pasoBanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anekTpoHHsbI. - URL: https://znanium.com/catalog/product/1210523

5.1 IlepeyeHb JONMOJTHHUTEJBLHOM JIUTEPATYPHI



https://znanium.com/catalog/product/1094244
https://znanium.com/catalog/product/1189326
https://znanium.com/catalog/product/1178152
https://znanium.com/catalog/product/1210523

1. Cysopoga, . M. MudopmanmonHast 6€301acHOCTb : ydeOHOe mocobue st By30B /
I'. M. CyBopoBa. — Mockaa : UznatensctBo FOpaiit, 2020. — 253 ¢. — (Bricmiee oOpa3oBanue). —
ISBN 978-5-534-13960-0. — Texct : anekrponnsiii // ObC HOpaiir [caiit]. — URL:
https://urait.ru/bcode/467370

2. Opranu3zalnoHHOE U MpaBoBoe o0ecreyeHne nHHOPMaMOHHON OE€30MaCHOCTH :
Y4eOHHK U IPAKTUKYM 1Sl By30B / o pegakuueit T. A. TTonskosoit, A. A. CtpenbsiioBa. — MockBa :
WznarensctBo HOpaiit, 2020. — 325 ¢. — (Bricmee o6pa3zoBanne). — ISBN 978-5-534-03600-8. —
Texcr : anexrponnsiii / OBC IOpaiit [caiir]. — URL.: https://urait.ru/bcode/469235

3. Kazapun, O. B. HagexxHocTb u 6€301acHOCTh MPOrpaMMHOI0 obecriedeHus : yueOHoe
noco6ue st By3oB / O. B. Kazapun, U. b. Hlyounckmii. — Mocksa : M3garensctBo FOpaiit, 2020. —
342 ¢. — (Bwicmee oopaszoBanue). — ISBN 978-5-534-05142-1. — Tekct : anexTpouusiii // 9bC
IOpaiir [caiiT]. — URL: https://urait.ru/bcode/473348
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5.2 DJIEKTPOHHBIE pecypchl

1. Dnexrponnas 6ubauoreka «3HaHUYyM»: https://znanium.com/
2. DnextponHas oubnmoreka «tOpaiit»: https://urait.ru/
3. Hayunas snexrponnas 6ubimoreka «Elibrary.ru»:https://www.elibrary.ru/defaultx.asp

6. MATEPHAJIbHO-TEXHUYECKOE OBECIIEYEHUE YYEFHOU JUCHUILIAHBI

MOAYJIs)
No HaumeHnoBanue 060pyA0BaHHBIX yU€OHBIX [lepeuenb 000pynOBaHUS M TEXHUYECKHX
n/n KaOMHETOB, JabopaTopuii CpeacTB 00yueHUs!
1 JleknmonHas ayutopus [lepcoHanbHbI KOMIIBIOTEP, MYJIbTUMETUNHBII
IIPOEKTOP
2 KomMmnbrotepHslii kacce [Tepconanbubie komnbioTeps! (IBMPC-
coBMecTUMBbIe) o1 ynpasiearnem OC
MicrosoftWindows, koMmbioTepHas CeTb,
noctyn B ceTb nTepHer. IHTepakTHBHAsA JOCKa




7.

OIIEHKA KOMIETEHIIUHI IO U3YYAEMOM JUCHUIJIMHE

Kpurepum ouenkn

«HE3AYTCHO»

«3aYTCHO»

3HATD

CtyneHT He 3HAeT MPUHLUIBL, METOIbl W CpPEACTBAa pPEUICHUs
CTaHJAPTHBIX 3a/1ad IpOo(EeCcCUOHAIBHONU JEATENbHOCTH Ha OCHOBE
MHPOPMAIMOHHON U OHOIMOTpaguuecKoil KyJIbTyphl C MPUMEHEHUEM
MH(POPMALIMOHHO-KOMMYHUKALIMOHHBIX ~ TEXHOJOTMH H € y4eToM
OCHOBHBIX TpeOoBaHUI WH(pOpMaNMOHHON Oe3omacHocTu. He 3Haer
ocHOBHble moHATUA Wb, aHamu3 yrpo3., mnpoOneMsl 06e3011aCHOCTH
KOMIBIOTEpHBIX ceTeid. [lonmntuka 6ezonacnoctu. Crangaptsl Ub. _

He 3naer mnpuHmmnel 3amuThl uHpopMmanmoHHbIX cuctem (MC),
KPUNTOTPaQUUECKUX METO/IBI 3aIUTHl HH(POPMAIIH.

CryneHT 3HaeT, METOJbl U CPENCTBA PEIIECHUS CTAaHAAPTHBIX 3a]ad
npoeCCHOHATIBHON JEATeNbHOCTH HAa OCHOBE MH(MOPMALMOHHOW U
oubnmorpaduyeckoil KylIbTypsl ¢ IPUMEHEHHEM WH(POPMAIMOHHO-
KOMMYHHUKAIIUOHHBIX ~ TE€XHOJOTMH M C y4e€TOM OCHOBHBIX
TpeOoBaHU HMHPOPMAIIMOHHON Oe30macHOCTH.3HACT OCHOBHEIC
nouatuss Wb, awamu3  yrpo3, npoOieMbl  G€30MacHOCTH
KoMIbloTepHbIX cerell. [lonutuka 6ezonacHoctu. Crannaptst Ub.
[Toka3biBaeT r1yOOKO€ 3HAHME W MOHMMAHUE MPUHIMIIOB 3alUThHI
uHpopmannonubix cucreM (MC), kpunrorpadu4eckux MeETOJI0B
3alMThl  MH(OpMaIuH, 3HaHUE CTaHJapTOB mudpoBaHus
AJIEKTPOHHAs HU(POBas MOAIHNCH,

YMETDH

CryzneHT He yMeeT pelaTh CTaHJApTHBIE 33Jaud Npo(ecCHOHAIbLHOU
NesITeNbHOCTH Ha OCHOBE MH(opManuoHHOW M Oubnmorpaduyeckoi
KyIbTypel C TIPUMEHEHHEM HWH(POPMAINOHHO-KOMMYHUKAITMOHHBIX
TEXHOJIOTUH W C Y4eTOM OCHOBHBIX TpeOOBaHMH HH(OPMAIIMOHHON
0€30I1aCHOCTH.

CTyneHT UCHBITBIBACT 3aTpyAHEHUs Npu aHaimuze yrpo3 Ub, mnonutuku
6e3onacuoctu UC.

CTyneHT He  yMEeTcaMOCTOSITEIbHO
6e3onacHoctu C

pa3pa6aTBIBaTB INOJINTUKY

CTyleHT ymeeT pemiarh CTaHAApTHBIC 3a1a4 MPOPECCHOHATBHON
JeSITeIbHOCTH Ha OCHOBE MH(POPMALMOHHON M Oubinorpaduyeckoit
KyJIbTYphl C TpPUMEHEHHEM HWH(POPMAINOHHO-KOMMYHUKAITMOHHBIX
TEXHOJIOTUI U C y4eTOM OCHOBHBIX TpeOOBaHUI MH(OPMaIMOHHOM
0€30I1aCHOCTH.

CryneHT  yMeeT  aHalIM3MpoBaTh  NpobieM  0e30MacHOCTH
KoMIbloTepHbIX cereld. [lonutuku 6e3onacHoctu. Ctannaptst Ub.
CTyneHT yMmMeeT CaMOCTOSITENIbHO —pa3palaTbiBaTh  IOJUTUKY
oe3onacuoctu UC,

BJIAJETD

CTyneHT He BIaJIeeT HABBIKAMH ITOJATOTOBKH 0030pOB, aHHOTAIWH,
COCTaBlieHHs] ~pedepaToB, HAYYHBIX JOKJIAQJOB, MNyOnIUKauud, W
oubmuorpaduu 1O HAyYHO-UCCIIEAOBATENLCKOW paboTe ¢ ydeTom
TpeGoBaHuit HHPOPMATMOHHON 6E€30MaCHOCTH.

CTyneHT HE BIQJEET HABBIKAMH  KOHIENTYaJIbHO-TOHATHHHBIM

CryneHT BiazieeT HaBBIKAMH IIOATOTOBKH 0030pOB, aHHOTAIIWH,
COCTaBJIEHUS pedepaToB, HAYYHBIX JOKJIAAOB, IyOJIHKAIMHA, H
oubmuorpadur MO HAYYHO-HUCCIEAOBATEIBCKOW paboTe C y4eToMm
TpeGoBaHui MH(YOPMAITMOHHON 6€30MaCHOCTH.

CTy,HeHT BJIaaccT KOHHGHTyaHBHO-HOHﬂTHﬁHBIM arraparoMm,




anmnapaToM, HAy4YHBIM SI3bIKOM U TEPMHUHOJOTHUEHKpUNTOrpapuuecKux
METOAOB 3aIlUThl TEKCTOBON HH(MOPMAIMUCTAHAAPTOB MIH(PPOBAHUA,

OUIIL

HAy4YHBIM $I3BIKOM M TEPMHUHOJOTHEHKPUNTOrpadUUECKUX METO/I0B

3alIMThl TEKCTOBOW HH(OpPMAIIIH.

CrannmaproB  muQpoBaHus,

OUIIL.CTtyneHT BiageeT 3HAHUSIMU BCErO0 M3YYEHHOrO MaTepuana,

BJIaJACCT HaBbIKaMH

Ne Kpurepum ouenkn
«HEY/A0BJICTBOPHUTEIbHO» | «YA0BJICTBOPUTEJIBHO» «X0pouio» «OTJIHMYHO»
3HATD

1 Crynenr He  3HaeTnpuHuMIbl, | CTyOJ€HT  yCBOWJI  IPHUHLMIBIL, | 3HaeT  OCHOBHbIeMeTonbl U | CTyAEHT 3HaeT, MeToAbl U
METOJbl M CpEeACTBAa PpEUICHMs | METOABI M CPEICTBA PEUICHMs | CPEACTBAa PEUICHMs CTAaHJAPTHBIX | CPEACTBA PEIICHUs CTaHIAPTHBIX
CTaHJAPTHBIX 3a/1a4 | CTaHJapPTHBIX 3a1a4 | 3a1a4 npodeccuoHanbHOM | 3a7a4 npodeccuoHaIbHON
poeCCHOHATIBHON JIeATENIbHOCTH | MPO(EeCCHOHAIBHON N1EATENBHOCTH | 1eSTEbHOCTH Ha OCHOBE | I€ATEIBHOCTH Ha OCHOBE
Ha OCHOBE WH(MOPMAIIMOHHOW U | HA OCHOBE HMH(POPMALMOHHOW U | HHPOPMAITMOHHON U | ”HQOPMALIMOHHON u

o6ubnarorpaduueckoil KymnbTyphl ¢
NpUMEHEHHEM  HH(OpPMaIOHHO-
KOMMYHUKAIIMOHHBIX ~TE€XHOJIOTUH
U C y4eTOM OCHOBHBIX TPEOOBaHMIi
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

OTCYyTCTBYIOT 3HAHUS u
MOHMMAaHUE OCHOB MW METOJOB
oOecrieueHns 0€e30I1aCHOCTH

KOMIIBIOTEPHBIX CETEeH, MOIUTUKU
6esomacHoct, cra"gaptel  Ub.
MPUHIUITBL 3aLUTHI
MH(POPMAIIMOHHBIX CUCTEM_

oubnuorpadguueckoil KyabTypbl C
NpUMEHEHHEM  WH(POPMALMOHHO-
KOMMYHHKAITMOHHBIX TEXHOJIOTUN
U C YYETOM OCHOBHBIX TpeOOBaHUM
HH(pOPMAITMOHHOM
6e3onacuoctu.llokaspiBaeT
MOBEPXHOCTHOE 3HAHHWE METOJIOB
o0ecrnieueHus 0e301macHOCTH
KOMITBIOTEPHBIX CETeH, MOJUTHUKU
6e3onacHoctH, crannaptel  UBb.
TIPUHIIMIIBI 3aIUTHI
MH(GOPMAIIMOHHBIX CHCTEM

oubarorpaduueckoil KyapTypsl ¢
npUMeHeHHEeM HH()OPMAIIMOHHO-
KOMMYHHUKAIIMOHHBIX
TEXHOJIOTMM M € Y4ETOM
OCHOBHBIX TpeGoBaHUI
MH(}OpMaLOHHON
0€301acHOCTH. IToka3biBaeT
3HaHHWE METOJO0B OOecreYeHUs
0€30MacHOCTH  KOMIIBIOTEPHBIX
ceTell, MOMUTHKH O€30ITacHOCTH,
crangaprsl Wb,  mpuHnumne
3aIUTHI WH(POPMAIIMOHHBIX
CHUCTEM.

6ubanorpaduueckoil KyIbTypsl C
NpUMEHEHHEM HH()OPMAIMOHHO-

KOMMYHHKAITHOHHBIX
TEXHOJOTMM W €  Y4ETOM
OCHOBHBIX TpeOoBaHU
MH(OpMaLOHHON

0€30MacHOCTH. [TokazbiBaeT

rIyOOKO€ 3HAaHWE U TOHUMaHHUE
OCHOB U METOJIOB OOecredyeHus
0€30MacHOCTH  KOMIIBIOTEPHBIX
ceTed, MOJUTHKU OE30MacHOCTH,
CTaHJaPTHI b. NPUHINATIBI
3aIUTBI UH(POPMALIMOHHBIX
CUCTEM, Kpunrorpapuieckue
METOABI 3aIIUTHl WH(pOPMAIHH.
3HaeT APXUTEKTYpy "
(byHKIIMOHUPOBAaHUE CUCTEM
ynpasnenus b B (1C).

YMETDH




CryneHtr  He pemarb
CTaHJapTHHIE 3a7auu
poeCCHOHATILHON JIeATEIbHOCTH
Ha OCHOBE WH(MOPMAIMOHHONW U
oubnuorpadguueckoil KyJiabTyphl ¢
IpUMEHEHHEM  HMH(OpPMAIIOHHO-
KOMMYHHUKAITHOHHBIX  TEXHOJIOTUH
U C y4eTOM OCHOBHBIX TpeOOBaHUI
nH(pOpMAITMOHHOM

6e3onacuoctu.He yMeeT
MPOBOJIUTh aHAIM3 3aAIIUIICHHOCTH
NC, oOnapyxxeHue arak,3amury
YIQIEHHOTO JOCTyIa, 3aluTy OT
BHPYCOB U CIIaMa.

ymeeT

CTy,I[eHT HUCIIBITBIBACT
3aTPYAHCHUAIIPU peIICHUN
CTaHAAPTHBIX 3aJa4

npodeccHoHATEHON AESITeThHOCTH
Ha OCHOBE HWH(OPMALMOHHOW U
oubnuorpaduyeckoil KyJabTyphl €
OPUMEHEHUEM  HH()OPMALOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHI
U C YUYETOM OCHOBHBIX TpeOOBaHHI
MH(POPMAIIMOHHOHN 0€301MacHOCTH.

CryneHt UCTIBITHIBAET
3aTPYAHCHUA npu IMPOBEACHNU
aHamm3a  sanmmmenHoctn  MC,
oOHapyKCHHUH aTaK,3anuTe

YIQJIEHHOTO JIOCTYyMNa, 3alluTe OT
BHUPYCOB U cllaMa

CtyneHt yMeeT
CaMOCTOSITEIbHOPEIIATh
CTaHJApTHBIC 3a7a9n
npodecCHOHATBLHOM
JEeSITeITbHOCTH Ha OCHOBE
uH(OPMAMOHHON u

ounbmorpaduueckoi KyJIbTyphl C
MPUMEHEHUEM WH(POPMAIMOHHO-

KOMMYHUKAI[MOHHBIX
TEXHOJOTMM M C  Yy4eTOM
OCHOBHBIX TpeboBaHUit
MH(}OpMaLOHHON

6e3omacHOCTU.CTYAEHT  MOXET
MIPOBOJIUTH aHau3
3alUIIEHHOCTH HcC,

OoOHapy)XeHHE aTak, 3alluTy OT
BHPYCOB U CllaMa.

CryneHnt yMeer peuathb
CTaH/IapTHHIC 3a1aun
po¢eCCHOHATBHON

JIESITEIIBHOCTH Ha OCHOBE
UH(POPMAIIMOHHOM "

oubnmorpaduyeckoit KyabTyphl C
HpUMEHEHHEM HH()OPMAIIHOHHO-

KOMMYHHKAITHOHHBIX
TEXHOJOTUH W €  y4eToM
OCHOBHBIX TpeOoBaHUI
HH(pOpMaAITMOHHOM

0€30MacHOCTH. Ymeer
MIPOBOAMTH aHaIIn3
3alIUIICHHOCTU UcC,
oOHapyxeHHe aTaK,3aluTy

yIaJEHHOTO JI0CTYyIMa, 3aIIMUTy OT
BHUPYCOB U ClIaMa.

BJAJAETH

CtyneHT He BiaJeeT HaBBIKAMH
MOJITOTOBKH 0030pOB, aHHOTAIWH,
cocTaBlieHUs pedepaToB, HayUHBIX
JOKJIaJI0B, myouKaIui, 151
oubnuorpadun no Hay4HO-
UCCIIEIOBATENbCKOM  pabore ¢
Y4ETOM TpeGoBaHUI
MH(OPMaLIMOHHON OE30MaCHOCTH.

CTyneHT He BIaJeeT HAaBBIKAMU
oOecnieuenne Oe3zomacHoctu OC,
yIIpaBIECHUS b B
nHpopmannonusix cucremax (MC).
He Bnaneer 3HaHusAMuU 00 aynute U
MouuTopunre 6e3omacuoctu (MC).
HaBbIKAMU yTpaBJICHUS

CTyneHT  4YacTHYHO  BJIAJCeT
HaBBIKAMH TOJTOTOBKH 0030pOB,
aHHOTAIIWH, COCTaBJICHUS
pedepaToB, Hay4YHBIX JOKJIAJOB,
nyonukanui, u 6ubmmorpadpun mo
HAaY4YHO-UCCIEN0BATEIbCKON
pabote ¢ yueroM TpeOOBaHMIA
MH(}OPMALIMOHHOU
6e3omacHocTu.CTYAEHT  BiaJeeT
OCHOBHBIMH HaBBIKAMU
obecnieuenne ©Oe3zomacHoctu OC,
YIIpaBICHUSA b B
MH(OPMAIMOHHBIX CUCTeMax
(UC). Bnageer 3HaHusMuH 00
ayauTe u MOHHUTOPHUHTE

CryneHt B Oounbliell CTeNeHH
BJaJIe€T HAaBBIKAMHU ITOJATOTOBKH
0030poB, aHHOTAIUH,
COCTaBJICHUS pedeparos,
HaY4HBIX JIOKJIaJ10B,
nyonukanuii, u Oubauorpaduu
[0 HAy4YHO-MCCIIEI0BATENbCKON
pabote ¢ yderoM TpeOOBaHHI
UH(POPMALMOHHOM
0€30MacHOCTH.

CryneHT  Biajgeer  3HAHUAMHU
BCEr0 H3Y4YEHHOr0 MaTepuana,
BJIaJIeeT HaBbIKaMH OOecriedeHne
6e3onacnoctu OC, ympaBieHus
Nb B UH(OPMAIIMOHHBIX

CrtyneHt  Blameer
MOATOTOBKU 0030poB,
AHHOTAIINH, COCTaBJICHUS
pedepaToB, HaydHBIX JOKJIAJIOB,
nyonukanui, u Oubnuorpadun
M0 HAyYHO-HCCIIEI0BATEIbCKOMN
pabote ¢ yderom TpeboOBaHUM
MH(OPMaLIMOHHON
0€30MacHOCTH.

CtyneHT BiajgeeT HaBbIKAMU
obecrnieuenue 6e3omacHoct OC,
YIIPABICHUS Ub B
UH(POPMAIIMOHHBIX crcTeMax
(UC).Bnageer 3HaHuAMH 00
ayJnTe u MOHHUTOPHHIE

HaBbIKaMH




0e3omacHocThi0 C, BBIABICHUS
CETeBBIX AaTaK IyTeM aHallu3a
Tpaduka., ayanTa
MH(POPMAIIMOHHON  0€30MacHOCTH
KOMITBIOTEPHBIX CUCTEM

oe3onacuoctu (MC).

cucTeMax (HC). (1C).
Hagsikamu yIIpaBICHUS
6e3onacHocTei0 MC, BBIIBIEHHUSA
CETEBBIX aTaK IIyTEM aHaJIu3a
Tpaduka. HcnpiThIBaeT
3aTPYAHEHHUS] TPU TPOBEJCHUU
aynuTa nH(OPMALIMOHHON
0€30MacHOCTH  KOMIIBIOTEPHBIX
CUCTEM

6e3onacHoctu (MC). HaBwikamu
ynpasienus: 6ezonacHoctsio NC,
BBISIBIICHHS CETEBBIX aTaK IyTeM

aHaImM3a Tpaduka.,
ayIuTanH()OpPMaIMOHHOI
0€30MacHOCTH  KOMITBIOTEPHBIX
CHCTEM

KomMmrmieTeHus iy ee 4acTh He
chopmMupoBaHa

KomrmeTeHius uimu ee 4acthb
chopmupoBaHa Ha 6a30BOM
YpOBHE

Komnerenuus wim ee 4yacthb
chopMUpOBaHa Ha CPETHEM
YpOBHE

Komnerenuus wim ee 4acthb
chopMUpOBaHa Ha BEICOKOM
YpOBHE




8. OBPA3OBATEJIBHBIE TEXHOJIOI'MHN

8.1. HTepakTHBHBIE 00pa30BaTeIbHbIE TEXHOIOTUH, UCTIOIb3yEeMbIE B Ay AUTOPHBIX

3aHATUAX U CAMOCTOSATEIBLHON paboTe 00yUarOIIMXCsS — HE TPEAYCMOTPEHBI.

9. OHEHOYHBIE CPEJACTBA JJIs1 TEKYIIEI'O KOHTPOJISI YCIIEBAEMOCTHU

U IIPOMEXYTOUYHOM ATTECTAIIAA

9.1.0pranu3anusi BXOJHOI0, TEKYLIEro ¥ MPOMeKYTOYHOT0 KOHTPOJIS 00y4eHMsI
BxonHoe TecTupoBaHuEe — HE MPESyCMOTPEHO.
Texyiuit KOHTPOJIb — YCTHBIN ONPOC, 3aLIUTAa 110 MPAKTUYECKUM pabOTaM.
[IpomexxyTouHas arrecTaius — 3a4eT, SK3aMeH.

9.2. TemaTuka pedeparoB, IPOEKTOB, TBOPYECKHUX 3aJaHMI, Icce U T.IL.
He npenycmorpeno.

9.3. KypcoBas padora
He npenycmorpeHo.

9.4. Bonpocsl k 3aueTty

1. OcCHOBHBIE OHATHS 3aLUTH MHQOpMaIMK U MHPOPMAIIMOHHON 6€3011aCHOCTH

2. AnHanm3 yrpo3 HHPOPMALUOHHOW OE30MTaCHOCTH

3. [IpoGaembr 6e3omacuoctu IP-cereit

4. YTpo35l U YSI3BUMOCTH MPOBOAHBIX KOPIOPATHBHBIX CETEH

S. VYTpo3bl U yI3BUMOCTH OECIIPOBOIHBIX CeTel

6. Crioco0s1 obecrieueHusl HHPOPMAITMOHHON 0€301TaCHOCTH

7. OCHOBHBIE TIOHATHS MOJIUTHUKU 0€3011aCHOCTH

8. CrpykTypa TmMONHTHKKA O€30MAaCHOCTH OpraHuM3auud. ba3oBas  momUTHKA
6e3onacHocTy. Crenuanu3upoBaHHble NOJUTUKH Oe3onacHocTH. [Iponenypsl 6e30nacHOCTH

9. Ponw ctangapToB nH(popmMamoHHOM 0€30MacHOCTH

10.  Crannpaptsl ISO/IEC 17799:2002 (BS 7799:2000)

11. Crannapt BSI

12. Mexaynaponusiii crangapt ISO 15408 «OOmme kputepuu O0€30MaCHOCTH
WH(POPMALMOHHBIX TEXHOJIOTHI

13.  Cranpaptsl 1y 6eclipOBOIHBIX ceTei

14.  Cranpaptsl uHGOpMaMOHHOM Oe3omacHocT B IHTEpHETE

15.  OrteuecTBeHHBIE CTaHAAPTHI O€30MACHOCTH HHPOPMALIMOHHBIX TEXHOIOTUH

16.  OcHOBHBIE MOHATHS KPUITOTPAPHUECKON 3aTUTHI HH(POPMAITHN

17.  CummeTpHuHBIE KPUIITOCUCTEMBI IIU(PPOBAHUS

18.  AcuMMeTpuYHBIE KPUIITOCHCTEMBI IN(POBAHUS

19.  KomOuHHMpOBaHHas KpUIITOCUCTEMA MHU(POBAHUS

20.  DnexTpoHHas MEQPOBAst MOAMUCH U QYHKINS XIIMIMPOBAHUS

21.  VYnpaBieHue KpUIITOKIIOYaMU

22.  Knaccugukanust Kpuntorpaduaeckux aJropuTMOB

23.  CuMMeTpuYHBIE aNrOpUTMBI IK(pPOBaHUs. biouHbIe alropuTMBl MK(POBAHUSL
JTAHHBIX

24.  AcuMMeTpUYHBIE KPUIITOAITOPUTMBI. ANTopuTM mmudpoBanus RSA.Aaroputmsl
U ($poBON TOIMTUCH

25.  Ayrentudukanus, aBTOpM3alUid U aIMUHUCTPUPOBAHUE  JEUCTBUIl
II0JIb30BaTENEH

26.  Meroabl ayTeHTUDHUKALMH, UcTIoNb3Ytomuenapoau 1 PIN-kost

27.  Crporas ayreHTH()HUKAIAS



28.  buomerpuueckas ayTeHTU(DHUKAIHS MTOJIB30BaTENA
29.  ¥Yrpo3ssl 6e3omacHoctu OC

30.  Tlonusarue 3ammmenHoi OC

31. OcHoBHbIE GYHKIIMH MTOACUCTEMBI 3amuThl OC

32.  HWpentuduxanus, ayreHTU(HUKALIUS 1 aBTOPU3ALH CyOBEKTOB 1OCTYIa
33.  Pasrpanmuenue noctymna k oobexkram OC

34.  Aynur 6e3onacHoctu B OC.

9.5. Bonpochl Kk 3K3aMeHy

1. OcHOBHBIE TOHATHSA 3aIIUTHI HH(GOPMALUU U HHPOPMALIMOHHOM 0€301acCHOCTH

2. Ananu3 yrpo3 HHPOPMALMOHHOM O€30M1aCHOCTH

3. AHanm3 yrpo3 ceTeBoi 6€301acHOCTH.

4. Crioco0s1 o6ecrieueHusi HHPOPMAITMOHHON 0€301acCHOCTH

5. OcHOBHbBIE IOHATHS MTOJIMTUKU OE30MACHOCTH.

6. CTpyKTypa MOJUTUKH O0e301acHOCTH opranu3anuu. [Iporeaypsl 6e3o0macHocTr

7. Pa3zpaboTka monuTHKy 6€301MacCHOCTH.

8. Crangaptel HHPOPMAIIMOHHOW 0€301aCHOCTH

9. OcHoBHBIE TOHATUA KpUNTOrpaguuecKoi 3amThl UHPOpPMAIIH

10.  CummeTpuuHBIC KPHUIITOCUCTEMBI IU(PPOBAHHS

11.  AcMMMeETpUYHBIC KPUITOCUCTEMBI TG POBAHUS

12. KomOuHHMpOBaHHasi KPUIITOCUCTEMA N (POBAHUS

13.  DmnextponHas uudpoBas NOATUCH U PYHKLUS XIIIUPOBAHUS

14.  VmnpaBineHue KpUNTOKIIOYAMU

15.  Ayrentuduxarus, aBTOpHU3ALIUA u aJIMUHHUCTPUPOBAHHE JeHCTBUIMA
II0JIB30BAaTEIEN

16.  Bbezomacuocts KUC.

17. be3onacHoCTh 001aUHBIX BBIYMUCICHUH.

18.  OGecneuenue 6e3omacuoctu OC.

19.  OyHKIUHM MEKCETEBBIX SKPAaHOB

20.  Ocobennoctu GyHKIIMOHUPOBAHUS

21.  Cxewmsl ceTeBOM 3amuThI Ha 6a3ze MD

22. KoHnuenmus noctpoeHus BUPTyalbHbIX 3alUIIEHHBIX ceTed VPN

23.  VVPN-pemenus uist MOCTPOSHUS 3aIIUIIEHHBIX CETEH

24.  Tlpotokomsl (hopMUPOBAHHUS 3AIIUIIICHHBIXKAHAIOB HA KaHAILHOM YPOBHE

25.  IIpotokonsl popMHUpOBaHUS 3AIMUIIEHHBIXKAHAJIOB HA CEAHCOBOM YPOBHE

26.  3ammra 6€CIpOBOJIHBIX CETEH

27.  Apxurekrypa cpeactB Oe3omacHoctd [PSec. 3ammra mepemaBaeMbIX JTaHHBIX C

nomotnbstonporokosaoB AH u ESP

28.  Tlpotokon ynpasienus kpuntokitodamu [KE

29.  OcHoBHble cxembl npumeHeHust [PSec. IIpenmymiecTBa cpeacTB 6e30MaCHOCTH
IPSec

30.  VYmnpaBneHue uaeHTU(UKALUEH U JOCTYIOM

31.  Opranwmzamus 3a0UIIEHHOTO  yJAJIGHHOTO JocTyma. lleHTpanu3oBaHHBIN
KOHTPOJIbYAAJICHHOT' O JIOCTYTIa

32. VYrpaieHue JOCTYIIOM IO CXeMe OJHOKPATHOTOBXOJa C aBTopm3ainuen Single
Sign-On (SSO)

33.  IIporokon Kerberos

34. WNudpactpykTypa yrpasieHus: OTKpbIThIMUKIIOUaMu PKI

35. TexHoNOrNUs aHANIN3a 3aIUIIEHHOCTH

36.  TexHomoruu oOHapy>KEHUS aTak

37.  KommbroTepHbIe BUPYCHI U TIPOOIEMbI aHTHBHUPYCHOW 3aIUTHI.

38. Konrenius afanTuBHOTO yIpaBlieHUs: 0€30MacHOCThIO



9.6. KOHTPOJIb 0CBOEHUSI KOMIIEeTEH N

Bua xonTpoJs

KonTposmpyembie TeMbI

KOMHETeHHHI/I, KOMITIOHCHTBI

(pa3neJibl) KOTOPBIX KOHTPOJIUPYIOTCSH
Yemmuwiii onpoc 1,2,3,45 OIlIK-4
Omuem no npaxmuyeckou 2,345 OIlIK-4

pabome




JUCT PETUCTPALIUU U3MEHEHUI

n/a

Howmep u nara nporokona
3acefanus Kapeapsl

[IepeueHb N3MEHEHHBIX
IYHKTOB

IToanuck
3aBeJyIOIIEeTO
kadenpoit
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