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Cocrasurens / cocraputenun: MI'TDY, nonent kabenpst UTullM
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NONKCH O.1.0. Jara

CornacoBaHo:
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1. HACHOPT ®OHIA OINEHOYHBIX CPEJICTB

IO AU CLHHUIITINHE ((HH(bOpMaHI/IOHHaH 0e30IaCHOCTh)

OueHouHBIE CpEACTBA COCTaBISIIOTCS B COOTBETCTBUM € paboyeil mporpaMmoii
JUCLHUIUIMHBI U TIPEICTaBIAIOT COO0M COBOKYMHOCTh KOHTPOJbHO-U3MEPUTEIBHBIX MAaTepUaIOB
(TunoBble 3amauM (3a7aHusl), KOHTPOJIbHBIE PabOThI, TECThl W Jp.), MpPeJHA3HAYECHHBIX UIs
U3MEPEHUS YPOBHS JOCTHIKEHUS O0YJarOIIMMHUCS YCTAHOBICHHBIX PE3YJIHTaTOB O0yUEHUSI.

OueHOYHBIE CpEACTBA  HUCIIOJIB3YIOTCA TPU  IPOBEACHUH  TEKYLIEro  KOHTPOJIS
YCIIEBAEMOCTHU U MTPOMEKYTOUHOM aTTECTaIUH.

Tabmuua 1 - [lepedens koMmeTeHIni, GOpMUPYEMBIX B IPOIIECCE OCBOCHUS TUCIUITIIMHbI

Kon
HaumeHnoBaHue pe3yJjibTaTa 00y4eHHs
KOMIIeTeHIHH
OIIK-4 Cnocoben  pemarb 3agaud  NPO(PECCHOHANBHON  JESITEIBHOCTH  C

HCIOJIb30BAaHUEM CYHIECTBYIOIIUMX HH(POPMAMOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTUH W C YyYEeTOM OCHOBHBIX TpeOoBaHMH HH(DOPMAITMOHHON
6e30macHOCTH

OIIK-4.1. 3HaeT mpUHLMIIBI, METOJbI U CPEIACTBA PEIICHUS CTaHAAPTHBIX
3a7a4 IpoeCCHOHATIBHON NEATETPHOCTH HAa OCHOBE HMH()OPMAIIMOHHOW H
oubnuorpaduueckoil  KynpTypbl C NpPUMEHEHHEM HH()OPMAIHOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJOTMM M C Y4EeTOM OCHOBHBIX TpeOOBaHUIA
MH(POPMAIIMOHHOH O€30MacHOCTH.

OIIK-4.2. VYmeer pewmaTb CTaHIapTHBIE 3a7auyd  MpPOodECCHOHATBHON
NeITeIbHOCTH Ha OCHOBE MH(OpPMAlMOHHOW U Oubimorpaduyeckoit
KyJIbTyppl €  IpPUMEHEHHEM  HH(POPMAIMOHHO-KOMMYHHUKALMOHHBIX
TEXHOJIOTUH M C Yy4Y4eTOM OCHOBHBIX TpeOOBaHMM HH(OpPMAIMOHHON
0€30MaCHOCTH.

OIIK-4.3. Bnaneer HaBblKaMH MOJTOTOBKM  0030pOB, aHHOTALWii,
cocTaBlieHUs]  pedepaToB, HAy4yHBIX  JIOKJIAJOB, NyOnuKauui, u
oubnuorpaguu MO  HAay4yHO-UCCIENOBATENbCKOM paboTe ¢  ydeTroMm
TpeboBaHui HH(OPMAIIMOHHOHN 0€30MaCHOCTH.

KoneunbiMu  pe3yiabTaTaMM  OCBOGHMSI  JTUCUUIUIMHBI  SIBJISIIOTCS  chOopMHpOBaHHbBIE
KOTHUTHBHBIE JECKPUNTOPHI «3HATb», «YMETb», «BJIaJ€Th», paclUCaHHbIE IO OTIEIbHBIM
komneTeHIusIM. dDopMmupoBaHue AECKPUIITOPOB MPOUCXOIUT B TEUEHHWE BCETO CeMecTpa
[0 JTaraM B paMKaX KOHTAKTHOM paOoThl, BKIIOYAIOIIEH pa3iuyHble BUABI 3aHATUH H

CaMOCTOSITENIbHOM palboThl, C NPUMEHEHHEM pa3IUYHbIX (GOPM U METOJOB O00Yy4eHHUS
(Tabmn.2).



Tabmuua 2 - ®opMupoBaHHe KOMIIETEHIIMN B MPOLIECCE U3YUEHHS TUCIIUIUIHHBIL:

Kon YpoBeHb WHIMKATOPBI JOCTHKEHHUS KOMIIeTeHIMi | Buy  yde6HbIX  3amstniil, | KonTpomupyemsle pasgensl u | OLeHOYHbIE
KOMIIETEHLIMM | OCBOCHUS paGoTHI, POPMBI ¥ METOABI | TEMBI AUCIUILIHHBI CPEACTBA,
KOMIIETEHIINI oOyueHus, HCIIOJIb3YEMBIE IS
CHOCOOCTBYIOIIHE OLIEHKA  ypPOBHSA
(dbopMUPOBaHHUIO u c(hOpMUPOBAHHOCT
PA3BUTHIO KOMIIETEHIHIA? ¥ KommeTeHuuu”
OIlIK-4 3naem
Henocratounsrit | OIIK-4. CryneHt HE cnocobeH | Jleknmonnpie n mpaktudeckue | 1. Brenenue B mHpopManmoHHyo | Texymmii KOHTpPOIb
YPOBEHbB CaMOCTOSTEIILHO BBLIEIISITH TJIaBHBIE | 3aHATHSA, CaMOCTOSITEIbHAs oe3omacHocth (MB). — YCTHBIM  orpoc,
MOJOKEHWST B HM3YYEHHOM  Marepuaie | paboTa oOyuaromuxcst, | 2. TeXHOJIOTrWM 3alIUTHI JAHHBIX. | KOHTPOJIbHAS
JHCIUTUIAHEIL. HOATOTOBKA u cnava | 3. TexHonoruu 3aIuThl | pabora,
He 3HaeT mpuHIMIOB, METOJOB M CPEICTB | MPOMEKYTOYHOW aTTECTALIUH, BBIYHCIIUTEIBHBIX CHCTEM. TECTHPOBaHHE,
peuieHust CTaH/IapTHBIX 3aj1a4 | MOArOTOBKA U C/1aya 3auera 4. TexHonoruu OOHapy»XeHusl | 3aIIUTa OTYETOB II0
npoeCCHOHANIBHON ~ IeSTENBHOCTH Ha BTOPKCHHUIA. PaKTHYECKUM
OCHOBE UHGOPMAIUOHHOM u 5. VYmpanenue 6€30MacHOCTHIO. paboram
oubnmorpaduieckoi KYJIBTYPbI c
NPUMEHEHHUEM nH(pOopMaMOHHO-
KOMMYHUKAIIMOHHBIX ~ TEXHOJOTMHA H ¢
y4eToM OCHOBHBIX TpeOoBaHUit

nH(OPMAITMOHHOM 0€30I1aCHOCTH.

OTCyTCTBYIOT 3HaHUS M IOHUMaHHE OCHOB U
METOZIOB  oOecreueHHss  0€30MacHOCTH
KOMITBIOTEPHBIX ceTei, HOJIUTHKH
6e3omacHocTH, cTtaHmapTel Mb, mpuHIMIBI

! JlekMOHHBIE 3aHSTHS, IPAKTHYECKUE 3aHSATUSL, TAOOPATOPHBIE 3aHATHS, CAMOCTOATENbHAS paboTa. ..
2 Heo6X0IMMO yKa3aTh aKTUBHBIE U MHTEPAKTUBHBIE METO/IbI OOY4IEHUs (HAIPHUMED, HHTEPAKTHBHAS JIEKIUs, pPa00Ta B MAILIX TPYIINAX, METOJIBI MO3TOBOTO IITYPMa U T.11.),
CIIOCOOCTBYIOIME PA3BUTHIO y 00YYAIOIIMXCS] HABBIKOB KOMAHIHOW pabOThI, MEXKIMYHOCTHON KOMMYHUKALINH, IPUHSITHS PELICHUH, TNICPCKUX KayecTB.
3 HaumenoBanue TeMbl (pa3ziena) GepeTcs u3 paboueil mporpamMMbl UCIUILIHHBL
4 OLeHOYHOE CPEICTBO JOJKHO BHIOUPATHCS C YIETOM 3aILIAHUPOBAHHBIX PE3YJIbTATOB OCBOECHHS JUCLIMILIUHBI, HATIPHMED:
«3HaTh» — cobece10BaHNe, KOITIOKBUYM, TECT. ..
«YMeTb», «BraseTs» — MHANBULyaNbHBIN WK TPYIIIOBOM NPOEKT, Kelic-3a1a4a, esioBas (poseBast)
urpa, noprdoimo. ..




3aIHUTH HKHPOPMAITHOHHBIX CHCTEM.

basoBerit OIIK-4.1. Crynent ycBoun npUHOUNEL, | JlekunoHnHbsle u npaktuueckue | 1. Beenenue B nndopmanuonnyo | Tekymuil KOHTPOJIb
YPOBEHb METOZABI U CPEICTBA PELICHUS CTAHIAPTHBIX | 3aHATHS, CaMOCTOSITEIIbHAS 6e3onacHocts (Ub). — YCTHBIM ompoc,
3aja4 npo)eCCHOHANBHON NIesTENbHOCTH Ha | paboTta oOyuaronuxcs, | 2. TexXHOJIOrWH 3aIIUTHI JAHHBIX. | KOHTPOJIbHAS
OCHOBE MHPOPMAaITMOHHON U | IOJATOTOBKA u cmnada | 3. TexHomoruu 3anMThl | paboTa,
6ubsmorpaduueckon KYJIBTYPbI C | IpOMEXYTO4YHOH aTTecTauuuy, BBIYMCIIUTEIBHBIX CHUCTEM. TECTUPOBAHUE,
MIPUMEHEHUEM nHGOPMALMOHHO- | HOATOTOBKA U Claya 3a4eTa 4. TexHonoruu OoOHapy)XeHUsl | 3allliTa OTYETOB I10
KOMMYHUKAIIUOHHBIX ~TEXHOJIOTMH H ¢ BTOPKECHHM. MIPaKTUYECKUM
Y4ETOM OCHOBHBIX TpeGoBaHU 5. VYmnpapnenne 6e30MacHOCTEIO. paboram
WH(GOPMAITMOHHOM 0e30macHOCTH.
[TokazbiBaeT [IOBEPXHOCTHOE 3HaHUE
METOJIOB obecrieueHuss  0e30mMacHOCTU
KOMIIBIOTEPHBIX CETEH, MOIUTUKU
Oe3omacHocTH, cTaHmaptel Mb. mpuHIMAIG
3alIUThl HHPOPMAITMOHHBIX CHCTEM.
Cpennuit OIIK-4.1. CtyzneHT 3HaeT OCHOBHBIE MeTOIbI | JlekunoHnHble u npaktuueckue | 1. Beenenue B nadopmanmonnyro | Tekymuil KOHTPOJIb
YPOBEHb W CpeACTBa pEIICHUs CTAaHJAPTHBIX 3ajad | 3aHATHA, paboTa B MaJbIX 6e3onacHocts (UB). — YCTHBIM ompoc,
MpopEeCCHOHANBHOW  JIEATENLHOCTH Ha | TpyNnax, MHTepaKTUBHAs 2. TexHOIOTWY 3aIIUTHI JAHHBIX. | KOHTPOJIbHAS
OCHOBE MHGOPMAITUOHHOM U | JeKius, muckyceus, | 3. TexHosoruu 3amuTEl | padora,
oubimorpaduueckon KYJIBTYPBI c | camocTosiTenbHas pabora BBIYMCIIUTEIbHBIX CHCTEM. TECTUPOBAHUE,
MPUMEHEHUEM nHGOPMALMOHHO- | o0y4aromuxcsi, noarotoska u | 4. TexHomoruu oOHapy)KeHUsl | 3all1Ta OTYETOB I10
KOMMYHUKAIIUOHHBIX ~TEXHOJOIMH W ¢ | ciada IIPOMEXYTOYHON BTOPKECHHM. MIPaKTUYECKUM
y4eToM OCHOBHBIX TpeOOBaHUi | aTTeCTallMi, MOATOTOBKA M | 5. YmpaBieHue 0€30MacHOCTHIO. paboram
nHGOPMALIMOHHON Oe3omacHOCTH. | caada 3a4yera
[Toka3pIBaeT 3HaHUE METOJOB OOECIEUeHHs
0e30macHOCTH  KOMITBPIOTEPHBIX  CETEew,
NoJUTUKK Oe3omacHocTH, craHzaptel Wb,
TIPUHIIMIIEL 3aIIUTH WH(OOPMAITMOHHBIX
CHCTEM.
Bricokuit OIIK-4.1. Cryment 3Haer wMeronasl U | JlekunonHble u npaktuueckue | 1. Baenenue B uHpopmanuonnyo | Tekymmuid KOHTPOJb
YPOBEHb CpeIcTBa pENmICHWs] CTAaHJAPTHBIX 3a]ad | 3aHATHS, paboTa B  MalbIX 6e3omacuocth (UB). — YCTHBIM ormpoc,
MpopeCCHOHANBHOW  JICATENILHOCTH Ha | Tpynmax, WHTEpaKTUBHAS | 2. TEXHOJNOTHH 3allIUTHI IAHHBIX. | KOHTPOJIbHAs
OCHOBE MH(POPMALTTOHHON U | JeKnus, muckyceusi, | 3. Texnonoruu 3anMThl | paboTa,
oubmmorpaduueckoit KYJIBTYPHBI C | caMOCTOsITeNTbHAS pabora BBIYHCIIUTEIBHBIX CUCTEM. TECTHPOBAHHUE,
MIPUMEHEHUEM nHPOPMALMOHHO- | o0y4aromuxcsi, noaroropka u | 4. TexHonoruu oOHapyXeHHUs | 3allUTa OTYETOB IO
KOMMYHHMKALIMOHHBIX  TEXHOJOTMH W ¢ | chava IIPOMEKYTOUHOMN BTOPKEHHH. IIPaKTUYECKUM




y4eTOM OCHOBHBIX TpeOoBaHU
nH(pOpMaAITMOHHON 0C30MacCHOCTH.
[okasbiBaeT riybokoe 3HaHUE U TOHUMaHUE
OCHOB u METOJI0B o0ecrieyeHust
0e30MmacHOCTH  KOMITBIOTEPHBIX  CETeH,
TIOJIMTHKN  O€30TacHOCTH, cTaHmapTel Ub.
OPUHOMIIBL  3aIIUTHl  MH(QOPMAIIMOHHBIX
CUCTeM,  KpunTorpaduyeckue  MEeTOJbI
3amuThl HHQOPMAIUH. 3HACT apXUTEKTYpPy U
(yHKIMOHUpPOBaHUE cucTeM yrnpasieHus b
B (HC).

aTTecTaluu,
cIadva 3avera

IIOATOTOBKAa U

5. VmpaBnenne 6€30mMacHOCTHIO.

paboram

Ymeem
basoBerit OIIK-4.2. Crynent ucnbIThiBaeT | JlekuuonHsle u npaktuueckue | 1. Beenenue B uHopmanmonnyro | Tekymuil KOHTPOJb
YpOBEHb 3aTpy[HEHHS TpPU PEUICHUH CTaHJAPTHBIX | 3aHATHA, paboTa B MalbIX 6e3onacuHocts (UB). — YCTHBIM ompoc,
3a1a4d npo(eCCHOHANBHON NESTEIbHOCTU HA | IPyINax, HHTEPaKTUBHAS 2. TexHOIOTWY 3aIIUTHI JAHHBIX. | KOHTPOJbHAs
OCHOBE UHGOPMAITUOHHOM U | JCKIIUs, muckyceus, | 3. TexHosoruu 3amuUThl | padora,
oubnmorpaduieckoi KYJIBTYPbI ¢ | camocTosiTenbHas pabora BBIYMCIIUTEIBHBIX CHCTEM. TECTHPOBaHHE,
MPUMEHEHUEM nH(OPMAITMOHHO- | 00yJaronuxcs, noAarotoBka u | 4. TexHomoruu OoOHapy)KeHUsl | 3aliTa OTYETOB I10
KOMMYHHMKAlIMOHHBIX ~ TEXHOJOTMH M ¢ | caada MIPOMEXYTOUHON BTOPKEHHH. MPaKTUIECKAM
YIEeTOM OCHOBHBIX TpeOOBaHMI | aTTeCTallMu, IMOATOTOBKAa | | 5. YmpaBieHue 0e30MacHOCTHIO. paboram
nHPOPMALMOHHON O€3011aCHOCTH. caaya 3ayera
CTyneHT WUCHOBITBIBa€T 3aTPyJHEHUS HpU
npoBeleHNH aHanu3a 3amuiieHHoctn MC,
OOHapyXEHUU aTak, 3alluTe YyAaIeHHOTO
JOCTYyIa, 3aIIUTe OT BUPYCOB U CllaMa
Cpennnit OIIK-4.2. Crynent ymeer camocTosTenbHO | JleknnonHble u npaktudeckue | 1. Beenenue B undopmarmonnyro | Tekymmii KOHTPOIb
YpPOBEHb pemaTb CTaHJapTHbIE 3aJaudl | 3aHATH, paboTa B MaJbIX 6e3onacHocts (UB). — YCTHBIH ompoc,
npoeCCUOHANBHOW  IEATENLHOCTH Ha | TpyNIax, MHTEPaKTUBHAS 2. TexHOMOTUM 3alIUTHI JaHHBIX. | KOHTPOJIBbHASA
OCHOBE UHGOPMAIUOHHOM U | JEKIHs, nuckyceus, | 3. TexHomoruu 3aImuThl | pabdoTa,
oubimorpaduueckoi KYJIBTYPBI c | camocTosiTenbHas pabora BBIYMCIIUTEIBHBIX CHCTEM. TECTHPOBAHHE,
MPUMEHEHUEM nHPOPMALMOHHO- | o0y4aromuxcsi, noarotoka u | 4. TexHonoruu OoOHapyXeHUsI | 3aliTa OTYETOB I10
KOMMYHHKAIIMOHHBIX ~ TEXHOJOTMH W ¢ | cjava MIPOMEKYTOTHOM BTOPKEHHH. MPaKTUIECKUM
y4eToM OCHOBHBIX TpeOOBaHMIi | aTTECTallMM, TOATOTOBKa ¥ | 5. YmpaBieHue 0€30MacHOCTHIO. pabotam

nHpopManmoHHOH Oe3omacHocTH. CTyIOeHT
MOKET TPOBOJWTH AHAIN3 3AIIUIIEHHOCTH
HUC, obHapyxeHue atak, 3alIuTy OT BUPYCOB

caada 3a4eTa




" criaMma.

Bricokuit OIIK-4.2.  Crymenr ymeer  pemartb | JlekunonHele U mpaktuueckue | 1. BBemenue B nHpopManuoHHyto | Tekyliuil KOHTpPOJb
YpOBEHB CTaHAApTHBIC 3amaddl  TPo(eCCHOHANBHON | 3aHATHSA, paboTa B MalbIX 6e3omacuocth (UB). — YCTHBIM ompoc,
JeSITeNIbHOCTH Ha OCHOBE MH()OPMAIIMOHHOM | TpyNIax, HHTepaKTHBHAS 2. TexHOIOTUY 3allIUTHI TAaHHBIX. | KOHTPOJIbHAS
u  Oubnmorpaduyeckoil  KyJabTypel — C | JIEKIuS, nuckyceust, | 3. Texnomorum 3anMThl | paboTa,
IIPUMEHEHUEM nHGOPMALIMOHHO- | CAaMOCTOSITEIbHAS pabora BBIYMCIIUTEIBHBIX CHUCTEM. TECTUPOBAHUE,
KOMMYHHUKAaIIMOHHBIX ~ TEXHOJOTWH ® ¢ | oOywarommxcs, moaroroska u | 4. Texnomorun oOHapy>XeHUs | 3allUTa OTYETOB 110
Y4ETOM OCHOBHBIX TpeOoBaHMii | crava IIPOMEXYTOYHON BTOPKECHHM. MIPaKTUYECKUM
WH(GOPMAITMOHHON 0€30macHOCTH. YMEET | aTTecTallii, TOATOTOBKa U | 5. VYmpaBieHne 6€30macHOCTHIO. paboram
MpOBOANTE aHanu3 3amumeHHoctn HC, | cnada 3adera
oOHapy>XeHHE aTaK, 3alUTy YIaJIeHHOTO
JOCTyHa, 3alIUTy OT BUPYCOB H CIIama.
Braoeem
BbasoBbIit OIlK-4.3. Crynenr d4actuuHo BianeeT | Jlekimonusie n npaktudeckue | 1. Bpemenue B uHQOpManmonHyro | Tekymmii KOHTPOIb
YpOBEHB HaBbIKaMHU MOATOTOBKHU 0030pOoB, | 3aHATHS, paboTa B MalbIX oe3omacHocth (MB). — YCTHBIM oOmpoc,
aHHOTAITUH, coctaBlieHHs  pedepaTos, | rpyInax, MHTEPaKTUBHASL 2. TexHOMOruM 3alIUTHI JaHHBIX. | KOHTPOJIbHAs
Hay4YHbIX  JOKJaAO0B, MNyONUKanui, U | JeKuus, muckyceusi, | 3. TexHonoruu 3amuThl | paboTa,
oubrorpaduu 1o Hay4YHO- | CaMOCTOSITEIbHAS pabota BBIUHCITUTEIBHBIX CUCTEM. TECTUPOBAHUE,
HCCIIeIOBAaTENbCKOM  pabore ¢ ydeToMm | oOywaromuxcsi, moarotoBka u | 4. TexHomoruu OoOHapy)KeHUsl | 3aliTa OTYETOB I10
TpeOOBaHMI nHGOPMALMOHHOH | caada IPOMEXKYTOUHOH BTOPKCHHI. MPAaKTUYECKUM
0e301acHOCTH. Crynent BJIQJICCT | aTTECTAllMM, TMOATOTOBKA | | 5. YmpamieHue 0€30MacHOCTHIO. paboram
OCHOBHBIMH HaBBIKAMU oOecrieyeHue | crava 3avera
0esonacHoctu  OC, ympasnenus Wb B
nHpopmarmonHeix cucremax (MC). Brageer
3HaHUSIMA 00 ayauTe W MOHHUTOpPUHIE
6ezonacuoctu (UC).
Cpennuit OIIK-4.3. Crynent B Oombiiedi crenenu | JlekunonHsle u npaktuueckue | 1. Bmenenue B undopmanuonnyo | Tekymuid KOHTPOJIb
YPOBEHb BIIaJIeeT HaBBIKAMHU IMOJITOTOBKM 0O030pOB, | 3aHATHA, padoTa B MajbIX 6e3omacHocth (M1b). — YCTHBIM ompoc,
aHHOTALIWH, coctaBlieHuss  pedepaTos, | TPyIax, HHTEPaKTHBHAS 2. TexHOIOTUM 3alIUTHI JAaHHBIX. | KOHTPOJIbHAs
Hay4YHbIX  JOKJaAO0B, MNyONUKanuid, U | JeKuus, muckyceus, | 3. TexHonoruu 3anuThl | paboTa,
oubmmorpadum mo Hay9HO- | CAMOCTOSTEIhHAS pabora BBIYHCIIUTEIBHBIX CUCTEM. TECTHPOBAHHUE,
HCCIIeIOBATENbCKOM  pabore ¢ ydeToMm | oOywaromuxcsi, moarotoska u | 4. Texnomoruu oOHapy>XEHUs | 3allUTa OTYETOB 110
TpeOOBaHMI nHGOPMALMOHHOH | caada MIPOMEXYTOUHON BTOPKEHHH. MPaKTUIECKUM
0e301acHOCTH. aTTecTallid, TOJATOTOBKa M | 5. VYmpaBieHne 6€30mMacHOCTHIO. paboram
CtyneHT  BhnazeeT — 3HAHWAMHU  BCEro | caada 3ayera

HU3YUYCHHOI'0 MaTc€puajia, BJIaJCCT HAaBbIKaMU




obecrieyenue 0€e30IaCHOCTH OC,
yopanenuss Wb B wmHpOpMannoHHBIX
CUCTEMAax Q). (HC). Harsikamu
yIpaBicHHS 0€301acHOCThIO Uc,

BBISIBJICHUSI CETEBBIX aTaKk IyTeM aHain3a
Tpaduka. VICHBITHIBACT 3aTPYAHCHUS IPU
MPOBEICHUH ayAnuTa WHPOPMAIMOHHON
0€3011aCHOCTH KOMIBIOTEPHBIX CUCTEM

Bricokunii
YPOBEHb

OIlK-4.3. CryneHT BIaJceT HaBbIKaMHU
MMOJATOTOBKH 0030pOB, aHHOTAIIHH,
COCTaBJICHUA pedeparos, HAYYHBIX

JOKJIaIoB, MyOnukanuid, U Oubmnorpaduun
M0 HAyYHO-HCCIIEOBATEIbCKON paboTe ¢
ydeTroM  TpeOoBaHW  WHGOPMAITMOHHON
0e3omacHoOCTH.

CryneHT BiazceT HaBBIKaMH oOecrieueHHe
6esonacHoctu  OC, ympasnenus Wb B
nHpopmarmonHeix cucremax (MC).Brnageer
3HaHWsIMA 00 ayauTe W MOHHUTOpPWHIE
0e30macHOCTH (H1CO). Hasbikamu
YIpaBICHUS 0€301acHOCThIO nc,
BBISIBJICHHS CETEBBIX aTak ITyTeM aHain3a
Tpaduka, ayauTa nH(MOPMAITMOHHOM
0€30I1aCHOCTH KOMIBIOTEPHBIX CHCTEM

JIeKUMOHHBIE U MPaKTUYECKUE
3aHATHSA, paboTa B MabIX
rpyImnax, HHTEPaKTUBHAsS
TEKIHS, JUCKYCCHS,
CaMOCTOSITeTIbHAS pabora
oOyJarommxcs, MOArOTOBKa H
caava MPOMEKYTOUHOU
aTTecTallid, NOATOTOBKAa U
claya 3a4yera

wn

Beenenue B nHGOpPMALMOHHYIO
6e3omacHocth (UB).
TexHOMorny 3a1yThl JAHHBIX.
TexHonoruu 3aI[UThI
BbIYUCINTCIIbHBIX CUCTEM.
TexHomorun oOHapyKeHUs
BTOPKECHHM.

VYnpasneHnue 6€30MacHOCTBIO.

Tekyuuii KOHTpPOJb
— YCTHBIM ompoc,
KOHTPOJIbHAS
pabora,
TECTUPOBaHUE,
3alIUTa OTYETOB I10
MPAKTUYECKUM
paboTtam




Tab6muna 3

2. MEPEYEHb OIIEHOYHBIX CPEJACTB®

Ne | HaumenoBaunue
OLICHOYHOTI'O
CpeicTBa

XapakTepHucTruKa OLIEHOYHOI'O CPEJICTBA

IIpencraBnenue oueHouHoro cpeacrsa B @OC

1 | YcrHsbiit onpoc

CpeacTBO KOHTPOJIS YCBOCHHSI y4eOHOTO MaTeprasia TeMBbI,
pasziesia WM pa3/ielioB JUCIMIUIMHBI, OPraHU30BAHHOE KaK
y4eOHOe 3aHsATHE B BUJE cOOCCEIOBaHMS MPEIOaaBaTes C
00yJaroIUMucs.

Bonpocsr o TeMam/paszaenamM JUCIUTIIHBI

2 | Tecr

CpencrBo,  MO3BOJIAIOLIEE  OLEHUTh  YPOBEHb  3HAHUU
oOydJaromerocsi ImyTeM BbIOOpa MM OJHOTO W3 HECKOJBKUX
BAPUMAHTOB OTBETOB Ha IMIOCTaBJIEHHBII Bompoc. Bo3MoxHO
KCIOJIb30BAHUE TECTOBBIX BOIPOCOB, MPEAYCMATPUBAOIIUX
BBOJ] OOYy4Yaromumcsi KOPOTKOTO M OJIHO3HAYHOTO OTBETa Ha
MOCTABJICHHBIN BOIIPOC.

TectoBbIe 3amanus

3 | KorrponbHas
pabota, 3amura
OTYETOB TI0
NPaKTUYCCKUM
pabotam

PasnuyaroT 3anaun v 3anaHus:

a) pENpoayKTUBHOIO YpPOBHS, IIO3BOJISIOIIME OLIEHUBATH U
JMarHOCTUPOBaTh 3HaHME (aKkTUYecKoro marepuana (06a3oBble
TIOHSATHSI, alITOPUTMBI, (P)aKThl) U YMEHHE MPaBHILHO HCIIOIb30BATh
CrelMaIbHBIE TEPMHUHBI M TTOHATHS, Y3HABAHUE O0OBEKTOB H3YYCHUS
B paMKax ONPE/IEICHHOTO pa3/ieia AUCIHUILIIHHEI,

0) pPEKOHCTPYKTUBHOTO YpPOBHS, IIO3BOJSIONINE OIICHUBATh H
JMAarHOCTHPOBAaTh ~ YMEHHS  CHUHTE3MPOBaTh,  AHAIM3UPOBATH,
0000maTh  (akTUYECKU U  TEOpPeTHUYECKUH  MaTepuais ¢
(GopMyTMpPOBaHHMEM  KOHKPETHBIX  BBIBOJIOB, YCTAHOBJICHHEM
MIPUYUHHO-CIIEICTBEHHBIX CBSI3EH;

B) TBOPYECKOTO  YPOBHS, IO3BOJSIOIIME  OICHUBATH U
JIMarHOCTHPOBATh YMEHHS, HMHTCTPUPOBATh 3HAHHS Pa3IMYHBIX
o0JacTeii, apryMeHTHPOBATh COOCTBEHHYIO TOUKY 3PEHUSI.

KomrutekT pa3HoypoBHEBBIX 3a1a4 (3aJaHMA)

> YKa3bIBaIOTCS OLIEHOYHBIE CPEACTBA, IIPUMEHAEMBIE B XOJI€ peaIM3alliK padodell IporpaMMbl JAHHON AUCIMILIMHAL.




3. OIUCAHUWE ITOKA3ATEJIEI U KPUTEPUEB OLIEHUBAHUSI KOMITETEHIIUIA

OnenuBanue pe3ynbTaToB 00y4yeHus no aucuumuinie «MHpopmanroHHas 6€30MacHOCTh» OCYIIECTBISETCS B COOTBETCTBUH ¢ [lonoxxenneM o
TEKYIEM KOHTPOJIE YCIIEBAEMOCTH U IIPOMEKYTOYHON aTTECTAUU O0yJarOIIUXCA.

[IpenycMoTpeHsl cleAyomue BUAbl KOHTPOJS: TeKYIIUH KOHTPOJb (OCYILIECTBICHHE KOHTPOJIA BCEX BUJOB ayAUTOPHON M BHEAyIUTOPHOM
JeSITEILHOCTH 00YYaroIIerocs ¢ IebI0 MOJXY4YEeHHUS MePBUYHON WH(POPMALIUU O XOJIe YCBOCHUS OT/AEIBHBIX 3JIEMEHTOB COJICPYKAHUS AMCUUILUINHBI) U
MPOMEKYTOUHAs aTTecTalus (OLIEHUBAETCS YPOBEHb M KaUeCTBO MOATOTOBKH 110 AUCLUIUIMHE B LIEJIOM).

[Toka3zaTenu v KpUTEpUU OLCHUBAHUS KOMIIETEHIINH, OPMUPYEMBIX B TIPOIIECCE OCBOCHUS TAHHON TUCIMILUIMHBI, OTIMCAHBI B Ta0I. 4.



Tab6mumna 4.

Kon Yposenb OCBOEHUS WNnaukaTtopst Kputepun oneHnBaHus pe3ynbTaTOB 00y4IeHUsI
KOMIIETCHIIUK | KOMIIETCHLINU JOCTHKEHHUS
KOMIIETCHIINU
3Haer
OIIK-4 Henocrarounsiit ypoBens | OIIK-4.1. He 3naem 3nauumenvuoll vacmu mamepuana Kypca, He CnocoOeH camoCOsimensHo 6b10esmb
Onenka 211a6Hble NONOJICEHUS 8 UYUEeHHOM Mamepuane OUCYUNIUHDL
«HE3a4YTEHO»,
«HEYJOBJIETBOPUTEILHO
bazoBrrit ypoBeHb OIIK-4.1. 3naem ne menee 50 % ocnosnoco mamepuana Kypca, 00HAKO UCHBIMbIGAEN 3aMPYOHEHUSL 8 €20
OneHka, «3a4TEHOY, npumMeHeHuu
«YZIOBJIETBOPUTEIILHO»
Cpenunii ypoBeHb OIIK-4.1. 3naem ocHogHyO uwacmeb mamepudna Kypcd, CHOCOOeH NpUMEeHUMb U3YYeHHbIl Mamepudil Ha
Ornenka «3a4TECHOY, npaxkmuxe, UCNbIMbIBAEn He3HAYUMENbHbIe 3ampYOHEeHUs 8 peuleHUuU 3a0ay
«XOPOIIO»
Bricokuii ypoBeHb OIIK-4.1. Tlokazvieaem enybokoe 3HaHue U NOHUMAHUE MAMEPUALA, CNOCOOCH NPUMEHUMb U3YYEeHHbL
Ornenka «3a4TECHOY, Mamepuan Ha npaKmuke
«OTITUIHOY»
YmMmeer
ba3zoBblil ypoBeHb OIIK-4.2. Ymeem eocnpoussecmu ne menee 50 % ocnoenoeo mamepuana xypca, 00HAKo ucnwvimviéaem
3ampyOHeHUs NPU peulenuy NPaKmu4ecKux 3a0ay
Cpennuii ypoBeHb OIIK-4.2. Ymeem pewams cmanoapmuvie npogeccuonanvuvie 3a0auu ¢ NpuUMeHeHueMm NOJIYUEHHbIX
3HANUU, UCILIMbIEAEM He3HAYUMENbHble 3aMPYOHEHUs 8 pelleHUl 3a0ay
Bricokuit ypoBeHb OIIK-4.2. Ymeem pewamv cmanoapmuvie npogeccuonanvrvie 3a0ayu ¢ npuUMeHeHueMm NOAYHYEeHHbIX
3HaHUL, NoKasvleaem 2nyOOKoe 3HAHUe U NOHUMAHUe MAmepuand, Cnocober peuums 3a0auy
npu usmMenenuy hopmyauposKu
Buiageer
ba3oBelit ypoBeHb OIIK-4.3. Braoeem Hasvikamu meopemuueckoe0 U IKCHEPUMEHMANbHO20 UCCLe008aHUS 00BbEKmMOo8
npogeccuonanbHoll 0esmenbHOCMU, YC80Ul OCHOBHOE COOepxHCaHue MAmepuana OUCYUNIUNbL,
HO umeem npobensvi 8 ycgoenuu mamepuanda. Mmeem HecucmemamusuposanHvle 3HAHUA
OCHOBHbBIX PA30€108 OUCYUNTIUHDL.
Cpenauii ypoBeHb OIIK-4.3. Bradeem nagvikamu meopemuueckoco u IKCNEPUMEHMATLHO20 UCCAE008aAHUSL 00BEKMOs
npogeccuoHanbHoll  0esImenbHOCmY, — CNOCOOeH — CaMOCMOAMENbHO — 8bl0eNAMb  21A8Hble
NONOJACEHUS 8 U3YUEHHOM Mamepuaie. Hcnvimvieaem He3HAUUMeENbHble 3ampyOHEeHUs 6
peleHul 3a0au.
Bricokuii ypoBeHb OIIK-4.3. C60000mH0 61a0€em HABbIKAMU MEOPEMULECKO20 U IKCNEPUMEHMATLHO20 UCCIEO08AHUS,

nokasvleaem 2]1_)/607('08 3HAHUE U NOHUMAHUE U3YUEHHO20 Mamepuaila




4. MeToauyeckne MAaTEPUAJIbI, ONIpee/IsIIoIIe Mpouexypbl
OlleHMBAHMS Pe3yJbTATOB 00y4eHH s

3aganus B popme yCTHOIO onpoca:

VY CTHBIH OMPOC UCTIONB3YETCS IS TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH 00yYaroIUXCs 110
JUCHUIUIMHE B KauyecTBE IMPOBEPKH PEe3yIbTaTOB OCBOCHUA Marepuana. Kaxaomy cCTyneHTy
BBIJIAETCS CBOM COOCTBEHHBIH, Y3K0 chopMynupoBaHHBIA Bompoc. OTBET AOHKEH OBbITh YETKUM
U KpPaTKUM, COJIEp’KallliM BCE OCHOBHBIE XapaKTEPUCTUKU OMHUCHIBAEMOro MNOoHATHUS. B cBoeM
OTBETE CTYAEHT JOJDKEH IO0KAa3aTh YMEHMsI IIPOCIIEKMBATh NMPUYUHHO-CIICCTBEHHBIE CBS3U U
HAaBBbIKU PACCYKIEHUHN U JOKa3aTeNbCTBA.

3ananus B gopMe npakTudeckux pador. KomiiekT pa3HOypoBHEBBIX 3aj1a4
(3amanHuin)

[IpakTuyeckas pabora mpeacTaBisier co00M KOHTPOJIBHOE MEPONPHUSITHE MO y4eOHOMY
MaTepuany Kaxiaou TeMbl (pa3jiesnia) TUCHUILTUHBI, COCTOSIIEE B MHANBUYAIbHOM BBIMIOJHEHUN
o0yyaromuMcsl IPaKTUUECKUX 3aJaHUN Ui OLICHKH MOJTYYeHHBIX 3HAHWN, YMEHUN U BIaJCHUN
KOMITETEHIUSMH, POPMHUPYEMBIMU 10 JAHHOW AUCLUILIIHHE.

BoimonHenue mpakTHUeCKUX ~paldOT  SBISIETCA  CPEACTBOM — TEKYIIETO  KOHTPOIS
yCIIEBAEMOCTH OOYyYaIOLIUXCs M0 AMCLUUIIIMHE U MOXKET BKIIIOYaTh B CeO0sl CIEAYIOIIUE THIIbI
3aJlaHui: 3aJaHUsl TUOOBOTO BHJA M 33JaHUS TBOPUYECKOIO XapakTepa, IO pe3ylibTaTaM
BBITIOJIHEHUS MPAKTUUECKUX 3aJaHui oOydaromue oQOpMIISIOT OTUETHI, COJAEpXKAIINE aHaTU3
MOJYYEHHBIX PE3YJIbTATOB U BBIBOJIBI.

TecToBble 3a1aHus. 3ajaHus B (popMe TeCTUPOBAHHUSA

Tect npencrasisier cob60il KOHTPOIBHOE MEPOTIPHUATHE MO0 YUeOHOMY MaTepHaty Kakiaon
Tembl (pa3fena) JUCHMIUIMHBI, COCTOSIIEE B BBIMOJHEHWH OOYYAIOMIUMCS  CHUCTEMBI
CTaH/IapTU3UPOBAHHBIX 3a/laHUM, KOTOpas MO3BOJIIET aBTOMATU3UPOBAThH MPOLIETYPY U3MEPEHUS
YPOBHS 3HaHUM U YMEHUN 00y4aromerocs.

TectupoBaHue SBISETCS CPEACTBOM TEKYLIETO KOHTPOJS YCHEBAEMOCTH OOYUYarOLIUXCSI
0 JWCUMIUIMHE M MOXET BKIOYaTh B ceOs CHeAylollMe TUIBI 3aJaHuii: 3aJaHue C
€IMHCTBEHHbIM BBIOOPOM OTBETa M3 MPENJIOKEHHBIX BApUAHTOB, 33aJaHME HA OIpeIesieHUE
BEPHBIX U HEBEPHBIX CYXKJIEHUI; 3a/JaHie C MHO>KECTBEHHBIM BEIOOPOM OTBETOB.

B xax oM 3aaHi He0OX0IMMO BBIOPATh BCE MPABUIBLHBIE OTBETHI.

S. MarepuaJibl /I IPOBeIeHUS TEKYLero KOHTPOJIA U
NMPOMEKYTOYHOM aTTeCTALMU

3ananus B gopme YCTHOIO OIpoca

Cemectp 5

Benenue B naopmarmonnyo 6ezonacHocts (MB)
OcHoBHble noHsTHA UB.

AHanus yrpos.

[TpoGaemMbl 6€301MacHOCTH KOMITBIOTEPHBIX CETEH.
[TonuTuka 6€30MacHOCTH.

OCHOBHBIE COCTABIISIFOIINE TOJUTHKN 0€30M1aCHOCTH.
HopmarusHo-nipaBoBoe obecnieuenue Ub.

NoakowhE



8. Cranmapte! Ub.

9. Mesxaynapoansie ctanaaptsl B cepe Ub.

10.  ITpuniunel 3amuTsl HHGOpManuoHHBIX cucteM (MC).

11. TexHomornuM 3auThl JaHHBIX.

12. [TpuHIIUTIBI KPUITO3AIIHTHI.

13.  Kpunrorpadudeckue alropuTMBl.

14.  Kpunroanamms.

15.  CummerpuyHBIC M ACHMMETPUYHBIC CUCTEMBI I (PPOBAHUSI.
16.  TexHOJIOTHHU AIEKTPOHHO-IIU(POBOH IMOIITUCH.

17.  ®yHKuuu X3MKUPOBAHMUSL.

18.  TexHonoruu ayTeHTU(PHUKALINH.

19.  buomerpuueckas ayTeHTU(DUKALUS.

Cemectp 6

1. TexXHOIOTHH 3aIIUThI BEIYUCIUTEIBHBIX CUCTEM.

2. Ob6ecneuenue 6e3omacHocTH onepannoHHbIX cucteM (OC).
3. MesxceTeBble SKpaHbl.

4, Ceprudukanus v cTaHIapTH3AIM.

S. 3amuTa B BUpTyalabHBIX ceTax VPN.

6. 3amuTa Ha ypoBHsax mozaenu OSI.

7. TexHonoruu oOHapYKEHUS BTOPKEHUH.

8. Cpencrto ananusa cereBoro tpaduka Wireshark.

9. CkaHMpOBaHHE CETH.

10. AHann3 3aIMUIIEHHOCTH.

11.  OOHapyxeHHe aTak.

12.  TlporpammHBIe cpencTBa OOHAPYKEHUS BTOPIKEHHS.

13.  3amwuTa ymajaeHHOro JOCTYyIa.

14. 3amura OT BUPYCOB U CIlama.

15. VYmpasnenue 6€301acHOCTBIO.

16.  3amaum ynpasnenus b B unpopmannonnsix cucremax (MC).
17.  Apxurekrypa u pyHkunonuposanue cucreM ynpasienus Ub B (MC).
18.  Ayaut u monuTopuHr 6ezonacuoctu (UC).

19.  O630p cuctem ympapieHUs] 0€30MACHOCTHIO.

Kontpomupyemsie kommnerenmnun: OI1K-4
Oyenka KomnemeHyutl OCywecmesiemcs 8 coomgeemcmeuu ¢ madbauyet 4.

TecToBBIC 3a1aHUA
Cemectp 5

1.

KTo sBIIsIeTCI OCHOBHBIM OTBETCTBEHHBIM 3a OMMpeCACIICHUEC YPOBHA

kiaccuukanuu nHGopmauu?

2.

PykoBoauTens cpeaHero 3seHa
BeIciiee pykoBOACTBO
Brnanenen

ITons30BaTenn

Kakas kareropus siBisercsi Hanbosee pUCKOBAaHHOH JUIsi KOMIAHUU C TOUKU

3peHusi BEpOSATHOTO MOIIEHHUYECTBA U HapyIIeHHs] 0€30MacHOCTH?

CotpynHUKHT
Xakepsbl
Artakyroniue



KontparenTs! (yinira, padboTaromue mo 10roBopy)

3. Ecin pa3nuuHeIM rpynmnam Mojib30BaTelled C pa3Iu4yHbIM YPOBHEM JOCTyIIa
TpeOyeTcst JOCTYI K OJHOU M TOH ke nH(pOpMAINY, KAaKO€ U3 YKa3aHHBIX HIDKE IEHCTBHMA
clieyeT IpeIIIPUHITh PyKOBOACTBY?

CHuU3UTh ypoBeHb 0€30MaCHOCTH 3TOM MHpOpMALUK 715 0OecrieueHus ee
JOCTYITHOCTH U y100CTBa MCIIOJIb30BaHMS

TpeboBaTh MoANUCaHHS CHEIHUATBHOTO Pa3pelIeHNs KaX /bl pa3, Koraa
4eJI0BeKY TpeOyeTcs 1OCTyI K 3TON MHpOpMaLUu

Vi1y4muTh KOHTPOJIb 32 6€301aCHOCTBIO 3TON HH(OPMALIUH

CHU3UTH YpOBEHb KJIACCU(PUKALUU 3TOM HHPOpMALUU

4, Kakotii (hakTop Hanbomnee BakeH AJisi TOTO, YTOOBI OBITH YBEPEHHBIM B YCIICITHOM
obecriedeHnr 0€30MaCHOCTH B KOMITAHUU?
[Toanepskka BbICIIETO PYKOBOJICTBA
OddexTUBHBIC 3aIUTHBIC MEPHI M METOJIBI X BHEIPCHUS
AKTyaJbHbIE U aJICKBAaTHBIC IOJUTHKH U TIPOLIEAYPHI 0€30M1aCHOCTH
[TpoBeneHNE TPSHUHTOB 11O 0€30MTACHOCTH JIJISI BCEX COTPYIHUKOB

o. Korpaa nenecooOpa3Ho He IPEeANPUHUMATh HUKAKUX JCHCTBUN B OTHOIICHUU

BBISIBJICHHBIX PUCKOB?

Huxkorna. [{ist oGecrieueHust Xopoiiei 6e30IacHOCTH HY)KHO YYUTHIBATh U
CHIDKATh BCE PUCKH

Korna pucku He MOTYT OBITh IPUHATHI BO BHUMAHKE 0 MOJTUTUYECKUM
COO0OpaKeHUSIM

KOFI[a H€O6XO)II/IMBI€ 3alIUTHBIC MCPBI CIIMIIKOM CJIOKHBI

Korz[a CTOUMOCTDb KOHTPMED MPEBBIIACT ICHHOCTb aKTUBA U
MOTCHIUUAJIBHBIC TTIOTCPU

6. Kakoe yTBepxkieHne SBISETCS IPaBUIIbHBIM, €CIIH B3IVISHYTh Ha Pa3HUILY B LIEAX

0€30MacHOCTH 11 KOMMEPUYECKOW U BOEHHOW opraHu3anuu?

ToabpKO BOGHHBIE UMEIOT HACTOSIIIYIO0 O€30M1acHOCTh

Kommepueckast komnanus 006I9HO 00JIbIIIE 3a00TUTCS O IIETIOCTHOCTH U
JOCTYITHOCTH JIaHHBIX, @ BOCHHbIE — O KOH(PUICHIINAIBHOCTH

BoennsiM Tpebyercs 601bI1IMIA ypoBEeHb 0€30MIaCHOCTH, T.K. UX PUCKU
CYLIECTBEHHO BBIIIE

Kommepueckas koMnaHusi 0ObIYHO 00JIbIIIE 3a00TUTCS O JOCTYITHOCTH U
KOH(HIEHIINATIbHOCTH JaHHbIX, 3 BOGHHBIE — O I[eIOCTHOCTH

7. 3ammTa HHPOPMALIMHU OT YTEUKU — ATO JAEATENBHOCTH 10 MPEA0TBPAIICHUIO:

MOJTyYEHUS 3aIIUIIIAeMOi HHPOPMAIINHU 3aHHTEPECOBAHHBIM CYOBEKTOM C
HapylIEeHHEM YCTaHOBJIECHHBIX MPAaBOBBIMH JOKYMEHTAMH WJIM COOCTBEHHUKOM, BIIa/I€bIIEM
WHGOPMAIINY TIPAB WU MPABKII TOCTYIIA K 3alIHIAeMO WH(OPMAIIHH;

BO3/ICHICTBUS C HAPYIICHHEM yCTAaHOBJICHHBIX TIPaB W/HITK MPaBUIT Ha
M3MEHEHHE UHPOPMALIUH, TPUBOSAIIETO K MCKAKEHHUIO, YHUUTOXKEHHUIO, KOITMPOBAHHIO,
OJIOKMPOBAHUIO IOCTYIA K HH(OPMAIINH, a TAKXKE K yTpaTe, YHUUTOKECHHUIO WU COOI0
(YHKIIMOHUPOBAHUS HOCUTENS HH(OPMAIIHH;

BO3/CUCTBUS Ha 3alMIIAEMYyI0 HH()OPMAIUIO OIIMOOK MOJIb30BATENs
uHpopManmeil, cO0s TEXHUYECKUX U MPOTPAMMHBIX CPEACTB MH()OPMALIMOHHBIX CHUCTEM, a
TaKXe IPUPOIHBIX SBJICHUH;

HEKOHTPOJIMPYEMOTO PAaCIPOCTPAHEHHS 3AIIUINAEMO HHPOPMAIHHK OT ee
pasriameHusi, HECAaHKIIMOHUPOBAHHOTO JAOCTYIIA;



HECaHKITMOHUPOBAHHOTO JTOBEACHUS 3aIUIIIaeMOi HH(GOPMAITUH 10
HEKOHTPOJIMPYEMOTO KOJIMYECTBA MOTydareneii nHpopMaIum.

8. 3amurta nHpOpMaIUU ITO:

nporecc coopa, HaKOIUICHUs, 00pPaOOTKH, XpaHEHUs, paCIIPEICIICHHS U
MOMCKa UHPOPMALIUH;

npeoOpazoBaHre HHPOPMAIUH, B PE3yJIbTaTe KOTOPOTO COJICPIKaHUE
WH(OPMALIUY CTAHOBUTCS HEMOHSTHBIM ISl CyObEKTa, HE MMEIOIIETrO JOCTYIIA;

MOJIy4eHHE CYOBEKTOM BO3MOXXHOCTH O3HAKOMJICHUS C HH(OpMaIHe, B
TOM YHCJIC TIPHU MTOMOIIY TEXHUYECKUX CPEJICTB;

COBOKYITHOCTb ITPABHJI, PErIIAMEHTUPYIOIIMX MOPSIOK U YCIOBHS JOCTyIa
CcyObeKTa K HH(POPMAIUHU U €€ HOCUTEIISIM;

JESITeTILHOCTD I10 MPEIOTBPAILICHUIO YTEUKH HH(POPMAIUH,
HECaHKIIMOHUPOBAHHBIX U HEMPEIHAMEPEHHBIX BO3/ICHCTBUH HA Het.

9. EcrecTBeHHBIE yrpo3bl 0€30MacHOCTH HH(OPMAIK BEI3BAHBI:

JeSITeIbHOCTBIO YEIIOBEKa,

ommbkamu nipu npoekrupoBanun ACOMU, ee aieMeHTOB wiu pa3paboTke
IIPOrpaMMHOT0 0OecreueHus;

BO3/JCHCTBUSAMU OOBEKTUBHBIX (PU3HMUECKUX MPOLIECCOB UIIM CTUXUIHBIX
IPUPOJHBIX SBJICHUMN, HE3aBUCSIIUX OT YEJIOBEKa,

KOPBICTHBIMU YCTPEMJIEHUSIMU 3JI0YMBILICHHUKOB;

OLIMOKaMU IpU IEHCTBUAX MEPCOHAIA.

10.  HckyccTBeHHbIE yrpo3bl 0€30MacHOCTH HH(OPMAIK BHI3BAHBI:

NeSITeTTHHOCTHIO YEIIOBEKa,

omnbkamu npu npoexkrupoanun ACOMU, ee 3neMeHTOB wiu pa3paboTke
MPOTPaMMHOTO 00ECTICUCHHS;

BO3CUCTBUSAMH OOBEKTUBHBIX (PU3NYECKHUX MPOLIECCOB MIIM CTUXUHHBIX
MIPUPOJIHBIX SIBJICHUH, HE3aBUCSIINX OT YEIIOBEKa,

KOPBICTHBIMU YCTPEMIJICHUSIMH 3JI0YMBIIITIEHHHKOB;

OLIMOKaMH TpH IEHCTBUAX IEepCOHAIA.

11. K oCHOBHBIM HempeaHaMepeHHBIM HCKYCCTBEHHBIM yrpo3am ACOM oTHocHTCS:
¢buznyeckoe pa3pyuieHle CUCTEMBI ITyTEM B3pPbIBa, MOHKOra U T.I1.;
nepexBaT NOOOYHBIX JIEKTPOMArHUTHBIX, aKYCTHUECKUX U IPYTUX
W3JIy4€HUN YCTPOMCTB U JINHUU CBS3U;

U3MEHEHHE PEXUMOB pabOThl YCTPOMCTB MIIM IPOTpaMM, 3a0acTOBKa,
caboTaxx epcoHaa, IOCTAaHOBKA MOIIIHBIX aKTUBHBIX ITOMEX U T.I1.;

YTEHHE OCTATOYHON MH(POPMAIMH U3 ONEPATUBHON NaMSITH U C BHEITHUX
3allOMMHAIOIUX YCTPOUCTB;

HEYMBIIJIEHHBIE IEUCTBUS, IPUBOIAIINE K YACTUYHOMY WM MIOJTHOMY
OTKa3y CUCTEMbI WM PA3pyLICHUIO allapaTHbBIX, IPOrPaMMHBIX, HHPOPMALIMOHHBIX PECYpPCOB
CUCTEMBI.

12. K nocTOpOHHHUM JHIIaM HapyHIIUTEIsIM HH(POPMAIIMOHHON 0€30MacHOCTH
OTHOCHTCS:
NPEJCTaBUTENIN OPTaHU3AIMiA, B3aUMOICHCTBYIOIINX 110 BOIPOCAM
o0ecrieueHNs )KU3HEICATETbHOCTH OpraHU3allny;
NepcoHa, 00CITyKUBAIOUINI TEXHUYECKUE CPE/ICTBA;
TEXHUYECKUN MTePCOHAII, 00CITYKMBAIOIUHN 3/1aHKE;
MOJIb30BATEIH;



COTPYAHHUKH CITY>KObI 0€30MMacCHOCTH.
IIPEACTABUTENN KOHKYPUPYIOLUX OPraHU3aLUN.
JIMIIa, HAPYIIMBIIUE MTPOITYCKHON PEXUM;

13. Cnam, KOTOpBII UMEET LIeIb OTIOPOYUTH TY MM UHYIO (pUpMY, KOMITAaHHIO,
MIOJINTUYECKOT0 KaHAuaaTa U T.11:
YEpHBII nHap;
bummHr;
HUTEpUIICKUE THChMa,
UCTOYHUK CIIyXOB;
MyCThbIE MHUChMA.

14.  Cnam pacnpocTpaHsieT noaJelibHble COOOIIEHUs OT UMEHU OaHKOB MJIH
(UHAHCOBBIX KOMIIAHUH, €TI0 KOTOPBIX SBIISIETCS COOP JIOTMHOB, MAPOJICH M MUH-KOJIOB
I10JIb30BATENCH:

YEepHBIN ITUap;
(UIIUHT;
HUTEPUMCKHE ITUCHbMA;
HCTOYHUK CIIyXOB;
IIyCTBIE ITUCHMA.

15.  AKTHBHBII nepexBaT HHPOPMAIIUH - 3TO IIEPEXBAT, KOTOPHIIA:

3aKIII0YAeTCsl B YCTAHOBKE IMOJICTYIIMBAOIIETO YCTPOWCTBA B aIapaTypy
CpeacTB 00paboTKH UHPOPMALINH;

OCHOBaH Ha (pUKCAlUU 3JIEKTPOMATHUTHBIX M3JIy4Y€HHUH, BO3HUKAIOIINX
pu PYHKIIMOHUPOBAHUU CPEACTB KOMITBIOTEPHON TEXHUKU U KOMMYHHMKAIUI;

HEMPaBOMEPHO UCIOJIb3YET TEXHOJIOIMUYECKHE OTXO0/Ibl HH(POPMAIITMOHHOTO
nporiecca;

OCYILECTBIISICTCS ITYTEM HCIIOJIb30BAaHUS ONTUYECKON TEXHHKH;

OCYHICCTBIACTCA C TOMOIIBIO MMOAKIOYCHHUA K TCICKOMMYHUKAIITMUOHHOMY
000pYyI0BaHUIO KOMITBIOTEPA.

16.  IlepexBar, KOTOPBIN 3aK/IIOYAETCS B YCTAaHOBKE MOJCIYLIMBAIOIIET0 YCTPOMCTBA B
anmaparypy cpeAcTB 00paboTKu HHGOPMAITUN HA3bIBACTCS:
AKTHBHBIN MEpEXBar;
MTaCCHUBHBIN MTEPEXBAT;
ayJMOIepexBar;
BUICOTICPEXBAT;
IIPOCMOTpP Mycopa.

17.  TlepexBar, KOTOpBI OCHOBAH Ha (PUKCALIMU SJEKTPOMArHUTHBIX U3JTy4EHH,
BO3HUKAIOMIMUX MPU PYHKIIMOHUPOBAHUHU CPEJCTB KOMITBIOTEPHOM TEXHUKH U KOMMYHUKALIUN
Ha3bIBACTCS:

AKTHBHBIN I1E€PEXBAT;
MTaCCHUBHBIN MTEPEXBAT;
ayIHoIepexBar;
BHJICOTIEPEXBAT;
IIPOCMOTP MyCOpa.

18. IIepexBaT, KOTOPBINA OCYIIECTBISAETCA ITYTEM UCIIOJIb30BaHUS ONITHYECKOU
TEXHUKHU HA3bIBACTCA:
AKTUBHBIN [1EpEXBAaT;



MaCCUBHBIN MEPEXBaT;
ayJuorepexsar;
BU/JICOTIEPEXBAT;
IIPOCMOTP Mycopa.

19. CrerneHp 3alIUINEHHOCTH HH(OPMAIIUU OT HETaTHBHOTO BO3CHCTBHS Ha He ¢
TOYKH 3PCHUS HAPYIICHUS €€ GU3HUSCKOM M JJOTUIECKOM IICJIOCTHOCTH HIIH
HECaHKIIMOHUPOBAHHOTO UCTIOIB30BAHUS — ITO
YSI3BUMOCTh HH(OPMAIUH
HAJCKHOCTHh HH(pOpMaIu
3alUIICHHOCTh HH(POPMAIIHH
0e30macHOCTb UHPOPMALIUU

20.  IIpoBepka MOUIMHHOCTH CyOBEKTA MO MPEABIBICHHOMY UM UACHTU(PHUKATOPY IS
NPUHSATHS PEILICHUS O TIPEJOCTABICHUU MY JIOCTYIA K PecypcaM CHCTEMBI — 3TO
ayIuT
ayTeHTU(UKAIHL
ABTOPH3AIHS
UIEeHTU(DHUKAIAS

21.  CoBOKYIHOCTH CBOKMCTB, 00YCIOBIMBAIOIINX IIPUTOJHOCTH HH(OpMAIIH
YIOBJIETBOPSATH OIPEIeICHHbIE TOTPEOHOCTH B COOTBETCTBUU C €€ HA3HAYCHUEM, Ha3bIBACTCS
aKTyaJlbHOCTBIO HH(pOpMALUU
JIOCTYITHOCTBIO
Ka4ecTBOM HMH(popMaluu
LEJIOCTHOCTBIO

22.  IlepbM dTamom pa3pabotku cucteMsl 3auuThl C sBisercs
aHaJIM3 NOTEHIMATbHO BO3MOXKHBIX YIpO3 HH(pOpMaIUU
M3y4eHrne NH(OPMAIIMOHHBIX TIOTOKOB
CTaHJapTU3aLUs IPOrPaMMHOI0 00eCIIeYeHUs
OLICHKA BO3MOKHBIX II0TEPh

23. HaznexxHOCTh CUCTEMBI 3alUTHl HHPOPMAIIHH OTPEesIeTCs
YCPEIHEHHBIM MOKa3aTeIeM
CaMbIM C1a0bIM 3BEHOM
KOJINYECTBOM OTPAKEHHBIX aTak
CaMbIM CHJIbHBIM 3BEHOM

24.  Tlonutuka nH(GOPMAIIMOHHON 0€301TaCHOCTH — JTO
npo¢ b 3aIUTHI
UTOTOBBIN JJOKYMEHT aHaJIn3a PUCKOB
CTaHJapT 0€30MacHOCTH
COBOKYITHOCTH 3aKOHOB, IIPAaBUJI, ONPEAEIIAIOINX YIIPABICHUYECKHE U
MIPOEKTHBIE PEIICHUs B 00JaCTH 3aIIUThI HHPOpMALIUU

25.  IlpucBoenue cyobekTaM U 00BEKTaM JIOCTYyIAa YHUKAIBHOTO HOMepa, mudpa,
KOJIa U T.1I. C IEJBIO MOTYYCHUS JOCTyMa K HHPOPMAITUTH — 3TO
ayTeHTHUKAIUS
uacHTU(DUKAITISL
ayIuT

aBTOpHU3ALIUS



26.

Kaxkoii Tvn BO31€MCTBUS OCYLIECTBIISIET IPOrpaMMHasi 3aKJiajika, KoTopas

BHeapsietcd B [13Y, cuctemMHoe niay MpUKIIaAHOE IPOrpaMMHOE 00ECIICUEHUE U COXPAHSIET BCIO
WK BEIOpaHHYIO0 HH(OPMAIIHIO B CKPBHITON 00JIACTH MaMSITH:

27.

KOMITPOMETAITHS
nepexBar
HaOJIFOICHUE
ybopka Mmycopa

CogepxaHreM mapaMerpa yrpo3sl 6€30macHoCTH HH(OpMaun

«KOH(bI/II[eHI_[I/IaJ'IBHOCTI)» ABIIACTCA

28.

29.

30.

HCCAaHKIIMOHUPOBaHHAA MOI[I/I(i)I/IKaL[I/IH
HCKaXXCHUC

HCCAHKIIMOHUPOBAHHOC MMOJTYYCHUC
YHUYTOKCHHUC

Tpe6OBaHI/IH K TEXHUYCCKOMY 00eCreyeHnI0 CUCTEMBI 3allIUThI:

anmaparypHbie U (pU3HUecKue
yIIpaBJIeHYECKNE U JOKYMEHTapHBIE
IpoIeypHBIE U pa3/ieibHbIE
aJIMUHHUCTPATHBHBIC U allliapaTypHbIe

I_[eJ'IB npouecca BHCAPCHUSA U TCCTUPOBAHUA CPEACTB 3alIUTBI —

OINpPEENIUTh YPOBEHb PACXO0B HAa CUCTEMY 3aILUThI
BBISIBUTH HapyLIUTEISA

rapaHTUPOBATH MPABUIBHOCTh pEAIU3alMK CPEICTB 3alllUThI
BBIOOp MEp U CPEJCTB 3aALIUTHI

Bo3MoxHOCTB MOJIYYCHUA HCO6XO,I[I/IMLIX IMMOJIb30BATCIIIO aAHHBIX UJIN CEPBUCOB

3a pa3yMHOE BpeMs XapaKTepU3yeT CBOICTBO

31.

BOCCTAHABIMBAEMOCTh
JI€TEPMUPOBAHHOCTD
L[EJIOCTHOCTh
JIOCTYITHOCTh

Tposickue nporpaMMel — 3TO

IIPOrPaMMBbI-BUPYCHI, KOTOPbIE PaCIPOCTPAHSIOTCS CAMOCTOATEIBHO
BCE MTPOrPaMMBI, COJIepIKaIle OIHOKH
4acTh [IPOrPAMMBbI C U3BECTHBIMHU OJIb30BATENIO QYHKIUSIMU, CIOCOOHAs

BBIIIOJIHATH JCUCTBUSA C HEIbIO NPUIUHCHHUA OIPCACICHHOTO yLuep6a

32.

SIBJISICTCA

33.

TEKCTOBBIE (hailsIbl, paclpoOCTpaHsIeMbIe [0 CETH

Haubonee Hage)XHBIM MEXaHU3MOM IS 3aIIUTHI COJIEPIKaHUS COOOIIEHUN

CIIEMAJIbHBIN annapaTHbI MOAYIb
CHELMATbHBIA PEKUM Iepeiaun COOOIIeHUs
JIOTIOTHUTEIIbHBINA XOCT

KpUNTorpadus

OCHOBHOI1 11eJTBI0 CUCTEMBI OpaHMay3pa SABISETCS YIPaBIEHUE JOCTYIIOM

K apXHUBaM
BHYTPH 3aIIMILAEMON CETU



K CeKpeTHOU nHpopmaIuu
K 3allMIIaeMON CETH

34.  Ilporecc MMHUTAIMH XaKEPOM JIPY>KECTBEHHOT'O aJpeca Ha3bIBACTCS
«KPIKOM»
POHHUKHOBEHUEM
B3JIOMOM
«crrypuHTOM»

35.  IIpenocraBiieHue JeralbHBIM MOJb30BaTeIeM (P PEepEeHIMPOBAHHBIX MIPAB
JOCTYIIa K pecypcaM CHCTEMbI — 3TO
uacHTH(DUKAITISL
ayauT
ayTeHTU(UKAIIHS
aBTOpPU3AIHS

36.  IIpoBepka MOATMHHOCTH MOIB30BATEINS MO MIPEIBIBICHHOMY UM
UACHTUPHUKATOPY — ITO
aBTOpHU3ALIUA
ayTeHTU(UKAIIHS
ayqIuT
UIEeHTU(DUKAIUS

37.  CBOHCTBO, KOTOPOE TaPaHTUPYET, UTO WH(POPMAIIHI HE MOXKET OBITh JOCTYITHA
WJIN PACKPBITA JUIsl HEABTOPU30BAaHHBIX JIMUYHOCTEH, 00BEKTOB MIIM MPOLIECCOB — ATO
JE€TEPMUHUPOBAHHOCTD
JIOCTOBEPHOCTD
LIEJIOCTHOCTh
KOH(HIEHIIMATBHOCTb

38.  Cucrema, O3BOJISIONIAS Pa3ACIUTh CETh Ha JIBE MJIM 0OJIee YacTeH U peain30BaTh
Ha0op MpaBUJI, ONPENEISIONUX YCIOBUS MPOXOXKICHUS TAKETOB U3 OJJHON YacTH B APYTYIO,
Ha3bIBACTCS
OpaHIMay’poM
Opaysepom
MapuIpyTU3aTOPOM
bunbTpoM

39.  KoMmbOTEepHBIM BUPYCOM Ha3bIBACTCS:
mro0as mporpamMma, Co3/1aHHas Ha sI3bIKaX HU3KOTO YPOBHS
HeOoJIbIIIas MporpaMma, CrocoOHas K CaMOKOIMPOBAHUIO, KOTOPasi MOXKET
MIPUMKCHIBAThH ce0s K IPYrUM IporpaMmam
daiin, comepxamuii MaKpoChl
HET MPaBUILHOTO OTBETA

40. UTo U3 HIKETIePEUNCICHHOTO SBISIETCS] OJHUM U3 CIIOCOOOB 3aIIHUTHI
nH(popManuu Ha KOMITbIOTEPE?
3alIurTa MapoJcM JaHHBIX
neparMeHTaIus KECTKOTO TUCKa
MOJIHOE OTKIIFOYCHHE CUCTEMHOT0 OJIoKa
nepeycTaHOBKA OTEPAIIMOHHON CHCTEMBI
HCT IIPAaBUJIBHOI'O OTBCTA



BCC€ OTBCThI IIPaBUJIBHBIC

41. Yo Takoe pyTKHUT?
BPEIIOHOCHASI IPOTPaMMa, OTCIISKUBAIOIIAs], KAKHE CAUTHI TIOCEIIACT
MOJIb30BATEIh
nporpaMma, OJIOKHPYIOIIast JOCTYN K KOMITBIOTEPY U TpeOyrolas AeHbT U
3a pa30JIOKUPOBKY
porpaMMa Jijisi CKPBITOTO B3STHS MOJI KOHTPOJIh B3JIOMAaHHOM CHCTEMBI
HET MPaBWJILHOTO OTBETA
BCE OTBETHI BEPHBI

42. [Tonx pUIHMHTOM MOHUMAIOT
PacChUIKU OT UIMEHH TOMYJISIPHBIX KOMITAHHWIA WA OPTaHU3aIHid,
COJIEPIKaIIMX CChIIKU Ha JIOXKHBIC CAWTHI, BHEIITHE HEOTIIMYUMBIC OT HACTOSIIUX.
nepepacnpezeneHe (HhaiioB 1 JOTHUYECKOU CTPYKTYPhI TUCKa
npeoOpazoBaHre HHPOPMAIUH B LIEISAX CKPHITHS OT HEABTOPHU30BAHHBIX
JINLL
HET MPaBUIBLHOTO OTBETA
BCE OTBEThI BEPHBI

43.  Kak Ha3pIBaeTcs HHPOpPMALUs, KPYT JIUL, HIMEIOLINX JTOCTYII K KOTOPOi
OrpaHuyeH?
OTKpBITast
KOH(UICHIIMATbHAs
3amu@poBaHHas

44,  udpoBanue nHGOpMALIUHU 3TO - ...
npeoOpa3oBanue HHOOPMAIHH, TIPU KOTOPOM COJIEPKAHNUE CTAHOBHUTCS
HETOHATHBIM JUI He 00J1a/1al0IIUX COOTBETCTBYIOIIMMHU OTHOMOYHMSMU CYObEKTOB
npeoOpa3oBanue HHGOPMAIMH B IBOMYHBINA KOJT
nporiecc cxkaTHs HHPOPMAIINH, C TETTBI0 YMEHBIICHHS 3aHUMAeMOT0 e
o0beMa Ha JHCKe
BCE OTBETHI BEPHBI
HET MPaBUIBLHOTO OTBETA

45.  Yro Ha3bIBAIOT 3aIIUTON HHPOpMAITUH?
NpeOTBpAllleHHEe YTeUKH HH(POpMaIUn
MPEIOTBPALICHHE HECAHKIIMOHUPOBAHHBIX JICHCTBHI
IpeOTBpAlleHUE HEeTTpeTHAMEPEHHBIX BO3/ICHCTBHI Ha 3aIUIIAEMYIO
uH(popMaInIo
BCE OTBETHI BEPHBI

46.  YrTo MOHWUMAIOT O] YTEUKOH nH(popMarmn?
OeCKOHTPOJIBHBIN BBIXOA KOH(GHUIECHIIMATLHON HH(DOPMAIIH 3a MTPeIebl
OpraHM3aliy WK Kpyra JHI, KOTOPhIM OHa Obljla I0BEpEHa.
npeJHaMepeHHas opya Uik YHUYTOXKEeHUE HHPOpMaIuu
IpeJHAMEPEHHOE OBJIa/IeHUE KOH(UAECHIIMATLHON HH(OpMaIen JINLOM,
HE UMEIOIINUM ITpaBa JOCTYyIa K JaHHBIM.



CemecTtp 6

1. Kakast U3 npuBeICHHBIX TEXHHUK SIBJISIETCSA CAaMOW Ba)KHOW IIPU BHIOOPE KOHKPETHBIX
3aIUTHBIX Mep?

AHanu3 puckoB

AHanu3 3aTpar / BEITOIbI

PesynpraTer ALE

BrrsABiieHNEe yA3BUMOCTEN U YIpO3, ABJISIIOLUXCS IPUYUHON PUCKa

2. YTo styurie Bcero onuchiBaet 1enpb pacuera ALE?
KonmuecTBeHHO OIIEHUTH YPOBEHBb 0€3011aCHOCTH CPEIbl
OneHnuTh BO3MOXKHBIE TOTEPH IS KaXK10M KOHTPMEPHI
KonmuecTBEHHO OILICHUTD 3aTPaThl / BBITO/IBI

OneHnTh MOTEHIMAIBHBIE TIOTEPH OT YTPO3BI B TOJT

3. TakTHYeCcKOE TUTAHUPOBAHKE — ITO:
CpennecpoyHoe TIAHUPOBAHUE
Josrocpo4Hoe niaHupoBaHUE
E>xenHeBHOE MIaHUPOBaHUE
[TnarupoBaHue Ha 6 MecsIICB

4. Yro siBnsieTcs ONpenesicHueM Bo3ieiicTBIs (EXPOsuUre) Ha 6e30macHOCTh?
Heuro, npuBopsiee k ymepOy OT yrpo3bl

JIro6ast noTeHIMaIbHAas OMAaCHOCTh sl UH(OPMAIMK WIIA CHCTEM

JIto00#i HEZOCTATOK UM OTCYTCTBUE MHPOPMAITMOHHON OE€30MMaCHOCTH
[ToreHnuanbHbIE TOTEPH OT YTPO3bI

5. Kak paccunrats ocTaTOUHBIH pUCK?

Yrpo3bl X Pucku x LleHHOCTh akTHBa

(Yrpossl x LlenHOCTh akTHBa X YSI3BUMOCTH) X Pucku
SLE x Yacroty = ALE

(Yrpo3ssl x Ysa3BumocTH X [{enHocTs aktuBa) X HemoctaTok KOHTpOIIs

6. UTo U3 MepeuncICHHOTO HE SBISCTCS [EbI0 TPOBECHHS aHATN3a PUCKOB?

JenernpoBanue noOJIHOMOYUN

KonuuecTBeHHas olieHKa BO3AEHCTBUSA MOTEHIIUAIBHBIX YIPO3

BrisiBeHHE pucKOB

Omnpenenenue 6anaHca MeKIy BO3JEHCTBUEM PUCKA U CTOUMOCTHIO HEOOXOUMBIX
KOHTPMED

7. UTO 13 MepeuncIeHHOT0 He SIBJISETCS 3a/1aueii pyKOBOJICTBA B MPOIIECCE BHEAPECHUS U
COIIPOBOXICHUS 0€30MaCHOCTH?

[Tonnepxka

BrinonHenne ananusa puckoB

Ornpenenenne 1eau U rpaHull

JenerupoBaHue MoJIHOMOYMH

8. [loueMy mpu MpoBeIeHUH aHATN3a HHPOPMAITMOHHBIX PUCKOB CJIEIyeT MPUBJIEKATh K
3TOMY CHELUATUCTOB U3 Pa3IUYHBIX MOAPA3ICICHUNA KOMITAHUH?
Yto6bl yOenuTbes, 4To MPOBOIUTCS CIPaBEIUBast OLIEHKA



Oto He TpeOyercs. s aHanu3a pUCKOB CIEIYET MPUBJIEKATh HEOOBIIYIO IPYIIITY
CHEIHAIMCTOB, HE SBJISIONINXCS COTPYTHUKAMU KOMIIAaHUH, YTO TTO3BOJIUT 00ECIIEYHUTh
OecTpUCTPACTHBIN U KaYEeCTBEHHbIN aHaIN3

[TockonbKy JIFOIM B Pa3IMYHBIX MOAPa3ACICHUIX JTy4dllle TOHUMAIOT PUCKU B CBOUX
MO/IPA3ICIICHUSAX U CMOTYT MPEAOCTaBUTh MAKCUMAIIBHO MOJHYIO U JOCTOBEPHYIO HH(POPMAIUIO
JUI aHAJIU3a

[TockonbKy JIOIM B Pa3IMUHBIX OJpa3AeCHUSX CaMU SIBJSIOTCS OJTHOM U3 MPUYHUH
PHUCKOB, OHU JIOJDKHBI OBITh OTBETCTBCHHBI 32 UX OIICHKY

9. Yro sBisieTcs HaWJIy4IIMM OITMCAaHHUEM KOJIMYCCTBCHHOI'O aHAJIM3a pI/ICKOB‘.7

AHanm3, OCHOBaHHBIN Ha CIICHAPHSIX, PEIHA3HAYCHHBIN JIJIS BHISIBJICHUS PA3IMUHBIX
yrpo3 6e30MacHOCTH

Meto, UCTIONIBb3YEMBbIH JIJIsl TOYHOM OIIEHKU TOTEHIIMATIBHBIX TIOTEPh, BEPOSITHOCTH
IIOTEPH U PUCKOB

Merto/1, COOCTaBISIONIN IEHE)KHOE 3HAYCHUE C KaXIbIM KOMIIOHEHTOM OI[CHKH PHCKOB

Meron, OCHOBaHHBIN Ha CYXKACHUAX U UHTYULIUH

10. INoyemy KOTMYECTBEHHBIN aHATIN3 PUCKOB B YHCTOM BHUJIE€ HE JOCTIKUM?

OH IOCTH>KHMM U UCHOJIb3YETCs

OH npucBanBaeT ypoBHU KPUTUYHOCTH. VX CII0KHO NEPEBECTH B JEHEKHBIN BUI.
OTO CBA3aHO C TOYHOCTHIO KOJIMYECTBEHHBIX JIEMEHTOB

KonnyecTBeHHBIE H3MEPEHUS JOJKHBI IPUMEHATHCS K KAYECTBEHHBIM 3JIEMEHTAM

11. Ecau ncnosnib3yroTcs aBTOMaTU3UPOBaHHbBIE MHCTPYMEHTHI /1711 aHAJIN3a PUCKOB,
MoYeMy BCE PaBHO TpeOyeTcs TaKk MHOTO BPEMEHH JJIsl IIPOBEICHHsI aHaIn3a?

MHoro uH@opMaIu Hy>KHO cOOpaTh U BBECTH B IPOTpamMmy

PykoBO/CTBO JOKHO 0100pUTH CO3/1aHUE TPYIIIIBI

AHanu3 pUcKOB HE MOXET ObITh ABTOMaTU3UPOBAH, YTO CBSI3aHO C CaMOM MPUpPOIOH
OLICHKHU

MHOXECTBO JIFO/IEH TOJDKHO 0JJ0OPUTH JaHHBIE

12. Kakoii U3 cieayronmx 3aKOHOIaTeIbHBIX TEPMHUHOB OTHOCHUTCS K KOMITAHUU UITU
YEIIOBEKY, BBITIOJHSIONIEMY HEOOXOIUMBIC ICHCTBUS, M UCIIOJIL3YETCS JIJIS ONPEICTICHUS
00s13aTeNBCTB?

Crannaptel

Jomxusrit iporece (Due process)

Jomxwnas 3a00ta (Due care)

CHmkeHue 0053aTenbCTB

13. Uto takoe CobiT 1 kak OH OTHOCHUTCSI K pa3paboTKe CUCTeM HHPOPMAITHOHHO
0€30MacHOCTH U IPOrpamMM 6e30MacHOCTH?

CIUCcoK CTaHIapTOB, MPOIEYP U MOIUTHK ISl pa3padOTKU MPOTPaMMBbI O€30TTaCHOCTH

Texymias Bepcus 1SO 17799

CrpykTypa, KoTOpas Obuta pa3paboTaHa AJsl CHUKEHUSI BHYTPEHHET0 MOIIEHHUYECTBA B
KOMITaHUSIX

OTKpBITHII cTaHAAPT, ONPEAEIISIFOIINNA ETH KOHTPOJIS

14. 13 xakux 4eTbipex JoMeHOB cocTouT CobiT?

[TnanupoBanue u Opranuzanus, [Ipunodperenre nu Bueapenne, Dxcryaranus u
ConpoBoxenue, Monutopusr u OneHka

[InanupoBanue u Opranuzanus, [lonnepxxka u Bueapenue, Dkcrmyatanus 1
Conposoxenue, Monutopusr u OreHka



[TnanupoBanue u Opranuzanus, [Ippo6perenue n Bueapenne, ConpoBoXACHHE U
ITokynka, MonuTtopusr u OneHka

[Ipuobperenue u Baenpenue, Dxcruryaranus u ConpoBoxkaeHre, MOHUTOPUHT U
Ouenka

15. Yro npencrasnsier coboit cranaapt ISO/IEC 277997
CranmapT 1o 3aImTe NepCoOHANBHBIX JaHHBIX O 3J0POBHE
Hogas Bepcusa BS 17799

Onpenenenus ajist HoBou cepuu ISO 27000

Hogas Bepcus NIST 800-60

16. CobiT obu1 pazpaboran Ha ocHoBe cTpykTypbl COSO. UTo sBJISIETCS OCHOBHBIMU
neixsaMu ¥ 3agadyamu COSO?

COSO — 310 MoAX0/1 K YIPABICHUIO PUCKAMHU, KOTOPBII OTHOCUTCS K KOHTPOJIEHBIM
o0BEeKTaM U OM3HeC-TpoIeccam

COSO oTHOCHUTCS K CTpaTeruuecKoMy ypoBHIo, Toraa kak CobiT GombIre HanpaBiieH Ha
OTIEPALIMOHHBIH YPOBECHb

COSOQO yuuthIBaeT KOPHOPATUBHYIO KYJIbTYPY U pa3pabOTKy MOJIUTUK

COSO — 3710 cucreMa 0TKa30yCTOWYMBOCTH

17. OCTAVE, NIST 800-30 u AS/NZS 4360 sBisitoTCs pa3IudHbIMH IMOIX0IaMHU K
peanu3aliy yrpaBJIeH!s] pUCKaMH B KOMITaHUSX. B yeM 3aKirto4aroTcs pa3inius MExKIy STUMH
MeTOdaMU?

NIST u OCTAVE sBnsitoTcst KOpropaTUBHBIMU

NIST u OCTAVE opuentupoBan Ha UT

AS/NZS opuentupoBan Ha UT

NIST u AS/NZS sBrsitoTCS KOPIIOPaTHBHBIMH

18. Kakoit u3 cienyromux METOA0B aHaJIN3a PUCKOB IBITAETCS ONPENEIUTh, I11e
BEpOSTHEE BCEro Mpou30iiieT cooi?

AHanm3 CBS3YIOIIETO JIepeBa

ASINZS

NIST

AHanu3 c6oeB u 1e(heKToB

20.  Yro 6bL10 pazpaboTaHO, 4YTOOBI TOMOYB CTPaHAM U MX MPABUTEIHCTBAM
MOCTPOUTH 3aKOHOJATEIHCTBO T10 3aITUTE IEPCOHANBHBIX TaHHBIX TOXO0XKUM 00pa3om?

besonacnas OECD

ISO\IEC

OECD

CPTED

21.  CumBouibl HIM(PPYEMOT0 TEKCTa MEPEMEIIAIOTCS IO OTPeIeIEHHBIM IPaBUIaM
BHYTpH MIH(pyeMoro 6J10Ka TOro TeKCTa, 3TO METO/:

raMMHUpPOBaHU,

MOJICTAHOBKH;

KOJIMPOBaHMUS;

NIePECTaHOBKH;

AHAJTUTHICCKUX TPEoOpa30BaHUM.

22.  CumBousbl LKU(pPyeMOro TeKCTa 3aMEHSIOTCS APYTUMU CUMBOJIAMU, B3SITHIMHU U3
OJTHOTO WJTU HECKOJBKHUX all(DaBUTOB, 3TO METO/:



raMMHUPOBAHUS;

MIOJICTAHOBKH;

KOJIUPOBAHUS;

NIePECTaHOBKH;

AHAINTUYECKUX [TPEOOPa30BAHUM.

23. CumBOITBI IMGPYEMOT0 TEKCTa MOCIEA0BATEIIBHO CKIIAILIBAIOTCS ¢ CHMBOJIAMH
HEKOTOPOU CIIEIUAIbHOM MTOCIEA0BATEIBHOCTH, 3TO METOI:

raMMHUPOBAHUSI;

MMOJICTAaHOBKW,

KOJIUPOBAHMUS;

[IEPECTAHOBKH;

AHAJTUTHYCCKUX MPEeoOpa30BaHUM.

24.  IlpoctpaHcTBO Kitouei k — 3to. ..
Ha0Op BO3MOKHBIX 3HAYCHHI KITFOUYa
JUTMHA KITF0Ya
HET MPaBWJILHOT'O OTBETA

25.  Kpunrocucremsl pa3fensioTcs Ha:
CHMMETPHYHBIC
acCUMETpUYHEIE
C OTKPBITHIM KITIOYOM

HE MOJTHOCTHIO0 CHMMETPUYHBIE

26.  CKOJBKO UCTIONB3YyeTCs KI0Ye B CAMMETPUYHBIX KPUIITOCHCTEMAX JIJIS
mudpoBaHus U JemuppoBaHUs
1
2
3

27. CKOJBKO KJIIOUCH HCIOJIB3YCTCA B CUCTEMAX C OTKPBITHIM KIIFOYOM
2

3
1

28. Kak cBs13aHBI KIIFOYH JIPYT C IPYTOM B CUCTEME C OTKPBITHIM KITFOUOM
MaTeMaTUYeCKU
JIOTHYECKHU
ANTOPUTMHUYECKU

29. DNEKTPOHHOH MOIMICHIO HA3bIBACTCH. ..

MPpUCOCAUHACMOC K TCKCTY €TO KpI/IHTOFpa(I)I/I‘{CCKOC npeo6pa3OBaHHe
TEKCT

3amu(pOBaHHBIN TEKCT

30. KpunrocToikocTh — 3TO. ..
XapaKTepUCTHKA MPpU(Ta, OMPEACISAIONAs €r0 CTOMKOCTH K AemudpoBaHuio 6e3
3HAHUA KJII04a
CBOMCTBO TaMMBbI
BCE OTBETHI BEPHBI



31. [TokazaTenu KPUNTOCTOWKOCTH:
KOJIMYECTBO BCEX BO3MOKHBIX KITFOUCH
cpeaHee BpeMsi, HeOOX0JMMOe JIIsl KpUIITOAHATN3a
KOJINYECTBO CHMBOJIOB B KITIOUE

32. 111 COBpeMEHHBIX KpUNTOrpaduyecKuX CUCTEM 3aIlUThl HH(GOpPMAIIH
cOpPMYIIHPOBaHBI CIIEAYIONINE OOUICTIPUHSTHIC TPEOOBAHUS:
3HAHWE AITOpUTMA MU(POBAHMS HE JOHKHO BIHSTH HA HAJC)KHOCTD 3aIUTHI
CTPYKTYPHBIC DJIEMEHTHI aJITOpPUTMa MIH(PPOBAHUS JTOJDKHBI OBITh HEU3MEHHBIMHU
HE JIOJDKHO OBITh IPOCTBIX M JIETKO YCTAHABIMBAEMBIX 3aBUCUMOCTHIO MEKIY
KITIOYaMU TTOCJIEA0BATEIbHO UCTIONB3YEMBIMU B ITpOIecce MUGPOBAHHS
JUTMHA TIH(PPOBAHHOTO TEKCTA JOJKHA OBITh PABHOM JIMHE UCXOAHOTO TEKCTA
3apPOBaHHOE COOOIICHHE JOJDKHO TIO/1aBaThCsl YTCHUIO TOJIBKO NIPU
HAJTMYUHU KITF09a
HET MPaBWJILHOTO OTBETA

33. OCHOBHBIE COBPEMEHHBIE METObI MIHU(PPOBAHUS:
JIITOpUTMa TaMMHUPOBAHUS
AJITOPUTMBI CIIOKHBIX MaTeMaTHYECKUX PeoOpa3oBaHMit
QITOPUTM TEPECTAHOBKHU

34. CUMBOJIBI UCXOJJHOT'O TEKCTA CKJIAABIBAIOTCS C CUMBOJIAMU HEKOH ClTyyaiiHON
[0CJIe10BATEIbHOCTH — 3TO. ..
QJITOPUTM TaMMHUPOBAHUS
QJITOPUTM NEPECTAHOBKHU
QITOPUTM AHATUTHYECKUX MpeoOpa3zoBaHUl

35. CUMBOJIBI OPUTHHAIBHOTO TEKCTA MEHSIOTCSI MECTAMH T10 OMIPEIICTICHHOMY
MIPUHLIUNY, SBJISAIOMIEMYCS CEKPETHBIM KIIFOYOM — 3TO...
ANTOPUTM NEPECTAHOBKHU
AJITOPUTM MOJICTAHOBKH
AITOPUTM FaMMpPOBaHUS

36. Camoii mpocTOi pa3HOBUIHOCTH MO/ICTAHOBKHU SIBJISIETCS
pocTasi 3aMeHa
NepecTaHOBKa
MpocTas IepecTaHOBKa

37. VI3 CKOJIBKH MTOCIIEIOBATEIILHOCTEH COCTOUT paciim(poBKa TEKCTa O TaOIUIEe
Buxunepa

3
4
5

38. Kakwue Tabmuisl BrkuHepa MOYKHO UCITOJIB30BATh IS TOBBIICHHS CTOMKOCTH
mmdpoBaHus
BO BceX (KpoMe MepBOii) cTpoKax TabauIlbl OyKBBI PacToiararoTcs B
MIPOU3BOJILHOM MOPSIIKE
B KaQ4€CTBE KJII0Ya UCIOJIB3YETCS CIIY4ailHOCTh MOCIEA0BATEIbHBIX YACEI
HET MPaBUILHOTO OTBETA

39. B yem cyTh MeTO/1a IEPECTAHOBKU



CHMBOJTBI ITU(PPYEMOTO TEKCTa MIEPECTABIISIFOTCS MO OTPEICICHHBIM MTPaBUIaM
BHYTpH HIH(PPyeMOro 6JI0Ka CHMBOJIOB

3aMeHa andaBuTa

BCE MMPaBUJIbHBIC

40. CKOJIBKO CYIIECTBYET CIIOCOOOB TaMMHUPOBAHHUS
2

5
3

41. Yem ompenensercss CTOMKOCTh MU(PpOBaHUS METOJOM TaMMHUPOBAHUS
CBOMCTBOM I'aMMBI
JUIMHA KITF04a
HET MPaBUJIILHOTO OTBETA

42. YTO MOKET UCIIOIB30BAThCS B KAUECTBE TAMMBI
1100as OCIEeI0BATENBHOCTD CIIy4aliHbIX CUMBOJIOB
YHCII0
BCE OTBETHI BEPHBI

43. Kakoii METO/I UCIIOJIB3YETCs MPH MUPPOBAHUU C TIOMOIIBIO aHATUTHYECKUX
npeoOpa3oBaHUi
anreOpbl MaTPHI]
MaTpuIa
¢bakTopuain

44. Yto ucronb3yeTcs B Ka4ecTBe KJIoUa pH MG POBAHUH C IIOMOIIBIO aHATUTHYECKUX
npeoOpa3oBaHMit
Marpuna A
BEKTOD
oOpaTHasi MaTpHIa

45. Kak ocymiecTnisiercs emM(poBaHre TeKCTa MPH aHATTUTUYECKUX TpeoO0pa3oBaHMIX
YMHOXEHHE MaTPUIIbl HAa BEKTOP
JIEJIEHNE MaTpULbl Ha BEKTOP
MEPEMHOKEHHE MaTPHII

46. KomOnHaImmyn KOMOMHUPOBAHHOTO METO 1A I POBAHUS:
MOJICTAHOBKA+TaMMHUPOBaHHE
raMMHpOBaHHe+TaMMHUPOBaHHE
MI0/ICTAaHOBKAa+11€pECTaHOBKA

47. J1nsa yero ucnonb3oBaicsa DES-anroputm n3-3a HeOOIBIIOro pa3Mep Kiova
3aKpBITUS KOMMepUecKoi nHpopMalun
mrppoBaHus CEKPETHON NHPOpMaUU
HET NPaBUIBLHOTO OTBETA

48. OcHoBHble 00actu npumenenuss DES-anropurma
XpaHEHHE JaHHBIX Ha KOMITBIOTEpE
AJIEKTPOHHAS CUCTEeMa TUIaTeKeH
ayTeHTH(UKAIISA COOOIICHHI



49. JlocrounctBa 'OCTa 28147-89
BBICOKasi CTOMKOCTh
IeHa
T'HOKOCTh

50. Yem otnmuaercs 6;10k-cxema anroput™ma ['OCT ot 6;ok-cxembl DES-anropurma
OTCYTCTBHEM Ha4aJIbHOH IMEPECTAHOBKH W YMCIIOM IUKIIOB MIH(POBAHUS
JUIMHOW KJIF04a
METOIOM MUPPOBAHHS

51. Kimrou anroputma 'OCT — 3710. ..
MacCHB, COCTOSIIIUN U3 32-MEPHBIX BEKTOPOB
MOCIIE0BATEIHHOCTh YHCET
aindapur

52. Kaxoii kimrou ucnonessyercs B mugppe OCT
256-01TOBBIN
246-01TOBBIN
356-01TOBBIN

53. [Ipumepsl MporpaMMHBIX MU(PATOPOB:
PGP
BestCrypt 6.04
PTR

54. Tlmrockl mporpaMMHBIX UG PATOPOB:
L[eHa
rMOKOCTh
OBICTpOACHCTBHE

55. YK3/I — ato...
YCTPOMCTBO KpUNTOrpapuuecKoil 3aMThI TaHHBIX
YCTPOMCTBO KPUNTOTPAPUIECKOMN 38 JaHHOCTH JIaHHBIX
HET MPaBUIILHOTO OTBETA

56. biok ynpaBnenus — 370...
OCHOBHOM MOJyJb IIH(paTopa, KOTOPHIH «3aBeayeT» paboToi BCeX OCTaIbHBIX
YCTPOMCTBO KpUNTOrpahuuecKoil 3aJaHHOCTH TaHHBIX
MPOXOAHOU mUdpaTop

57. Beiaucnuresns — 3T10. ..

Habop PEerucTpoB, CyMMAaTOPOB, OJIOKOB MOICTAHOBKH, CBSI3aHHBIX COOOM
LIMHAMH [epeiayyl TaHHbIX

(aiiiibl, HCTIONB3YIOIINE PA3IMYHBIE METO/IbI K3IINPOBAHUS

S3BIK OIMCAHUS TaHHBIX

58. bnok ynpaBneHus — 370...
anmapaTHO peajn30BaHHas IPOrpamMMa, YIPABISIONIAst BEIYHUCIUTEIEM
SI3BIK OMTUCAHUS TAHHBIX
MIPOIIECC OTPEIEIICHUS] OTBEYAST Ha TEKYIIee COCTOSIHAE pa3paboTKu
TpeOOBaHUSAM TaHHOTO JTamna



59. Kakoit mmdpatop MOKHO UCIIOJIB30BATh JJIs 3aIIUTHI TiepeaaBacmoit B CeThb

uHpOpMaIU

OOBIYHBIN mUdpaTOP
MIPOXOTHOM MU paATOp
TaOIMYHBIN mHdpaTop

60. 13 kakux CTPyKTYPHBIX €IUHUI] COCTOUT MIUPPOIPOIIECCOP
BBIYHCITUTEIb
0JIOK yrpaBJIeHUS
Oydep BBOAa-BBIBO/IA

61. Kpunrorpaduueckue qeiicTBUS BBIIIOTHSET. . .
BBIYHCIIUTEIh
Oydep BBOIA-BBIBOJIA
OJIOK yIIpaBJiICHUS

62. HanGosee n3BeCTHBIC PA3HOBUIHOCTH TOJIMaI(haBHUTA:
OJTHOKOHTYPHBIE
MHOTOKOHTYPHBIC
MOJINKOHTYPHBIC

63. YerpolicTBo, Jaromiee CTaTHIeCKH CIIydalHbIA ITyM — 3TO. ..
reHepaTop CIyYalHbIX YHCEI
KOHTPOJIb BBOJId HA KOMITBIOTECP
YK3/

64. Kakue nomonHuTENbHBIE TOPTHI BBOAA-BbIBOIA conepkut YK3/I:
COM
USB
FGR

65. CKOJIBKO CYIIECTBYET MepecTaHOBOK B cTanaapTe DES
3
4
2

66. Kakue nepecTaHoBKy cymiecTByOT B cTangapte DES
POCTHIE
pacIMpeHHbIe
COKpAILCHHBIC

Kontpomupyemsie kommnerennun: OI1K-4
Oyenka Komnemenyutl OCywecmesemcs 6 coomsemcmeuu ¢ maoauyetl 4.

Bomnpocsl k 3auery
Cemectp 5

Ananus yrpo3 HH(pOpMaIrmoHHOH 6e301acHOCTH
[Tpobnembr 6e3omacnocT IP-ceTeit

YTrpo3bl U ySI3BUMOCTH MTPOBOAHBIX KOPIOPATUBHBIX CeTel
YTrpo3sl 1 yI3BUMOCTH OECITPOBOIHBIX ceTer

agbrwnhE

OcCHOBHBIE MOHATHS 3aIIUTHI HH()OpPMAIUK U HHPOPMAIIMOHHON 0€301TacCHOCTH



6. Crnioco6s1 obecrieuenust THPOPMaIMOHHOM 0€301MaCHOCTH

7. OCHOBHbBIE IOHATHS TOJIUTUKUA O0€30MACHOCTH

8. CrpykTypa TONHMTHKMA O€30MACHOCTH OpraHW3aluy. ba3oBas IOJIMTHKA
6e3onacHoctu. Cnenuaau3upoBaHHbIe TOIUTUKY Oe3onacHocT. [Ipoueaypsl 6e30macHOCTH

9. Ponb crangapToB HHPOPMAIIMOHHOW 0€30TaCHOCTH

10.  Cranmaptsr ISO/IEC 17799:2002 (BS 7799:2000)

11. Cranmapt BSI

12. Mexnaynaponusiii ctangapt 1ISO 15408 «O0mme kputepun 6€30MacHOCTH
UH(QOPMAIIMOHHBIX TEXHOJIOTUI»

13.  Cranpmaptsl ast O€CIPOBOJHBIX CETEH

14,  Crannpaptsl uHpOpMaMOHHOM Oe3omacHocTH B IHTEpHETE

15.  OreyecTBeHHBIE CTAaHIAPTHI O€30MACHOCTH WH(POPMALIMOHHBIX TEXHOIOTHI

16.  OcHoBHBIEC TOHATHS KPUOTOTpaUUECKOil 3aIUTHI HH(DOPMALIUN

17.  CummeTpuyHBIE KPUIITOCUCTEMBI NI (PPOBAHUS

18.  AcuMMeTpUYHBIC KPUIITOCUCTEMBI ITU(DPOBAHUS

19.  KomOuHHMpOBaHHas KpUNTOCHCTEMA IIH(PPOBAHUS

20.  DnektponHas uudpoBas MOAMKUCH U GYHKIIHS XIIIUPOBAHUS

21.  VYmuparieHue KPUNTOKIIOYaMH

22.  Kiaccudukanus kpunrorpapuaeckux aropuTMOB

23.  CuMMeTpUYHBIEC AITOPUTMBI IU(PPOBaHUA. BlI0YHbIE aNTrOPUTMBI IIU(PPOBAHUS
JTAHHBIX

24.  AcHUMMETpPHYHBIE KPUIITOAITOPUTMBI. AJITOpUTM I poBanus RSA. AaropuTmsr
1 dpoBOY MOIMTUCH

25.  Ayrentudukanms, aBTOPH3aLIUS u aMUHUCTPUPOBAHHE JeNUCTBUN
[I0JIb30BaTENECH

26.  Meronsl ayreHTH()HUKAINH, HCTIOB3YtomTHe Taposu u PIN-komb1

27.  Crporas ayTeHTU(DUKALMS

28.  buomerpuyeckas ayTeHTH()HUKAINS TTOTH30BATEIIS

29.  VYrpossl 6e3onacHoctu OC

30. INousrue 3amminenson OC

31.  OcHoBHBbIE QyHKIUU NTOACUCTEMBI 3aUThl OC

32.  Wpentudwuxamnys, ayreHTH()UKALNS 1 aBTOPHU3ANHS CYOBEKTOB JOCTYIIA
33.  Pasrpanmuenue nocrymna k oobekram OC

34.  Aymur 6e3omacHocti B OC.

Bomnpocsl k 3k3ameny
Cemectp 6

OcHOBHBIE MOHATUS 3AIIUTH HHPOPMALMK U HTHPOPMAIIMOHHON 6€301acHOCTH
AHanu3 yrpo3 nHhopMalmoHHON 0e301acHOCTH

AHanu3 yrpo3 ceTeBoil 6e30MacHOCTH.

Crnioco6s1 obecrieuenrst ”HPOPMAITMOHHOHN 0€30MMacHOCTH

OCHOBHBIE TOHATHS OJIUTUKU O€30IaCHOCTH.

CrpyKkTypa MOTUTHKH Oe3011acHOCTH opranu3aiun. [lpouenypst 6e3omacHocTi
Pa3zpaboTka mosmmuTuku 6€30MacHOCTH.

Crangapthl nH(GOpPMATMOHHON 6€30MaCHOCTH

OCHOBHBIE MOHATHSI KPUNITOrpauuecKoi 3aInThl THPOPMALIUU

CcCoNoa~wWNE

10.  CummerpHuyHBIE KPUIITOCUCTEMBI MM (PPOBAHUS

11.  AcuMMeTpuYHBIC KPUIITOCUCTEMBI MTU(DPOBAHUS

12. KoMOuHMpOBaHHas KpUNTOCHCTEMA HIH(PPOBAHUS

13.  DnextponHas udpoBas NOAMUCH U QYHKIUS XIITUPOBAHMS
14.  VYmpasieHne KpUNTOKIOYaMU



15.  AyrenTuduxanus, aBTOPH3AIIUS u aIMUHUCTPUPOBAHNE JEHCTBUM

OJIL30BaTeleH

16. Beszonacuocts KHC.

17. Be3zonacHOCTL 00IaYHBIX BEIYMCIECHUH.

18. Oobecnieuenue 6e3onacHoctu OC.

19. DYHKIINHI MEXKCETEBBIX IKPAHOB

20.  OcobenHocTH (HYHKIIMOHUPOBAHUS

21. CxeMbl CeTeBOI 3aluThl Ha 0a3ze MD

22. KoHnenmus mocTpoeHusi BUPTYaIbHBIX 3antuieHHbIX ceTeit VPN

23.  VPN-pemenus 1uis HOCTPOCHHUS 3aIUIICHHBIX CeTEH

24, [TpoTokoiibl HOpMHUPOBAHUS 3AIMUIIICHHBIX KAHAJIOB Ha KAHAJIBHOM YPOBHE
25.  Ilpotokoisl (hOpMUPOBAHMS 3AIIUIICHHBIX KAaHAJIOB HA CEAHCOBOM YPOBHE
26. 3ammuTa 6€CIPOBOIHBIX ceTei

27.  Apxurekrypa cpeactB OesomacHocTu IPSec. 3amuTa mepemaBaeMbIX JaHHBIX C

nomoliipo mpotokosioB AH u ESP

IPSec

28.  Ilpotokon ynpasienus kpunrokitodamu |KE

29.  OcHoBubie cxembl nmpumenenus IPSec. IlpeumyiiectBa cpeacTB 6e30MacHOCTH
30. Ynpasnenue uaeHTUGUKaUEH U JOCTYIIOM
31.  Oprasm3anus 3a0lMIIEHHOTO  YAAJICHHOTO JocTyna. LleHTpann3oBaHHBIN

KOHTPOJIb YIaJICHHOT'O JOCTYIa

32.  YmupaBjeHue IOCTYIIOM IO CXE€ME OJHOKPaTHOIO BXOJa ¢ aBropu3aiueit Single

Sign-On (SSO)

33.  TIIporoxon Kerberos

34.  HudpactpykTypa ynpaBieHus: OTKpbIThIMU Kitouamu PKI

35.  TexHomorus aHaIM3a 3aIIUIIEHHOCTH

36.  TexHonoruu oOHapy>KEHHsI aTak

37.  KommbroTepHbIe BUPYCHI U TPOOIEMBI aHTUBUPYCHOM 3aIIUTHI.
38. Konnenius aqanTUBHOTO yrpaBieHHs 0€30MacHOCTBIO.

Kontponupyemsie komnerenuun: OINMK-4

Oyenxa komnemenyutl OCywecmaisencs 6 Coomeemcmauu ¢ maoauyetl 4.

3ananus B popme npakTuyeckux pador. KoMmmiekT pasHOypoOBHEBBbIX
3a/1a4 (3aaHui)
3aganue Ne 1
1 Undopmarimonnast 6e3onacHOCTb. OCHOBHBIE OIPEAETICHUS.
2 Oco0eHHOCTH TapOJFHBIX CHCTEM ayTeHTH(UKAIMN: PEKOMEHIAINH 110 TIPAKTHIECKOM

pcaim3aliu MAapOJIbHBIX CHUCTEM, OLICHKA CTONKOCTH MapOJIbHBIX CHCTCM, MCTOAbI XPAaHCHUA

apoJIen.

3 [IpoTokoMpoOBaHKE U AY/HT.
4 dopmabHBIE MOJICIH LIEIOCTHOCTHU: .Mozeb Kitapka-Buscona, moaens buba.
5 Crpykrypa  TOCYJapCTBEHHBIX  OPraHOB,  OOCCIICYMBAIONIUX  IOJUTHKY

nHpopMannoHHo# 6e3omacHocTy B Poccun.

3aganue Ne 2

1 Yrpo3sl uHpOopMaMOHHON 6€30MaCHOCTH.

2 Metoibl pa3rpaHMUYCHUS AOCTYIIA.

3 [locTpoeHne cucTeM 3aluThl OT YTPO3 HapyIIECHHs! LIEJIOCTHOCTH: THIIOBAst



CTPYKTYypa TaKOW CHCTEMBI.

4 PoneBast MOJI€TIb YIIPABJICHHUS JOCTYIIOM

5 CTpyKTypa rocy/1apCTBEHHBIX OPraHOB, 00ECIICUUBAIOIIUX TOJUTUKY
uHpOpMaLMOHHOM Ge3omacHocTH B Poccun

Kontponupyemsie kommnerenuuu: OITK-4
Oyenxa komnemeHyutl 0Cyuwjecmsisiemcs 6 coomsemcemaeuu ¢ maoauyetl 4.
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