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1. OPFAHI/I3AHI/IOHHO-METOI[I/I‘IECKI/Iﬁ PA3JIEJI
1.1. Ilens u 3a1auu U3y4eHUs] y4eOHON NUCIUTUTHHBI (MOTYIISI)

Heablo wu3y4eHUs OUCHUIUIMHBI SBISIETCS TIOATOTOBKA CTYIACHTOB K OCBOCHHUIO
OPraHM3allMOHHBIX, TEXHUYECKUX, AITOPUTMHYCCKHX W JIPYTUX METOJOB M CPEACTB 3alUTHI
KOMITBIOTEPHON HH(OPMAIMHY, O3HAKOMJICHHE C 3aKOHOAATEIbCTBOM W CTaHIApTaMH B 3TOU
0o0JIaCTH, C COBPEMEHHBIMH KPHUNTOCHCTEMaMH, HW3Y4CHHE METOJIOB HJICHTHU(HUKALUH
nosip30BaTeneld, OOprOBI C BUpycaMH, H3y4CHHE CIIOCOOOB NPUMEHEHHUS METOIOB 3allUThI
uHPOpPMALIUU TIPH TPOSKTHPOBAHUN aBTOMATU3UPOBAHHBIX CHCTEM 00pabOTKH MHpOpMALUU U

ynpasienus (ACONY).
3agaumu.
e pAaCKphITHE

OCHOBHBIX

IMPUHIIUIIOB u MCTOO0B MMOCTPOCHUA CHUCTEM

nH(pOpMaIMOHHOM 0€301aCHOCTH;

e OIpeACICHUE OCHOBHBIX JTAalmoOB M 0a30BBIX KOHIIENTYAJIbHBIX TOIXOJOB K
CO3JIaHHMIO cUCTeM WH(GOPMAIMOHHONH B paMKaX HCTOPUYECKOTO PA3BUTHUSL OTCUECTBEHHOW M

3apyOeKHOU HAYKH;

e O3HAKOMJICHME C HOPMAaTHUBHO-NPAaBOBBIMH HH(POPMALMOHHONW O€30MacHOCTH
ABTOMATHU3MPOBAHHBIX cHCTeM 00pabOoTKU MHGOPMAIUY;

e O3HAKOMJIEHHE CO CIOCO0aMU M OCOOCHHOCTSIMH CO3JaHHUSl CHUCTEM 3allUThl
KOMIIBIOTEPHBIX ceTell Ha pa3IU4HbIX YPOBHSAX B3aUMOJIEHCTBUS C OKPYKEHHUEM;

e TnpuodpereHue

CTyICHTaMHU

HaBBbIKOB AHAJIUTHYCCKOI'O u OMITMPUYICCKOTI'O

MCCJICI0BAHUS CUCTEM KOMITBIOTEPHOU 3aILMUTHI CETEM;
e BBHIPAOOTKA IEJIOCTHOTO MPEJICTABICHHUSI O PpA3JIUYHbIX aCHEKTaX CTPOCHUS U
(YHKLIMOHUPOBAHUS CUCTEM KOMIIBIOTEPHON 3alUThI CETeH Ha BCEX €€ YPOBHSX.

1.2. TpebGoBaHus K pe3yiabTaTaM OCBOCHUS AUCIUTLTAHBI
H3yuenue Oannoii OucyunIuHbl HANPAGNEHO HA (Qopmuposanue CcaedyrOUUX
KOoMnemeHuyuii:
Koa n nHaumenoBanue Ilnanupyemble pe3y/abTaThbl 00y4eHHs M0 JUCHUIIHHE
KOMIIeTeHIIUH (Moay.10), XapakTepusylouye 3Tanbl GOpMHUPOBAHUS

KOMIIeTeHII M

OIIK-3. Crocoben pemarb

OIIK-3.1. 3Haer NpUHLUIIBI, METOABl U CPEACTBA PEUICHUS

CTaHJapTHBIE 3aJjauy | CTAaHAAPTHBIX 3a7ady MpOo(ecCHOHAIBHOW JEATeNbHOCTH Ha
npodeccuoHanbHOM OCHOBE MH(OPMAIIMOHHON M OubIMorpaduyeckoil KynbTypbl C
NeSITeIbHOCTH Ha  OCHOBE | IPUMEHEHHUEM UH(POPMALIMOHHO-KOMMYHHKAIIMOHHBIX
MH(OpMaLOHHON U | TEXHOJIOTMM M €  y4eTOM  OCHOBHBIX  TpeOoBaHUIl
6ubnuorpaduueckon MH(POPMALMOHHOM 0€30MacCHOCTH.
KylIbTypbl ¢ mnpumeneruem | OITK-3.2. YwMmeer pemiath CTaHJapTHbHIC 3a/1auun
UH(POPMAIMOHHO- npodeccuoHaIbHON JEATEIIBHOCTH Ha OCHOBE
KOMMYHUKaI[MOHHBIX nH(pOpMallMOHHOW U OubOimorpaguyeckoll  KyJnbTypbl C
TEXHOJIOTU M C y4ETOM | IPUMEHCHUEM UH(POPMALIMOHHO-KOMMYHHKAIIMOHHBIX
OCHOBHBIX TpeOOBAHUH | TEXHOJOTMA W € y4eTOM  OCHOBHBIX  TpeOOBaHUM
UH(POPMALIMOHHOM MH(POPMAIIMOHHOM 0€30MacHOCTH.
0e30macHOCTH OIIK-3.3. Bmageer HaBbIKAMH  TOATOTOBKH  0030pOB,
aHHOTAIlU{, CcoOCTaBleHUs pedepaToB, HAYUYHBIX JIOKJIAJOB,

nyonukamuii, 1 Onororpadguu Mo Hay4IHO-UCCIIEI0BATEIbCKOM

pabore ¢ ydetoM  TpeOoBaHMi  HMH(DOPMAITMOHHOU
0€30aCHOCTH.
[1K-7. CnocoGen mpoBoauts | [IK-7.1. 3Haer WHCTPYMEHTBI U METOABI MOIETUPOBAHUA
OIHCaHue MPUKIATHBIX | HH(OPMALMOHHBIX MIPOLIECCOB; CrocoObl OTNHMCAHUS
IIPOLIECCOB U | IPUKJIAHBIX [TPOLIECCOB U MIPOrPAMMHBIX NTPOYKTOB; CTPOEHHE
MH(OPMaLIMOHHOTO COBPEMEHHBIX OTepaIOHHBIX CHUCTEM; MPUHIINIIBI
o0ecrieyeHus pemieHust | pyHKIMOHUpOBaHUs coBpeMeHHbIX MC; MeT0/10JI0THH BeIeHUs




MPUKJIAHBIX 33]1a4

JIOKYMEHTOO0OpOTa B OpraHu3amusx B cdepe MporpaMMHOIO
obecrieyeHus.

IIK-7.2. VYwmeer mnpoektupoBath WMC wu pa3pabarbiBaTh
MIPOrpaMMHBIE MPOAYKTHI JJIsl peIICHUS MPUKIIATHBIX 3a/1a4.

[1K-7.3. Bnaneer  HaBpIKAMH ~ IETAIBHOIO ONUCAHUS
OpeaMeTHOW  o0macTH,  WH(POPMALMOHHBIX  CHUCTEM U

MPOrpaMMHBIX ~ TPOAYKTOB B  TNPHUKIAAHBIX  00OJACTAX
IEeATEILHOCTH.

1.3. Mecro nucuumiauHbl (MOAYNIA) B CTPYKType OOpa3oBaTeIbHOH MPOTrpaMMBI
HarnpasieHus noarotoBku 09.03.03 Ipuknaanas napopmaruka (OakaiaBpuar)

VYueOnas qucnurumHa «HpopManmonHast 6€30MacHOCTE» OTHOCUTCSI K OCHOBHOW YacTH
osoka b1. U3ydenne yueOHo aucuumumnabl «MHGOpManmoHHas 6€301acHOCThY Oa3upyeTcs Ha
3HAHUSIX, YMCHHSIX M HaBBIKAaX, MOJYYCHHBIX O0yUYAIONIMMHUCS TIPH U3YUYCHUU MPEAMIECCTBYIOIMINUX
KypcoB: «BbIUHCIUTENbHBIE CHUCTEMBI, CETH M TeJIeKOMMYyHHKanuuy», «MHpopmaTukay.
Nzyuenne yueOHoit mucuumuimabel «MHpopManmoHHas ©0€30MacHOCTE» HEOOXOAMMO JUIs
OCBOGHHUSI TaKUX JUCHUIUIMH, Kak «OIepanoHHbIE CUCTEMBD», «AJIMUHUCTPUPOBAHHE B

UH(POPMALMOHHBIX CHCTEMAX ).

2. CTPYKTYPA U COAEP) KAHUE JUCHUIIJINHbI
2.1.06beM AMCUMILTUHBI U BUABI y4eOHOM paboThl B COOTBETCTBUU C (popMaMU 00yUYeHUs
O6wem muctuminabl «MHGOpMaIoHHas 6€30MacHOCThY cocTaBiser 7 3.e./ 252 yaca:

Bun yueGHOM paboThI Bcero, Ounas popma
"1acos Kypc, yacos
Ounas 2Kypc | 2Kypc
dbopma 3 cem. 4 cem.

AymuTopHas paboTa 00yJaromuuXxcs ¢ MperoaaBaTeseM (1o BUaam 114 46 68

y4eOHBIX 3aHATHIA), BCET'O B TOM UYHUCIIE!

Jlexmun 42 18 24

[TpakTHUeckue 3aHsTHSI 72 28 44

JlaGopaTopHble 3aHATHS

CamocrosiTenbHas paboTa 00yJaronuxcst 102 62 40

ITpomesxyTouHas arrectanus (MOArOTOBKA U C/1aya), BCEro:

KonTponbHas pabota

Kypcosas pabota

3auer +

DK3aMeH 36

Htoro: OO011ast Tpy10eMKOCTh Y4eOHOW JUCIUILTUHEI (B Yacax, 252/7 108/3 144/4

3a4ETHBIX €IMHUIIAX)

2.2.  CopaepxaHue TUCIUIUIMHEI 110 TeMaM (pa3jenam)
No HanMeHOBAHIe Conepxanue pazaena ®dopma
paszziena paszena, Tema TEKYIIETo
KOHTPOJIS
1. Beenenue B | OCHOBHBIE  MOHATHSA. AHaAIM3  yrpo3. | YCTHBIN onpoc
MH(OPMALIOHHYIO [TpoGiembl 0e30MacHOCTH KOMIBIOTEPHBIX

6e3omacHocts (UB)

cereid. [lonutuka 6ezonmacHoctu. OCHOBHBIE
COCTaBJISIIOLIME TIOJUTHKHA O€30IacHOCTH.
HopmartuBHo-nipaBoBoe obOecnieuenue Ub.
Cragmaptet Wb, [lpuHnmmel — 3aniuThl




nHpopmanmonusix cucrem (MC).

2. Texnomornn  3amutel | [IpyHOUIEL KPHUIITO3AIIUTHL. | YCTHBIN OIIPOC,

JTAHHBIX Kpunrorpaduueckue AITOPUTMBIL. OTYET 110
CuMMeTpHuuHbIe U aCUMMETpPUYHbIE | MPAKTHUECKON
cuctembl  mudpoBaHUs. TexHonmoruu pabote
ayTeHTH(UKauu. buomerpuueckas
ayTeHTH(UKAITHS.

3. TexHoIorUM 3aIUThI ObecnieueHue 0e30macHOCTH | Y CTHBIN OIpoc,
BBIYHMCIIUTEIbHBIX onepanuonHbix cucteMm (OC). MexceTreBbie OTYET 110
CUCTEM 9KpaHbl. 3alluTa B BUPTYAIbHBIX CETAX | IPAKTUYECKON

VPN. 3amuTa Ha ypoBHsAx mozaenu OSI. pabote

4, TexHonoruu Anamm3  3ammmeHHoctd.  OOHapyxeHue | YCTHBIN Ompoc,
oOHapyXeHHs aTak. [IporpammHubIe cpeacTBa OTYeT 110
BTOPKCHUI OOHapyXeHHUsI  BTOpXKECHHE. 3amuTa | [paKTUYECKON

YAQJIEHHOIO JI0CTYIa. 3aluTa OT BUPYCOB U pabote
crama.

S. Yupasnenue 3anauun YIIPaBJICHUSA b B | YCTHBIH OIIpOC,
0€30MacHOCTBIO MH(OpPMaLMOHHBIX CUCTEMax HC). OTYET 1O

ApxuTekrypa u (YHKIIMOHUPOBAHKE | MPAKTUYECKOM
cucrem ynpapienuss Ub B (MUC). Ayaur u pabote

mouutopuHr Oesomacuoctu (MC). O630p
CHCTEM yIpaBJieHHsI 0€30MaCHOCTHIO.

2.3. Pa3gensl IUCHUILIMH U BUABI 3aHSITHI

No HaunmenoBaHue TeMbl Jlexunon | Ilpaktu- | Camoc | Beero | ®opmsl Tekyiiero
/11 JTUCIUTUTAHBI HbIE YECKHUE | TOSITEN | 4YacoB KOHTPOJIA
3aHATUA | 3aHATUSA | bHas yCIIEBAEMOCTHU
pabora

1. | BBeneune B b 8 30 38 VYerHbll onpoc
OcHOBHBIE OHATHS. AHAJIN3
yrpo3. [IpoGiembl
0€30MacHOCTH
KOMITBIOTEPHBIX CETEH.

2. | TexHOMmOTWY 3aIIUTHI 10 26 32 68 YcTHBIH ompoc,
naHHbIX. [[puHIHITBL OTYET 10
KPUIITO3AIIUTHI. MIPAKTHYECKOMN
Kpunrorpaduueckue pabote
AJITOPUTMBI.

3auer 2 2
HTtoro: 18 28 62 108

3. | Texnonmoruu 3amuThHI 8 12 10 30 VYcTHBIH ompoc,

BBIYHCITUTEIIEHBIX CUCTEM. OTYET 110
IIPAKTUYECKON
pabote

4. | TexHomoruu oOHapyKEeHUS 8 14 14 36 VYcTHbIi onpoc,
BTOP>KEHUI. AHaIIN3 OTYET 110
3aIUIIEHHOCTH. MIPAKTUIECKOM

pabote

5. | Ynpasnenue 8 18 16 42 YcrHblii omnpoc,
0€30MacHOCThIO. 3a7aun OTYET 10
ynpasienus b B MIPaKTUYECKON
MH(OPMAIIMOHHBIX CHCTEMaX pabote




| (MO).

IK3aMeH 36

HUroro: 24 44 40 144

Bcero: 42 72 102 252

2.4.

[1nanbl TeOpeTUYECKUX (JIEKIMOHHBIX ) 3aHATUI

Ne

HanmMmenoBanue Tem neKimii

Kon-Bo
JacosB B 3.4
ceMecTpax

3 cemecTp

PA3EJI 1. Beenenue B b

1.

OcHoBHBIE TOHATHS. AHaMU3 yrpo3. [Ipo0ieMbr 6€30MacHOCTH KOMITBIOTEPHBIX
ceredd. Ilonutuka Oe3omacHocTH. OCHOBHBIE COCTABIISIONIME TTOJIUTUKA
oe3omacHoctr. HopmaTtuBHo-mpaBoBoe obOecneuenne WMb. Crangapter Ub.
[Tpunuummne! 3ammtel nHGopMannoHHbIX cucteM (MC).

PA3JIEJI 2. TexHomoruu 3aniuThl JaHHBIX

1.

[MpuHumne! kpunto3zamuTsl. Kpunrorpaduueckue anroputmel. Kpunroanamus.
CUMMETpUYHBIE M AaCHMMETPHUYHBIE CHUCTeMbI IU(ppoBaHus. TexHomoruu
NIEKTPOHHO-IIM(poBoi  moamucu. DyHKIMKM X3MUpoBaHUsA. TeXHOJIOrUU
ayreHTH(uKanuu. bnomerpuueckas ayreHTUUKAIHS.

10

4 cemecTp

PA3EJI 3. TexHoIOrMM 3aIIMThHI BEIYUCIUTEIBHBIX CUCTEM

1.

Obecneuenne Oe3omacHocTH omnepanuoHHbiXx cucreM (OC). MexcereBbie
skpanbl.  HopmaruBHo-npaBoBoe  obGecneuenue.  Ceprudukanus u
cTaHzapTu3auus. 3amuTa B BUpTyanbHbIX ceTsax VPN. 3amura Ha ypoBHSX
moxenu OSI.

PA3JIEJI 4. TexHnosnorun oOHapyKeHHsI BTOP>KEHUI

1.

Ananu3 3amumeHHocTd. OOHapykeHHe aTak. 3alluTa yAajJeHHOro JOCTYyIa.
3amuTa OT BUPYCOB U cllama.

PA3/IEJI 5. YnpaBneHue 6e30MacHOCTBIO

1.

3anauu ynpasienust Ub B nundopmannonnsix cucrtemax (MC). Apxurekrypa u
¢ynkunonuposanue cucreM ynpasierus Wb B (MC). AyauT U MOHUTOPUHT
6e3onacHoctH (MC). O630p cucreM yrnpaBieHus: 6€30MacHOCTHIO.

2.5.

[1nanbl NpakTHYECKUX (CEMUHAPCKUX ) 3aHATUN

No

HaunmeHoBaHue TeM NMpaKTUYECKUX 3aHATUNA

Koi-Bo
JacosB B 3.4
cemecTpax

3 cemecTp

PA3JIEJI 2. TexHONIOTHH 3alIUTHl JAHHBIX

1.

YeTpoicTBO U PUHLIKI PA0OTHI MHU(PPOBATBHON MAlIMHBI « JHUTMAY.

MeTtoap! 3alUTHl TEKCTOBOM MH(OPMAIMM M UX CTOUKOCTb. CHMMETpUYHBIE
kpunrorpaduueckuit mporokonsl DES, 3DES, TOCT. Cranaapt mmdpoBaHus
AES Rijndael. T'enepanus mpocThIX YWCENT B aCCHMETPUYHBIX aITOPHTMAax
mr@poBaHus. JNEKTPOHHAs! HUPPOBast MOIUCH.

W3yuenne nporpammsl 3amuthl nHGopMmanuu PGP. Koppektupyromnme Kopl.

26

4 cemecTp

PA3JIEJI 3. TexH0IOTHY 3alIUThl BEIYHCITUTEILHBIX CUCTEM

1.

Mexaausmsel 3amutel B OC Microsoft Windows. 3axBar U aHaJIM3 CETEBOTO
Tpaguka. Mexceresble 3kpanbl. Opranuzanus u 3aumra VPN. Cauddepsr.

12

PA3JIEJI 4. Texnonoruun oOHapy» eHHs BTOP>KEHUH




1. BrisiBieHHe ceTeBhIX aTak myreM aHanm3a Tpaduka. Cucrembl 0OHApYKEHHS 14
atak. TeXHONOrMM TEPMHUHAIBHOTO JOCTyNma. AyAuT HWHPOPMAIIMOHHOM
0€30MacHOCTH KOMITbIOTEPHBIX crcTeM. Ciry»KObl KaTajaoroB.

PA3JIEJI 5. YnpaBnenue 6€30MacHOCTHIO

1. ‘ Coznanne u MoaudUKaIs BUPTYATbHON 3aIMIIEHHON ceTH ¢ momotisio [10. | 18

2.6.  IInansl 1abopaTOPHBIX pabOT — HE MPEITYCMOTPEHO.
2.7.  TlnaHel caMOCTOSTEIHHOM PaOOTH 00YJAFOIIETOCS 110 AUCITUIUTMHE (MOIYJIIO)
No HasBanue pa3nenoB u Tem Bu et Tpynoem | ®opmupyemblie Dopmbl
CaMOCTOSITENILHO | KOCTh KOMIETCHIIMA | KOHTPOJIIS
1 paboTHI

1. Beenenue B | PaGora ¢ 30 OIIK-3 Ycrublii
MH(OPMALIOHHYIO HMCTOYHUKAMU [TK-7 orpoc
6e3onacHocts (UB). IlonuTnka
Oe3omacHoctH. HopmaruBHO-
npaBoBoe obOecrieuenue Ub.

MesxyHapoiHbIe CTaHAAPTHI B
cthepe Ub. CpaBHenue.

2. Texuomoruu 3amuTel JaHHbIX. | Pabora ¢ 32 OIIK-3 YcTHbII
CHUMMeTpUYHEIC HMCTOYHUKAMU orpoc
KPUIITOIIPOTOKOJIBI.

CpaBHeHue.

3. TexHOIOrNM 3aIIUTh Pabora ¢ 10 OIIK-3 YcTHbII
BBIYHCITUTEILHBIX CUCTEM. HMCTOYHUKAMU IK-7 orpoc
MesxceTeBble SKpaHBbI.

Cranpaptuzamus u
ceptuduxanms.

4. TexHonornuu oOHapy eHHs Pa6ora c 14 OIIK-3 YeTHbil
BTOpKeHUI. CpeICTBO aHaIH3a | NICTOYHUKAMU [K-7 orpoc
cereBoro Tpaduka Wireshark.

CkaHMpPOBaHUE CETH.

5. VYnpasnenue 6e3onacHocteio. | Pabota c 16 OIIK-3 YcrHbii
CpencTBo aHanm3a ceTeBOro HMCTOYHUKAMU [K-7 orpoc
tpaduxa Wireshark.

CkaHMpOBaHUE CETH.
Hactpausanue napamerpos
0€30MaCHOCTH CETH C
ucnonb3zoBanueMm [10
Wireshark.

3. OCOBEHHOCTH OBYYEHMU S JINI C OB3 (I1IOJA)
OOyueHue Ul ¢ OrpaHUYEHHBIMH BO3MOKHOCTSIMH 3/J0OPOBBSI OCYIIECTBIISIETCS C YUETOM

UH/IMBUYAJIbHBIX ICUXO(PU3MUECKUX OCOOCHHOCTEH, a I MHBAINIOB TaKXKe B COOTBETCTBUU C
WMHAUBUAYaJIbHOM MporpaMMoin peabuiiuTaluy HHBAIN/IA.

Jns  momydeHuss — oOydalOUIMMMCS, HMMEIOLUIMMHM  OTpPaHUYEHHble  (U3NYECKUE
BO3MOXXHOCTH, KAaueCTBEHHOI'O0 OOpa30BaHMs JOJKHBI BBIIOJHATHCA CIEAYIOIIME BaKHbBIE
ycnoBus: OOyyaromuiAcsi JIOMDKEH HMMETh BO3MOXKHOCTH — OECIPENsTCTBEHHO IOCEUIaTh
0o0pa30BaTeIbHOE YUYPEXKIEHHE U HCIOJIb30BaTh B CBOEM OOYyYEHHM JUCTAHIMOHHBIE
00pa3oBaTeNbHbIE TEXHOIOTHH.



Jnst oOyueHUs: ¥ KOHTPOJsT O0y4aroIuXcs ¢ HapYIICHUSMH KOOPAWHAIMU JIBUKCHUHN
MIPEAYCMOTPEHO MPOBEAECHUE TECTUPOBAHMS C UCIOIB30BAHUEM KOMITBIOTEPA.

Bo Bpemsi ayqMTOpHBIX 3aHATHI 00s3aTENbHO MCIIONB30BAaHHME CPEACTB OOecreueHUs
HATJSHOCTH y4eOHOro Marepuana C TOMOIIbI0 MyJbTUMEAUitHOro mnpoekTopa. CKopocTh
U3JI0KEHUsI MaTepuana JOJDKHA YYHUTHIBAaTh OTrpaHHYCHHbIE (U3NYECKHE BO3MOXKHOCTH
CTYJICHTOB.

4. YYEBHO-METOJIMYECKOE OBECHEYEHHUE CAMOCTOSTEJIBHOM
PABOTbBI OBYYAIOIIUXCA

Y4eOHO-MeTOAMYecKOe W HHGpOPMAUMOHHOe oO0ecnedyeHUe MUCHMIUIMHBI JJIsl
OpPraHM3alid CaAMOCTOAITEJIbHONH PadoThl CTYAEHTOB (COICPKHUT IepedeHb OCHOBHOM
JUTEPATyphl, JAOMOIHUTEIBHON JHUTEpaTyphl, MporpaMMHOro obecrieueHuss u HHTEepHeET-
pecypchl).

5. YYEBHO-METOANMYECKOE U HH®OPMAILIMOHHOE OBECIIEYUEHUA
YYEBHOM JUCHHUIIJIMHBI (MO1Y.JIST)

5.1 IlepeyeHb OCHOBHOI JIUTEPATYPbI
1. Hudopmanmonnas 6e3omnacHocTh KoHCTpYKImii 9BM u cuctem : yueb. mocodue /
E.B. I'munckas, H.B. UnuBapud. — Mocksa : UHO®PA-M, 2019. — 118 c. + Jlomn. maTepuanbl

[DnexTpoHHEIH pecypc; Pexxum gocryma: https://new.znanium.com]. — (Bsicmiee oOpa3oBanme:

bakanaBpuar). — Www.dx.doi.org/10.12737/13571. - Tekcr : oanextponnbid. - URL:
https://new.znanium.com/catalog/product/991792
2. Hecrepos, C. A. UndopmannonHas 0e30macHOCTh : YU€OHHK M HMPAKTUKYM JUIS

akanemudeckoro Oakanmaspuara / C. A. HectepoB. — Mocksa : UznatenscrBo HOpaiit, 2019. —
321 c. — (YuuBepcutetsl Poccun). — ISBN 978-5-534-00258-4. — Tekct : 3MeKTpOHHBIH //
OBC HOpaiit [caiit]. — URL: https://biblio-online.ru/bcode/434171.

5.2  IlepeyeHb AONOTHHUTEIbHOM JIUTEPATYPHI
1. 3amurta nadopmanuu : yueod. mocodue / A.Il. XKyxk, E.Il. Kyk, O.M. Jlenenrkus,
A.W. Tumomkun. - 2-e u3a. - Mocksa : PUOP : HH®PA-M, 2018. - 392 c. - (Bricmiee

obpazoBanue: bakamaspumar; Maructparypa). — https://doi.org/10.12737/4868. - Tekcr
snekTpoHHbIi. - URL: https://new.znanium.com/catalog/product/937469
2. OpraHu3aioHHOE U MPaBOBOe obecreyeHne MHHOPMAIMOHHONH 0€30MacHOCTH :

y4eOHUK M MPaKTUKYM i OakanaBpuara U maructparypsl / T. A. Ilonsikoa, A. A. CTpensLoB,
C. I'. Uy6ykoBa, B. A. HuecoB ; nox pemakumeir T. A. IlomsxoBoii, A. A. CrpenbloBa. —
Mocksa : U3parenscrBo FOpaiit, 2019. — 325 c. — (bakanaBp u Maructp. AkajieMUYECKUN
kypc). — ISBN 978-5-534-03600-8. — Texkcr : anexrponnsii / DBC HOpaiit [caiiT]. — URL:
https://biblio-online.ru/bcode/432966

3. Kazapun, O. B. HanmexxHocts M 0€30MaCHOCTh MPOTPAMMHOTO OOECTICUCHHS :

yaeOHoe mocobue it OakanaBpuara u Maructpatypsl / O. B. Kazapun, U. b. lllyounckmii. —
Mocksa : M3natensctBo FOpaiit, 2019. — 342 c¢. — (bakanaBp u maructp. Moayins). — ISBN
978-5-534-05142-1. — Tekcr : anekrponnsiii // DBC Opaiit [caiit]. — URL: https://biblio-
online.ru/bcode/441287



https://new.znanium.com/catalog/product/991792
https://biblio-online.ru/bcode/434171
https://new.znanium.com/catalog/product/937469
https://biblio-online.ru/bcode/432966
https://biblio-online.ru/bcode/441287
https://biblio-online.ru/bcode/441287

5.3 IIporpammHoe ob0ecnieuenne

1. CereBoil KOMIIBIOTEPHBIN KJIACC, OCHAILIEHHBIN COBPEMEHHON TEXHUKOMN

2. OducHplii nporpamMublii maker (Hampumep, Microsoft Office 2003 umm Gonee
MO3/THUX BEPCHIA).

3. Web-6paysep Mozilla Firefox nau Google Chrome

4. DKpaH i IpoeKTopa

5.4 DJIeKTPOHHBIE pPecypcChl

1. Ortkperiteiit 1T SiLab.

2. Hanmonanbheiii oTkpbiTeiii Y HUBepeuteT «MHTYUT» www.intuit.ru

3. Ouuukionenus Kpyrocser. YHuBepcaibHas HayqyHO-TIONYJIsIpHAsl OHJIalH-
SHLMKIIONE U, WWW.Krugosvet.ru

4. DnekTponHas oubnmoreka: https://biblio-online.ru/

5. DnekTpoHHas oubimoreka: https://new.znanium.com/

6. MATEPHAJIbBHO-TEXHUYECKOE OBECIIEUEHUE YYEBHOM

JUCHUIIJIIMHBI (MOYJISA)
Ne HanmenoBanue 000py10BaHHBIX y4€OHBIX [Tepeuenb 000pyIOBaHUS U TEXHUYECKUX
n/n KaOMHETOB, J1abopaTtopuit CpeAcTB O0yUYEHHSI
1 JlekunoHHast ay JUTOPHSI [TepcoHanbHBII KOMITBIOTEP, MYIbTUMETUHHBIN
IPOEKTOP
2 KommbroTepHslii Kiacce [Tepconanpubie kommbroTeps! (IBM PC-
coBMmectuMbie) moa ynpasienuem OC Microsoft
Windows, koMmbloTepHast CeTh, JOCTYII B CETh
WNurtepuer. IHTEepakTHBHAS TOCKA



http://www.intuit.ru/
http://www.krugosvet.ru/
https://biblio-online.ru/
https://new.znanium.com/

OILIEHKA KOMIETEHIUA 11O U3YYAEMOM JUCIATLINHE

Kpurepun onenkn

«HE3AYTECHO»

«3aYTECHO»

3HATD

CTyIeHT He CIOCOOCH CaMOCTOSATEIBHO BBIJCNATH TIaBHBIC MOJIOKECHUS
B U3yYEHHOM MaTepHaie TUCIUTLINHBI.
He 3maer ocHoBHBIE moHsaTus Wb,
0€30IaCHOCTH  KOMITBIOTEPHBIX  CETEH.
Crangaptel Ub.

He 3nHaer mnpuHmunel 3amutbl wuHGOpManmuoHHbIX cucteM (MC),
KpUnTorpaguueckux METObI 3alTUTHl HHPOPMAITUH.

aHau3  yrpo3., MPoOIIeMBI
[Tonutika ©€30MaCHOCTH.

CTyneHT caMOCTOSATENBbHO [JIaBHBIE IIOJIOXKEHUSI B
U3Y4YEHHOM MaTepuaile.

3HaeT ocHOBHBIe TmoOHATHA Wb, aHanmu3 yrpos, mpoOIeMsl
0e30macHOCTH KOMIbIOTEpHbIX ceredl. IlomuTuka OGe30macHOCTH.
Crangaptel Ub.

[Toka3biBaeT r1yOOKO€ 3HAHME W MOHMMAHUE NPUHIMIIOB 3alUThHI
uHpopmannonubix cucreM (MC), kpunrorpadm4eckux METOJI0B
3alMThl  MH(OpMaIuH, 3HAaHHE CTaHJApTOB mudpoBaHus

AJIEKTPOHHAsI LU (poBasi MOANKCH,

BBIACITACT

YMETDH

CTyIeHT UCHBITHIBACT 3aTPYyAHECHUS Npu aHaimu3e yrpo3 Wb, mnonutuku
6e3omacHocTu MC.
CryneHT He yMeer
oe3omacaoctu UC

CaMOCTOSITENIbHO ~ pa3palaThiBaTh MOJUTUKY

CtygeHT  yMeeT  aHauu3WpoBaTh  IpoljeM  Oe30MacHOCTH
KoMIbloTepHbIX ceTeid. [lonutuku 6e3onacHoctu. Ctanaaptst Ub.
CtygeHT yMeeT CaMOCTOSITEIbHO  pa3palaThiBaTh  MOJUTUKY
oe3omacHocTu UC,

BJAJAETH

CryneHT He BiazeeT HaBbIKAMU  KOHLENTYaJIbHO-NOHSITHUHHBIM
anmnapaToM, Hay4HBIM SI3IKOM UM TE€PMHHOJIOTHMEH KpuUOTOorpaduueckux
METOJIOB 3allUThl TEKCTOBOM HMH(OpPMALMU CTaHAAPTOB HIM(POBAHUA,
SHII.

CryneHT  BlIazeeT  KOHLENTYAJbHO-TIOHATUHHBIM  amlapaToM,
HAy4YHBIM $I3bIKOM M TEPMHMHOJIOTHEH KpUIITOrpapuuecKux METOA0B
3alUThl TeKCTOBOM MH(popmaruu. CtanaaptroB mudposanus, ST
CTyneHT BiajieeT 3HaHUAMHU BCEr0 M3y4EHHOIO MaTepuana, BIaJeeT
HaBbIKaMU

Kpurepun oueHku

«HEYAOBJECTBOPUTECJIBHO» ‘ «YAOBJIETBOPUTECJIBHO»

«XOopoumo» ‘ «OTJIHYIHO

3HATDH

Crynent OCHOBHOE€
coJiep)KaHue Marepuana
JUCLUIUIMHBL, HO UMEET NpoOebl

Crynent HE croco0eH
CaMOCTOSITETTLHO BBIJICTISTH
TJIABHBIC TIOJIOKCHHSI B M3YYCHHOM

YCBOUJI

CryneHT  3HaeT, TMOHUMAET,
BBIJICTISICT TJIaBHbBIC MOJIOKEHUS B
U3y4YEeHHOM MaTepuae "

Crynent croco0eH
CaMOCTOSITENTEHO BBIJICTISITh
TJIaBHBIC TIOJIOKCHHS B




MaTepHane JUCLUITINHBIL. B yCBOEHMM Marepuana. Mmeer | n3yueHHOM mMarepualie. CIIOCOOEH JaTh KpaTKyIo
He 3HaeT ocCHOBHBIE METOABI M | HECUCTEMAaTU3UPOBAHHbIE 3HAHMS | 3HAET OCHOBHBIE METOABl U | XapaKTEPUCTUKY OCHOBHBIM
CpeACTBa peIIeHUs] CTAaHJApTHBIX | 00  OCHOBHBIX  METOJAX M | CPEJICTBA PEIICHUS CTaHIAPTHBIX | UIESIM IpOpabOTaHHOI O
3aja4 npodeCCHOHATBLHOMN | CPEICTBAX PEIICHHs] CTAaHAAPTHBIX | 3a7a4 npodeCCHOHATBLHON | MaTepHaia JUCIUILIHHEI.
JESTeIbHOCTH C Y4ETOM OCHOBHBIX | 3a1a4 po¢eCCHOHATILHON | AEATEIbHOCTH C yueToM | 3HaeT OCHOBHBIE METOJbl U
TpeOoBaHU MH(POPMALMOHHON | AESATEIHLHOCTH C Y4ETOM OCHOBHBIX | OCHOBHBIX TpeOOBaHUI | CpeACcTBa PEUICHUS] CTaHIAPTHBIX
0€3011aCHOCTH, CTpoeHue | TpeOoBaHUM MHGOPMALMOHHON | HH(OPMAIIMOHHON 3a1a4 npogeccnoHaIbHON
COBPEMEHHBIX OTIEPALIMOHHBIX | 0€30MaCHOCTH, CTpoeHue | 6e30MacHOCTH, CTPOEHHE | AEATEIbHOCTU C y4eTOM
CHCTEM; IPUHLUIBI | COBPEMEHHBIX OIEPALMOHHBIX | COBPEMEHHBIX  ONEPAL[MOHHBIX | OCHOBHBIX TpeOoBaHUI
(YHKIIMOHUPOBAHUSI COBPEMEHHBIX | CUCTEM; IPUHLIUIIBI | CUCTEM; MPUHLIUIB | ”HPOPMAIIMOHHOM
ncC. (YHKIIMOHMPOBAHUS COBPEMEHHBIX | ()YHKIIMOHUPOBAHUS 0€301acHOCTH, CTpOEHHE
OTCYyTCTBYIOT 3HAHUSA u | UC. coBpeMeHHbIX UC. COBPEMEHHBIX  ONEPALMOHHBIX
IIOHMMaHHe OCHOB U MeTonoB | Iloka3biBaer noBepxHocTHoe | [loka3piBaeT 3HaHME  METOMAOB | CHCTEM; HPUHIUIIBL
obecrieyeHus 0€30MacHOCTH | 3HAHUE  METOJIOB  oOecreyeHus | oOecreueHus 0e30macHOCTH | (PYHKIIMOHUPOBAHHS
KOMIIBIOTEPHBIX CETel, MOJUTUKHU | Oe30IaCHOCTH KOMITBIOTEPHBIX | KOMIIBIOTEPHBIX cerell, | coBpemeHHbIx MC.
0e3omacHoct, craHmaptel  UWb. | cered, momuTUKM O0€30MaCHOCTH, | TOJUTHKHU 6e3omacHoctH, | [Toka3piBaeT TIy0OKOE 3HAHHE U
IPUHIUIIBL 3aLIUTHI | CTAHAAPTHI Ub. OpuHIMNGI | ctaHaaptel Wb,  npuHOMIBEI | TOHMMaHUE OCHOB M METOIOB
MH(OPMALIMOHHBIX CUCTEM_ 3aILUTHI MH(GOPMAIIMOHHBIX | 3AIIUTHI MH(OPMALMOHHBIX | o0ecrieueHus 0€30MacHOCTH
CUCTEM CHUCTEM. KOMIIBIOTEPHBIX CETEH, MOJTUTUKU
6e3omacHocty, cranaaptel Ub.
MPUHIUITBL 3aIUThI
MH(OPMaLMOHHBIX CHUCTEM,
KpUnrorpaduueckue METO/IBI
3amuThl  MH(pOpMauuu. 3HaeT
apXUTEKTYpy U
(GyHKIIMOHUPOBaHHE CUCTEM
ynpasnenus b B (MC).
YMETb
CryneHT He ymeer pemath 3a1auu | CTyaeHT ucnelThiBaeT | CTyneHT ymeeT caMocToATeNbHO | CTyIEeHT yMeeT pemarp
npodeccuoHanbHOM NEeATENbHOCTH | 3aTPYAHEHUS  peIlIeHWH  3a/ady | pemarbh CTaHAApTHBIE 3aJaud | CTaHJapTHBIE 3aaun
Ha  OCHOBE  WH(GOPMAIMOHHOH | MpodecCHOHANbHON NeATeNbHOCTH | MPO(ECCHOHATBHOM npodeccuoHaIbHON
KYJIbTYpPbI c MIPUMEHEHHUEM | C YUETOM OCHOBHBIX TpPeOOBAHUM | EATEIBHOCTH Ha OCHOBE | NI TEIbHOCTH Ha OCHOBE
MH(pOPMAIIMOHHO- Ub, MH(POPMALIMOHHOM U | ”HQOPMALIMOHHONW KYJIBTYPBl C




KOMMYHHMKAI[MOHHBIX TEXHOJOTHUI
U C y4eTOM OCHOBHBIX TpeOOBaHUI
MH(pOpPMaMOHHON 0E€30MacHOCTH.
He ymeer mpoBoaurs aHaius
samumennoctd C, obHapyxeHune
aTakx, 3aluTy YAAJIEHHOTO
JOCTyMa, 3alUTy OT BHUPYCOB H
crama.

HUCIBITHIBAET
MIPOBEACHUH

CryneHnt
3aTpyJHEHUS  TPH
aganm3a  3amumenHoctn  UC,
OOHapyXKCHHH  aTaK,  3alluTe
YIAJIGHHOTO JOCTYyIa, 3alluTe OT
BHPYCOB U cliama

ounbnrorpaduueckoit KyJIbTyphl C
IpUMEHEHHEM HH()OPMAIMOHHO-

KOMMYHHUKAIIMOHHBIX
TEXHOJOTMM W C  Y4EeTOM
OCHOBHBIX TpeOoBaHuUit
UH(POPMALMOHHOM

6e3omacHoctd. CTyOeHT MOXET
MIPOBOJIUTH aHau3
3alUIIEHHOCTH HcC,

0oOHapy)XeHHE aTak, 3alluTy OT
BHPYCOB U CllaMa.

MpUMEHEHHEeM HH(OPMaIMOHHO-

KOMMYHHKAITHOHHBIX
TEXHOJOTUIL W €  y4eToM
OCHOBHBIX TpeOoBaHUI
HH(pOpMaAITMOHHOM

0€30MacHOCTH. Ymeer
MIPOBOAUTD aHaIIn3
3alUIIECHHOCTU UcC,
oOHapyKeHHe  aTaK, 3allUuTy

YIAJEHHOTO JIOCTYyIMa, 3aIIUTy OT
BHUPYCOB U CIIaMa.

BJAJIETH

Crynent He BmageeT HaBblkamu | CTyqeHT BhageeT OCHOBHbIMM | CTyneHT  BiajgeeT 3HaHusAMHU | CTyAeHT  BiajgeeT  HaBbIKaMU
obecrieuenne Oeszomacuoct OC, | HaBBIKAMA obecrieueHne | BCEro HM3y4eHHOro Marepuaina, | obecreuenune Oe3omacHoctn OC,
yIpaBICHUS b B | 6e3onacHoctu  OC, ympaBieHUs | BIaJeeT HaBbIKaMHU OOECIieUeHUe | yIpaBICHH b B
nHpopmannonnbix cucremax (MC). | Ub B unpopmannonnsix cuctemax | 6ezonacnoctu OC, ympasieHus | H”HOOPMAIMOHHBIX cucremMax
He Bnaneer 3nanusimu 06 ayaure u | (MC). Bnameer 3uanusimu 00 | Ub B unpopmannonsusix | (MUC). Bnageer 3uaHusiMu 00
Mouutopunre 6e3omacuoctu (MC). | aynure " MOHHUTOPHUHIE | CUCTEMAX (AC). (UC). | ayaute " MOHHUTOPHHTE
HaBBIKAMHU ynpasienus | 6ezonacnoctu (MC). Hasbikamu ynpasienus | 6ezonacHoctu (MC). Hapbikamu
6esonacHoctbtio MC, BbIsBIECHUS 6e3onacHoctbio MIC, BbIsiBieHHUs | ynpasieHus 0e3onacHoctbio UC,
CeTEeBbIX AaTaKk IyTeM aHalIu3a CeTEeBBIX aTaK IIyTeM aHaju3a | BBIABICHMS CETEBBIX aTak MyTeM
Tpaduka., ayura Tpaduka. UcneiThiBaeT | aHanu3a  Tpapuka.,  ayauTa
MH(POPMALIMOHHON  6e30MacHOCTH 3aTpy[HEHUs] TpU MPOBEACHUU | MHPOPMALMOHHONW 6€30MacHOCTH
KOMITBIOTEPHBIX CUCTEM ayanTa MH(POPMAIIMOHHON | KOMITBIOTEPHBIX CUCTEM

0€30MacHOCTH  KOMIBIOTEPHBIX

CUCTEM

KomrmeTeHIus i ee yacTh He
chopmMupoBaHa

KomrmereHius unu ee 4yacThb
chopmupoBaHa Ha 6a30BOM
ypOBHE

KomneTenmus unu ee 4yactb
chopmMupoBaHa Ha CpeHEM
YpOBHE

KomneTenmus umu ee 4yactb
chopMHUpOBaHa Ha BBICOKOM
YpOBHE




8. OBPA3OBATEJIBHBIE TEXHOJIOI'MHN

8.1. aTepakTHBHBIE 00pa30BaTEIbHbIE TEXHOJIOTUH, UCTIOIb3yEeMbIE B Ay AUTOPHBIX

3aHATUAX U CAMOCTOSATEIBLHON paboTe 00yUarOIIMXCsS — HE TPEAYCMOTPEHBI.

9. OHEHOYHBIE CPEJACTBA JJIs1 TEKYIIEI'O KOHTPOJISI YCIIEBAEMOCTHU

U IIPOMEXYTOUYHOM ATTECTAIIAA

9.1. Opranu3zanusi BXOJHOI0, TEKYIIero ¥ NPOMe;KyTOUYHOT0 KOHTPOJIsA 00y4eHust

BxonHoe TecTUpOBaHUE — HE MPELYCMOTPEHO.
Texyiuit KOHTPOJIb — YCTHBIN OIIPOC, 3alUTa 10 IPAKTUYECKUM pabOTaM.
IIpoMexyTodHas aTTecTanys — 3a4€T, IK3aMEH.

9.2. TemaTuka pedepaToB, NPOEKTOB, TBOPYECKHUX 3aJaHUI1, Icce U T.II.
He npenycmorpeHo.

9.3. KypcoBas padora
He npenycmotpeHo.

9.4. Bonipocel K 3a4eTy

ONoGa~WNE

OcHOBHBIE TIOHATHS 3aIUTH HHQOpMaIK U HHPOPMAITHOHHON 0€30MaCHOCTH
AHanu3 yrpo3 nH(hopMalnoHHON 6€30MacHOCTH

[IpoGnemsl O6e3omacuoctu IP-cereit

YTpo3bl U yI3BUMOCTH MTPOBOAHBIX KOPIOPATUBHBIX CeTel

VYrpo3sl ¥ ySI3BUMOCTH OECITPOBOJIHBIX CETEH

Cnioco0s1 obecrieueHust THPOPMAIIMOHHOM 0€30MaCHOCTH

OcCHOBHBIE TOHATHUS TTOJIMTUKU O€30MaCHOCTH

CTpykTypa TOTUTHKM O€30MacHOCTH oOpraHu3anuu. ba3oBas MOIUTHKA

6e3omacHocTH. Criennaan3upoBaHHbIe MONIUTUKH Oe3omacHOCTH. [Ipouenypsl 6e3onacHOCTH

9.

10.
11.
12.

Ponb cranaapToB HHGOpPMAITMOHHON 6E€30MaCHOCTH

Cranpaptsl ISO/IEC 17799:2002 (BS 7799:2000)

Cranpapr BSI

Mexnynapoanbsiii crangapt ISO 15408 «OO6mue kputepun O0€30MaCHOCTH

UH(POPMALIMOHHBIX TEXHOJIOTUI»

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

JaHHBIX

24,

Crangaptsl Ju1st 0eCIpPOBOIHBIX ceTeil

CranpapTtsl nH(pOpMaIMOHHOM Oe3onacHocTH B IHTEepHETE
OTtedecTBEHHbIE CTaHAAPTHI 6€30MaCHOCTH MHPOPMAIIMOHHBIX TEXHOJIOTUN
OCHOBHBIE TOHATHS KpUNTOrpaprUuecKoi 3aluThl HH(pOpMALUN
CHUMMeTpHUYHbIE KPUIITOCUCTEMBI IIU(POBAHUS

AcUMMeTpUYHBIE KPUTITOCUCTEMBI IM(DPOBAHUS

Kom06uHMpoBaHHas KpunrocucreMa mu@ppoBaHus

DnexTpoHHas M(poBast MOINUCH U GYHKIUS XIMIUPOBAHUS

VYrpaineHue KpUNTOKI0YaMu

Knaccugukarus kpuntorpagmueckux alropuTMoB

CuMMeTpHUYHbIe alrOpUTMbl MHU(ppoBaHusa. biodHble anropuT™bl mUGPOBAHUS

AcUMMETpUYHBIE KPUNITOAITOPUTMBL. AJroput™ mudposanus RSA. Anroputrmsl

1u(poBON OMTUCH

25.  Ayrenrudukanms, aBTOpH3aLUs " aAMUHUCTPUPOBAHKE NENCTBUAN
I0JIb30BaTENEH
26. Metos! ayTeHTHdUKay, ucnoib3ytoniie napoau u PIN-kozs



27.  Crporas ayreHTH(pUKAINSA

28.  buomerpuueckas ayTeHTH(PUKAIHS MOTB30BATEIS

29.  VYrpossl 6ezomacHoctu OC

30. [Mousrue 3ammmenson OC

31.  OcHoBHbIE QPyHKIHH MTOACUCTEMBI 3anUThl OC

32.  Wnentudukanms, ayTeHTUGUKAIUSA U aBTOpHU3AIUs CyObEKTOB JIOCTYIa

33.  Pasrpanmuenue nocrymna kK oobekram OC
34. Aynut 6e3onacHoctr B OC.

9.5. Bonipochl K 3K3aMeHy

1. OcHOBHBIE TIOHATHS 3aUTH HH)OpMAIK U HHPOPMAITHOHHON 6€30MaCHOCTH

2. AHanu3 yrpo3 HHGOpPMaIMOHHOK 0€301aCHOCTH

3. AHanu3 yrpo3 ceTeBoil 6e301macHOCTH.

4, Crnioco6n1 obecrieueHust THGOPMAITMOHHONW 0€301TaCHOCTH

o. OcHOBHBIE IOHATHS MTOJIMTUKU OE30MIACHOCTH.

6. CtpykTypa NonuTUKH 0e30nmacHoCTy opranusanud. [lponeaypsl 6e3omnacHocTu

7. Pa3pabotka nonutruku 6€300aCHOCTH.

8. Crangaptel HHPOPMAIIMOHHOM 0€301aCHOCTH

9. OCHOBHBIE TIOHATHS KPUNTOrpaPUIECKON 3aUTUTHl HH(POPMAIHN

10.  CummeTpuyHbBIE KPUITOCUCTEMBI IU(PPOBAHUS

11.  AcumMMeTpuYHbIE KPUITOCHCTEMBI N (POBAHUS

12. KomOuHHMpOBaHHAas KPUNTOCHCTEMA MU(POBAHUS

13.  DOnexrponHas nudpoBas NOANHUCH U PYHKIUSI XIIIUPOBAHHS

14.  VYmpaBiaeHue KpUNTOKIIOYAMHU

15.  Ayrenrudukanus, aBTOpHU3aLUs u aAMUHUCTPUPOBAHKE NENCTBUN
[10JIb30BaTENEH

16.  besomacnocts KUC.

17.  be3omacHOCTH OOJIAYHBIX BHIYUCICHUH.

18.  Oobecneuenue 6e3omacHocTH OC.

19. DYHKIUHA MEKCETEBBIX IKPAHOB

20.  OcobenHoctH (HyHKIIMOHHPOBAHUS

21.  Cxewmsl ceTeBo# 3amuThl Ha 0aze MO

22. KoHuennus noctpoeHus: BUPTYaIbHBIX 3alIMIIECHHBIX ceTell VPN

23.  VPN-pemenus uist MOCTpOEHUS 3allUIIEHHBIX CEeTEeH

24.  IIpotokonbl popMHUPOBaHUS 3aAIIUIIEHHBIX KAaHAJIOB HA KAHATHPHOM YPOBHE

25.  IIpotokosnsl popMHUpOBaHUS 3alUIIEHHBIX KaHAJIOB HA CEAHCOBOM YPOBHE

26.  3ammra OECIPOBOIHBIX CETEH

27.  Apxwurekrypa cpeactB Oe3omacHoctd [PSec. 3ammra nmepegaBaeMbIX AaHHBIX C
nomotnbio mporokoiaoB AH u ESP

28. IIporokon ynpasinenus kpunroxiaroyamu IKE

29.  OcHoBHble cxembl nmpuMeHeHus: [PSec. [IpenmyimecTBa cpeicTB 0€30MaCHOCTH
IPSec

30.  VYmnpasneHue uneHTH()UKAUEH U JOCTYIOM

31.  Opra#uzanus 3allMIIEHHOTO  yJaJeHHOro jocTyna. lleHTpann3oBaHHBII
KOHTPOJIb YIaJICHHOTO JJOCTYTIa

32.  VYmpaBieHue JIOCTYIIOM IO CXeMe OJHOKPAaTHOTO BXOJa ¢ aBTopu3anuei Single
Sign-On (SSO)

33.  IIpotokon Kerberos

34.  HudpactpykTypa yrnpasieHus: OTKPHITHIMU Kirrouamu PKI

35.  TexHONOrHs aHAIN3a 3aIIUIIEHHOCTH

36.  Texuomormm oOHApy>KEHUS aTak

37.  KommnbroTepHble BUPYCHI U TPOOIEMbl aHTUBUPYCHOW 3aIUTHI.



38.  KoHuenmus aganTUBHOTO yrpaBieHUs] 0€30IaCHOCTHIO

9.6. KoHTpOJIb 0CBOEHHS KOMIIETEHIU

Bua xonTpoJs

KonTposmpyembie TeMbI

KOMHCTEHIII/II/I, KOMITOHCHTBI

(paznennr) KOTOPBIX KOHTPOJHPYHTCSI
Yemmuwiii onpoc 1,2,3,45 OIIK-3, I[IK-7
Omuem no npaxmu4eckotl 2,3,4,5 OIIK-3, I[IK-7

pabome




