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1. HACHOPT ®OHJA OHEHOYHbBIX CPEACTB
no qucruruimne «MHadopmanronHas 6€301MacHOCTbY

OneHOYHBIC CpENICTBA COCTABISIOTCS B COOTBETCTBHHM C  pabodeil mporpammoit
JTUCIUTIIMHBI M TIPEJICTABIISIOT CO00H COBOKYITHOCTh KOHTPOJIBHO-U3MEPUTEIBHBIX MaTEPHUAJIOB
(TumoBbie 3amauM (3aaHMs), KOHTPOJBHBIC PA0OOTHI, TECTHl W Jp.), MPEIHASHAYCHHBIX IS
WU3MEPEHHS YPOBHS JOCTHKECHUS 00yUYaIOIMUMHKCS YCTAaHOBJICHHBIX Pe3yIbTaTOB OOyUCHHS.

OueHOYHBIE CpPEACTBA  MCHOJB3YIOTCS TpPU  MPOBEACHUHM  TEKYIIETO  KOHTPOJIA
YCIIEBAEMOCTH U TPOMEKYTOUYHON aTTECTAIUH.

Tabnuna 1 - [lepedyenp komneTeHMid, GOPMUPYEMBIX B TPOLECCE OCBOCHHUS! TUCIUTUIMHBI

Kon
HaumeHoBaHue pe3yjibTaTa 00yuyeHUst
KOMIIeTEeHIIUH
OIIK-4 Crocoben  pemath 3amauvi  NPOPECCHOHATBHOW  JEATEIBHOCTH  C

WCTOJIB30BAHUEM CYIIECTBYIOIINUX HH(MOPMAIIMOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTUH W C Yy4EeTOM OCHOBHBIX TpeOoBaHM HH(OPMAIIMOHHOK
0e3omacHOCTH

OIIK-4.1. 3HaeT ONpUHIMUIBI, METOABl M CPEJICTBA PELICHUS CTaHIAPTHBIX
3aa4 MpoQecCUOHANBHON /EATeIbHOCTH Ha OCHOBE HMH(OPMAIIMOHHON U
oubnuorpadguueckoil  KynpTypel C [pUMEHEHHEM HH()OpPMAIMOHHO-
KOMMYHHMKAITMOHHBIX TEXHOJIOTUH M C YYE€TOM OCHOBHBIX TpeOOBaHUU
MH(POPMAIIMOHHOHN 0€301MacHOCTH.

OIlK-4.2. VYmeer pemare cTaHgapTHble 3a7adyd Hpo¢decCHOHATbHON
NESITEIbHOCTY HAa OCHOBE HH(OpMAaLMOHHOW U  Oubinorpapuueckoi
KyJIbTYpPel ¢  TPUMEHEHHEM  HH()OPMAIMOHHO-KOMMYHHKAITMOHHBIX
TEXHOJIOTUI W C Yy4eTOM OCHOBHBIX TpeOoBaHUN HH(DOPMALIMOHHON
0€30MacHOCTH.

OIIK-4.3. Brnageer HaBbIKaMH TMOATOTOBKH 0030pOB, aHHOTAIWH,
cocTaBieHHs  pedepaToB, HAy4YHBIX  JOKJIAIOB, MyOIUKAHMi, W
oubnuorpaduu MO  HAYYHO-HCCIIEOBATEIbCKOM paboTe ¢  ydeToM
TpeboBaHu HHHOPMAITMOHHON OE30MTaCHOCTH.

KoneunbiMu  pe3ynbTaTaMd  OCBOEHHS  JUCLUUIUIMHBI  ABISAIOTCS  C(OPMHUPOBAHHbBIE
KOTHUTHBHBIE JIECKPUNTOPHI «3HATb», «YMETb», «BIAJETb», PACIUCAHHBIE IO OTAEIbHBIM
KoMIeTeHIUsIM. DPOopMUpPOBaHUE JIECKPUIITOPOB MPOUCXOIUT B TEUEHHE BCEro CeMecTpa
[0 JTaraM B paMKaX KOHTAKTHOW paloThl, BKIIOYAIOLIEH pa3iuyHble BHUIbl 3aHATHH U

CaMOCTOSITENIbHOM  paboThl, C TNPUMEHEHUEM pA3IUYHBIX (OpM U METOAOB O0y4YeHUS
(Tab:1.2).



Tabnuna 2 - @opmupoBaHrue KOMIETEHIIUN B TPOLECCE U3YyUEHUS TUCHIUTUIIHHDL:

Kon YpoBeHb WNHnukaTophl TOCTHKEHUS KOMITETeHIIMA | Bug — yaeOHBIX 3aH;ITI/H711, Kontponupyembie paznaensl  u | OLieHOYHbBIE
KOMIIETEHLINM | OCBOCHUS paboTel, GOPMBI U METOABI | TEMBI JUCIUILTAHBI CPEACTBA,
KOMIIETCHIUH oOyJeHwus, HACTIONB3yEMBIE IS
CIOCOOCTBYIOIIHE OLIEHKH  ypPOBHSA
(hopmMupoBaHUIO 51 c(hOpPMHUPOBAHHOCT
Pa3BUTHIO KOMIICTCHIHIH® Y KOMITETCHIIUU
OIlIK-4 3naem
Henocratounsnii | OITK-4. CryneHt HE cniocobeH | JlekuuonHele n npakTuyeckue | 1. Bpenenue B nHpopmanmonnyto | Tekymuii KOHTpOIJb
YPOBCHB CaMOCTOSITETIHHO BBIIICIIATh TTIABHBIC | 3aHATHS, CaMOCTOSITEIbHAS 6e3onacuocts (UB). — YCTHBI ompoc,
MOJIOKEHUST B HW3YYCHHOM  Marepuaje | paboTa oOyuaronuxcsi, | 2. TexXHOJOrHH 3alIUThl JaHHBIX. | KOHTPOJIbHAsS
JMCIMTUTAHBI. MOJTOTOBKA u cnava | 3. TexHonoruu 3alIuTHI | paboTa,
He 3HaeT mpHUHIMIOB, METOJOB M CPEJACTB | MPOMEKYTOUYHOW AaTTECTAIlHH, BBIYUCITUTEIBHBIX CHCTEM. TECTHPOBaHHE,
peleHus CTaHAAPTHBIX 3aja4 | MOATOTOBKA U cljadya 3a4yeTa 4. TexHonoruu OOHApYXKCHHUS | 3alUTa OTYETOB I10
npodecCHOHANBHOW  JEATENBHOCTH  Ha BTOPKCHUIA. MPaKTHYCCKUM
OCHOBE WH(POPMAITMOHHOM u 5. VYmnpaBneHne 6e30MacHOCTEIO. paboram
oubmorpaduyeckoi KYJIbTYpPBI c
MPUMEHCHUEM uH(pOpMaMOHHO-
KOMMYHHUKAIIMOHHBIX ~ TEXHOJIIOTHMH H €
YYeTOM OCHOBHBIX TpeOOBaHMIA

WHPOPMAITMOHHON O€30MaCHOCTH.

OTCYTCTBYIOT 3HaHHUA U IIOHMMaHHUEC OCHOB U
METOJI0B obecrieueHust Oe3onmacHocTH
KOMITBIOTEPHBIX ceTel, MTOJINTUKA
Oe3onacHocTd, craHgaptel Wb, mpuHIMIEI

! JleKuMOHHBIE 3aHSTHS, IPAKTHUECKHE 3aHATHS, TAG0PATOPHBIC 3aHATHS, CAMOCTOATE/ILHAS PAbOTa. ..
? Heo6X0IMMO yKa3aTh aKTHBHBIE U HHTEDAKTUBHBIC METO/IbI 0OyUeH s (HATIPIMEp, HHTEPAKTHBHAS JIEKIHs, pab0Ta B MallbIX TPYIIIAX, METObl MO3TOBOTO IITYPMA U T.11.),
CHOCOOCTBYIOIINE PA3BUTHIO y 00YYAIOMINXCSI HABBIKOB KOMAHAHOW pabOoThl, MEXIMYHOCTHON KOMMYHHUKALMU, IPUHSTHUS PELIeHUH, TUIEPCKUX KaueCTB.
® HammenoBamme TeMbl (pasjena) Gepercs n3 paboueii mporpaMMbl TUCIHIITHHEL.

4
OIeHOYHOE CPECTBO TOJDKHO BEIOMPATHCS C YUETOM 3aIUIaHUPOBAHHBIX PE3yIbTaTOB OCBOCHHS AMCIUIUINHBI, HATPUMED:

«3HaTh» — cobecenoBaHNE, KOJUIOKBHYM, TECT. ..
«YMeTb», «BnaneTs» — MHOUBHUTya IbHBIA WK TPYIIIIOBOM MPOEKT, Kelc-3a1a4a, AesoBas (poseBast)
urpa, mnopTQoino. ..




3allUThI I/IH(bOpMaLII/IOHHI)IX CHUCTEM.

ba3zoBbl1it OIIK-4.1. Cryment ycBown mnpuHUUNEI, | JIekunoHHsle u npaktuueckue | 1. Beenenue B mHdopmanmonnyoo | Tekymmid KOHTPOJIb
YPOBEHB METOJIBl M CPENCTBA PEIICHUS CTaHIAPTHBIX | 3aHSITHA, CaMOCTOSITETIbHAS 6e3onacHocts (Mb). — YCTHBIM ompoc,
3aj1a4 mpod)ecCHOHANbHON NEesTEeIbHOCTH Ha | paborta oOyuaromuxcs, | 2. TexXHOJIOTHH 3aIIUTHI JaHHBIX. | KOHTPOJIbHAS
OCHOBE MHPOPMAaLITOHHON U | IOArOTOBKA u cmaya | 3. Texnomoruu 3alIMTHI | paboTa,
oubnuorpaduieckoi KyJbTYpbI C | IPOMEXYTOYHON aTTeCTalluH, BBIYHCIUTEIBHBIX CUCTEM. TECTUPOBAHUE,
MIPUMEHEHUEM nH(GOPMALMOHHO- | MOArOTOBKA U CAa4a 3a4eTa 4. TexHomnoruu OoOHapyXXeHHUs | 3allUTa OTYETOB II0
KOMMYHHUKAIIUOHHBIX ~ TEXHONIOTMH U C BTOPIKEHUM. MIPaKTUYECKUM
y4ETOM OCHOBHBIX TpeOoBaHUit 5. VYmpaenenue 0e30MacHOCTHIO. paboram
WH(OPMAITMOHHOM 0e301macHOCTH.
ITokazbiBaeT MTOBEPXHOCTHOE 3HaHUE
METOJI0B obecrieveHusl Oe3omacHoCTH
KOMITBIOTEPHBIX ceTel, TTOJINTUKA
Oe3omacHocTH, craHmaptel WUb. mpuHIHATEL
3alIUTH HHPOPMAITMOHHBIX CHCTEM.
Cpennuit OIIK-4.1. CtyzneHT 3HaeT ocHOBHBIE MeTOAbI | JlekunoHHble U npakTHueckue | 1. Beenenue B mHdopMmanmonnyoo | Tekymmid KOHTPOJIb
YpOBEHB W CpEeICTBA pEUICHHWS CTAaHAAPTHBIX 3a4ay | 3aHATHA, paboTa B  MajbIx 6e3omacHocth (MB). — YCTHBHI orpoc,
npodecCUOHANBHOW  AEATENBHOCTH  Ha | Ipymnmnax, WHTEpaKkTUBHAs | 2. TeXHOIOTWM 3alIUThl JAHHBIX. | KOHTPOJIbHAS
OCHOBE UHGOPMAITUOHHOM U | JeKIus, muckyceus, | 3. TexHosoruu 3alUThl | pabora,
oubimorpaduueckon KyJIbTYpPbI C | camocCTOATENbHAS pabora BBIYHCIUTEIBHBIX CUCTEM. TECTUPOBAHUE,
MIPUMEHEHUEM nHPOpPMaLMOHHO- | oOyyaromuxcs, noaroroska u | 4. TexHomoruu OoOHapyXeHHUs | 3allUTa OTYETOB II0
KOMMYHUKAIIUOHHBIX ~ TEXHOJIOTMM M C | chada IIPOMEKYTOYHOU BTOPKEHHM. NIPAKTUYECKUM
y4eToM OCHOBHBIX TpeOOBaHUI | aTTeCTallMy, TOATOTOBKa W | 5. VYmpaBieHue 6€30MacHOCTHIO. paboram
nHGOPMALIMOHHON Oe3omacHOCTH. | cada 3adera
[oka3piBaeT 3HaHUE METOAOB OOECIICUCHUS
0€30IaCHOCTH  KOMIIBIOTEPHBIX  CETeH,
NOJUTUKK Oe3omacHocTH, crannaptel Wb,
OPUHLMIIBL  3alUThl  MH(OPMALMOHHBIX
CHUCTEM.
Bricokuii OIlK-4.1. Cryaentr 3Haer Meronsl u | JlekimoHHsle W mpaktuueckue | 1. Bpemenue B nHpopMaiimoHHyr | Tekyiuid KOHTPOJIb
YpOBEHB CpeAcTBa pEIICHUS CTaHAApTHBIX 3ajady | 3aHATHSA, paboTa B  MajbIX 6e3onacHocts (UB). — YCTHBIM ompoc,
npodecCHOHANBEHOW  JIEATENFHOCTH  Ha | Ipymmax, WHTEepaKkTHBHAS | 2. TeXHOJOTHU 3alUThl JAHHBIX. | KOHTPOJbHAS
OCHOBE UHPOPMAITHOHHON U | JIEKIHA, nuckycewns, | 3. TexHomoruu 3anUTHl | padora,
Ooubimorpadpuueckon KYJbTYpbI C | camocTOATENbHAA pabora BBIYHCIUTEIBHBIX CUCTEM. TECTUPOBAHUE,
MIPUMEHEHUEM nHPOPMALMOHHO- | oOyyaromuxcs, noaroroska u | 4. TexHomoruu OOHapyXeHHUs | 3allUTa OTYETOB II0
KOMMYHHUKAIIHOHHBIX ~ TEXHOJIOTMH ¥ C | cada MIPOMEKYTOTHOMN BTOPKEHHH. MPaKTHYECKUM




y4eToM OCHOBHBIX TpeOOBaHMA
nH(pOpMaAITMOHHON 0e30MacHOCTH.
[TokazbiBaeT Tmy0OKO€ 3HAHWE W TIOHWMaHHUE
OCHOB u METOJI0B oOecrieyeHust
0e30IacHOCTH  KOMIIBIOTEPHBIX  CETeH,
TOJIMTHKN Oe30macHOCTH, cTaHmaptel Mb.
OPUHOMIIBL  3aIUTHl  MH()OPMAIMOHHBIX
cUCTeM,  KpPUNTOrpapUueCKHEe  METOJBI
3amuThl HHGOPMAIUH. 3HACT ApXUTEKTYPY U
(hyHKIIMOHUpOBaHUE crcTeM yrpasieHus Ub
B (1C).

aTTeCTalluu,
cJaya 3adera

IoATOTOBKA H

5.

praBJ'ICHI/IC 0e30IaCHOCTHIO.

paboTam

Ymeem
Bba3zoBbrit OIIK-4.2. CryaeHnt ucneiThiBaeT | Jlekimonnsie u mpaktudeckue | 1. Bpemenue B mHbopMainmonHyro | Tekymmii KOHTPOIH
YpOBEHB 3aTpyOHEHHS TIPH PEIICHWH CTaHJApTHBIX | 3aHATHA, paboTa B  Majbx 6e3omacHocth (MB). — YCTHBHIA orpoc,
3a7a4 MpoecCHOHATBHON JEeSITETBHOCTH Ha | Ipymmax, WHTEepaKkTHBHAs | 2. TeXHONOTWU 3alUThl JaHHBIX. | KOHTPOJbHAsS
OCHOBE WH(POPMAITMIOHHOM 1 | JEeKIus, muckyceus, | 3. TexHomoruu 3amUTHl | pabora,
oubmorpaduyeckoit KYJIbTYpPBI C | camocToATeNbHAS paboTta BBIYHCIUTEIHHBIX CHCTEM. TECTUPOBAHUE,
MIPUMEHEHUEM WHPOPMALIMOHHO- | oOyvaromuxcsi, moarotopka u | 4. TexHomoruu OOHapyXXEHHUs | 3alUTa OTYETOB II0
KOMMYHUKAIIUOHHBIX ~ TEXHOJIOTMM M  C | chada IIPOMEKYTOYHOU BTOPKECHHM. NIPAKTUYECKUM
y4eToM OCHOBHBIX TpeOOBaHUH | aTTeCTauny, TMOATOTOBKA W | 5. YmpaieHue 0€30MacHOCTHIO. pabotam
nH(pOpMaMOHHOM 6€30MacCHOCTH. c/la4a 3a4era
CTyIeHT WCHBITHIBACT 3aTPYJHEHUS TPH
npoBeieHNH aHanu3a 3amuineHHoctn UC,
OOHapyXEeHHU aTaK, 3alluTe YIaJCHHOTO
JIOCTyIa, 3aIIUTEe OT BUPYCOB U cllaMa
Cpennuit OIIK-4.2. CryneHt ymeer camocTosiTenbHO | JleknnoHHble u npakthueckue | 1. Beenenue B mHbopMmanmonnyoo | Tekymmid KOHTPOJIb
YPOBEHb pemaTsb CTaHIAapTHBIC 3aJa4uy | 3aHATH, paboTa B  MaJbIX 6e3onacHocts (Ub). — YCTHBI ompoc,
npodecCHOHANBHOW  JEATENFHOCTH — Ha | Ipymmax, WHTEpaKkTHBHAS | 2. TeXHOJOTWU 3alUThl JaHHBIX. | KOHTPOJbHAS
OCHOBE UHPOPMAITHOHHON U | JeKIHs, mickycewns, | 3. TexHomoruu 3alIMTHI | paboTa,
oubimorpaduuecko KYJIBTYPBI C | caMmocTosTeNbHas pabora BBIYUCIUTEIbHBIX CUCTEM. TECTHPOBAHHE,
MPUMEHEHUEM nHPOPMALMOHHO- | oOyyaromuxcs, noarotoska u | 4. TexHomoruu OOHapyXeHHUS | 3alIUTa OTYETOB II0
KOMMYHHKAIIMOHHBIX ~ TEXHOJOTMH H C | caaya MPOMEXYTOYHOM BTOP KEHUI. MPaKTUIECKAM
y4ETOM OCHOBHBIX TpeOOBaHUH | aTTeCTalnMy, TMOATOTOBKA U | 5. VYmpaBieHue 0€30MacHOCTHIO. pabotam

nHpopMamoHHOH Oe3omnacHocTH. CTyAEHT
MOXET MPOBOJUTH aHAIM3 3alIMIICHHOCTH
HC, oOHapyxeHHE aTak, 3allUTy OT BUPYCOB

cJa4da 3a4cTa




n ciiamMma.

Bricokuii OIlK-4.2. Cryaent ymeer  pemiarb | JlekimonHeie u mnpaktuueckue | 1. Bpenmenue B mHpopMainuonnyro | Tekymuii KOHTPOIb
YpOBEHB CTaHAAPTHBIC 3a7aud MPOQPECCHOHANBHON | 3aHATHA, pabdoTa B MAaJIBIX 6e3omacuocth (UB). — YCTHBHIH  orpoc,
JeSITeNbHOCTH HAa OCHOBE MH(OPMALMOHHON | rpymmax, MHTEpaKTHBHAs | 2. TEeXHOIOTHMH 3alIUTHI JAHHBIX. | KOHTPOJIbHAS
u  Oubnmorpaduveckoil  KylabTypsl  C | JIEKUUS, nuckyceus, | 3. TexHomorum 3alIMTHI | paboTa,
MIPUMEHEHUEM WHPOPMALIMOHHO- | CAMOCTOsTENbHAS pabora BBIYHCIUTEIBHBIX CUCTEM. TECTUPOBAHUE,
KOMMYHHMKALIMOHHBIX ~ TEXHOJIOTMH H ¢ | oOydaromuxcs, noaroropka u | 4. TexHomoruu OoOHapyXXeHHUs | 3allUTa OTYETOB II0
y4eToM OCHOBHBIX TpeOoBaHMii | crava MIPOMEKYTOUHOMN BTOPIKEHUM. MIPaKTUYECKUM
WHPOPMALIMOHHON OE30MacHOCTH. YMeeT | aTTecTall, IOJroToBKa U | 5. VYmpasneHue 0e30MacHOCTHIO. paboram
MpoBOANTE aHanmu3 3anumeHHoctd MC, | cmaua 3adeta
oOHapyXeHHEe araK, 3allUTy YAAJIEHHOI'o
JIOCTYTIA, 3alIUTY OT BUPYCOB U CIIaMa.
Braoeem
ba3zoBbrit OIlK-4.3. Crynenr wu4actuuHo Biajneer | JlekimonHnsie u mpaktudeckue | 1. Bpemenue B mHbopMaimonHyro | Tekymmii KOHTPOIH
YpOBEHB HaBBIKAMHU MOITOTOBKH 0030poB, | 3aHATHS, paboTa B MAaJbIX 6e3omacHocth (MB). — YCTHBHI orpoc,
aHHOTAIH, cocTaBlieHUs:  pedepaTos, | rpymmnax, WHTEepaKkTHBHAS | 2. TeXHONOTWU 3alUThl JaHHBIX. | KOHTPOJIbHAS
Hay4YHbIX  JOKJIAAOB, IyONUKalM{d, | | JeKuus, muckyceus, | 3. TexHomoruum 3alMTHl | paboTa,
oubnmorpaduu o Hay4JHO- | CAMOCTOSITEThHAs paboTta BBIYHCIUTEIHHBIX CHCTEM. TECTUPOBAHUE,
HCCIIEIOBATENbCKOM  paboTe ¢ yderoM | oOywaromuxcsi, moarotoka u | 4. TexHomoruu OOHapy>XEHHUS | 3al[UTa OTYETOB II0
TpeOoBaHMit UHQOPMAIMOHHOH | caaya IIPOMEKYTOYHOU BTOPKEHHM. NPAKTUYECKUM
Oe3omacHoCTH. CryneHr BJaJeeT | aTTeCTalld, IIOJrOTOBKAa U | 5. YmpaBieHue 0e3011aCHOCTHIO. pabotam
OCHOBHBIMHU HaBBIKAMH oOecriedeHue | craya 3aueTa
6esonacHoctu  OC, ympasinenuss Wb B
nHpopmarmonneix cucremax (MC). Brameer
3HaHUSIMH 00 ayauTe W MOHHUTOpPHUHIE
6e3onacHoctu (MC).
Cpennuit OIlIK-4.3. Crynent B Oonbmieil crernenu | JlekunonHsle u npaktuueckue | 1. Beenenue B mHopMmanmonnyoo | Tekymmid KOHTPOJIb
YPOBEHb BJaJleeT HABBIKAMH IIOATOTOBKM O0030pOB, | 3aHATHs, paboTa B MaJbIX 6e3onacHocts (UB). — YCTHBI ompoc,
aHHOTAITHH, cocTaBlieHHsT  pedepaTos, | Ipymnmax, WHTEepaKkTHBHAs | 2. TeXHOJOTHU 3alUThl JAHHBIX. | KOHTPOJbHAS
Hay4YHBIX  JIOKJIAJO0B,  IyOJNMKAIMi, © | JeKuus, nickycewns, | 3. TexHomoruu 3amUTHl | padora,
oubimorpadpun o Hay4yHO- | CaMOCTOATENbHAA pabora BBIYHCIUTEIBHBIX CUCTEM. TECTUPOBAHUE,
HCCIIEIOBATENbCKO  pabore ¢ yderoMm | oOywarommxcs, noarotoska u | 4. Texnomoruu OOHapyXEHHUS | 3alIUTa OTYETOB II0
TpeboBaHUi WHQOPMAIMOHHOH | caaya IIPOMEKYTOYHOU BTOPKEHHM. NIPAKTUYECKUM
0e30macHOCTH. aTTeCTallud, TOATOTOBKa M | 5. VYmpaBieHue 0€30MacHOCTHIO. pabotam
CrynmeHT  BIaZeeT  3HAaHUSAMHM  BCEro | clada 3adera

HU3YUYCHHOI'0O MaTc€puraja, BIaJeCT HaBbIKaMHU




obecrieucHme 0e30MmacHOCTH 0oC,
yopaenenuss Wb B uHGOOpMAMOHHBIX
cUCTeMax (HC). (HC). Haprikamu
yIpaBicHHS 0€30IacHOCTBIO uc,

BBISIBIICHHS CETEBBIX aTaKk ITyTeM aHalu3a
Tpaduka. VcmbIThIBaeT 3aTpyAHEHHUs IpU
NpoBeNEHNH  ayAuTa  WHQOPMAIMOHHOMN
0€30I1aCHOCTH KOMIIBIOTEPHBIX CHCTEM

Bricoknit
YpOBEHB

OIlK-4.3. CrymeHT BnajeeT HaBBIKAMH
IIOITOTOBKHA 0030pOB, AHHOTALINIA,
COCTaBJICHUSA pedeparos, Hay4YHBIX

JOKIanoB, mybOnukanuii, u Oubiamorpadumn
10 HAay4YHO-MCCIIEIOBATEILCKONH paboTe ¢
yueToM  TpeOoBaHMH  WHPOPMAIMOHHON
0€e30MacHOCTH.

CTyzmeHT BiajieeT HaBBIKaMHU oOecrieueHue
6esomacaoctn  OC, ympaenenuss Wb B
nHpopmanuonHbix cuctemax (MC).Brageer
3HaHUSMH 00 ayAuTe W MOHHTOPHHIE
Oe3omacHoCTH (HC). HaBrsikamu
yIpaBieHAS 0€30MacHOCTHIO uc,
BBISIBIICHHS CETEBBIX aTaK IyTeM aHalin3a
Tpaduka, aymuTa WH(POPMAITIOHHOM
0€30I1aCHOCTH KOMIIBIOTEPHBIX CHCTEM

JlekupoHHBIE U IMPaKTHICCKUE

3aHATHSA, paboTa B MAaNbIX
rpymnmnax, WHTEPaKTHBHAs
TEKIHSL, JCKyCCHs,
caMocCTOsITeTTbHas paboTta
00yJaronmMxcs, MOJAr0OTOBKA U
clava IIPOMEKYTOYHOU
aTTeCTallud, T[OATOTOBKA U

cJada 3a4ycTa

n

BBenenue B nHpOpMaLMOHHYIO
oe3onacHocth (UB).
TexHomorny 3amUThl JaHHBIX.
TexHonorun 3aIIUTHI
BBIYUCIUTEIBHBIX CUCTEM.
Texnonoruu OoOHapyXeHUs
BTOPKECHHM.

YmpasneHue 0€30MacHOCTHIO.

Tekymuii KOHTPOJb
— YCTHBIA ompoc,
KOHTPOJIbHAS
pabora,
TECTHPOBAHHE,
3alIUTa OTYETOB IO
MPaKTHYECKUM
paboram




Tabmuma 3

2. IEPEYEHb OLIEHOYHbIX CPEJICTB’

Ne | HaumenoBaHue
OLICHOYHOTI'O
Cpe/cTBa

XapaKTepI/ICTI/IKa OILICHOYHOI'0 CpCACTBA

[IpencraBnenue onenoynoro cpeacrsa B @OC

1 | Ycrusiit onpoc

CpencTBo KOHTPOJISI YCBOCHHsI Y4eOHOTO MaTepuana TEMBI,
paszena WM pa3jelioB JUCHUIUIMHBI, OPraHM30BaHHOE Kak
yaeOHOE 3aHATHE B BHJE COOCCEIOBAHUS MPENOJABATENS C
00yUaroIUMUCS.

Bompocsr o Temam/pazaenaM JUCIUILTAHBI

2 | Tecr

CpenctBo,  NHO3BOJSIOIIEE  OLEHUTb  YPOBEHb  3HAHUM
oOyuyaromierocsi myreMm BblOOpa MM OJHOIO U3 HECKOJIBKHX
BapHMaHTOB OTBETOB Ha IIOCTaBJIEHHBIA BoIpoc. Bo3MoxkHO
UCIOJb30BAHUE TECTOBBIX BOIIPOCOB, MPEIYCMAaTPUBAIOILUX
BBOJI OOydaromumcs KOPOTKOTO M OJHO3HAYHOTO OTBETAa Ha
IIOCTaBJIEHHBIH BONPOC.

TecrtoBbIe 3a1aHUsd

3 | KonrponbHas
paboTa, 3amura
OTYETOB TI0
NPaKTUYCCKUM
pabotam

Pasnuuaror 3a7a4m v 3a1aHus:

a) PpeNpoxyKTHBHOTO YPOBHS, IIO3BOJISIIONIME OLICHMBATh |
JMarHOCTUPOBaTh 3HaHUE (pakTHyeckoro Matepuana (6a30BbIe
MOHSATHS, AITOPUTMBI, (PaKThl) U yMEHHE NMPaBUIBHO HCIIOIb30BATh
CIICIIMAJIbHBIC TCPMUHBI U IIOHATHA, Y3HABAHUC 00BEKTOB HU3y4dCHUsA
B paMKax OIpPeJeJIeHHOr0 pa3/iesia JUCIUILIHHBL;

0) PEKOHCTPYKTHBHOTO YPOBHS, IIO3BOJISIIOIINE OIEHUBATh U
JAMArHOCTUPOBATh ~ yYMEHUS ~ CHHTE3UpPOBATh,  AHAIU3UPOBATH,
0000mare  QakTHYeCKMH W  TEOPETHUECKUIl MaTepHal ¢
(GOopMyIMpOBaHWEM  KOHKPETHBIX  BBIBOJOB,  YCTQHOBIICHUEM
HPUYUHHO-CIICACTBEHHBIX CBSI3€H;

B) TBOPYECKOTO  YpOBHS, IO3BOJIAIONIME  OLIEHMBAaTh U
AUArHoCTUPOBATh YMCHUA, HUHTCIPUPOBATHL 3HAHUA Pa3JIAYHBIX
o0JacTeil, apryMeHTHPOBaTh COOCTBEHHYIO TOUYKY 3PEHHS.

KoMruiekT pa3HOypOBHEBBIX 3a/1a4 (3a1aHuil)

5 o o
Vka3pIBaroTCs OIICHOYHBIC CPEACTBA, IPUMCHACMBIC B XOA€ p€aIn3alinn pa60qen IIporpaMMbl JaHHOU TUCIHUILUIAHBI.




3. OIIUCAHUE MOKA3ATEJIEM U KPUTEPUEB OLIEHUBAHUS KOMIIETEHIIUIA

OuenuBanue pe3ynbraToB 00yueHus no auctuminHe «MupopmanronHas 6€300aCHOCTh» OCYHIECTBIIAETCS B cooTBeTcTBUU C [lonoxenuem o
TEKYILEM KOHTPOJIE YCIIEBAEMOCTH U IPOMEKYTOUYHOU aTTeCTalluU 00yJarOIIUXCA.

[IpenycmoTpensl ciieayomye BUAbl KOHTPOJISA: TEKYIIUN KOHTPOJb (OCYLIECTBIEHUE KOHTPOJIS BCEX BUJOB ayIUTOPHON M BHEAyJIUTOPHOU
JesITeIbHOCTH 00YYalolIerocs ¢ Lejblo MOJyYeHUs! MepBUYHON MHGOPMAIUU O XOJ€ YCBOEHUS OTJENIBbHBIX IEMEHTOB COJIEPKaHUs AUCLUILIUHBI) U
IIPOMEXYTOUHAs aTTecTalys (OLIEHUBAETCS YPOBEHb M KaU€CTBO IMOATOTOBKH 110 AUCLUIIIIMHE B LIEJIOM).

[Tokxazarenu ¥ KpUTEPUU OLICHUBAHUS KOMIIETEHIIHH, (HOPMHUPYEMBIX B MTPOLIECCE OCBOCHUS TaHHOM TUCIUILIMHBI, OMHUCAaHbI B Ta0. 4.



Tabauua 4.

Kon VYpoBeHb OCBOCHUS Wnnnkatopsl Kpurepun onieHuBaHUs pe3ynbTaTOB O0yUeHUs
KOMIIETEHIINN | KOMITETEHITHH JIOCTHKECHHS
KOMIIETEHIINN
3Haer
OIIK-4 Henocratounsiii ypoBens | OIIK-4.1. He 3naem 3nauumenvnoti yacmu mamepuana Kypcd, He CnOCOOeH camoCmOosmenbHo 8bloensimy
Orenka 2/1a6HblE NOTIONHCEHUS 8 U3YUEHHOM Mamepuaie OUCYUNIUHbI
«HE3aYTEHOY,
«HEYJOBJIECTBOPUTEIHHOY
Ba3oBeIii ypoBeHb OIIK-4.1. 3naem ne menee 50 % ocnosHo20 Mamepuana Kypca, 00HAKO UCHbIMbIBAEm 3ampyOHeHUs 8 €20
Ornenka, «324TEHOY, npumMeHeHuu
«yIIOBIICTBOPUTEIHLHO
Cpennuii ypoBeHb OIIK-4.1. 3Haem ocHo8HYIO yacmb mamepuana Kypcd, cnocoden RPUMEHUMb U3VYEeHHbI Mamepuanl Ha
Orenka «324TEHOY, npakmuke, UCNbIMbIEaem He3HAYUMelbHble 3ampyOHeHUs 8 peuleHul 3a0ay
«XOPOIIIO»
Bricokuii ypoBeHb OIIK-4.1. THoxkasvieaem 2nyboxoe 3HaHUEe U NOHUMAHUE MAMEPUAnd, cCnocoOeH NPUMEeHUMb U3VUeHHbII
Onenka «3a4TEHOY, Mamepuan Ha NPAKmuKe
COTIIMIHOY
Ymeer
BazoBeIii ypoBeHb OIIK-4.2. Ymeem eocnpoussecmu ne menee 50 % ocnosnozo mamepuana Kypca, 0OHAKO UCTIbIMbIBAEM
3ampyOHeHUs: npY peuenuy npaKmuyeckux 3a0ay
CpenHuil ypoBeHb OIIK-4.2. Ymeem pewamv cmanoapmuvie npogeccuonanvhvie 3adauu ¢ APUMEHEHUEM HNOTYYEHHBIX
3HAHULL, UCTIbIMbIBACH He3HAYUMEIbHble 3ampPyOHeHUs 8 peuleHuly 3a0ay
Bricokuii ypoBeHb OIIK-4.2. Ymeem pewamv cmanoapmuvie npogeccuonarvhvie 3a0auu ¢ APUMEHEHUEM NOTYYEHHbIX
3HAHUL, NOKA3vbleaem 21yboKoe 3HAHUEe U NOHUMAHUe Mamepuand, CnocoOer peuwums 3a0ady
npu U3MeHeHUU PopmyauposKu
Bmageer
ba3oBeIif ypoBEeHb OIIK-4.3. Braoeem mnasvixamu meopemuueckoeo u IKCHEPUMEHMATLHO20 UCCIE008AHUsL 00bEKMO8
npogheccuonanvHoll 0esimenbHOCMU, YCEOUT OCHOBHOE COOepIICAHUe MANEPUANd OUCYUNIUHDL,
HO umeem npobenvl 6 YcgoeHuu mamepuaid. Hmeem HecucmemamusupogaHuvie 3HAHUSA
OCHOBHBIX PA30€106 OUCYUNTUHDL.
Cpenuuii ypoBeHb OIIK-4.3. Braoeem mnagvlkamu meopemuueckoco U IKCNEPUMEHMANbHO20 UCCAE008AHUS 00bEKMO8
npoGeccuoHanbHol  0essmeabHOCMU,  CHOCODEH — CAMOCHMOAMENbHO — 8bIOCNAMb  2lAGHbIE
nonoJICeHUsi 8 U3yueHHoM Mmamepuane. Mcnvimvleaem He3HauumenbHble 3amMpYOHeHUs 8
peleHuu 3a0ai.
Bricokwii ypoBeHb OIIK-4.3. C60000HO 6nadeem HABLIKAMU MEOPEMUUECK020 U IKCNEPUMEHMATbHO20 UCCAC008AHU,

nokasvleaem 2]1_)/607('06 SHAHUE U NOHUMAHUE U3YUEeHHO20 mamepuaia




4. MeTtoau4yeckue MaTepUaJibl, ONpeAesaonue Npoueaypbl
OLlECHUBAHUS Pe3yJabTaTOB 00y4eHHsI

3aganus B ¢popme yCTHOrO onpoca:

VY CTHBIN OMPOC UCIIONB3YETCS ISl TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH O0YJarOIIUXCS 110
JUCIUIUIMHE B KauyecTBE IMPOBEPKHU pe3ylIbTaTOB OCBOEHHUs Marepuana. Kaxaomy cTyaeHty
BBIJIa€TCSl CBOM COOCTBEHHBIH, Y3KO C(OPMYIUPOBAHHBII Borpoc. OTBET JOIKEH ObITh YETKUM
U KpaTKUM, COJEp>KalllMM BCE OCHOBHBIE XapaKTEPUCTHKHU OINKCHIBAEMOro MOHATHS. B cBoem
OTBETE CTYACHT JIOJDKEH I0Ka3aTh YMEHHS IPOCJIEKUBATH NPUYMHHO-CIIEICTBEHHBIE CBSI3U U
HaBBIKU PacCyKIEHHUH U JOKa3aTeNIbCTBA.

3aganus B popme npakTuyeckux pador. KomniekT pa3HOypoBHeBBIX 3a1a4
(3agaHmuii)

IIpakTyeckas paboTa mHpeACcTaBiIsieT cO00H KOHTPOJIbHOE MEPONPHUATHE 110 y4eOHOMY
MaTepHaiy KaxJIoi TeMbl (pa3jiesa) AUCHUILUIMHBI, COCTOAIIEEe B UHANBUAYaIbHOM BBIIIOJHEHUN
00yyaromuMcsl IPaKTUYECKUX 3aJaHUN Ui OLICHKH MOJIY4YEHHbIX 3HAHUN, YMEHUN U BIIaJCHUM
KOMIIETEHIIUSIMU, (POPMHUPYEMBIMU TI0 TaHHOW AUCIUTINHE.

BeimonHeHHe MpakTHYeCKHX pabOT  SIBISAETCS  CPEICTBOM — TEKYIIETO  KOHTPOJIS
yCIIEeBAaEMOCTH OOYyYaIOLUXCsl MO AUCLUUIIIMHE U MOXKET BKJIIOYATh B ceO0sl CIEAYIOLIUE THIIbI
3aJaHUi: 3aJaHus TUIIOBOIO BMJA W  3aJaHus TBOPYECKOIO XapakTepa, IO pe3yibTaTaM
BBINOJIHEHUS MPAKTUYECKUX 3aJaHuil oOydaromue o(GOpMIISIOT OTYEThI, COJEprKalllue aHalu3
IIOJIyYEHHBIX PE3YyJIbTaTOB U BBIBOJBI.

TecToBble 3a1anu. 3agaHus B opMe TecCTHPOBAHUS

Tect npencrasusier co00ii KOHTPOIBHOE MEPOIIPHUATHE IO YISOHOMY MaTepUary KaxIou
TEMBI (pasj:[ena) JUCHUIIIIMHBI, COCTOSAIICEC B  BBIIIOJIHCHHUU O6yT~IaI-OHII/IMC$I CHUCTEMBI
CTaHJAPTU3UPOBAHHBIX 33JaHUM, KOTOPAsl MO3BOJISAET aBTOMAaTU3UPOBATh IIPOLIEYPY U3MEPEHUS
YPOBHSI 3HAHUH U YMEHUI 00ydaroierocs.

TectupoBanue sBISETCS CPEACTBOM TEKYLIETO KOHTPOJS YCIIEBAEMOCTH OOYYarOLIUXCS
0 JAMCUUIUIMHE W MOXET BKJIIYaTh B ce0s Cleqylole TUMbl 33JaHuil: 3aJaHue C
€/IMHCTBEHHBIM BBIOOPOM OTBETa M3 MPEIJIOKEHHBIX BapHAHTOB, 3a/laHUE Ha OIpe/eleHue
BCPHBIX 1 HCBCPHEBIX Cy)KI[CHHi/JI; 3aJaHUC C MHOKE€CTBCHHBIM BBI60pOM OTBETOB.

B KaXXJ10M 3alaHU HCO6XOI[I/IMO BI)I6paTI> BCC IMPAaBUJIBHBIC OTBCTHI.

S. MartepuaJbl A1 IPOBeIeHUs TEKYLEro KOHTPOJIS U
MPOMEKYTOYHOM aTTeCTALUM

3aganus B popme ycTHOrO onpoca

Cemectp 5

Beenenue B unpopmannonnyto 6e3zonacHocts (Ub)
OcHoBuele oHsATHs Ub.

AHanu3 yrpos.

[TpoGiembl 0e301acCHOCTH KOMITBIOTEPHBIX CETEH.
[TonuTrka 6€30MacHOCTH.

OcCHOBHBIE COCTABJISIOLINE MOJIUTUKH 0€30IaCHOCTH.
HopmarusHo-npaBoBoe o6ecnieuenue Ub.

NoookrwbdPE



8. Cranpapts! Ub.

9. MexnayHnaponnsie ctanaapthl B chepe Ub.

10.  Ilpunanumns! 3amuTs! nHGopMaoHHbIX cucteM (MC).

11. TexHomOornu 3auThl JaHHBIX.

12.  TIpuHUUIBI KPUTITO3AIIUTHL.

13.  Kpunrorpadudeckue aropuTmel.

14.  Kpunroananus.

15. CummeTpuyHbIe 1 ACUMMETPHYHBIE CUCTEMBI (P POBAHUS.
16.  TexHONOTHU NEKTPOHHO-IIU(PPOBOI TOAMUCH.

17.  ®OyHKUMH XDIIUPOBAHMUS.

18.  TexHonoruu ayreHTU(UKALNH.

19.  buomerpuueckas ayTeHTU(DHUKAIIHS.

Cemectp 6

1. TexHONIOrnH 3aIUThI BEIYUCITUTEIBHBIX CUCTEM.

2. O6ecneyenue 6e3omacHocTH oneparuoHHbIx cuctem (OC).
3. MesxceTeBble SKpaHbl.

4, Ceprudukanus 1 cTaHIapTH3ALINS.

S. 3amuTa B BUpTyalbHbIX ceTsix VPN.

6. 3amura Ha ypoBHsX mogenu OSI.

7. TexHonoruu oOHapyXeHUsI BTOPKEHUH.

8. CpenctBo ananusa cereBoro tpapuka Wireshark.

9. CkaHMpOBaHUE CETH.

10. AHanu3 3alUIIEHHOCTH.

11.  OOHapyxeHue aTax.

12.  TIporpammubIe CpeaCTBa OOHAPYKEHUS BTOP>KEHUS.

13.  3ammra yJajieHHOTO JOCTYyIIA.

14. 3amura OT BUPYCOB U criama.

15. VYmparnenue 6€30MacHOCTHIO.

16.  3apmaum ympasnenus Ub B undopmarmonnsix cucremax (MC).

17.  Apxurextypa u pyHkuuonuponanue cucreM ymnpasinenus Ub B (UC).
18.  Ayaut u monutopunr 6e3onactoctu (MC).
19.  OG630p cucreM yrpaBiieHUs 0€30TTACHOCTBIO.

Kontpomupyemsie komnereniuun: OIMK-4
Oyenka KomnemeHyuli OCyuecmeisiemes 8 COomeemcemauu ¢ maoauyeil 4.

TecToBBbIE 3aJaHUA
Cemectp 5

1. KTO siBIIIeTCSI OCHOBHBIM OTBETCTBEHHBIM 3a OIPEIEICHUE YPOBHS
KJaccupukanuy uHpopmauu’?
PykoBoguTens cpenHero 3BeHa
Beiciee pykoBoaCTBO
Bnanenen
ITons3oBarens

2. Kakas kareropus siisercst Hanbosee pUCKOBAaHHOM JIJIsl KOMIIAHUH C TOUKH
3pEHHS BEPOSTHOTO MOIIEHHUYECTBA U HAPYIICHHUS 0€301MacHOCTH?
CotpynHuKHn
Xakepsl
ATtakyroniye



KonTtparenTs! (Juia, paboTaromue 1mo 10roBopy)

3. Ecnu paznnyHbIM rpynmnaM mojb30BaTeseld ¢ pa3InyHbIM YPOBHEM JIOCTYTIA
TpeOyeTcsi TOCTYH K OHOW M TOH ke MH(OpMAaILUK, KaKOe U3 YKa3aHHBIX HIKE JICHCTBUIA
CJIEAyeT MPEIIPUHSATh PyKOBOJICTBY?

CHU3UTB YpOBEHBb 0€301MacHOCTH 3TOH MH(OopManuy it oOecrieueHus ee
JOCTYITHOCTH M y100CTBA MCIIOIB30BaHUS

TpeboBaTh moanKcaHKs CIIENUATBLHOTO Pa3peIIeHNs KaKAbIA pa3, Koraa
4eJI0BEKY TpeOyeTcst JOCTYH K 3Toi HHpOopManuu

VIIy4qmmTh KOHTPOJIb 32 6€30MaCHOCTHIO 3TON HH(POPMAIHH

CHuU3UTH YpOBEHb KJIaCCU(PUKALMU 3TOI HHPOPMALIUU

4. Kakoii paxrop Hanbosee BakeH I TOTO, YTOOBI OBITh YBEPEHHBIM B YCIICIITHOM
obecrieueHnH 0€301MacCHOCTH B KOMIIAHUH?
[Monmepskka BBICIIETO PYKOBO/ICTBA
D¢ deKTUBHBIE 3AIUTHBIE MEPHI X METO/Ibl MX BHEAPCHHUS
AKXTyanbpHBIE U a/ICKBaTHBIC TIOJIUTHUKH U MIPOLIEAYPHI 0€301TaCHOCTH
[TpoBeneHne TPEHUHIOB 1O OE30MTACHOCTH /ISl BCEX COTPYAHUKOB

5. Korna nenecoobpa3Ho He npeanpuHAMAaTh HUKAKUX JICHCTBUN B OTHOLICHUU

BBISIBJICHHBIX pI/ICKOB?

Huxkorga. Jlns obecriedueHus: Xopouiei 0e30MacHOCTH HY)KHO YUYUTHIBATh U
CHHMIXATb BCC PUCKU

Korna pucku He MOTYT OBITh IPUHATHI BO BHUMAHHE IO TIOJTUTUYCCKUM
COOOpaKeHUSIM

Korna HeoOX0JMBbIe 3alIUTHBIC MEPBI CIUIIKOM CIIOMHBI

KOFILa CTOUMOCTDb KOHTPMECP MPECBLIIACT HEHHOCTH aKTHUBA U
NOTEHIMAJIBHBIC TIOTEPH

6. Kakoe yTBep:k/ieHHe ABISETCA NPAaBUIbHBIM, €CJIM B3MVIAHYTh Ha Pa3HUILY B LIEISIX

0€30MacHOCTH /111 KOMMEPYECKON U BOCHHOM OpraHu3aIun’?

Tonbko BOEHHBIE UMEIOT HACTOSIIYIO 0€30MaCHOCTh

Kommepueckast komnanus 00bI9HO 00JIbIIIE 3a00TUTCS O IIETOCTHOCTH U
JIOCTYITHOCTH JIaHHBIX, @ BOGHHBIE — O KOH(PHIEHIIMAIBbHOCTH

BoennbiM TpeOyercs 60b1IMi YpOBEHb O€30MACHOCTH, T.K. UX PUCKH
CYILLIECTBEHHO BBIIIE

Kommepueckas koMnanust 00bI4HO 00JIbIIE 3a00TUTCS O AOCTYITHOCTH U
KOH(HJIEHIIMATBHOCTH JJAHHBIX, 3 BOGHHBIE — O LIEJIOCTHOCTH

7. 3amuTa HHPOPMALIUHU OT YTEUKU — ATO JAEATEIHOCTD M0 MPeA0TBPAIECHUIO:

MOJIy4EHUS 3alUIIaeMOil HHPOpMAIK 3aHHTEPECOBAHHBIM CYObEKTOM C
HapyLICHUEM yCTaHOBJIEHHBIX PABOBBIMHU JIOKYMEHTAMHU WJIM COOCTBEHHUKOM, BJIAJIENbIIEM
uH(pOpMallMU TIPaB UM MPaBUII JOCTYyNA K 3aIUIaeMON HH(OPMALINK;

BO3/ICWCTBUS C HApyILIEHUEM YCTaHOBJICHHBIX IIPAB W/WJIM MPAaBUII HA
M3MEHeHHe UHPOpMAIUH, IPUBOIAIIETO K UCKAKEHHIO, YHUUTOXXEHHIO, KOMTUPOBAHUIO,
OJIOKMPOBAHUIO JOCTyNa K MH(OPMAIINH, a TAKXKE K yTpaTe, YHUUYTOKEHUIO I cO0r0
(GYHKIIMOHUPOBAHUSI HOCUTENSI HHPOpMAIUK;

BO3/ICHCTBUS HA 3alUIAEMYI0 HH()OPMAIHIO OMIMOOK MOJIb30BATENs
uH(popManren, c00si TEXHUYECKUX U MPOTPaMMHBIX CPEACTB UH(POPMAIIMOHHBIX CHCTEM, a
TaK)K€ IPUPOJIHBIX SIBJICHUI;

HEKOHTPOJIMPYEMOTO PACIPOCTPAHEHHUS 3aIMIIAEMON HH(OPMAIMH OT ee
pasrilalleHysl, HeCAaHKIIMOHUPOBAHHOTO IOCTYIIA,



HECaHKIIMOHUPOBAHHOTO JTOBEICHUS 3alUIIaeMOil HHPOPMAITIH 10
HEKOHTPOJIMPYEMOTO KOJIMYEeCTBa Motydareie nupopmanuu.

8. 3amuTa uHGOPMaIIUH ITO:

nporecc coopa, HaKOIUIEHUs, 00pabOTKH, XpPaHEHUS!, pacTIpeIeICHUs U
HOMCKa HHpOpMAIHY;

npeoOpa3zoBaHue HHPOPMAIIHH, B PE3YJIbTaTe KOTOPOTO COJICPIKaHHE
UH(pOpPMAIMK CTAHOBUTCS HEMOHATHBIM ISl CyObEKTa, HE HMEIOIIETO JOCTYTIa;

MOJy4eHHE CYOEKTOM BO3MOYKHOCTH O3HAKOMIJICHUS ¢ MH(OpMaLUei, B
TOM YHCIIE ITPU TIOMOIIN TEXHUYECKUX CPEJICTB;

COBOKYITHOCTB TPaBHJI, PErJIAaMEHTHPYIOIINX MOPSIIOK U YCIOBHUS JIOCTYIIa
CcyOBeKTa K MH(POPMAIUU U €€ HOCUTEIISIM;

JEATENILHOCTD MO MPEIOTBPALICHUIO YTEUKH HH(POPMAIIHH,
HECAaHKI[MOHUPOBAHHBIX U HEIIPEIHAMEPCHHBIX BO3ACHCTBUI Ha HEE.

9. EcrecTBeHHBIC yrpo3bl 0€30MaCHOCTH UH(POPMAIIUHN BHI3BAHBI:

JeSITeTbHOCTBIO YEIIOBEKa,

ommOKkamu npu npoektupoBanuu ACOMU, ee anemMeHTOB min pazpaboTke
IPOrPaMMHOTO O0OCCIICUEHUS;

BO3/ICHCTBUSIMH OOBEKTUBHBIX (DU3MUYECKHUX MPOIIECCOB WA CTHXUIHBIX
MIPUPOJIHBIX SBIICHUH, HE3aBUCSIIUX OT YEJIOBEKa;

KOPBICTHBIMU YCTPEMJICHUSIMH 3JI0yMBIIIUICHHUKOB;

OIIMOKaMU TIPU ACHCTBHSX TIEPCOHAIA.

10. HckyccTBeHHBIE YTPO3bI 6€30MacHOCTH HH(POPMAITUU BbI3BAHBI:

NeSITeIbHOCTBIO YEIIOBEKa,

ommOkamu npu npoexkrtupoanun ACOMU, ee a3nemMeHTOB WK pazpadboTke
IPOTrpaMMHOr0 00ecreueHus;

BO3/ICHCTBUSIMHU OOBEKTUBHBIX (PU3MUYECKHIX MPOIECCOB MIIA CTHXUIHBIX
HPUPOHBIX ABJICHUHN, HE3aBUCSIIUX OT YEJIOBEKa;

KOPBICTHBIMU YCTPEMIICHUSAMU 3JI0yMBIIIIJICHHUKOB,

olIMOKaMu NpH IEHCTBUAX MEepCOHAIA.

11. K ocHOBHBIM HeNpeJHAMEPEHHBIM UCKYCcCTBEHHBIM yrpo3aM ACOU oTHOCUTCS:
(u3nueckoe pa3pylieHue CUCTEMBI ITyTEM B3pbIBa, MOJKOra U T.I1.;
nepexBaT MOOOYHBIX AMEKTPOMArHUTHBIX, aKyCTHUYECKUX U APYTHX
W3JIy4CHHUI YCTPOUCTB U JINHUW CBSI3H;

U3MEHEHHE PEXUMOB PabOThl YCTPOICTB WIIM TPOrpaMM, 3a0acTOBKa,
caboTax repcoHana, IOCTAHOBKA MOIIIHBIX aKTUBHBIX [TOMEX U T.I1.;

YTEHUE OCTATOUYHOW MH(POPMALIMU U3 ONIEPATUBHOM MaMATH U C BHELITHUX
3alIOMUHAIOIIUX YCTPOWCTB;

HEYMBIILJICHHBIE IEUCTBUSA, IPUBOAAILNE K YACTUYHOMY UJIH IOJIHOMY
0TKa3y CUCTEMBI WM pa3pyLICHUIO alfapaTHBIX, IPOrPaMMHBIX, HH()OPMAaLIMOHHBIX PECYPCOB
CUCTEMBI.

12. K nocTOpOHHHUM JHIIaM HapyUIUTEIsIM HH(POPMAIIMOHHOH 0€301MacHOCTH
OTHOCHTCSI:
MIPEJCTaBUTENIN OPTaHU3AIMA, B3aUMOICHCTBYIOIUX IO BOIPOCaM
o0ecrieueHHs KU3HE eI TETLHOCTH OpTraHu3allny;
nepcoHa, 00CIyKUBAIOLINI TEXHUYECKUE CPE/ICTBA,;
TEeXHUYECKHH TTePCOHAI, 00CTYKUBAIOIIUI 3/1aHHE;
MI0JIb30BATEIIH;



COTPYIHUKHU CITYKObI 0€30MaCHOCTH.
MPEJICTABUTENN KOHKYPHPYIOIINX OPTaHU3aIUi.
JMIA, HAPYIIUBIINE IPOITYCKHOU PEKUM;

13.  Cnam, KOTOPBII UMEET LIeJb OMIOPOYUTH TY MM UHYIO (pUpPMY, KOMITAHHIO,
MOJIMTUYECKOrO KaHIUIATa ! T.II:
YEPHBIN [THAP;
(bumuHr;
HUTEPUICKHE NTUCHMA,
HCTOYHUK CIIyXOB;
IIyCThIE ITHCHhMA.

14.  Cnam pacnpocTpaHsieT moaJenbHble COOOMIEHUS! OT UIMEHU OAHKOB MJIH
(MHAHCOBBIX KOMIIAHUH, LIE€IbIO KOTOPBIX SIBJISIETCS COOP JIOTMHOB, AapoJiel ¥ MUH-KOJI0B
10JIb30BATEIICH:

YEpHBII nHap;
(bummHr;
HUT€pPUICKHE THCbMA;
HCTOYHUK CIYXOB;
IyCThIE MHChMA.

15.  AxTuBHBII nepexBaT HHG)OPMAIIMH - 3TO MEPEXBAT, KOTOPBIIA:

3aKJII0YAeTCsl B YCTAHOBKE MOACTYIIMBAIONIETO YCTPOMCTBA B aIapaTypy
cpencTB 00paboTkH HHPOPMAIIHH;

OCHOBaH Ha (PUKCAIUH JICKTPOMATHUTHBIX U3JTy4YEeHUN, BO3HUKAOIIUX
npu GYHKIIMOHUPOBAHUU CPEJICTB KOMITBIOTEPHOM TEXHUKU M KOMMYHHUKAITHIA,

HEMPABOMEPHO UCIOJB3YET TEXHOJIOTUICCKUE OTXOAbI HHPOPMAITMOHHOTO
nporiecca;

OCYIIECTBIISICTCS ITyTEM UCTIOJIB30BAHUS ONTUICCKON TEXHHUKH;

OCYIIECTBIISIETCS C TIOMOIIBIO TIOAKITIOUSHHSI K TEJIEKOMMYHUKAITHOHHOMY
000pyTI0BaHUIO KOMIIBIOTEPA.

16.  IlepexBar, KOTOPBIN 3aKIFOYAETCS B YCTAHOBKE IMOJICITYIINBAIOIIETO YCTPOHCTBA B
anmnaparypy cpelicTB 00paboTku MH(OpMAIMK Ha3bIBAETCS:
AKTHBHBIN I1IEpEXBaT;
[IaCCUBHBIN IIEPEXBAT;
ayJIuoIepexsar;
BHJIEOIIEPEXBAT;
IIPOCMOTP MyCOpA.

17.  TlepexBar, KOTOpBI OCHOBAaH Ha (PUKCALIUU 3JIEKTPOMArHUTHBIX U3JIyUYEHUH,
BO3HHUKAIOIIUX NMPHU (PYHKIIMOHUPOBAHUHU CPEICTB KOMITBIOTEPHOIN TEXHUKHU M KOMMYHUKAIIUI
Ha3bIBACTCS:

aKTUBHBIN I1epeXBar;
[TaCCUBHBIN ITEPEXBAT;
ayJuoIepexsar;
BU/JICOTIEPEXBAT;
IIPOCMOTP MycCOpa.

18. IlepexBat, KOTOPBIN OCYIIECTBISAETCS IYTEM HCIOIb30BAaHUS ONTUYECKON
TEXHHUKHU HAa3bIBACTCS:
aKTUBHBIN IepexBar;



[IaCCUBHBIN I1IEPEXBAT;
ayJuoIepexsar;
BHJICOIIEPEXBAT;
IIPOCMOTP MyCOpa.

19.  CreneHp 3aMIIEHHOCTH HMH(MOPMALIUK OT HEraTUBHOI'O BO3ECHCTBUS HA HEE C
TOYKH 3pEHUs HapylIeHus e€ (PU3nuecKor U JJIOTHUECKON HEIIOCTHOCTH HITN
HECaHKLMOHUPOBAHHOT'O UCIIOJIb30BAHUSA — ITO
ySA3BUMOCTH HH(OpMaIiu
Ha/IeXHOCTb UH(OpMALUU
3alIUIEHHOCTh HH(POpMALUU
0e301acHOCTh HHPOPMAIIHH

20. [TpoBepka MOUTMHHOCTH CYObEKTa 0 MPEABSIBICHHOMY UM HJICHTH(UKATOPY JIIS
MPUHSITHS PEIICHUS O MPEIOCTABICHUU €My JIOCTYIa K peCypcaM CHCTEMbI — 3TO
ayJIuT
ayTeHTU(UKAIIHS
aBTOPHU3ALIHS
UACHTH(DUKAIISL

21.  CoBOKYIHOCTH CBOKMCTB, 00YCIOBIMBAIOIINX ITPUTOHOCTH HH(OPMAIIH
YJIOBJIETBOPSATH ONpEAEICHHbIE TOTPEOHOCTU B COOTBETCTBUHU C €€ Ha3HAUCHHEM, Ha3bIBACTCS
aKTyaJIbHOCTHIO HH(POpMALIUU
JOCTYITHOCTBIO
Ka4yecTBOM MH(pOpMaIHH
L[EJIOCTHOCTBIO

22.  llepBbIM 3Tanom pazpabotku cuctemsl 3amuThl UC sBnsiercs
aHaJN3 TOTEHIMAIBHO BO3MOKHBIX YTPO3 HH(pOpMAIUU
M3y4eHue nH(HOPMALMOHHBIX TOTOKOB
CTaHJapTHU3aLMs IPOTPaMMHOI0 00ecrieueH s
OLIEHKAa BO3MOYKHBIX TIOTEPH

23. HaznexxHoCTh cucTeMBbI 3alUThl HH(OOPMALIUU OTIPEAETISETCS
YCPEIHEHHBIM MOKa3aTeIeM
CaMbIM CJIa0bIM 3BEHOM
KOJINYECTBOM OTPAKEHHBIX aTak
CaMbIM CHJIbHBIM 3BEHOM

24.  Tlonutuka nH(GOPMALMOHHON 0€30MaCHOCTH — 3TO
podUITH 3aIUThI
UTOTOBBIM JOKYMEHT aHaJI13a PUCKOB
cTaHAapT 0€30MacCHOCTH
COBOKYITHOCTb 3aKOHOB, IIPABUJI, ONPEACIISIONINX YIPAaBICHUECKUE U
MPOEKTHBIE pelIeHHs B 00JaCTH 3allUThl HH(OpMaLUn

25.  TlpucBoeHue cyObeKkTaM H 00BEKTaM JOCTYyIIa YHHKAIBHOTO HOMepa, mudpa,
KOJa U T.II. C HENbIO MOTYYeHHS JOCTyMa K HHPOPMAIIUH — 3TO
ayTeHTU(UKALIUS
UAeHTH)UKAIISL
ayJIuT

aBTOpU3aIud



26.

Kaxkoii Tvn BO31€CTBUS OCYIIECTBIISIET IPOrpaMMHast 3aKJiajika, KoTopas

BHepsercs B [13Y, cuctemMHoe min npuKiIagHOe NPOrpaMMHOE 00ECIIEUEHUE U COXPAHSET BCIO
WM BBIOPAHHYIO HH(POPMAIIUIO B CKPBITOM 00JIACTH MaMSTH:

217.

KOMITPOMETAITHUS
nepexsar
HabroAeHNe
ybopka Mmycopa

CopepxaHueM mapamerpa yrpo3bl 0e30nacHOCTH HHGOpMauu

((KOH(I)I/IZ[GHI_II/IEUIBHOCTB» SABJIACTCA

28.

29.

30.

HECaHKIIMOHMPOBAHHAs MOAM(UKaLUs
HCKa)KCHUE

HECaHKIMOHUPOBAHHOE IOJIyYCHUE
YHUUYTOXKEHUE

TpeOGoBaHMs K TEXHUYECKOMY 00CCIICUCHUIO CUCTEMBI 3aIUTHI:

anmnapaTtypHbie U (pU3HUECKHe
yIPaBICHUYECKHUE U JOKYMEHTapHbIE
MPOLIEAYPHBIE U Pa3JCIbHbIC
aJIMMHHUCTpaTUBHbBIC U anlapaTypHble

HCHB mnmponecca BHCAPCHUA U TCCTUPOBAHUSA CPCACTB 3alUThI —

OIIpEeNIeNIUTh YPOBEHb PACX0JI0B HAa CUCTEMY 3aIlUTHI
BBISIBUTH HapyILIUTEIS

rapaHTHPOBATh MPABUILHOCTh PEAIN3aLUU CPEJICTB 3aILUThI
BBIOOD MEp U CPE/ICTB 3alLUTHI

Bo3mMoxxHOCTE IMOJIYUCHU A H€O6XOIII/IMI>IX IMOJIB30BATCIIIO JaHHBIX UJIM CCPBUCOB

34 PA3yMHOC BpPCMs XapaKTCPpU3YCT CBOMCTBO

31.

BOCCTAHABIIMBAEMOCTb
JE€TEPMUPOBAHHOCTD
L[E€JIOCTHOCTD
JIOCTYITHOCTh

Tposickue mporpaMMbl — 3TO

MIPOrPaMMBbI-BUPYChI, KOTOPbIE PaCIIPOCTPAHSIIOTCS] CAMOCTOATEIBHO
BCE MPOTPaMMBl, COAEPIKAIINE OITNOKH
4acTh IPOrPAMMBI C U3BECTHBIMU MOJIB30BATEN0 (PYHKIUAMHU, CIOCOOHAs

BBIIIOJIHATH JCUCTBUS C LIEIBIO MNPUIUHCHUSA OIIPEACIICHHOTO ymep6a

32.

ABIIACTCA

33.

TEKCTOBBIE (haliyIbl, paCIPOCTPAHSIEMBIE 110 CETH

Haubonee Haie:)KHBIM MEXaHU3MOM JUTsI 3aITUTHI COACPIKAHUS COOOIIICHUIA

CHELMAaJIbHBIN annapaTHbI MOYJIb
CIEeLMAIBbHBIA PEXUM IMepeadn COOOIIeHUs
JIOTIOJTHUTEIILHBINA XOCT

Kpunrorpadus

OCHOBHOI/ 11€JIbI0 CUCTEMBI OpaH/IMay3pa ABJISIETCS YIpaBIeHHE JOCTYIIOM

K apXuBam
BHYTPH 3alIUIIAEMON ceTn



K CEKpeTHOM nHpopManuu
K 3alIUIacMOH CETH

34.  IIporecc UMHTAIIUN XaKEPOM JPYKECTBEHHOTO aJjpeca Ha3bIBaeTCs
«KPIKOM»
MPOHUKHOBEHUEM
B3JIOMOM
«crryuHTOM»

35.  IIpenocrapieHue JeraibHBIM MOJIb30BaTeNeM UG HEepeHIIMPOBAHHBIX ITPaB
JOCTYyTA K pecypcam CHCTEMBI — 3TO
uaeHTUDUKAIHS
ayIuT
ayTeHTH(UKALIHS
ABTOPHU3AIIHS

36.  IIpoBepka MOUIMHHOCTH IOJIB30BATEIS IO PEABSBICHHOMY UM
UJICHTU(PHUKATOPY — ITO
aBTOpH3ALIUS
ayTeHTU(UKALUS
ayauT
uaeHTUDUKAIHS

37.  CBOUCTBO, KOTOPOE FrapaHTUPYET, YTO UH(POPMAIIUS HE MOXKET OBITh JOCTYITHA
WJIM PACKPBITA JJISI HEABTOPU30BAHHBIX JIMYHOCTEH, OOBEKTOB UM MIPOLIECCOB — 3TO
JETEPMUHUPOBAHHOCTD
JIOCTOBEPHOCTD
L[EJIOCTHOCTD
KOH(PHUACHIIMAIBHOCTh

38.  Cucrema, MO3BOJISIONIAS Pa3JelIUTh CETh HA JBE WK OOJIee YacTel U pealin30BaTh
Ha0Op NpaBuIl, ONPENENAIONINX YCIOBUS MPOXOKICHUS AaKETOB U3 OAHOM YacTu B IpYTyIo,
Ha3bIBACTCS
OpaHIMay’poM
Opayzepom
MapuIpyTU3aTOpOM
¢buabTpOM

39.  KoMmmbroTepHBIM BHPYCOM Ha3bIBACTCS:
mobas mporpamMma, co3JjaHHasl Ha A3bIKaX HU3KOTO YPOBHS
HeOoubIIast MporpamMma, CriocoOHast K CaMOKOITUPOBAHHIO, KOTOPAst MOKET
HPUITUCBIBATh ce€0sl K IPYTUM IporpaMMam
(haiin, comeprkamuii MaKpoChl
HET MPaBUIBHOTO OTBETA

40.  Yro M3 HUKETIEPEUHCICHHOTO SBISETCS OJHUM U3 CIIOCOOOB 3aIlUTHI
uH(pOpMallUU Ha KOMITbIOTEpE?
3alUTa MapoJieM JAHHBIX
nedparMeHTaIus KECTKOTO JUCKa
MOJTHOE OTKJIFOYEHUE CUCTEMHOTO OJIOKa
MepeycTaHOBKa OMEPAIMOHHOM CUCTEMBI
HET MPaBUIBHOTO OTBETA



BCC OTBCTHI ITPABUJIBHBIC

41.  Yro Takoe pyTKUT?
BPEJIOHOCHAS IPOrpaMMa, OTCIICKUBAIONIAs, KAKHE CATHI IIOCEIIaeT

10JIb30BaTEIb
IporpaMma, OJIOKUPYIOIIas JOCTYI K KOMITBIOTEPY U TpeOyroIas ACHbI
3a pa30JI0KUPOBKY
MPOrpaMMa JJIsi CKPBITOTO B3SITHS 11O KOHTPOJIb B3JIOMaHHOM CHCTEMBI
HET MPaBUIBLHOTO OTBETA
BCE OTBETHI BEPHBI
42. [Tox ¢pummHroM MOHUMAIOT

PACCBUIKU OT UMEHH IIOIYJIAPHBIX KOMIIAHUM WIM OPraHU3aLui,
COJZIEPKAlIMX CCBIIKU HA JIOXKHBIE CAUTHI, BHEIIHE HEOTIIMYMMBIE OT HACTOSIIUX.

nepepacmpeeneHue (GpaiioB U JOTHIECKON CTPYKTYPBI TUCKA

npeoOpa3oBaHue UH(GOPMAIMK B LIEJIAX CKPBITUS OT HEABTOPU30BaHHbIX
JIULY

HET NPaBUIILHOTO OTBETA

BCE OTBETHI BEPHBI

43.  Kak Ha3zpIBaeTcs MHPOpPMALUS, KPYT JIUL, HMEIOILINX JOCTYI K KOTOPOU
OrpaHuy4eH?
OTKpBITast
KOH(UIEHIaTbHAS
3amupoBaHHast

44.  lludpoBanue nHHOPMAIHH ITO - ...
peoOpa3oBanre HHGOPMAIIUH, IIPH KOTOPOM COJICPIKAHNE CTAHOBUTCS
HETIOHATHBIM IS HE 00J1a/Ial0MX COOTBETCTBYIOIIMMHU MOJTHOMOYHSIMH CYOBEKTOB
npeoOpa3oBanre HHGOPMAIIUU B IBOUYHBINA KOJI
porece CkaTust HHGOPMAIIHH, C IIEeIbI0 YMEHBIICHHS 3aHUMAeMOTro e
o0beMa Ha JUCKe
BCE OTBETHI BEPHBI
HET MPaBWILHOTO OTBETA

45, Uro Ha3bIBAIOT 3aIUTON HHPOpMAaIn?
MPEIOTBPAICHUE YTECUKH HHPOPMAITHH
MpeI0TBpallleHIEe HECAHKIIMOHUPOBAHHBIX JEHCTBUN
MPEIOTBPAIIICHUE HETIPETHAMEPSHHBIX BO3/ICHCTBUI Ha 3aIAIIACMYIO
UH(POPMALINIO
BCE OTBETHI BEPHBI

46.  Yro MOHMMAIOT MO YTEUKOW HHPpOpMauu?
OECKOHTPOJILHBIN BBIXO KOH(PHUASHIIMATLHON HH(POPMAIINH 3a MTPEIEIIbI
OpraHMU3aIy UK Kpyra JIUL, KOTOPbIM OHa ObLIa JOBEpEeHa.
peJHaMepeHHas Iopya I YHUYTOXEeHHE HHPOpPMaLuu
MpeIHaMepEeHHOE OBJIaIcHHE KOH(UIESHITMATbHON HHpOpMaIel JTuIoMm,
HE MMEIOIIMM IIpaBa J0CTyNa K JaHHBIM.



Cemectp 6

1. Kakast 13 npuBeCHHBIX TEXHUK SIBJISIETCS CAMOM BayKHOM IPU BbIOOPE KOHKPETHBIX
3alIUTHBIX Mep?

AHanu3 puckoB

Amnanu3 3atpar / BBIIOJbI

Pesynbrarer ALE

BeIsiBieHNE YA3BUMOCTEN U YTPO3, SABJIAIOIINAXCS IPUYMHON PUCKa

2. YUto myurie BCero omuchIBaeT 1ei1b pacueta ALE?
KonnuecTBeHHO OLIEHUTH YPOBEHBb O€30I1ACHOCTH CPEIbI
OueHUTh BO3MOXHBIE TOTEPH [Tl KAXK10M KOHTPMEPHI
KonmdecTBeHHO OIIEHUTH 3aTPaThl / BBITOIBI

OueHuTh NOTEHIHANBHBIE TOTEPHU OT YIPO3bI B T0J1

3. TakTu4eckoe MIaHUPOBAHKUE — 3TO:
CpennecpoyHoe MIIaHUPOBAHUE
Jlosrocpo4Hoe IJIaHuPOBaHUE
EsxenneBHOE MiiaHUpOBaHUE
[InanupoBanue Ha 6 MecsIIEB

4. Yto gBisieTCs ONpESICHHEM BO3JCHCTBUA (€Xposure) Ha 0€3011acHOCTh?
Heudro, npuBoasiiee k ymepOy OT yrpo3sl

JIro6ast moTeHIHaNbHAsT OTIACHOCTH ISl HH(OPMAIMH WIIA CHCTEM

JIro00#1 HETOCTATOK MITH OTCYTCTBUE HH(DOPMAITMOHHOW 0€30MaCHOCTH
[ToTreHanbHbIE TIOTEPH OT YTPO3HI

5. Kak paccunrath ocTaTOUHBIN pUCK?

Yrpo3sl X Pucku x LleHHOCTD akTHBa

(Yrpo3ss! x LlennocTs akTBa X Ysa3BUMOCTH) X Pucku

SLE x Yacroty = ALE

(Vrposs! x YsazBumocTu x llerHocTs akTuBa) X HemoctaTok KOHTpOIs

6. UTo U3 mepeuncIeHHOr0 He SBISCTCS [EIbI0 IPOBEACHMS aHATN3a PUCKOB?

JlenerupoBanue noJIHOMOYUI

KonmuecTBeHHas orieHKa BO3/IEMCTBUS MOTEHIMAIBHBIX YTPO3

BrrsiBnenue puckos

Omnpenenenue 6ananca MEX1y BO3/IEHCTBUEM PUCKA B CTOMMOCTBIO HEOOXOTUMBIX
KOHTPMED

7. YTO U3 MepeunciIieHHOT0 He ABIseTCA 3ajjaueil pyKoBOJICTBA B MPOLIECCE BHEAPEHUS U
COTIPOBOXIACHUST O€30MTaCHOCTH?

ITognepxka

BrinosiHeHue aHanmsa pucKoB

Omnpenenenue e U TPaHUIL

JenerupoBanue MOJTHOMOYUI

8. [TouemMy mpu MPOBEJICHUH aHAIH3a HHPOPMAIIMOHHBIX PUCKOB CIIETyeT MPUBJICKATh K
ATOMY CHELUATUCTOB U3 PA3TUYHBIX MOApPaA3/IeICHUN KOMIIaHUN?
UT0o0BI YOAUTHCS, 9TO TPOBOJUTCS CITPABETHBAs OI[EHKA



Oto He Tpedyercs. Jls aHanmM3a pUCKOB ClIeyeT MPUBIIEKATh HEOOIBIIYIO TPYIITY
CHEIHAJIMCTOB, HE ABJSIOUINXCA COTPYIHUKAMUA KOMIIAHUH, YTO MO3BOJIUT OOECIICUNTh
OecpHUCTPaCTHBIN U KaYECTBEHHBIN aHAIN3

[TockoabKy JIFOAM B pA3IMYHBIX MOAPA3AEICHUAX JTydlle TOHUMAIOT PUCKUA B CBOUX
MOJIPA3/ICIICHUSX U CMOTYT MPEIOCTABUTh MAKCUMAIILHO MOJTHYIO U JJOCTOBEPHYIO HH(POPMAITUIO
JUISL aHAJIN3a

[TockonbKy 01U B pa3IMYHBIX IMOJPA3ACIICHUSAX CaMU SABJISIOTCS OJHON U3 PUYKH
PHUCKOB, OHU JIOJDKHBI OBITH OTBETCTBEHHBI 32 HX OLIEHKY

9. Yro sABISETCS HAMIIYYIIUM OMHMCAHUEM KOJMYECTBEHHOTO aHaIN3a PUCKOB?

AHau3, OCHOBaHHBIN Ha CIIEHApUsIX, IPeAHA3HAUYCHHBIN JJI BBISBICHUS Pa3JIMUHbIX
yrpo3 6€30MacHOCTH

Meroa, UCTOAb3yEMBIH I TOYHOM OILICHKU MOTEHIIMATBHBIX TOTEPb, BEPOSTHOCTH
MOTEPh U PUCKOB

Meroa, conocTaBIsIOMUN JEHEKHOE 3HAUCHHUE C KaKIbIM KOMIIOHEHTOM OLICHKU PUCKOB

Meroa, OCHOBaHHBIN Ha CYXACHUSAX U HHTYUIIUH

10. Hoquy KOJWYECTBEHHBIN aHAIN3 PHUCKOB B YHCTOM BHUJIC HC ,Z[OCTI/I)KI/IM?

On AOCTHUIKUM U HUCIIOJIB3YCTCA

On I[MPpUCBANBACT YPOBHU KPUTUIHOCTHU. Hx cnoxHo IIEPCBCCTU B JICHE)KHBIN BU/I.
OTO CBSI3aHO C TOYHOCTHIO KOJNUYECTBEHHEIX JICMEHTOB

KomnuecrBenHbIE HU3MCPCHUA JOJIKHBI IPUMCHATHCA K KAYCCTBCHHBIM 3JICMCHTAM

11. Ecnu ucnosnp3yroTcs aBTOMAaTU3UPOBAaHHbBIE HHCTPYMEHTHI JIJIsl aHAINU3a PUCKOB,
[I0YEMY BCE paBHO TPeOyeTCsl TaK MHOTO BPEMEHU IS [IPOBEIECHUS aHau3a?

MHoro nH}popmMaun Hy>KHO coOpaTh U BBECTH B IPOrpaMMy

PykoBOJICTBO 10JIKHO 0100pUTH CO3AaHUE TPYTIIIBI

AHanu3 pUCKOB HE MOKET OBbITh aBTOMAaTU3UPOBAH, YTO CBA3aHO C CAMOM MPHUPOI0H
OLICHKHU

MHOXecTBO J0AeH JOIKHO OJOOPUTH TaHHbIE

12. Kakoii u3 cienyronmx 3aKOHOJaTeIbHBIX TEPMHUHOB OTHOCUTCSI K KOMIIAHUU WITA
YEJIOBEKY, BBITIOJIHSIOIIEMY HEOOXOIUMBIE JICHCTBHS, U UCTIONB3YETCS JJIs ONPEICICHUS
00s13aTeNbCTB?

CrangapTsl

Homxnerit nporece (Due process)

Homxnas 3a00ta (Due care)

CHmKeHue 00s13aTeIbCTB

13. Yto Takoe CobiT u kak OH OTHOCHUTCS K pa3paboTKe cucTeM HHPOPMALMOHHOM
0€30MacHOCTH ¥ MPOTrpaMM 0€3011acHOCTH?

Crnucok cTaHapToB, IPOLETyp U MOJUTHK JUIS pa3pabOoTKU MPOrpaMMbl 6€3011aCHOCTH

Texymas Bepcus ISO 17799

CrpykTypa, KoTOpas 6buIa pa3paboTaHa JJsl CHUKEHUSI BHYTPEHHETr0 MOILIEHHUYECTBA B
KOMITaHUSIX

OTKpBITHIH cTaHAAPT, ONPEEIISIOUINMA eI KOHTPOJIS

14. 13 xakux yeTbipex JoMeHoB cocTouT CobiT?

[TnanupoBanue u Opranuzanus, [Ipuodbperenue u Buenpenue, Dxkcmnyaranus u
ConpoBoxnenune, MorutopuHr u OneHka

[TnanupoBanue u Opranuzanus, [lonnepxka u Buenpenue, Jkcruryatanus u
ConpoBoxaenune, Morutopusr u OneHka



[TnanupoBanue n Opranuzanus, [Ipuodbperenue u Buenpenue, ConpoBoxaeHue U
ITokynka, Monutopunr u OueHka

[Tpuobperenue u Bueapenne, Dxcruryaranus u ConpoBoxaeHne, MOHUTOPHHT U
OrneHka

15. Yto npencransier coboit ctangaapt ISO/IEC 277997
CraHgapT 1o 3aIUTe MePCOHATBHBIX TaHHBIX O 3I0POBLE
Hogsas Bepcust BS 17799

Onpenenenus 1uist HOBoi cepuu 1ISO 27000

Hogsas Bepcust NIST 800-60

16. CobiT 6bu1 pazpaboran Ha ocHOBE CTpYKTYphl COSO. UTo sABISETCS OCHOBHBIMHU
uensiMu 1 3agagamu COSO?

COSO —3T0 noaX04 K YIPaBIEHUIO PUCKAMU, KOTOPBIM OTHOCUTCSI K KOHTPOJIbHBIM
00BeKTaM U OM3HEecC-TIpoLeccaM

COSO otHOCHTCS K CTpaTerHYecKoMy YpoBHIO, Toraa kak CobiT Oosbliie HampaBiieH Ha
OIEPALMOHHBIN YPOBEHb

COSO yuuThIBaeT KOPHOPATUBHYIO KYJIBTYPY U Pa3pabOTKy MOJUTHK

COSO - 310 cucrema 0TKa30yCTOMYUBOCTH

17. OCTAVE, NIST 800-30 u AS/NZS 4360 siBisiroTCs pa3InIHBIMHU TIOIXOAAMH K
peanu3anuy yrpaBieHHs] pUCKaMy B KOMIAHUAX. B 4em 3aKiIroqaroTcs pa3audus Mexay dTUMU
METOaMH?

NIST u OCTAVE sBisA0TCS KOPHOPAaTUBHBIMU

NIST u OCTAVE opuentupoBan Ha UT

AS/NZS opuentupoan Ha UT

NIST u AS/NZS sBAstOTCSI KOPIIOPAaTUBHBIMU

18. Kakoii U3 cieayronmx MEeTOI0B aHAJIN3a PUCKOB MBITACTCS ONPEICIIUTD, T
BEPOSTHEE BCErO MPOU30HACT COOM?

AHanu3 CBA3YIOUIETO JepeBa

ASINZS

NIST

Ananu3 cboeB u 1eheKToB

20.  Yro 6bUT0 pazpaboTaHO, 4YTOOBI TOMOYB CTPAaHAM U MX MPaBUTEIbCTBAM
MIOCTPOUTH 3aKOHOJATEIHCTBO TI0 3aIIUTE MEPCOHATBHBIX TAHHBIX TOXO0XKHM 00pa3oM?

besonacnas OECD

ISO\IEC

OECD

CPTED

21.  CumBoOIIBI II(PPYEMOTO TEKCTA MEPEMEIIAIOTCS TI0 OTIPEICIIEHHBIM TPaBUIIaM
BHYTpH HIH(PpyeMoro 6J10Ka 3TOTr0 TEKCTa, TO METOL:

raMMHUPOBAHHS;

MIOJICTAaHOBKU;

KOJUPOBaHUS;

IIEPECTaHOBKH;

aHAJIMTUYECKUX MTPeoOpa3oBaHUH.

22.  CuMmBoIbI mH(PPYEMOTo TEKCTa 3aMEHSIOTCS IPYTUMHU CHMBOJIAMH, B3SITHIMH U3
OJIHOTO MJIM HECKOJIbKHX ali(haBUTOB, 3TO METO/I;



raMMHpOBaHMS;

MIOJICTaHOBKU;

KOJUPOBaHUS;

IIEPECTaHOBKH;

AHATTMTHYECKUX TPe0oOpa3oBaHMii.

23.  CumBouibl mIH(PPYyEMOTro TEKCTA MOCIEA0BATEIBHO CKIIAJIBIBAIOTCS ¢ CUMBOJIAMHU
HEKOTOPOH crenuaibHOM MoCIeJ0BaTeIbHOCTH, 3TO METO/:

raMMHUpOBaHHA;

MI0JICTAaHOBKU;

KOJIUPOBAHUS;

NIePECTAaHOBKHY;

AHATTMTHYECKUX TPeoOpa3oBaHMii.

24.  IIpoctpancTBO KIitoueit k — 3T0. ..
Ha0Op BO3MOXHBIX 3HAUCHUH KITH0Ya
JUIMHA KITF0oYa
HET MPaBUIILHOTO OTBETa

25.  Kpunrocuctemsl pa3ieisioTcs Ha:
CUMMETPUYHbBIC
aCCUMETPUYHbIE
C OTKPBITHIM KITIOUOM

HE TIOJTHOCTHIO CUMMETPHYHBIE

26.  CKOJbKO UCHOJIb3YyeTCs KI0Yeld B CAMMETPUYHBIX KPUITOCHCTEMAX JIJIs
mmdpoBaHus U JemuppoOBaHHS
1
2
3

27. CKOIIBKO KITIOUeH HCIIOJIB3YCTCA B CUCTEMAX C OTKPBITHIM KIIFOYOM
2

3
1

28. Kak cBs3aHBI KIIFOYH JPYT C IPYTOM B CUCTEME C OTKPBITHIM KIIFOUOM
MaTeMaTUYECKU
JIOTHYECKU
aIrOPUTMHUYECKU

29. DNEeKTPOHHOH MOANUCHIO HAa3bIBACTCHA. . .
MPUCOCIUHIEMOE K TEKCTY €ro Kpunrorpaduueckoe npeodpasoBaHme
TEKCT
3amu(pOBaHHBIN TEKCT

30. KpunTocToikocTh — 3T0. ..
XapaKTepUCTHKA MIpUQTa, OMPEEINAIONas ero CTOMKOCTh K Aemu(poBaHUIO 0e3
3HAHMS KJII04a
CBOMCTBO TaMMBbI
BCE OTBETHI BEPHBI



31. Iloka3zaTenu KpUOTOCTORKOCTH:
KOJIMYECTBO BCEX BO3MOKHBIX KIIIOUEH
cpenHee BpeMsi, He0OX0JUMOe ISl KpUIITOaHAIN3a
KOJIMYECTBO CHMBOJIOB B KIIIOUE

32. Jly11 COBpEMEHHBIX KPUNTOrpaduIECKUX CUCTEM 3aIUThl HHPOPMAITIH
c(hOpMyIIMPOBAHBI CIIEAYIOIINE OOIICTIPUHSATHIC TPEOOBAHHS:
3HaHUE AropuTMa MM(PPOBAaHUS HE JJOJDKHO BIUATH HA HAJIS)KHOCTD 3AIIUATHI
CTPYKTYPHBIC DJIEMEHTBI aJITOpUTMa MIM(PPOBAHUS TOJKHBI ObITH HEM3MCHHBIMU
HE JIOJDKHO OBITh TIPOCTHIX M JIETKO YCTAHABIMBAEMBIX 3aBUCHIMOCTBIO MEXKITY
KITFOYaMHU TTOCIIEIOBATENILHO HCIIOJIb3yEMBIMHE B Ipoiiecce mudpoBaHus
JUTMHA MU(PPOBAHHOTO TEKCTA OJDKHA OBITh PABHOM JIMHE MCXOJHOTO TEKCTA
3amu(poOBaHHOE COOOIIECHHUE TOJIKHO MOIABATHCS YTEHUIO TOJIBKO TIPU
HAJIMYHU KITF0Ya
HET NMPaBWJILHOI'O OTBETA

33. OCHOBHBIE COBPEMEHHBIE METO/IbI IN(POBAHUS:
aJIrOpUTMa raMMHUPOBaHUS
QJIITOPUTMBI CIIOKHBIX MATEMAaTUYECKUX MTPe0Opa3oBaHUM
QJITOPUTM TIEPECTaHOBKHU

34. CuMBOJIBI HCXOJIHOTO TEKCTA CKIIAABIBAIOTCSA C CUMBOJIAMHU HEKOM clTy4aitHOM
[I0CJIEZI0BATEIBHOCTH — 3TO. ..
QJIITOPUTM TaMMHUPOBAHUS
QITOPUTM TEPECTAaHOBKHU
QITOPUTM aHATTUTUYECKUX MpeoOpazoBaHuUil

35. CUMBOJIBI OpPUT'HHAJIBHOI'O TECKCTA MCHAIOTCA MECTAMU I10 OIIPCACIICHHOMY
IMPUHIUITY, ABJIAIOIIEMYCA CCKPETHBIM KIIFOYOM — 3TO...
AJIrOpruT™M IICPCCTAHOBKHU
AJITOPUTM MMOACTAHOBKHU
AJITOPUTM I'aMMPOBAHU

36. Camoii mpoCTOi pa3HOBUIHOCTH MOACTAaHOBKH SIBIISIETCS
IpocTasi 3aMeHa
NepecTaHOBKa
MpocTasi IepecTaHOBKa

37. VI3 CKOJIBKH TTOCIIeIOBATEILHOCTEH COCTOUT paciu(poBKa TEKCTA IO TaOIHIIe
Buxunepa

3
4
5

38. Kakwue Tabmuiel BroknHepa MOKHO MCTIOIB30BaTh JIJIS TIOBBIIICHUS CTOMKOCTH
mudpoBanus
BO BCeX (KpOMeE MepBOii) CTpOKaxX TaOIHIIBl OYKBHI pacrojararoTcs B
MIPOU3BOJIHLHOM MOPSIKE
B KaQ4€CTBE KJII0Ya UCIOJIb3YETCS CIIY4alHOCTD ITOCIEN0BATEIbHBIX YACET
HET MPaBUIILHOTO OTBETA

39. B yem cyTh MeTO/1a IEPECTAHOBKU



CHUMBOJIbI qu)pyeMoro TCKCTA NCPCCTABIAIOTCA IO OIIPCACIICHHBIM ITPpaBUJIaM
BHYTpH mudpyemMoro 6J10ka CHMBOJIOB

3aMeHa ajdaBuTa

BCE MPaBUIILHBIC

40. CKOJIBKO CYIIECTBYET CIIOCOOOB TaMMHPOBAHHMS
2
5
3

41. Yem ompenensercsi CTOMKOCTh MU(GPOBAHUS METOJJOM TaMMHUPOBAHHS
CBOMCTBOM I'aMMBbI
JUIMHA KIIt04a
HET IIPaBUJIILHOTO OTBETA

42. YUTo MOXKET MCII0JIb30BaThCs B KAYECTBE TaMMBI
1100as OCIEI0BATENBHOCTD CIIy4aliHbIX CUMBOJIOB
YHCII0
BCE OTBETHI BEPHBI

43. Kakoii MeToJ] KCIIOb3yeTCsl IPH MU(PPOBAHUH C IIOMOIIBI0 aHATUTHYECKUX
npeoOpa3oBaHUA
anreOpsl MaTPHIL
MaTpuIa
bakxTopuain

44. Yto ncrosib3yeTcs B Ka4eCTBE KII0UYa MPU MUPPOBAHUH C IIOMOIIBI0 aHATHTHIECKUX
npeoOpa3oBaHUA
Marpuna A
BEKTOD
oOpaTHasi MaTpuIa

45. Kak ocyuiectBisercs AemndpoBaHie TeKCTa IPU aHATUTUYECKUX MPeoOpa3oBaHMIX
YMHOXXEHHE MaTPHIIbl HA BEKTOP
JIeJIEHEe MaTpULbl Ha BEKTOP
MIEPEMHOKEHNE MaTPHUII

46. KomOuHanuu KOMOMHUPOBAHHOTO METO/1a MK (DPOBAHHUS:
MOJICTAHOBKA+TaMMHUPOBaHHE
raMMHpOBaHHe+TaMMHUPOBAHHE
MMOACTaHOBKAa+IIEPECTAHOBKA

47. 1ns guero ucnonszoBasics DES-anroput™ n3-3a HEOOIBIIOTO pa3Mep KiIrova
3aKpBITUS KOMMEPUYECKOW HHpOpMaLuu
mppoBaHUs CEKPETHON MHPOPMATUN
HET MPaBUJIBLHOI'O OTBETA

48. OcHoBHble 00nactu npumenenuss DES-anropurma
XpaHEeHHE TaHHBIX Ha KOMITBIOTEPE
3JIEKTPOHHAs CUCTEMa TUIaTexen
ayTeHTH(UKAIISI COOOIICHHI



49. NocrounctBa 'OCTa 28147-89
BBICOKAsI CTOMKOCTh
LieHa
rHOKOCTh

50. Yem oTimuaercs 61ok-cxema anroput™ma ['OCT ot 61ok-cxembr DES-anroputma
OTCYTCTBHEM Ha4YaJIbHOU MEPECTAHOBKH M YUCIIOM IHKJIOB IMH(PPOBAHUS
JUIMHOM KJIroua
METOAOM IMHU(PPOBAHUS

51. Knrou anropurma 'OCT — 370...
MAaCCHB, COCTOSIIIUN U3 32-MEPHBIX BEKTOPOB
IIOCJIE0BATEIBHOCTD YHCET
andaBut

52. Kakoii ko9 ucnionbzyercs B mudpe [OCT
256-0uTOBBII
246-6uTOBBIT
356-0uToBBII

53. [IpumMeps! MPOrpaMMHBIX MIHPPATOPOB:
PGP
BestCrypt 6.04
PTR

54. ITnrochl MporpaMMHBIX ITUGPATOPOB:
1eHa
ruOKOCTh
OBICTPOCICTBHE

55. YK3]I —aro0...
YCTPOMCTBO KPUOTOTpahUUECKOM 3aIUThI TAHHBIX
YCTPONCTBO KpUTITOTpaduecKkoil 3aJaHHOCTU JJAHHBIX
HET MPABUIIBHOIO OTBETA

56. brok ynpasieHus — 3T0...
OCHOBHOH MOAyIb MU(paTopa, KOTOPBIN «3aBeayeT» paboToil BCeX OCTabHBIX
YCTPOHCTBO KpUNTOrpaduyeckoi 3aJaHHOCTH TaHHBIX
MPOXOAHOM mudparop

57. Beraucanrens — 3T0...

Ha0Op PErUCTPOB, CyMMaTOPOB, OJIOKOB MOJCTAHOBKHU, CBSI3aHHBIX COOOM
[IMHAMH TIepeiadyl TaHHBIX

(aiiiibl, HCTIONB3YIOIINE PA3IMYHBIE METO/IbI KOILIMPOBAHUS

SI3BIK OTMTMCAHUS TaHHBIX

58. brok ynpasieHus — 3To...
anmapaTHO peaJn30BaHHAS MPOrpaMMa, YIIPABIISIONIAs BEIYHCIUTEIEM
S3BIK OTMCAHMSI JAaHHBIX
MPOIIECC OTIPEENICHNs OTBEYAET Ha TEKYyIee COCTOSIHUE Pa3paboTKu
TpeOOBaHUSAM JJAHHOT'O 3Tara



59. Kakoit mm¢pparop MOKHO HCIIOIB30BaTh JUIs 3aIIUTHI IepeaaBaeMoii B CeThb

uHpopmaruu

OOBIYHBIN mH(paTOp
MIPOXOIHOM mHdpaTop
TabMU9IHBIN mdpaTop

60. U3 Kakux CTPYKTYpHBIX €IUHHI] COCTOUT MHU(PPOIPOIIECCOP
BBIYUCIIUTEIh
OJIOK yIIpaBJICHUS
O0ydep BBOa-BBIBOA

61. Kpunrorpadudeckue aeiCTBUS BBITIOJIHSIET. ..
BBIYHCITUTEIb
O0ydep BBOa-BBIBOIA
OJIOK yIIpaBJICHUS

62. Haubouee n3BeCTHBIC Pa3HOBUIHOCTH MOJTHANI(ABUTA:
OZIHOKOHTYPHBIE
MHOT'OKOHTYPHBIC
HOJIMKOHTYPHBIC

63. YcTpoiicTBo, Aaroliee CTaTUYECKH CIIy4alHbIN IIyM — 3TO. ..
TEHEPATOP CIYYANHBIX YHCEI
KOHTPOJIb BBOJIa HA KOMIIBIOTEP
VK31

64. Kakue nonosHUTENbHBIE TOPTHI BBOIA-BBIBOAA coaepxkut Y K3/1:
COM
USB
FGR

65. CKOJIBKO CYyIIIECTBYET MepecTaHOBOK B ctanaapre DES
3
4
2

66. Kakue nepecTaHoBKH cymiecTBYOT B ctangapte DES
POCTHIE
paciMpeHHbIe
COKpalIeHHbIE

KonTtponupyemsie komnerennuu: OITK-4
Oyenxa KomnemeHyutl 0CyWecmesisiemcs 8 Coomeemcmasuu ¢ maonuyet 4.

Bomnpocsl k 3auery
Cemectp 5

AHanu3 yrpo3 HHPOPMALMOHHOM O€3011aCHOCTH
[IpobGnemsr 6e3omacuoctu [P-cereit

YTpo3bl U ySI3BUMOCTH NMPOBOAHBIX KOPIOPATUBHBIX CETEH
VYTpo3sl U ySI3BUMOCTH OECIIPOBOAHBIX CeTel

AR A

OcHOBHbBIE OHATHSA 3aLUTHI HHOPMAUU U UHPOPMALIMOHHOW 0€3011acCHOCTH



6.
7.
8.

Crioco0s1 obecrieueHust THPOPMAITMOHHON 0€30ITaCHOCTH
OCHOBHBIC TIOHATHS TIOJIUTHKH O€30IIACHOCTH
CTpykTypa TOJHUTUKKA OE30MAaCHOCTH OpraHu3alud. ba3oBas IMOJUTHKA

0€30I1aCHOCTH. CHCI_II/IaJ'H/BI/IpOBaHHBIe MOJINTUKH O€30I1aCHOCTH. Hpouez[ypbl 0€e301macHOCTH

9.

10.
11.
12.

Ponb crangapToB HHPOPMAIIMOHHOW 0€30TaCHOCTH

Cranmaptel ISO/IEC 17799:2002 (BS 7799:2000)

Cranpapt BSI

MexnayHnaponubiii  crangapt ISO 15408 «OOmme xkputepun 0€30MacCHOCTH

UH(POPMALIMOHHBIX TEXHOJIOTUI

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

JAHHBIX

24,

CranpapTsl U1 6eclIpOBOIHBIX ceTel

Crangaptel nHGOpMAIMOHHOW Oe30macHOCTH B MIHTEpHETE
OTteuecTBEHHBIE CTAaHAPTHI O€30M1ACHOCTH HH(POPMALMOHHBIX TEXHOIOTUH
OcCHOBHBIE TIOHATHS KPUNTOIpadUIECKOM 3alUThl HH(OPMAIHH
CuMMeTpuYHbIe KPUIITOCUCTEMBI MU POBAHMS

AcUMMeTpUYHBIE KPUTITOCUCTEMBI MM (PPOBAHUS

KomOuHupoBaHHas KpunrocucTema mudpoBaHus

DnexTpoHHas UQPOBast MOIMUCH U GYHKINS XIMIUPOBAHUS

VYnpaBieHue KpUIToKIIoYaMu

Knaccugukarus kpuntorpaduaeckux aaropuTMOB

CuMMmeTpuuHble anropuTMsbl muppoBaHus. biodHble anroputMmsl MUGPOBAHUS

ACHUMMETPUYHBIE KPUIITOAITOPUTMBL. AITopuT™ muppoBanus RSA. AaroputMmsl

uudpoBoit nmoanucu

25.  Ayrenrudukanus, aBTOpM3alUsd U aJIMUHUCTPUPOBAHUE  JECUCTBUI
I10JIb30BATEICH

26.  Meroabl ayTeHTUGUKALMY, UCTIONb3YIoIKe napoiau u PIN-koab

27.  Crporas ayreHTH(pHUKAINS

28.  buomerpuueckas ayTeHTH(PHUKAIUS TOIb30BaTEINS

29.  VYrpossl 6ezomacHoctu OC

30. ITonstre 3ammimenHon OC

31. OcHoBHbIE HYHKIIMH TOACUCTEMBI 3aUThl OC

32.  Wpentuduxanus, ayreHTU(GUKALUSA U aBTOPU3ALHs CyOBEKTOB 10CTYIA

33.  Pasrpanmuenue nocrymna kK oopekram OC

34.  Aynur 6e3onacHoctu B OC.

Bomnpocel k 3x3ameny

Cemectp 6

1. OcHOBHbIE IOHATHSA 3aLUTHI HH(OPMaLUU U HHPOPMALIMOHHON 6€3011acCHOCTH

2. AHanu3 yrpo3 HHPOPMALMOHHOM 6€3011aCHOCTH

3. AHanm3 yrpo3 ceTeBoii 6€30MacHOCTH.

4. Crioco6b1 o6ecnieueHust THGOPMAIMOHHON 6€30MacCHOCTH

S, OcHOBHBIE IOHATHS MTOJIMTUKU OE30MACHOCTH.

6. CrpykTypa MoJuTHKH 0e30macHOCTH opranu3anuu. [Ipoueaypsl 6e30macHOCTH

7. Pa3paboTka moimTuku 6€30MacHOCTH.

8. CranpaapTtsl HH(GOPMAILIMOHHOMN 0€301MacCHOCTH

9. OCHOBHBIE TIOHSATHS KpUNTOrpadUIECKON 3auTUThl HH)OpMaIIH

10.  CummerpHuHBIE KPHUIITOCUCTEMBI IIU(PPOBAHUS

11.  AcuMMeTpHuHbIE KPUIITOCUCTEMBI UG POBAHUS

12. KomOuHHMpOBaHHasi KpUIITOCUCTEMA N (POBAHUS

13.  DnexrponHas mudpoBas NOAMUCH U QYHKITUS XIIIUPOBAHHS

14.  VnpaBneHue KpUNTOKIOYaAMHU



15.  Ayrenrudukanus, aBTOpU3aLUs u aIMUHUCTPUPOBAHUE e CTBUM
I10JIb30BaTENeH

16.  Bbesomacuocts KUC.

17. be3onacHOCTh 00TaYHBIX BBIYHUCICHUH.

18.  Oobecneuenue 6e3omacHocti OC.

19. OyHKIHMH MEXKCETEBBIX IKPAaHOB

20.  OcobenHoctu (HyHKIIMOHHPOBAHUS

21. CxeMbl ceTeBO 3amuThl Ha 0aze MO

22. KoHuenuys nocTtpoeHus BUPTYalIbHbIX 3alIMILIECHHBIX ceTe VPN

23. VPN-pemenus 115 TOCTPOSHUS 3alUIIEHHBIX ceTer

24.  Tlpotokomsl (GOpMUPOBAHHMS 3AIMUIIICHHBIX KAaHAJIOB HA KAHATLHOM YPOBHE

25.  Ilpotokomsl hopMUpOBaHMS 3AIIMIICHHBIX KaHAIOB HA CEAHCOBOM YPOBHE

26.  3ammra OECpOBOIHBIX CETEH

27. Apxutektypa cpenacts Oe3omacHoctu [PSec. 3ammra mepemaBaeMpIx JaHHBIX C
nomotibio mporokonos AH u ESP

28. [IpoTokon ynpasnenus kpunrokirodamu IKE

29.  OcuoBHble cxembl nmpuMeHeHus [PSec. [IpeumyimecTBa cpeacTB 0€30mMacHOCTH
IPSec

30.  VYmpasnenue uaeHTU(OUKAUECH U JOCTYIIOM

31.  Opranuzamusi 3al0UIIEHHOTO  yJaleHHOro jaocTyma. lleHTpanu3oBaHHbBIN
KOHTPOJIb YAAJIEHHOTO JJOCTYTIA

32.  VYmpaBieHue JOCTYIIOM IO CXeM€ OJHOKPATHOTO BXOfa ¢ aBTopu3anuei Single
Sign-On (SSO)

33.  IIporokon Kerberos

34. Wndpactpykrypa ynpasiieHus OTKpbIThIMU Kitodamu PKI

35.  Texuomorus aHayiu3a 3alUIICHHOCTH

36.  Texuomoruu oOHApY>KEHUS aTak

37.  KommbloTepHbIE BUPYCHI U MPOOIEMbI aHTUBUPYCHOM 3aIIUTHI.

38.  Konmenuus aganTHBHOTO yIPaBiICHHs 0€30MaCHOCTHIO.

Kontponupyemsie kommnereniuu: OIIK-4

Oyenxa KomnemeHyutl 0CyWecmesisiemcs 8 Coomeemcmasuu ¢ maonuyet 4.

3ananus B popme npakTuyeckux pador. Kommiekr pa3HOypoBHeBBIX
3aaa4 (3agaHui)

3aganue Ne 1

1 UudopmanmonHas 6e3omnacHocTb. OCHOBHBIE ONPEAETICHUS.

2 Oco0eHHOCTH MapOJIbHBIX CUCTEM ayTEHTHU(UKALMU: PEKOMEHIALUHU 110 TPAKTHYECKON
peaimM3alnui NapoJjbHBIX CHCTEM, OICHKAa CTOWKOCTH MApOJbHBIX CHUCTEM, METOJbl XPaHCHHUS
napoJiei.

3 IIpoTOoKOIMPOBAHUE U AY/IUT.

4 dopManbHBIE MOJIENU LIEIOCTHOCTH: .Moaeib Kirapka-Buicona, monens buba.

5  Crpykrypa  TOCYAAapCTBEHHBIX  OpraHOB,  OOCCHECUMBAIOUIMX  IOJUTHUKY
uHpOpMaLMOHHOM Ge3omacHocTH B Poccuu.

3apanue Ne 2

1 Yrpo3bl uHpOpMaLIOHHOM 0€30MacHOCTH.

2 MeTo/ipl pa3srpaHUYEHUs JOCTYIIA.

3 ITocTpoeHune CUCTEM 3alUTHI OT YrPO3 HAPYIIECHHUS LIEJTOCTHOCTH: TUITOBAsI



CTPYKTypa TaKOW CHCTEMBI.

4 PoneBast MOJENb YIPaBIEHUS AOCTYIIOM

5 CTpyKTypa rocy1apCTBEHHBIX OpPraHOB, 00ECIEYMBAIOIINUX MTOJIUTUKY
nHpopManMoHHOH 6e3omacHocTH B Poccun

Kontponupyemsie komnereniuu: OIIK-4
Oyenka KomMnemeHyuii 0Cywecmsnsiemcs 8 COomeemcmeuu ¢ maoauyeu 4.
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