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1. Hean u 3ama4yd AUCUMILIMHBI, €€ MeCTO B Y4eOHOM mpoiecce, TpeOOBaHUSA K
YPOBHIO OCBOEHUS COAEPKAHNUS JUCHUNINHBI

1.1. Heau u 3a1a4u M3y4eHUs AU CHUILIMHBI.

Heab0 wu3yueHUs AUCHMIUIMHBI SBJISIETCS MOATOTOBKAa CTYJAEHTOB K OCBOCHHIO
OpPraHU3aI[MOHHBIX, TEXHUYECKUX, AITOPUTMHUYECKUX M JIPYTHMX METOJOB U CPEICTB 3aIIUTHI
KOMIIBIOTEPHONH WH(POpPMAIIMK, O3HAKOMIICHHE C 3aKOHOJATEILCTBOM M CTaHAApTAMU B ITOU
o0jacT, C COBPEMEHHBIMH KPHUNTOCHCTEMaMH, H3y4Y€HHE METOJO0B HJECHTU(UKALNU
MOJIb30BaTese, OOpHOBI C BUpyCaMH, H3yY€HHE CIIOCOOOB TPUMEHEHHUS METOJIOB 3allUThI
uH(pOpMaLlMU TPU MIPOSKTUPOBAHUH ABTOMATHU3HPOBAHHBIX CUCTEM 00pabOTKHU HMHPOpMAIUHU U

ynpasnenus (ACONY).

3agauu.

° packpeITHEe CHeUU(UKNA 3alIUTHl KOMIBIOTEPHBIX CETe Kak OOBEKTa HAay4yHOTO
UCCIIC/I0BaHMS;

° OIPE/ICNICHUE OCHOBHBIX JTaloB M 0a30BbIX KOHLENTYaJbHbIX IOAXOJ0B K

CO3JAHMIO CHCTEM 3aIIUTBl KOMIIBIOTEPHBIX CETEH B paMKaX MCTOPUYECKOTO PpPa3BUTHSA
OTEUYECTBEHHOM U 3apyOeKHOM HAYyKH;

o 3HaKOMCTBO CO CHOCO0aMM M OCOOCHHOCTSMH CO3JIaHUSl CHUCTEM 3allUThl
KOMITBIOTEPHBIX CETEN HA PA3JIMYHBIX YPOBHSAX B3aUMOJECUCTBUS C OKPYKEHUEM;

° NpUOOpEeTEeHNE CTYACHTAMHU HAaBBIKOB AHAIUTUYECKOTO M SMIHUPUYECKOTO
HCCIIEIOBAHUS CUCTEM KOMITBIOTEPHOM 3aLIUThI CETEN;

o BbIpa0OTKa LIEJIOCTHOIO MPEACTaBIECHUS O PA3JIUYHBIX AacleKTax CTPOCHMs U
(YHKIIMOHUPOBAHUSI CUCTEM KOMITbIOTEPHOM 3aIUThI CETEH Ha BCEX €€ YPOBHSAX;

L4 pPOCT HABLIKOB B C(I)epe Co3gaHus1 CHCTEM KOMHBIOTepHOI;’I 3allIUThI ceTerl u
YMCHUA MPUMCHATH ITOJTYYCHHBIC 3HAHWA HAa IPAKTUKE.

1.2. Komnerenuum oOyuawomerocs, (opmupyembie B pe3yjbTaTe OCBOCHHA
AUCHHUILIMHBI (MOZYJIs1)
B pe3ynbrare nzydeHus: AMCUMILINHBI CTYIEHTHI JOKHBIL:

3HaTB:

o IPaBOBBIE OCHOBBI 3aIIUTHl KOMITBIOTEPHOM HH(pOpMaLnu;

o OpraHu3allMOHHbIE, TEXHUYECKUE U MPOrpaMMHbIE METO/IbI 3aIUThl HH(OpMAIH
B ACONY;

J CTaH/apThl, MOJEIIN U METObI IIU(PPOBAHUS;

. METO/Ibl HACHTU(PHUKALIUY 10JIb30BaTENEH;

J METO/Ibl 3allIUThI IPOrPaMM OT BUPYCOB U BPEIOHOCHBIX IIPOrpamMMm;

o TpeboBaHus K cucreMaMm MHpopmanmonHon 3aumTel ACOMY u KOMIBIOTEPHBIX
CETEH.

Ymers:

o IPUMEHATh METOJABI 3aIIMTHl KOMIIBIOTEPHBIX CETEM MNpU NPOEKTUPOBAHUU
ACOWY B paznuyuHbIX MIPEIMETHBIX 00IACTAX.

Biaagernb:

o CIIOCOOHOCTBIO HCIIOJIb30BATh HOPMaTUBHO-TIPAaBOBbBIE JIOKYMEHTHI,

MEXIYHApOJHBIE W OTEYECTBEHHBIE CTaHIApThI B 001acT WHGOPMAIMOHHBIX CHUCTEM U
TEXHOJIOTHI;

. CITOCOOHOCTBIO pelIaTh CTaHIAPTHBIC 337a4l MPOGECCHOHATHHON JeATEeIbHOCTH
C YYETOM OCHOBHBIX TpeOoBaHUI HHPOPMAIMOHHON 0€30MaCHOCTH.

H3yuenue oOannout Oucyuniunvl HANPAGIEHO HA Qopmuposanue caedyrUUx
KomnemeHnuyuii:



Kon

HaumeHnoBaHue pe3ysbTaTta 00y4eHHus
KOMIIEeTeHIIUH

CHOCOOHOCTBIO  paboTaTh €  pa3IMYHBIMH  HCTOYHMKAMU  WH(OpMAIUH,
UHOOPMAIIMOHHBIMH ~ PECYpCaMH M TEXHOJIOTHSMH, OCYLIECTBJIATh IIOKCK,
XpaHeHue, oO0paboTKy W aHanu3 HMHGOpPMAIMKM U3 Pa3HbIX MCTOYHUKOB U 0a3
OIIK-1 JaHHBIX, TPEACTaBIsITh e B TpeOyemMoMm Qopmare ¢ HCIOIb30BAHHEM
UH(QOPMAIIMOHHBIX, ~KOMIIBIOTEPHBIX M  CETEBBIX TEXHOJOTWH, BIAJCTh
CTaHIAPTHBIMH  METOJaMH  KOMIIBIOTEPHOrO  Habopa TeKcTa U €ro
pPEIAKTUPOBAHUSI HA PYCCKOM U MHOCTPAHHOM SI3bIKE;

CIIOCOOHOCTBIO  CAMOCTOSTEIBHO OCYIISCTBIATh IMOUCK MPOPECCHOHATBHON
OIIK-5 uH(OpPMAIIMK B MEUYATHBIX M 3JIEKTPOHHBIX MCTOYHUKAX, BKIIOYAS AJICKTPOHHBIC
0as3bl JaHHBIX;

K-8 CHOCOOHOCTBIO IPUMEHSTh METOAUKY OPUEHTUPOBAHHOTI'O IOMCKa UH(OPMALIMU B
CIIPaBOYHOM, CIIELIUAIbHOM JINTEpAType U KOMIIBIOTEPHBIX CETSX.

1.3. Mecto nucuunimnbl B ctpykrype OIIOIT

Huctummaa «OcHOBBI MH(DOPMAIIMOHHOW 0€30MacHOCTH B MPOQeCCHOHATBHON
NeSITeIbHOCTH» OTHOCUTCS K 0Oa3zoBoi wyactu Onoka bl. «ucuummussl (Momynn)» U
u3ydaercs B 9-M cemecTpe.

W3ydyenne  IUCHMITIMHBI «OCHOBBI MH(POPMALIMOHHOM Oe3onacHOCTH B
npo(eCCHOHANIBHOM ~ JIEATENIbHOCTH»  OCHOBBIBAETCSI HA  3HAHMSX, IOJYYEHHBIX IIpuU
HPOXOXKJICHUN AUCHUILIUHBI « ITHTepHET-pecypehl».

N3yuenne JCHUATIIINHBI «OCHOBBI MH(pOPMaLIMOHHON Oe3omacHoCTU B
npodeCCHOHATIBLHOM 1eATeIbHOCTUY (DOPMUPYET 3HaHUE U HABBIKU B 00J1aCTH UH()OPMAIIMOHHBIX
TEXHOJOIUSX, 4YTO PAa3BUBAaET CHOCOOHOCTb paboTaTh C PpPa3IUYHBIMU  HCTOYHUKAMU
uHpopMalny, HHOOPMAIMOHHBIMU pecypcaMud U TEXHOJOTHAMH, a Takke IPUMEHATh
nepeBoTYeCKrue TpaHCPOPMALIUH.

2. Coep:xkanue IUCHUNTHHBI
2.1. O6beM TUCHUILINHBI U BUJbI Y4eOHO# padoThl
Cemecmp-9, 6ud omuemHnocmu: dK3aMeH.

) ;\ngﬂ . HanMeHOBAHE Copnepixanue paszaena ] i;)/gllvéio
paszena, Tema
aa KOHTPOJIA
1. OcHoBHBIC Ananu3 yrpo3 nHGOpMalMOHHON 0€30MacHOCTH. YcTHbIN
NOHATHS AHanu3  yrpos KOPIIOPAaTUBHBIX  CETEH. orpoc,
UHGOpPMANMOHHOI | XapakTepHble OCOOEHHOCTH CETEBBIX  aTak. IIPOBEpKa
0e30MacHOCTH U Yrpo3bl U yS3BUMOCTH O€CIPOBOJHBIX CETEH. | MPaKTUYECKUX
3alUThI Tenaennun pa3BUTHSA HUT-yrpos. pabot
uHdopMmanum. Kpumunanusanus atak Ha KOMIIBIOTEPHBIE CETH
u cuctembl. llosBrneHue kubGepopyxus At
BEJICHUS TEXHOJIOTMYECKUX KHOEpBOMH.

Obecnieuenre WHGOPMAMOHHONW O€30MacHOCTH
KOMIIBIOTEPHBIX CHUCTEM. Mepbsl H  CpeacTBa
obecrnieueHrss UHPOPMAIIMOHHON O€30MacHOCTH.
Ilytu pemenus mnpoOieM HHPOPMALIMOHHOM

0€30IaCHOCTH.
2. Cranaaprsl Ponp CTaHIapTOB uH(pOpMalOHHON YcerHbII
uHGOPMALMOHHOH | Oe3omacHOCTH.  MEXIyHapoAHble  CTaHIAPTHI orpoc,
0e3o0macHOCTH. nHpopmanoHHo Oe3zonacHocTU. CTaHIapThI IpoBEpKa

ISO/IEC  17799:2002 (BS  7799:2000). | mpakTHYECKUX




I'epmanckuii cranpapt BSI. MexayHnapoaHsblii
craggapt ISO 15408. «OOmue KpuTepun
0e3omacHOCTH MH(GOPMAITMOHHBIX TEXHOJOTHI.
CrangapTsl IUIA OeCTIPOBOHBIX CceTen.
Crangaptel  wH(OpPMANMOHHOKW 0Oe30MacHOCTH
s Matepunera. OTeuecTBEHHBIE CTaHAAPTHI
0e30MacHOCTH WH(OPMAIMOHHBIX TEXHOJOTHIA.
Crangapt «Kputepun ouenku 0Oe30macHOCTU

pabort

uHpopmannoHOueix  texuonoruin» ['OCT P
NCO/M3K 15408.

Kpunrtorpagpuueck | OcHOBHBIE MIOHATUA Kpunrorpaduyeckoi YcrHbII
asi 3alIUTA 3aLUThI uHpOpMaLUH. CummeTpuuHble orpoc,
uHopManuu. KPUNTOCHCTEMBbl  MH(POBaHUA.  AJTOPUTMBI pOBEpKa

mudppoBanus DES wu  3-DES. CraHnmapT | nIpakTHYECKUX
mmpposanuss  ['OCT  28147-89. Crangapt pabot
muppoBanus AES. [lpyrue cuMMmeTpuyHbIe
KpUNTOANTrOpUTMbl. OCHOBHBIE PEXHUMBI PaOOTHI

6J104HOTO CUMMETPHYHOTO aJIrOpUTMA.
Ocobennoctu IPUMEHEHUs AJIITOPUTMOB
CUMMETPUYHOTO IU(PPOBaHUA. ACUMMETPUYHBIE
KPUNTOCHCTEMBl  IM(pOBaHUS.  ANTOPUTM
mudpoBanus RSA. OyHKIMH XSUIHMPOBAHUS.
DneKTpoHHas uudposas HOJIIUCK.
OteuecTBeHHBIH cTaHAapT LMUGPOBO moanMCcH

I'OCT P 34.10-2001.

Pazgen 4 KopropatuBHas wuH(pOpMalMOHHAs CHUCTEMa C YcTHbIi
IpuHIUNLI TpaAULIMOHHON CTPYKTYpPO. Cucremsl 01Ipoc,
MHOTOYPOBHEBO# | «00JIaYHBIX» BBIYMCICHUHA. MHOrOypOBHEBBIH pOBEpKa

3aIUTHI moaxoa K oOecredeHuI0 WH(POPMALMOHHOW | MPAKTHYECKHX
xopnopatuBHoii | 6e3onacHoctr KMC. be3onacHoCcTh «00MauHBIX» pabot
uHopMmanum. BBIYMCIICHUM.
3ammura Konnenuus MOCTPOCHHUS BUPTYaJIbHBIX YcTHbIH
uHopmanuu B samumieHHbIx cered VPN, PN-pemenus s ompoc,
KOMIIBIOTEPHBIX | IIOCTPOEHUS 3aIIMIICHHBIX ceTeil. CoBpeMeHHbIe pOBEpKa
ceTsx, VPN-npoayKThI. MPAKTUYECKUX
AaHTUBUPYCHasI pabot
3almTA.
3ammura OcobenHoctu ynaneHHoro jpocryna. Cpeacrtsa u YcTHbIH
y1aJ1eHHOT 0 MPOTOKOJNBI  ayTEHTU(QUKAIMH  yJIAJICHHBIX orpoc,
aocTyna. nojp3oBarenei. LleHTpanu30BaHHBIA KOHTPOJb | TECTUPOBAHHE

yaanenHoro gocryna. [Iporokon Kerberos.




3. CTpyKTYpa AMCUUILIMHBI

Bun pabotst Tpy10eMKOCTb, 4acoB
9 cemecTp Bcero

O01mas TPy/10€eMKOCTh 108 108
AyautopHasi padora: 48 48
Jexyuu (J1) 16 16
Ipaxmuueckue sanamus (113) 24 24
Jlabopamopuwsie pabomut (JIP) 8 8
3auem (3)
CamocTosiTe/ibHasi padoTa: 24 24
Kypcosoii mpoekr (KII), kypcosas pabdora (KP)
PacuetHo-rpaduueckoe 3ananue (PI'3) 12 12
Pedepar (P)
CamocTosiTeIbHOE H3YUCHHE Pa3/IesiOB 12 12
KoHntposbHas padora (K)
CamomnoaroroBka (mpopaboTka ¥ TMOBTOPEHHE JIEKIIMOHHOTO
Marepualla W MaTepualia yYeOHMKOB M YYEOHBIX TOCOOUH,
MOJATOTOBKA K JTA0OPAaTOPHBIM M TPAKTUYCCKUM  3aHSATHSM,
KOJJIOKBHYMaM, PyOKHOMY KOHTPOJIIO | T.JI.)
[ToaroToBka K 9K3aMeHY 36 36
Buja utoroBoro KOHTpoJIsi (YKa3aTh BUJ KOHTPOJIsI) IK3aMeH JK3aMeH

4. PacnipenesieHue BU0B YUueOHOiIi paGoThl M UX TPYI0€MKOCTH 110 pa3jiejiaM

Paznenbl qucuuIuiMHbL, U3ydaemble B 9 ceMecTpe:

KommuecTtBo yacos
Ne AynuTtopHas
pas- HaumenoBanue pasnenos yA 6 p Breay .
nena Bcero Pabora pabora
J | 113 JIP CP
OcHoBHbIE NOHATHSA UH()OPMALMOHHON
1. 10 2 4 - 4
0€30MaCHOCTH U 3aIIUThl THPOPMALIUU
2. CrangapTtel HHQOPMALIMOHHON O€30MaCHOCTH 10 2 2 2 4
3 Kpunrorpaduueckas 3amura nHPopMauu 12 ) 4 2 4
4 [TpuHIMIBI MHOrOYPOBHEBOH 3aILUTEI 14 4 4 9 4
KOPIIOpaTHBHON HH(OpMAIHH
5 3ammra uHGOpMaIMK B KOMIIBIOTEPHBIX CETSX, 18 4 6 9 4
AQHTHBHPYCHAsSI 3aIUTa
6. 3ammura yJajieHHoro J0CTyna 10 2 4 - 4
Ik3zamen 36
Hmoeo: 108 | 16 | 24 8 24




5. TemaTnueckuii JIaH y4eOHON JUCHUILIMHBI

HaumeHoBaHue Coaep:xanue yueOHOro MaTepuaJia, JadopaTopHble padoThl U Oonem O6pasoBareiabubie | PopMupyemble Dopmbl
pa3aeioB U TeEM NMPaKTHYeCKUe 3aHATHS, CAMOCTOSITeIbHAS Pad0oTa CTY/1eHTOB, 4acos/ TEXHOJIOTHH KoMHeTeHnu/ TEKYyLIEero
KypcoBasi padora (IpoeKT) 324€THBI YpoBeHb KOHTPOJIS
X e/IMHMIL OCBOEHHUSA*
1 2 3 4 &) 6
108/3
1. OcHOBHBIE Jlekuun 2 BBonanas nexuus, OIIK-1/1 YcTHBIN onpoc
NOHATHSA 1. |Ananu3 yrpo3 uHhpopManMoOHHOH 0€30MacHOCTH. WNudopmanronnas OIIK-5/1
uHpopmanuonnon | 2. |XapakTepHble 0COOCHHOCTH CETEBLIX aTak. JICKIIUS, I1K-8/1
0e3omacHocTH U 3. | Vrpossl U ya3BUMOCTH GECTIPOBOIHBIX CETEM. O63opHas neKust
3alMThI 4 Tennenuuu pazsutust UT-yrpo3. Kpumunanuzaius atak Ha
HHpopmannu KOMITBIOTEPHBIE CETH U CUCTEMBI.
5. |[losBrenune kubepopykus Ui BEIEHUS TEXHOJIOTUYECKUX
KHOEpBOIH. Obecneuenue UH(POPMALMOHHOM
0€30MacCHOCTH KOMITBIOTEPHBIX CHCTEM.
6. [Mepsl wm cpeactBa olecriedeHUss HH(POPMAITMOHHON
0€30MacHOCTH.
7. | Ilytu pemenus npo6iaemM nHGOPMAITMOHHONW O€301aCHOCTH.
IIpakTHYecKHe 3aHATHS 4 [IpakTukym Ha I1K-8/2,3 [TpoBepka
1. |Ananu3 yrpo3 nHpopManMOHHON 0€30MacCHOCTH. OBM. IIPAKTUYECKUX
pabor
2. |XapakTepHble 0COOEHHOCTH CETEBBIX aTaK.
3. |Yrpo3bl U ySI3BUMOCTH OECITPOBOJIHBIX CETEH.
4. |Tenpenuuu paszputus UT-yrpos. Kpumunanuzamus atak Ha
KOMIIBIOTEPHBIE CETH M CUCTEMBI.
5. [|llosiBnenue KuOepopyk us Uil BEACHUS TEXHOJIOIMYECKHX
KHOEpBOMH. Obecrnieuenue MH(pOpMaLOHHON
0€30I1aCHOCTH KOMIBIOTEPHBIX CUCTEM.
6. |Mepsl u cpeactBa oOecrieueHHss HWH(DOPMAITHOHHON
0€30IaCHOCTH.
1 Tlytu pemenust npo0aeM HHGOpMALIMOHHON O€30MaCHOCTH.
CamocrosiTesibHas paboTa CTyeHTa 4 I1K-8/2,3 YcTHbIN onpoc
" CamopazBuBarolee
1. |Mepsl u cpeactBa obecriedeHUus HH(GOPMAIIMOHHOMN
o0yueHue

0€30I1aCHOCTH.
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[Tyt pemenus npoGieM HHPOPMALMOHHONW OE30MACHOCTH.

2. CtaHaaprsl Jlexmun Nudopmarnmonnas OIIK-1/1 YcTHBIN onpoc
HH(OPMANMOHHOH | 1 [Poyy  crammaproB  MHQOPMALMOHHOH  GE30MACHOCTH. JICKIIHA, OIIK-5/1
bezomacnocTu MesxnyHapoaHbIe CTaHJapThI MHPOPMALTMOHHOM [K-8/1
oesonacuoctu. Cranmaptel ISO/IEC 17799:2002 (BS
7799:2000).
[MpakTuyeckue 3aHATHA [IpakTukym Ha IIpoBepka
1. |Tepmanckuii cranmapr BSI. MexayHapoaublii cranmapt OBM. TPaKTHICCKUX 1
ISO 15408. «OOmme  KpuTepum  OE€30IIACHOCTH J1a0OPaTOPHBIX
UH(GOPMAIIMOHHBIX  TexHonoruity.  CraHpaprel  Uis pabot
. . I1K-8/2,3
O6ecripoBoHBIX ceTeid. CraHmapTel MH(POPMALMOHHON
0e3onacHoctu st IHTEpHeTa.
JlabopaTopHas padora IT-texHonoruu
1. | Cranmaprs ISO/IEC 17799:2002 (BS 7799:2000).
CamocrosiTesibHasi padoTa CTy/IeHTa Camopa3zBuBaroliee I1K-8/2,3 Y CTHBIN Onpoc
1. ‘ CaMocTosTeNbHOE N3YUYEHUE PA3/IEIOB 00yueHue
3. Jlexknun [IpoGnemuas OIIK-1/1 VYcTHbI onpoc
Kpunrorpaguyecka | 1. | OcHOBHBIE NOHATHS  KpUNTOrpaMYECKOH  3aLIUTHI JIEKIMS, JIEKIUS- OIIK-5/1
s 3a1IMTA MH(POPMALHH. CHMMETpUYHBIE KPHITOCHCTEMBI Oecena, nekuus- K-8/1
uHpopmanuu mmdposanus. Anroputmsl mudpoBanus DES u 3-DES. BHU3yanu3alus
Cranpapt mmdposanus [OCT 28147-89.
2. | Crammapt mmdpoBanus AES. [lpyrue cummerpuuHbie
KpUNITOANTOPUTMBI. OCHOBHBIE PEXUMBI PAOOTHI OJIOYHOTO
CUMMETpUYHOTO anroputMa. (OcoOEHHOCTH TPUMEHEHUS
AITOPUTMOB CHMMETPUYHOTO IIH(PPOBAHHUSI.
3. | AcummeTpuUHbIe KPUTITOCHCTEMBI I poBaHUSL.
Anroput™ nmmdposanus RSA.
4. | OyHKIUH XOITHPOBAHHUS.
5. | OnextpoHHas 1mdpoBas moANUCh. (OTeUeCTBEHHBIH
craryapt nudporoit moanucu 'OCT P 34.10-2001.
IIpakTHyeckune 3aHATHSA [IpakTukym Ha I1K-8/2,3 ITpoBepka




Cranpmapr mmdpoBanus AES. Jlpyrue cummeTpudHbie
KpUNTOANTOpUTMBI. OCHOBHBIE PEKUMBI PaOOTHI OJIOYHOTO
CUMMETPUYHOTO anroputma. (OcoOEHHOCTH MPUMEHEHHS
AJITOPUTMOB CUMMETPUYHOTO IIHU(PPOBAHUSL.

OBM.

MPAKTHIECKUX U
71a00paTOPHBIX
pabot

2. | AcumMmeTpuyHBIe KPUIITOCUCTEMBI mmdpoBaHus.
Anroput™m mmdpoBanusi RSA.
3. | OnmextpoHHas 1mdpoBas moAnuch. (OTEUECTBEHHBIN
craagapt nudposoit noamucu 'OCT P 34.10-2001.
JlabopaTopHasi pabora IT-rexnonorun I1K-8/2,3
1. | lludpoBanue wu pacmudpoBKa TEKCTa Pa3IMUYHBIMHU
AITOPUTMAMHU
CamocrosiTesibHasi padoTa CTy/IeHTa CamopazBuBarolee I1K-8/2,3 YcTHbIi onpoc
1 DnexTpoHHas 1udpoas noanuch. OTeuecTBEHHBIH oOyueHue
crarapt nudposoii moanucu 'OCT P 34.10-2001.
4. IIpuHIHUTBI Jleknuu NudopmannonHas YcTHbIi onpoc
MHOI'0YpPOBHEBOM 1. | KopnoparupHas MH(pOpMaIMOHHAS cucrema c JEKINS
3allUThI TPaAULIUOHHONW  CTPYKTypoill. CuCTeMBl  «OOIaYHBIX» OIIK-1/1
KOPMOPATHBHOI BBIYMCIICHHIA. OIIK-5/1
HH(pOpMALUH 2. MHoOroypoBHEBBIii MOAXO0]T K 00ecCIIeUeHHIO [1K-8/1
nHpopmanronHoir OezonacHoctu KUC. besonacHocTb
«00JIaYHBIX» BBIUMCICHUM
IIpakTnyeckue 3aHATHSA PoseBoe I1K-8/2,3 [TpoBepka
1. | KopnoparuBHas UH(POPMaLMOHHAs cucrema c IIOCTPOCHHE MPAKTHYECKUX U
TPaTUIIMOHHONH  CTPYKTypoi. CHCTEeMBI  «OOIaYHBIX» ceMHuHapa - 71a00paTOPHBIX
BBIYHCIICHHH. JOKJIaTYUK U pabot
2. | MHOrOypoBHEBBIN MOJIXO/T K obecreueHunto OIIIOHEHTHI
uHpopmannonHoit 6ezonmacHoctu KHUC. be3onacHoCTb
«00JIaYHBIX» BbIUMCICHUM
JlaboparopHas padora IT-TexHonOTMU
1. | OGiaynble TEXHOJOTUH 3aLUTH HH(POpMAITIH
CamocrosiTeibHast padoTa cTyAeHTa CamopasBuBarolee I1K-8/2,3 YeTHBIN onpoc
1. | KopnopaTtusHas uH(OPMALMOHHAS cucremMa c obyqenue
TPaIUIIMOHHON  CTPYKTypoil. CHCTeMBbl  «OOJIaYHBIX»

BBIYUCIICHUIA.




5. 3amuTa Jlexknuu 4 [TpoGnemHuas OIIK-1/1 YcerHblii onpoc
HH(popMaNu B 1. | 3amwuTa nH(pOpPMAIH B KOMITBIOTEPHBIX CETAX JCKIUs, JICKIHSI- OIIK-5/1
KOMIBIOTEPHBIX Oecena, JIeKIUA- [K-8/1
ceTsx, 2 AHTHBHpYCHAs 3aIUTA. BU3YaIH3aIHs
AHTHBUPYCHASA IIpakTHyecKHe 3aHATHSA 6 Ponesoe [1K-8/2,3 [TpoBepka
3alIuTa 3alUUThbI 1. | 3ammTa nHGOPMAIIK B KOMIIBIOTEPHBIX CETAX IIOCTPOECHUE MPAKTUYECKUX U
KOPIOPAaTHBHOM ceMHuHapa - 1a60paTOPHBIX
uHpopmManuu 2. | AHTUBUpYCHAas 3alIUTA. JAOKJIa{4UK U pabor
OIIOHEHTHI
JlaGopaTopHas padora 2 IT-texHoNOTHU
1. | Buasl KOMOBIOTEPHBIX BUPYCOB U 3aIIUTa OT HUX
1. | CamocrosiTeibHas paboTa CTyAeHTa 4 CamopasBuBaroliee I1K-8/2,3 YcTHbIN onpoc
CaMocTosiTenbHOE N3YUYEHUE Pa3/IeioB oOydeHue
6. 3ammuTa Jlekuuu 2 [TpoGemHuas YcTHBIN ompoc
yaajgennoro gocryma | 1. | Ocobennoctu  yaanmeHHoro  jgoctyma. CpeactBa u JICKIIMS, JISKITHS- OIIK-1/1
MIPOTOKOJIBI ayTeHTU(HUKAIMH yTAJICHHBIX MOJIb30BATEIICH. Oecena, TEeKLMsI- OIIK-5/1
2. | LenTpanu3oBaHHBIi KOHTPOJIb YAAJIEHHOTO JOCTYTIA. BU3YyaJIU3aIUs I1K-8/1
[Tpotokon Kerberos.
IIpakTHYecKue 3aHATHS 4 Ponesoe I1K-8/2,3 IIpoBepka
1 | Ocobennoctu ynanenHoro jgoctynma. CpenctBa u MIOCTPOEHUE MPAKTUYECKUX
IIPOTOKOJIBI ayTEHTU(HUKAIIMH YIAJIEHHBIX MT0JIb30BaTEIeH. CEMHHapa - pabot
2. | LleHTpanu30BaHHBIA KOHTPOJIb YAAJIEHHOTO JOCTYTIA. JOKJIATIUK U
[Tpotokon Kerberos. ONIOHEHTBI
1. | CamocrosiTebHAas padoTa CTyAeHTa 4 CamopasBuBarolee I1K-8/2,3 YcTHBIN onpoc
CamocTosiTenbHOEC U3YUYECHHE Pa3/IeTIOB o0yueHue
IK3aMeH 36
Hroro 108/3

* B Ta0nuie ypoBeHb YCBOEHHsI yueOHOro Marepuana 00o3HaueH nudpamu:
1. — penpoayKTUBHBIN (OCBOCHUE 3HAHUH, BBIITOJHEHNE IESTEIBHOCTH IO 00pa3ily, MHCTPYKIKHU UIIH MOJ PYKOBOJICTBOM);
2. — MPOJYKTUBHBIH (TNIAHUPOBAHKUE U CAMOCTOSATENILHOE BBHITIOJHEHUE JICITENLHOCTH, PElIeHUe TPOOJIEMHBIX 33/1a4; TPUMEHEHNE YMEHHUI B HOBBIX YCIIOBHUSIX);

3. - TBOp‘IeCKI/Iﬁ (CaMOCTOHTeJ’IBHOG MNPOCKTUPOBAHUC 3KCHepHMeHTaﬂBHOﬁ ACATCIIBHOCTH,

OII€CHKa H CaMOOILICHKa I/IHHOBa]_[I/IOHHOﬁ I[GHTCJ'IBHOCTI/I).




6. O0pa3oBaTe/IbHbIE TEXHOJIOTHH
6.1.MnTepakTHBHBIE 00Pa30BaTe/IbHbIE TEXHOJOTHH, HCIOJIb3YyeMble B Ay THTOPHBIX
3aHATHSAX

Cemec Bup 3ansTus Hcnonb3yemble HHTEPAKTUBHBIE 00pa3oBaTeIbHbIE KonnuectBo
TP (L, IIP, JIP) TEeXHOJIOTHH 4acoB
9 JI [TpobnemHuas JIEKIIMA, JIeKnusa-Oecena, JIEKIIUSA- 10
BHU3yaJIM3alus
I1P PoneBoe moctpoeHue cemuHapa - JOKIAQOYUK U 14
OINIIOHEHTEHI.
JIP IT-rexHomoruu 6
Hroro: 30

6.2 Ocodennoctu o0yuenus un ¢ OB3 u HHBAJIMIHOCTHIO

OOyueHue Jull ¢ OTPaHUYECHHBIMU BO3MOXHOCTSIMHU 3/I0POBbSI OCYIIECTBJISIETCS C yUYETOM
WHIUBUAYATbHBIX MCUXO(U3HMUECKUX OCOOEHHOCTEW, a ISl MHBAJIUAOB TaKKe B COOTBETCTBUU C
WH/IMBUYaJTBHOM MPOrpaMMOil peabniInTanuy HHBAINIA.

Jnis monmydeHuss oOydyarolMMUCs, UMEIOIUMU OrpaHUYEHHbIE (pU3MUecKre BO3MOKHOCTH,
KaueCTBEHHOT'O 00Pa30BaHMSI JIOJKHBI BHIMIOTHATHCS CIICAYIOIINE BaKHBIC YCIOBHS: 00yJarOIIUiACs
JOJHKEH HMMETh BO3MOXKHOCTh OECHpENATCTBEHHO IMOCEeHIaTh O00pa30BaTeNbHOE YUPEXKIECHUE U
WCII0JIH30BaTh B CBOEM O0YUEHUHU TMCTAHIIMOHHBIE 00Pa30BaTEIbHBIC TEXHOJIOTHH.

Jns oOy4yeHHs M KOHTPOJNS OOYYAIOIIMXCS C HAPYIICHUSMU KOOPAMHALUU JBUKCHHMA
MPEAYCMOTPEHO MPOBEJACHNUE TECTUPOBAHUS C UCTIOJIBb30BAaHUEM KOMITBIOTEPA.

Bo Bpems ayauTOpHBIX 3aHATHI 0053aTeIbHO HUCIHOIB30BAaHUE CPEICTB OOecreueHus
HarJBIIHOCTA  Y4eOHOro MaTephajia C TOMOIIBI MyJIbTUMEAUHHOrO mpoekTopa. CKOpoCTh
M3JI0KEHUS MaTepraia JOJKHA YYUTHIBATh OTPAHUICHHBIC (PU3NICCKUE BO3MOKHOCTH CTY ICHTOB.

7. OneHo4Hble cpeacrea AJas TEKYIIEro KOHTPOJHA YCIIEBACMOCTH H l'lpOMC)KyTO‘lHOifI

arrecTauuu
7.1.0pranu3anusi BXOJHOI0, TEKYIIero U MPoOMe;KyTOYHOI0 KOHTPOJIsAA 00y4eHust
. Texyuuit KOHTPOJIb — ONIPOC, YCTHBIN ONPOC, TECTUPOBAHUE, KOHTPOJIbHAS padboTa.
. [IpomexxyTouHas arrecTanus — DK3aMeH.

7.2.  Opranu3auusi KOHTpOJis (MpuMep)

[Tpumep ompoca 1Mo TUCIUTUTHHE:

1. KaxoBbl Ha3HaYeHHE U OCOOCHHOCTH (PYHKIIMOHUPOBAHUS

2. mpotokona SET.

3. KakoBbl Ha3HaueHue U PYHKIIMOHAIBHOCTH MpoTokoioB SSL u IPSec.

4. Kaxoso nHaznauenue crangapta [OCT P UCO/M3K 15408. HazoBute u oxapakTepuszyurte

TPHU OCHOBHBIE YACTH ITOTO CTaHAapTA.
5. OO0oO1eHHas cxema KpUITOCUCTEMBI IH(pOBaHUS
6. Kraccudukanus kpuntorpadpuueckux alropuTMoB
7. (Cxema CUMMETPUYHON KpUNITOCUCTEMBI NG POBAHUS
8. Aunroputm nmdposanus DES u 3DES
9. Cranmapt mmdposanus [OCT 28147-89
10. Cranpapt mmdposanust AES
11. Pexumbl pabOTHI 6JIOYHOTO CHMMETPUYHOTO aITOpUTMa

12. Jlafite  ompeneneHue  onHOHampaBleHHOH  ¢yHkiuu.  KakoBel  0cOOEHHOCTH

OJIHOHAINPABJICHHBIX (PYHKIIHH.

13. Onwmmmre ABC OCHOBHBLIC TMpPOUCAYPBI, OCYUICCTBIISICMEBIC CHCTEMOM BHCKTpOHHOﬁ

I_[I/I(prBOI\/'I MOATIMCHU AJI TOATBEPKACHUA IMOJJIMHHOCTHU 3JICKTPOHHOT'O JOKYMCHTA.



14, KakoBo Ha3HayeHHE Xd3M-(QYHKIMHM M KaKUM TPeOOBaHMSIM JOJKHA YJIOBIETBOPSTH
KauecTBEHHAas! XAMI-QyHKIUs?

15. Jlatp ompeneneHue MOHATUS «HUICHTHU(PUKALUA», «ayTEHTU(DUKALMS, «aBTOPU3ALUIY,
«aIMUHUCTPUPOBAHUEY.

16. Ha kakue KaTeropuud MOXKHO Pa3AEIUTh MPOILECCHl ayTEeHTU(PUKAIMN B 3aBUCUMOCTU OT
CYIITHOCTEH, MPEIbSIBISIEMBIX MTOJIB30BATEIIEM JIJIS TIOTBEPKICHHS CBOCH TIOTHHHOCTH ?

17. Onummure Meton ayreHTU(UKanud Ha ocHoBe MHO mnpu030BbIX maponeil. KakoBwl ero
HEeZ0CTaTKu?

18. Omnummre MeTo] ayTeHTU(HUKAIMM Ha OCHOBE OJHOPAa30BbIX maposieid. KakoBbel ero
JIOCTOMHCTBA U HEJIOCTaTKU?

19. ChopmynupyiiTe NpUHIMI CTPOTON ayTCHTHU(HUKAIINH.

20. OOwsacuute HazHaueHue PIN-koja 1 0cOOEHHOCTH €To UCTIOIb30BaHUSI.

21. O0bsicauTe mnpuHOMN PaOOTH JBYyX(akTopHOW ayTeHTHUUKanuu. Kakue BHemHHe
HOCHTETH WH(POPMAIIUU UCTIONB3YIOT IS ABYX(aKTOpHOH ayTeHTU(dUKAIMK Toib3oBaTenel? KakoBsl
JOCTOMHCTBA 3TOT0 METO/1a ayTeHTUhUKauu?

22. Onumute QyHKIMOHAIBHOCTD M XapaKTEPUCTHKU cMapT-KapT 1 USB-TokeHOB.

23. OnuiuTe MEeToAbl OMOMETPUYECKON ayTeHTU(DUKAIINH MTOJIb30BATEIS.

24. OOBsACHUTE NPUHIMII YIPABICHUS JIOCTYIIOM II0 CXEM€ OJHOKPAaTHOTO BXOJa C
aBropuszauuen SSO.

7.3. TemaTuka pedepaToB, IPOEKTOB, TBOPYECKUX 3aaHMIi, I¢Ce U T.I. — HET.
7.4. KypcoBasi pa6oTa - He mpe1ycMOTpeHa

7.5. Bonipochl K IK3aMeHy

1. YTouHenue 3amady  MHGOPMALMOHHOW O€30MacHOCTH OpraHu3auuu. V3yuenue
MCTOYHUKOB, pUCKOB U dopM aTtak Ha uHpopmanuo B ACONY.

2. W3ydyenne WMCTOYHUKOB, PHUCKOB H ¢opMm arak Ha wuHpopmamuio B ACOUNY.
Knaccugukanus puckoB 1 OCHOBHbIE 3a/1auu o0ecrieyeHus 6e3onacHocty nHpopmanuu B ACONY.

3. N3yuenne Poccuiickoro 3aKkoHOJaTeNbCTBA M0 3aLUIUTE NHPOPMAITMOHHBIX TEXHOJIOTUH.
M3ydyenne HOpPMAaTUBHO-TIPAaBOBOM HH(pOpMalNMU, omnpenensomeil ¢(yHKIMOHUPOBAHUE CHCTEM
3amuThl. Pa3zpaboTka moauTUKY HH(GOPMAITMOHHON O€30MaCHOCTH OpraHU3alluHU.

4. W3ydenne MexayHapoJHbIX M [ oCylapcTBEHHBIX CTaHAAPTOB HHGOPMALMOHHOM
0€30IaCHOCTH.

S. W3ydyeHne CHUMMETPUYHBIX W  ACCHUMETPUYHBIX KPUOTOCHUCTEM I  3aLIUTHI
KoMIibroTepHON nHpopmanuu B ACONY.

6. W3ydenune cTaHAapTHBIX alrOpUTMOB IKdpoBaHus. bezomacHocTs M ObICTpOelicTBHE
KPUITOCHCTEM.

7. W3ydenne NpUHIMIIOB MICHTU(PUKALUMU U MEXaHU3MOB MOJITBEPKAECHUS MOIJIMHHOCTH
nosb3oBarens. [IpaBuna popMupoBaHus 3IEKTPOHHONU TU(PPOBOI TOAMUCH.

8. W3ydenue cpeicTB 3aIIUTHl JIOKAIBHBIX CeTeH OT HECAaHKIMOHHUPOBAHHOTO JOCTYyIA.
Ananmu3 (yHKIIMOHHPOBAHUS MapIIPYTU3aTOPOB, IITFO30B CETEBOT'O YPOBHS U MEKCETEBBIX IKPaHOB.

9. AHanu3 crnoco6oB 3auThl HHGOPMAIMKU B KOMIBIOTEPHBIX CETAX OT pa3pylIarolero
MIPOTPaMMHOTO BO37eHCTBUS. V3ydyeHue MeTomoB OOpHOBI ¢ KOMITBIOTEPHBIMUA BHPYCAMHU U CPEJICTB
3aMThl HH(popMaluy B Internet. YTpo3sl HCXOAIIKE OT UCIIOIB30BaHUS «3JIEKTPOHHOM MOUYTHD).

10.  M3yuenme TpeOoBaHMH TIO oOOecreUyeHUI0 WHPOPMANMOHHOW 0e30macHOCTH K
anmapaTHbIM CpelacTBaM U mporpammHomy obecrneuennio ACOMU. Topsaok u npaBuia opraHu3aluu
aynuta napopmannonHoi 6e3omacHoct ACONY u npeanpusiTis B 1ETOM.

11. Iloustne uHpOpMAMOHHON Oe30macHOCTH. XapaKTePUCTUKU HUHPOPMALUHU C MO3UIUU
0€30IaCHOCTH.

12. Knaccudukaius yrpo3 6e30macHOCTH HH()OPMAIIHH.

13. Kiaccudmukarus yrpo3 6e301MacHOCTH paclpeieIeHHbIX BRIYHCIHTEIBHBIX CHCTEM



14. Mogens OSI.

15. OObBsICHUTE MOHATHE IIOTUTHKA O€30MACHOCTH OPTaHU3AIII.

16. Kakue pa3gensl JIODKHA COJACPKATh  JOKYMEHTaIbHO O(OpMIICHHAs IOJUTHKA
6e3onacHoctu?

17. Kakue npo06yieMbl pemraeT BEepXHUH YPOBEHb IMOJTUTHKUA O€3011aCHOCTH?

18. Kakue 3aaun pemaer CpeJHU ypOBEHb NOJIUTUKUA O€30MaCHOCTH?

19. KakoBbl 0COOCHHOCTH HUKHETO YPOBHS IMOJUTHKHA 0€3011aCHOCTH?

20. ChopmynupyiiTe TIaBHYIO 3adady CTaHIApPTOB HH(POPMALMOHHONW OE30MacHOCTH C
MO3UIIMK TIPOU3BOJIUTENCH M MOTpeOHTeNneld MPOAYKTOB MH(POPMAIMOHHBIX TEXHOJOTHHA, a TaKXKe
CTELUAIHCTOB MO CEPTUPHUKAIIIH ITHX MPOTYKTOB.

21. Ha3oBHTe OCHOBHBIC MEXIyHAPOIHBIE CTAaHAAPTHI HH()OPMAIIMOHHON 0€30TacCHOCTH.

22. JlaiiTe KpaTKyIO XapaKTepUCTUKY MEXIyHapoaHoro cragaapra 17799 (BS 7799).

23. KakoBbl OCHOBHBIE 0COOEHHOCTH TepMaHcKoro cranaapra BSI «PykoBoncTBo 1o 3amuTte
MH(POPMAIIMOHHBIX TEXHOJIOTHIA AJ1si 6a30BOT0 YPOBHS 3aLIUILIECHHOCTHY.

24. Tlepeuncnure cTaHAApPTHI s OSCIPOBOIHBIX CETEH U TANTE UX KPATKYIO XapaKTCPUCTHUKY .

25. Hazoswure cTtanmapTsl nHGOPMAIIMOHHON Oe3omacHocTH Juis Internet.

7.6 Kputepum oueHkH

o OLIEHKA «OTJIMYHO» BBICTABISIETCS CTYJCHTY, €CIM OH TNIyOOKO M TNPOYHO YCBOWII
NPOrpaMMHBINH MaTepHal Kypca, HCUEPIIbIBAIONIE, OCIEA0BATEIbHO, YETKO U JIOTHYECKH CTPOWHO €ro
U3J1araeT, yMeeT TECHO YBSA3bIBATH TEOPHIO C IPAKTHUKOH, CBOOOIHO CHpPAaBISEeTCS C 3aJadyaMH U
BOIPOCAMH, NpPUYEM HE 3aTPYJHSETCS C OTBETaMH NpPU BUIAOM3MEHCHHMU 3aJaHuil, NPaBHIBHO
00OCHOBBIBACT MPUHSATHIE PELICHHUS, BIAICET Pa3HOCTOPOHHUMHU HABBIKAMU W MPHEMaMH BBITIOTHEHUS
NPaKTHYECKHX 3a/1ay;

o OLICHKA «XOPOILO0» BBICTABISACTCA CTYJEHTY, €CIM OH TBEPAO 3HAeT Marepual Kypca,
rpaMOTHO M TO CYLIECTBY H3JIaraeT ero, He JOIMyCKas CYIIECTBEHHBIX HETOYHOCTEH B OTBETE Ha
BOTIPOC, MTPABUIIHLHO MPUMEHSET TEOPETHUECKUE TOJOKEHHS TPU PEIICHUN MPAKTUYECKUX BOTIPOCOB U
3aj1a4, BiIafieeT He0OOXOIMMBIMH HaBbIKAMU M IIPUEMaMH UX BBIITOJHEHUS;

o OLICHKA «YyJAOBJETBOPUTEIbHO» BBICTABIACTCS CTYJCHTY, €CIM OH HMMEET 3HaHHSI
TOJIBKO OCHOBHOTO MaTepHaja, HO HE YCBOWJI €ro AeTaliei, JOIyCKaeT HETOYHOCTH, HEeIO0CTaTOYHO
paBUIbHBIE  (HOPMYITUPOBKH, HApYIIEHUS JIOTHUECKOW IIOCIEJOBATEIIbHOCTH B  H3JIOXKEHUU
MIPOTPaMMHOTO MaTepualia, HCIIBITHIBAET 3aTPyAHEHUS MPH BHITIOJTHEHUH NMPAKTHYECKUX 3a71ad;

o OLIEHKAa «HEeYJAOBJIETBOPUTE/ILHO» BBICTABIISIETCS CTYACHTY, KOTOPBIH HE 3HAeT
3HAYUTENbHOM YacTH MPOrpaMMHOIO MaTepHala, JIOIyCKaeT CyIIECTBEHHbIE OIINOKHU, HEYBEPEHHO, C
OONBIIMMH  3aTPYJHEHHSMH pEIIaeT TMPaKTHUYECKUEe 3a7adydl WM HE CHpaBIIeTCss C HUMH
CaMOCTOSITENIBHO.

8. CBejieHHs1 0 MATepPHAJbHO-TeXHMYECKOM o0ecreyeHHH TMCIUIIMHbI
Ne | HammenoBaHue 000pyZI0BaHHBIX yUeOHBIX | [lepedeHb 000py10BaHNUS M TEXHUYECKUX CPENICTB
n/u KaOMHETOB, JabopaTopuii o0yueHHs
1 JlexuroHHas ayquTOpUs [IepcoHasIbHBIN KOMIIBIOTEP, MYJIbTUMEIUNHBIN
IPOEKTOP
2 KomnbroTepHslii kacce [epconanpubie komnbioTeps! (IBM PC-
coBMecTuMbIe) mox ynpasienuem OC Microsoft
Windows, KoMIbIOTEpHAs CETh, TOCTYII B CETh
HutepHer




9. YueOHO-MeTOIMYECKOE 00ecnieyeHne T CHHIIHHbI

9.1. OcHOBHas IUTEpaTypa

1. bapanosa, E. K. ndopmarnmonnas 6e30macHOCTh M 3amuTa uHbopMmanuu: YdyeOHoe
nocobue / bapanosa E.K., babamr A.B., - 4-¢ u3n., mepepad. u gom. - Mocksa U1 PUOP, HUIL
NHOPA-M, 2018. - 336 c. (Beicmiee oOpazoBanme) ISBN 978-5-369-01761-6. - Tekct

aneKkTpoHHbI. - URL: Pexxum octyna: mo noamnucke.

2. I'muuckas, E. B. Madopmanmonnas 6e30macHOCTh KOHCTPYKIH 9BM u cucrem : yuel.
nocobue / E.B. I'muuackas, H.B. UnuBapun. — Mocksa : UHOPA-M, 2018. — 118 c. + Jlom.
Marepuanbl [DneKTpoHHBIH pecypc; Pexxmm goctyma:  https://new.znanium.com]. — (Bsicmiee
obpasoBanue: bakamaBpuart). — wWww.dx.doi.org/10.12737/13571. - ISBN 978-5-16-010961-9. -
Tekcr : snexkrponHsbii. - URL: . Pexxum mocrtyna: mo
TIOJIITUCKE.

9.2. lonotHUTEIbHAS JUTEpaTypa

1. Kaiimun, B. A. Nndopmatuka: YueOnuk / Kaiimun B. A. - 6-e u3a. - Mocksa : HUL]
HNH®PA-M, 2016. - 285 c.:- (Briciiee obpa3oBanue: bakanaspuar). - ISBN 978-5-16-003778-3. -
Texct : snextponnbiii. - URL: . Pexxum pocryna: no
MIOJIITUCKE.

2. Ucaes, I'. H. YnpaBnenune kauecTBOM HHPOPMAITMOHHBIX CUCTEM: YdUeOHOe mocodue /
Hcaes I'.H. - Mocksa :HULl UTHOPA-M, 2016. - 248 c. (Briciiee obpa3zoBanue: bakanaspuat) ISBN
978-5-16-011794-2. - Tekcr : snekrponnsni. - URL: .
Pexxum noctymna: mo nojamucke.

9.3. VYueOHo-MeTOAMYeckOoe M HHpopManuOHHOe o0ecneyeHre JUCHUILUIMHBI IS
OPraHM3alMUd CAMOCTOSITE/IbHOI PadoThl CTYAEHTOB (COICPKUT TIEPEUYCHb OCHOBHOM
JTUTEPATYypPHI, JOMOJIHUTEIBHON JIUTEPATYPhl, MporpaMMHOro obecrieuenust u IHTepHET-pecypchl)

http://asu.qubkin.ru/ - Metonbl u cpeacTBa 3amUThl HHPOPMAIIHH;
http://www.osp.ru/ - XKypuan «OtkpsiThie CHCTEMBDY;

http://www.compulog.ru/ - XXypuan «HackZoney;,

http://www.is0.0rg/ MexayHapoaHbie craHaapThl 6e3onacuoctu ISO;
http://www.citforum.ru/ - CITforum;

http://www.groteck.ru/security_ru - Xypuan «HpopmannoHHas 6€301aCHOCTbY;
http://securitylab.ru/ - mopran SecuritylLab;

http://www.networkdoc.ru/ - NetworkdocRu;

http://cryptography.ru/- Martematudeckas kpunrorpadus.

0. DnekrpoHHas OubIHOTEKa: pexuM foctymna: https://znanium.com//

BOoo~NoOR~WDNE

9.4 .IlporpamMHoe odecrnieyeHne
1. CeTeBoil KOMIBIOTEPHBIN KJIACC, OCHAIIEHHBIN COBPEMEHHON TEXHUKOM.
2. OducHbll TporpaMMHBIA TakeT (HaIpUMep, CBOOOIHO-pacmpocTpanseMbridi Open
Office).
3. Web-6paysep Mozilla Firefox wmu Google Chrome.
4 OKpaH AJ1 IPOeKTOopa.


https://znanium.com/catalog/product/957144
https://znanium.com/catalog/product/925825
https://znanium.com/catalog/product/542614
https://znanium.com/catalog/product/543677
http://asu.gubkin.ru/
http://www.osp.ru/os/os_1_96/os.htm
http://www.osp.ru/os/os_1_96/os.htm
http://www.compulog.ru/hackzone/index.html
http://www.compulog.ru/hackzone/index.html
http://www.iso.org/
http://www.citforum.ru/
http://www.groteck.ru/security_ru
http://securitylab.ru/?id=31853
http://www.networkdoc.ru/index.html
http://cryptography.ru/-
https://znanium.com/

JHCT PETHCTPALIHH H3MEHEHHIR

Mz Hoseep B aaTa npoTokona [epeywese HIMEHEHHELY
n'n sacenanea YO NYHKTOE
J0.08.201%, nporoxon Ne 8 Oibs0BEACH CIHOOK THTCPATYPE]L, CIIHCON
1. COBPEMEHHRN MpoGeccioHANLHLY Gt TAHHEY W

HEMfROPA S HOHH B CIPEBYTHEIN CHCTEM, CIIHCOK
AHICHIHOHHOTO MPOPaMMHGT0 ofccne9cHEA B
m. 2.

31082020, nporoxon Ne |

OGHOBNCH CIHCOK THTERATYPEL, CTIHCO
COBPEMEHHRIY MPOHECCHOHATEHEN §3% TaHHRY 1
HEMfROPA S HOHH B CIPEBYTHEIN CHCTEM, CIIHCOK
AHICHIHOHHOTO MPOPaMMHGT0 ofccne9cHEA B
m. 9.
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