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1. HACHOPT ®OHJIA OHEHOYHbIX CPEACTB
10 TUCUUIUIMHE «3aIuTa KOMIIBIOTEPOB U CETEI»

OueHoYHBIE CpEACTBA COCTABJISIOTCST B COOTBETCTBUM C  pabodeil mporpammoit
JTUCIUTIIMHBI M TIPEJICTABIISIOT CO00H COBOKYITHOCTh KOHTPOJIBHO-U3MEPUTEIBHBIX MaTEPHUAJIOB
(TumoBbie 3amauM (3aaHMs), KOHTPOJBHBIC PA0OOTHI, TECTHl W Jp.), MPEIHASHAYCHHBIX IS
WU3MEPEHHS YPOBHS JOCTHKECHHSI O0yUJalOIUMHKCS YCTAaHOBJIEHHBIX PE3YyIbTaTOB O0OyUCHHS.

OueHOYHBIE CpPEACTBA  MCHOJB3YIOTCS TpPU  MPOBEACHUHM  TEKYIIETO  KOHTPOJIA
YCIIEBAEMOCTH U TPOMEKYTOUYHON aTTECTAIUH.

Tabnuna 1 - [lepedyenp komneTeHMid, GOPMUPYEMBIX B TPOLECCE OCBOCHHUS! TUCIUTUIMHBI

Kon

KOMIIETEH HanmeHnoBaHue pe3yJibTaTa 00yUeHus:
107071
OIIK-4 Crnoco0OeH NoHUMAaTh MPUHIUIEL Pa0OTHI COBPEMEHHBIX HH(POPMAIIHOHHBIX

TEXHOJIOTUH U UCTIONB30BaTh UX JUUIsl pEIICHHs 3a/1a9 PO eCcCHOHATBHON
NEeATEIbHOCTH

Koneunpimu pe3yiibTaTaM OCBOCHUS JUCHUIIINHBI SABJISIFOTCA C(bOpMI/IpOBaHHLIC
KOTHUTHUBHBIC NCCKPHUIITOPLI «3HATH», KYMETh», «BJIaJACTh», PACIIMCAHHBIC 10 OTACJIbHBIM
KOMIICTCHLIUSAM. CDOpMI/IpOBaHI/IC JACCKPHUIITOPOB IIPOUCXOIUT B TCUCHUC BCCTO CEMECTPA
I10 3TaraM B paMKax KOHTAKTHOM pa6OTI)I, BKJIIO'—IaIOHIef/'I Pa3JIMYHBIC BUABI 3aHATHH U
CaMOCTOSITEIbHOM pa6OTbI, C MIPUMCHCHHUEM PA3JINYHBIX (1)OpM n MCTOA0B 06yquH$[.



Ta0mura 2

2. IEPEYEHb OLIEHOYHbIX CPEJICTB'

Ne | HaumeHnoBanue
OLICHOYHOT'O
CpeJICTBA

XapakTepHucTUKa OLIEHOYHOTO CPEJICTBA

[Ipencrasnenue oueHouHoro cpeacrsa B POC

1 | Ycrasrit onpoc

CpencTBo KOHTPOJSL yCBOGHHMS Yy4eOHOro Mmarepuaja TEeMbl, pas3jena WiId
pa3nenoB JAMCUMIUIMHBI, OpPraHM30BaHHOE Kak Yy4yeOHOe 3aHSATHE B BHJE
cobecei0BaHus MPENOAABATENS C 0O0YJAFOIIUMHUCS.

Bonpocsr mo Temam/pazaenaM JUCIUTLIAHBI

2 | Tect

CpenctBo, MO3BOJSIONIEE OICHUTh YPOBEHb 3HAHUN OO0y4aromierocss myTeM
BBEIOOpPa WM OJHOTO W3 HECKOJIbKMX BAapHAHTOB OTBETOB Ha TOCTaBICHHBIN
BONpoc. Bo3MOXXHO MCMOIB30BaHUE TECTOBBIX BOMPOCOB, MPEAYCMATPHUBAIOIINX
BBOJI OOYyYaromuMmcsi KOPOTKOTO W OJHO3HAYHOTO OTBETa HA IOCTaBJICHHBIN
BOIPOC.

TectoBrIe 3aganus

3 | KonTponbHas
pabora, 3amura
OTYETOB 110
MPAKTHYECKUM
pabotam

PaznuuaroT 3amauun u 3agaHus:

a) peNpOIYyKTUBHOTO YPOBHSI, MO3BOJISIONINE OIICHUBATh M IMAarHOCTUPOBATh 3HAHUE
¢dakTnueckoro marepuaia (0a30Bble TOHSATHSA, aNTOPUTMBI, (AKTBI) U yMEHHE
MPaBUIBHO HCIOJIB30BAThH CIICIHATIBHBIC TEPMUHBI U TIOHATHS, Y3HABaHHE 00BEKTOB
M3YYCHHUS B paMKaX OMPEAENICHHOTO pa3jesia IUCIUIUINHBL,

0) pPEKOHCTPYKTHMBHOTO YPOBHS, TO3BOJISIONIME OILIEHWBATh W JUArHOCTHUPOBATH
YMEHHsI CHHTE3UPOBaTh, aHAIM3UPOBATh, 00001aTh (PAaKTUIECKUI U TEOPETUICCKHIA
MaTtepuai ¢ GOpMyJIMpPOBAHUEM KOHKPETHBIX BBIBOJIOB, YCTAHOBICHHEM MPUYUHHO-
CIICICTBEHHBIX CBSI3€il;

B) TBOPYECKOI'O YPOBHS, IMO3BOJISIOIINE OLEHHBATh M IHMATHOCTHPOBATH YMEHHS,
WHTETPUPOBATh 3HAHUS Ppa3IMYHBIX 001acTeil, apryMeHTHpOBaTh COOCTBEHHYIO
TOYKY 3pEHHSL.

KommuiekT pa3HOypOBHEBBIX 3a1a4 (3aJaHHi)

1 o o
VKa3pIBaloOTCS OLICHOYHBIC CPEACTBA, IPUMCHACMBIC B XO1€ pC€aiu3allun pa60qen nporpaMmbl JaHHOU JUCHUTUIAHBI.




3. OIMMCAHUE IOKA3ATEJIEA U KPUTEPUEB OLIEHUBAHUA KOMIIETEHIIUA

OueHuBaHue pe3yinbTaToB 00y4eHHUs 0 AUCUUIUIMHE «3alluTa KOMIBIOTEPOB U CETeil» ocyllecTBiIseTcs B cooTBeTcTBUU ¢ [lomoxkenueM o
TEKYILEM KOHTPOJIE YCIIEBAEMOCTH U IPOMEKYTOUYHON aTTeCTalluU 00YJarOIIUXCS.

[IpenycMOTpeHbI clneayromue BUABI KOHTPOJS: TEKYUIUil KOHTPOJb (OCYIIECTBIEHUE KOHTPOJS BCEX BUIOB ayJUTOPHOM M BHEAYIUTOPHOU
JESATEeNbHOCTH 00YYarOIIErocs ¢ IebI0 MONIYYEHHUs MePBUYHON MHPOPMAIIUN O XOJI€ YCBOCHHS OTJEIBHBIX JIEMEHTOB COACP)KaHUS TUCIUIIMHBI) U
MIPOMEXYTOUHAsl aTTecTalus (OLIEHUBAETCS YPOBEHb M KQUeCTBO MOATOTOBKH MO AUCLUHUILIMHE B LIEJIOM).

[Tokasarenu u KpUTEpUH OTICHUBAHMS KOMITETEHITNH, (OPMUPYEMBIX B IPOIIECCE OCBOCHUS JAaHHOW JUCIUILIIMHBI, OIMCAHBI B Ta0I. 3.
Tab6uia 3.



Kon YpoBeHb HNuaukatopsl Bux  y4eOHBIX 3aHSTHIL, Kontpomupyemsie pazgensl | OnieHOUHBIE CpPEACTBa, Kpurepuu orieHnBanus
KOMIIET | OCBOCHUS JIOCTHXKCHHS paboTel, (OPMBI U METOMBI | M TEMbI AUCIUILTHHBL HCIIOJIb3yEeMbIE JUIsL | pe3yJbTaToB 00yUeHUs
CHIIMM | KOMIICTCHIIUU KOMIICTCHIIUN o0yueHus1, ClIOCOOCTBYIOIINE OIICHKH YPOBHS
(hopMHPOBaHUIO M PA3BUTHIO cthopmMupOBaHHOCTH
KOMITCTCHITUN KOMIICTCHIIUN
OIlK-4 3Haet
Henocratoun OIIK-4.4-1. Jlex1inoHHEIE u|l. Beenenue B | Tekymuid koHTposip — | He 3Haer 3HauuTenbHOMN
BIil YpOBEHB 3Haer: MIPaKTHIECKHE 3aHATHSA, | HTHPOPMAITHOHHYIO YCTHBIN OTIpocC, | YacTH Marepuaja Kypca,
Ornenka HPUHIIAIIBL, CaMOCTOSITEIbHAs pabota | 6e3omacHocts (MB). KOHTpPOJIbHAst paboTa, | He criocobeH
«HE3a4TCHO», | PaBOTHI o0yJaronuxcs, MOJATOTOBKa | 2. Texnonorun TECTUPOBAHME, 3alUTa | CAMOCTOSITEIHHO BBIICIATh
«HEYIOBIICTBO | cOBpEMEHHBIX U crada MPOMEXYTOYHOH | 3aIIMTHI JaHHBIX. OTYETOB 1O | TJIaBHBIE IIOJIOKEHHUS B
PUTETBHO» pHpOpPMAIMOHHbl | ATTECTAllMH, IMOArOTOBKA H | 3. Texnomorun MPaKTHIECKAM W3YYEHHOM Marepuaie
X TeXHOJIOrmi m | clada 3adera 3alUTHl BBIYUCIIUTENIBHBIX | paboTaM JUCITUILTAHBI
BO3MOXKHOCTH UX CUCTCM.
HCMOJIb30BaHUS 4. Texuomnoruu
s peleHus O0OHapyXEeHHsI BTOPKEHHH.
3a1aq 5. Ympaeienue
npodeccuoHaabH 0€e3011acHOCTEIO.
OU JIeITEIbHOCTH.
BbazoBerit OIlIK-4.4-1. Jlexmmonnkie u |l BBenenue B | Tekymuii konTponb — | 3Haer He Menee 50 %
YpOBEHB 3Haer: MIPaKTHIECKHE 3aHATHSA, | HTHPOPMAIIMOHHYIO YCTHBIH OTIpOC, | OCHOBHOTO MaTepuana
Orenka, TPUHIIAIIBI, CaMOCTOSTEIbHAS pabota | 6e3omacuocts (MB). KOHTpOJIbHAsE paboTa, | Kypca, OJTHAKO
«3aUTEHOY, pa6oTsI o0yJarommxcsi, MOJATOTOBKA | 2. Texnomorun TECTUPOBAHHE, 3alllNTa | UCTIHITBIBAET 3aTPYTHEHHS
«yZIOBIICTBOPU | cOBpEMEHHBIX U cJada MPOMEXKYTOYHOH | 3alIMTHI JaHHBIX. OTYETOB 0 | B €ro NpUMeHEeHUH
TEIHLHOY nH(OpMaIMOHHEl | ATTECTallMH, IOArOTOBKA H | 3. Texnoyoruu MPAKTHYCCKUM
X TexXHOJIOrmi m | clada 3adera 3alIUThl BBIYUCIIUTENBHBIX | paboTaM
BO3MOJKHOCTH HX CHCTCM.
HUCIIOJIb30BaHUS 4. Texuomnoruu
s peleHus OOHapyXeHHsI BTOPKEHHH.
3a1a4 5. VYnpasnenue

? JIeKIHOHHbIE 3aHATHS, PAKTHIECKHE 3aHATHS, Ta00PATOPHbIE 3aHATHS, CAMOCTOSTENbHAs paGoTa. ..
¥ Heo6X01MMO yKa3aTh aKTHBHBIE U HHTEDAKTUBHBIE METO/IbI 0OyUeH s (HATIPIMEp, HHTEPAKTHBHAS JIEKIHs, pab0Ta B MallbIX TPYIIIAX, METObI MO3TOBOTO IITYPMA U T.11.),
CIOCOOCTBYIOIIHE PA3BUTHIO y 00yUarOINXCS HAaBBIKOB KOMaHAHOHM paOOThI, MEKITMIHOCTHON KOMMYHHUKAIUH, IPUHITHS PEIICHUH, THIEPCKUX KaueCTB.

* HammenoBaume TeMbl (pasjena) Gepercs u3 paboueii mporpaMMbl TUCIHIITHHEL.
® OLEHOYHOE CPEICTBO OIDKHO BEIOHPATHCS C YUETOM 3aIIaHHPOBAHHBIX Pe3yIbTATOB OCBOCHHS AMCIIAILTHHbI, HAPHME:

«3HaTh» — cobecenoBaHNEe, KOJUIOKBHYM, TECT. ..

«YMeTb», «BnaneTs» — MHIUBHUTya IbHBIA WM TPYIIIIOBOM MMPOEKT, Kelc-3a1a4a, AesoBas (poseBast)

urpa, mnopTQoino. ..




npoecCUOHabH 0€30MMaCHOCTEIO.

Ol IEATEIBHOCTH.
Cpenanit OIlIK-4.4-1. Jlextmonneie u| L Beenenne B | Texymuii KOHTpoIb — | 3HaET OCHOBHYIO 4YacTh
YPOBEHB 3Haer: MPaKTHYECKUC 3aHATUSA, | THPOPMAIIMOHHYIO YCTHBIN ompoc, | MaTepuaia Kypca,
OrneHka NIPUHIIAIIEL, pabota B Malbix Tpymmax, | 6ezomacHocth (MB). KOHTpOJIbHas paboTa, | cnocobeH MPUMEHUTH
«3aUTEHOY, paboTe WHTEpaKTHBHAS nekuus, | 2. Texnomorun TECTUPOBAHME, 3alllUTa | U3yUYEHHBIH MaTepuayl Ha
«XOPOIIIO» COBPEMEHHBIX TUCKYCCHA, 3aIUTHI JAHHBIX. OTYETOB MO | MPaKTHUKE,  HWCIBITHIBAET

HH(POPMAIHOHHBI | CAMOCTOSITCIIbHAS pabota | 3. Texnonorun MPAKTHYECKUM HE3HAYHUTEIbHBIC

X TeXHOJIOI I 1 00yJarommxcs, ITOATOTOBKA | 3aIIUTHl BBIYHCIUTENBHBIX | paboTam 3aTpyOHEHHUS B pEIICHUH

BO3MOKHOCTH MX | A Clada IPOMEXYTOYHOU | CHCTEM. 3aaq

HCTIONE30BAHIS aTTecTallui, IOATOTOBKa u | 4. Texnonorun

JUTSL pEeIICHHS claua 3avera 0OHAPYKCHHS BTOPKCHHIA.

3agaq 5. Ympasnenue

podecCHOHAIBH 0€30IacHOCTBIO.

Ol IEATEIBHOCTH.
Bricoxwuit OIIK-4.4-1. Jlextmonnkle u| L Beenenue B | Texymuii xonTpons — | IlokassiBaeT rIyooKOe
YPOBEHb 3Haer: MPaKTHYCCKUC 3aHATHUS, | MTHOOPMALIMOHHYIO YCTHBIN OmpocC, | 3HAHUE U TIOHUMAaHHE
OneHka HPUHIIAIIBL, pabota B MambIx Tpymmax, | 6ezomacHocTh (MB). KOHTpOJIbHAs paboTa, | MaTepuana, CII0Cco0cH
«3aUTEHOY, paboTe WHTEPaKTHBHAS nexus, | 2. Texnomorun TECTUPOBaHHE, 3alllUTa | IPUMEHUTh  WM3YYCHHBIH
COTJINIHOY COBPEMEHHBIX JTUCKYCCHS, 3aIUTHI JaHHBIX. OTYETOB 1o | MaTepuas Ha PAKTHKE

MH(QOPMAIMOHHBI | CAMOCTOSITE/bHAS pabota | 3. Texnosorun MPAKTHYCCKUM

X TeXHOJIOT I 1 00yJaronuxcs, IOATOTOBKA | 3aIIUTHl BBIYMCIUTENHHBIX | paboTam

BO3MOJKHOCTH MX | A Clada IPOMEXYTOYHOH | CUCTEM.

HCIIONEL30BAHIS aTTeCcTallui, IOArOTOBKa H | 4. Texnosorun

JUTS PeIIICHHS clada 3a4era 0oOHapyKeHHUS BTOPKESHHIA.

3a1a4 5. VYnpasnenue

podecCHOHAIBH 0€301MaCHOCTHIO.

O JIeSITETbHOCTH.

Ymeer

Henocratoun OIIK-4.4-2. JIeK1InoHHbBIE u | 1. BBenenue B | Tekymuid xoHTposib — | He 3Haer 3HauuTENbHOMN
bIil YpOBEHB VYwmeer: MPAKTUICCKUE 3aHATHSA, | THPOPMAIIMOHHYIO YCTHBII OTpocC, | YacTH Marepuaia Kypca,
Ouenka HCIIONTB30BaTh pabota B Malbix Tpymmax, | 6ezomacHocTh (MB). KOHTpPOJIbHAsi paboTa, | He crocoOeH
«HE3aYTE€HO», | TIPUHIIUIIBI HMHTEPaKTHBHAS JeKuys, | 2. Texnosorun TECTUPOBAHHE, 3aIl[UTa | CAMOCTOSITEIBHO BhIICIISATh
«HEYIIOBJIETBO | paboTHI JTUCKYCCHS, 3aIUTHI JAHHBIX. OTYETOB 1O | TJIABHBIE  IIOJIOKEHUS B
PUTEITBHOY» COBpPEMEHHBIX camocCTosITeTbHas pabota | 3. Texnonorun MPaKTHIECKUM M3Y4EHHOM MaTepuaie

uH(pOpPMAIMOHHEl | O0YYalOIMXCs, IOArOTOBKA | 3aIMThl BBIYMCIMTENBHBIX | paboTam JUCITUILTAHBI




X TEXHOJOTMH W | U cJa4a MPOMEKYTOYHOU | CUCTEM.

MIPUMEHSET X | aTTecTalliy, IIOArOTOBKa H | 4. TexHoyioruu

JUISE perieHus | caada 3adeTa 0oOHapyKeHHUS BTOPKECHHIA.

3a/aq 5. Ynpasnenue

npo(ecCuoHabH 0€301MaCHOCTEIO.

O IEATCITHLHOCTH.
bazoBsrit OIIK-4.4-2. JlexmmoHHbBIE u | 6. Brenenue B | Texymuii KOHTpOIb — | YMEET BOCHPOM3BECTH HE
YPOBEHB VYMeerT: MTPaKTUYECKUC 3aHATUSA, | THPOPMAIIMOHHYIO YCTHBIN ompoc, | meHee 50 % OCHOBHOTO
Ornenka, HCIIOB30BATh pabota B MambIx Tpymmax, | 6ezomacHocTh (MB). KOHTpOJIbHAas paboTa, | Marepuaia Kypca, OTHAKO
«3a4TEHOY, HPHMHLIUITBL WHTEpaKTHBHAS jgekuus, | 7. TexHoyioruu TECTUPOBAHHE, 3allTa | UCTIHITBIBACT 3aTPyTHEHHS
«YIIOBIETBOPH | paGoTHI JTUCKYCCHS, 3aIUTH JaHHBIX. OTYETOB o | mpu pelieHuu
TENBHOY COBPEMEHHBIX CaMOCTOATEILHAS pabota | 8. Texuonorun MPAKTHYCCKUM MPAKTHYECKUX 3a/1a4

UHPOPMALMOHHEI | OOYYalOIMXCs, IIOATOTOBKA | 3aIMTHI BBIYMCIMTENBHBIX | paboTam

X TEXHOJOTHH W | A cJaya MPOMEKYTOUHOM | CUCTEM.

HpI/IMCHSIeT ux | arrécraiguu, IO0AroToBKa H 9 Texnonoruu

1A pemeHns caadya 3a4deTa 06Hapy>1<eHI/m BTOp)I(eHI/IfI.

3amag 10. Ympasnenue

npo(ecCuoHabH 0€30MMaCHOCTHIO.

Ol JI€ITEIHLHOCTH.
Cpennuit OIIK-4.4-2. JIekMoHHbBIE u|l. BBenenue B | Tekymuii KOHTpoOIb — | YMeeT pewarhb
YPOBEHb Vwmeer: MPaKTUYECKUE 3aHATUSA, | THPOPMAIIMOHHYIO YCTHBIN OTpOC, | CTaHIAPTHHIC
Orenka HUCIOJIb30BaTh pabota B Mamblx Tpymmax, | 6ezomacHocTh (MB). KOHTpPOJIbHAast pabora, | mpodeccruoHaTbHbIC
«3a4TEHOY, HPHMHIIUITBL WHTEpaKTHBHAS JeKkuus, | 2. TexHoyioruu TECTUPOBaHHE, 3alllUTa | 33]]a4d  C NPUMEHEHHEM
«XOPOIIIOY padoTHI JTUCKYCCHS, 3aIIATH] JaHHBIX. OTYETOB 0 | MOJIyYeHHBIX 3HAHUH,

COBPEMCHHBIX CaMOCTOATCIIbHAA pa60Ta 3. Texnosoruu MMPAKTUYCCKUM HUCIIBITBIBACT

UHPOPMALMOHHEI | OOYYalOIMXCs, IIOATOTOBKA | 3aIMThl BBIYMCIMTENBHBIX | paboTam HE3HAUYUTEIbHBIE

X TEXHOJOTHi M | M cJadya IPOMEXYTOYHOU | CUCTEM. 3aTPYJHEHHUST B PEIICHUHU

NpUMEHSET ux | arreécranguu, IOoAroToBKa H 4, TexnHosoruu 3a1a4

TUTSI pelleHus | clava 3adeTa 00OHapYKCHHUS BTOPKCHHIA.

3amau 5. VYnpasnenue

poecCHoHaIbH 0€301MacCHOCTHIO.

OH JIeATEILHOCTH.
Bricokwnii OIIK-4.4-2. JIekIMoHHbBIE u|l. BBenenue B | Texymuii KOHTpolb — | YMeeT peuarb
YPOBEHBb Vwmeer: MIPaKTHUECKUE 3aHATHSA, | THPOPMAIIMOHHYIO YCTHBIN OIpOC, | CTaHIAPTHBIC
Orenka HUCIOJIb30BaTh pabota B Manbix Tpymmax, | 6ezomacHocTh (MB). KOHTpOJIbHAsl paboTa, | mpodeccruoHabHbIC
«3aUTEHOY, HPHMHLUITI WHTEpaKTUBHAS Jexkuus, | 2. TexHoyioruu TECTUPOBAHME, 3alllUTa | 33J]a4d C NPUMEHEHHEM




«OTJIMIHOY padoThI JTUCKYCCHS, 3aIUTHI JaHHBIX. OTYETOB o | MOJTyYeHHBIX 3HaHUH,
COBPEMEHHBIX camMocCTOsITeTThbHAas pabora | 3. Texnomorun MPAKTHIECKAM MTOKa3bIBaeT riryookoe
WH(OPMAITMOHHBI | OOYYarOIIUXCsl, TOATOTOBKA | 3alTUTHl BBIYUCIUTEIBHBIX | paboTaMm 3HaHWE ©  [TOHWMaHHUe
X TEXHOJOTMH U | U clada TPOMEXKYTOUHOH | CUCTEM. MaTepuana, crocoOeH
MPUMECHSICT WX | aTTecTaluu, TNOATOTOBKAa U | 4. Texnonorun pemuTh,  3amady  [pu
TUTS pemieHus | cmada 3adeTa 0oOHapyKeHHUS BTOPKESHHIA. W3MEHEHUHN
3a1a4 5. VYmpasnenue (hopMyITUPOBKH
npo(ecCuoHaIbH 0€30MMaCHOCTEIO.

Ol IEATEIBHOCTH.
Bnageer

Henocraroun OIIK-4.4-3. JleknnoHHbBIE u|l. BBenenue B | Texymuii kouTpons — | He 3HaeT 3HauuTenpHOM

bl YPOBEHB Bnapeer: MPAKTUYECKUE 3aHATHUS, | MTHOOPMALIMOHHYIO YCTHBIN OIIpoC, | 4aCTU Marepuana Kypca,

Orenka HaBBIKAMHU pabota B MambIx Tpymmax, | 6ezomacHocTh (MB). KOHTpPOJIbHAasi paboTa, | HE crocobeH

«HE3aYTeHO», | PabOTHI WHTEpaKTHBHAS nexus, | 2. Texnomorun TECTUPOBAHHE, 3allNTa | CAMOCTOSITEIHHO BBIIEISTh

«HEYIOBJIETBO | COBPEMEHHBIX JIUCKYCCHS, 3aIUTHI TaHHBIX. OTYETOB 10 | TTIaBHBIE  TIOJIOKCHHSI B

PUTETBHOY» WH(OPMAITMOHHBI | CAMOCTOSITENbHAS pabota | 3. Texnomorun MPaKTHIECKAM W3YYEHHOM Marepuaie
X TEXHOJIOTHH JUTs | OOyYaroIIuXCsi, TOATOTOBKA | 3alIUTHl BBIYUCIUTEIBHBIX | paboTaMm JACTTUTUTAHBI
pemieHusT  3ama4 | 1 cAada  IPOMEXYTOYHOM | CHCTEM.
npoecCUOHabH | aTTecTalluy, MOAroTOBKa u | 4. Texnosorun
Oif IeITENTFHOCTH. | cAada 3a4era 0oOHapyXKeHHUS BTOPKESHHIA.

5. Yupasnenue
0€30I1aCHOCTBIO.

BazoBrrit OIIK-4.4-3. JIekIMoHHbBIE u| 6. BBenenue B | Texymuii koHTpons — | Bnangeer HaBbIKAMU

YpOBEHB Brnapeer: MTPaKTHIECKHE 3aHATHSA, | THPOPMAIIMOHHYIO YCTHBIH OTIPOC, | TEOPETHYECKOTO "

Orenka, HaBbIKAMU pabora B MamnbIx Trpymmnax, | 6ezonacHocts (MB). KOHTpOJIbHAs paboTa, | SKCIIEPUMEHTAILHOTO

«3aYTCHOY, paboThl WHTEpaKTHUBHAS nexmus, | /. TexHomoruu TECTUPOBAHME, 3all[UTa | UCCIICOBaHUSA  OOBEKTOB

«YIOBJIETBOPH | COBPEMEHHBIX JTUCKYCCHS, 3aIUTHI JaHHBIX. OTYETOB o | mpodeccuoHaIbHON

TEIHLHO MH(GOPMAITUOHHBI | CAMOCTOSTEIIbHAS pabota | 8. TexHomoruu MPaKTUYECKUM NIeATEeTTLHOCTH, YCBOWII
X TEXHOJIOTHH I | 00yJaIomuXxcsi, IOATOTOBKA | 3alTUTHI BBIYHUCIUTEIBHBIX | paboTam OCHOBHOE coaepxKaHue
pelieHrs  3aja4 | M clada IMPOMEKYTOYHOU | CHCTEM. MaTtepuana JUCIUILTUHEI,
nmpoecCHoHaNbH | aTTecTalMy, NOAroToBKa u | 9. Texnonorun HO WMeeT TmpodeNsl B
0¥l eATeTFHOCTH. | CJada 3a4eTra 00HAPYKECHHSI BTOPYKCHHM. YCBOCHUU Marepuana.

10. VYnpasnenue Nwmeer
0€3011aCHOCTEIO. HECUCTEMAaTU3UPOBaHHBIC
3HAHUS OCHOBHBIX

pa3aesioB AUCIUILIUHBI.




Cpennuit OIIK-4.4-3. JIekuoHHbIE u |l Bsenenue B | Texymuii koHTpons — | Bnaneer HaBBIKAMHU
YPOBEHb Brnaneert: MIPAKTUYECKUE 3aHATHS, | THQOPMALIMOHHYIO YCTHBIN OIIPOC, | TEOPETUUECKOTO u
Orenka HaBBIKAMH pabota B MambIx Tpymmax, | 6ezomacHocTh (MB). KOHTpOJIbHAs padoTa, | SKCIIEPUMEHTAITHHOTO
«3a4TEHOY, paboTh WHTEpaKTHBHAS nekuus, | 2. TexHonorun TECTHPOBAHME, 3aIUTa | HCCIEJOBaHUSI  O0BEKTOB
«XOPOILIO» COBpPEMEHHBIX JMCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB no | nmpodeccuoHaIBEHOR
NHGOPMALMOHHBl | CAMOCTOSTEJIbHAs pabota | 3. TexHonorun MPaKTUIECKUM JESITeTbHOCTH, CHOCOOCH
X TEXHOJIOTHH 115l | 0Oy4YaloIMXCsl, MOJArOTOBKA | 3aIUTHl BBIYMCIUTEIBHBIX | paboTaM CaMOCTOSITENILHO BBIICISTD
pemieHns  3aja4y | M clada MPOMEKYTOUHOM | CHCTEM. TTIaBHBIE TOJIOKCHUS B
npodecCuoHaNbH | aTTecTaluM, I[OATOTOBKAa U | 4. TexHonoruu W3y4YeHHOM  MaTepHale.
Ol IeATENBHOCTH. | cAaya 3a4era 0OHapYKEHHUS BTOPKESHHIA. UcneiTeiBaeT
5. Ympasienue HE3HAYHUTEIIbHbBIC
0€30I1aCHOCTBIO. 3aTPyIHEHHUS B PEIICHUH
3agay.
Bricokuii OIIK-4.4-3. JleknnoHHbBIE u|l. BBenenue B | Texymuii xontponar — | CBoOOAHO BJIaJIeeT
YpOBEHb Brnaneer: MPaKTUIECKUE 3aHATHS, | HTHPOPMALIMOHHYIO YCTHBIN OTpoc, | HaBBIKAMHU
Orenka HaBBIKAMHU pabota B MambIx Tpymmax, | 6ezomacHocTh (MB). KOHTpPOJIbHAs paboTa, | TEOPEeTHIECKOTO "
«3a4TEHOY, paboThI HWHTEPaKTHBHAS nexkuus, | 2. TexHonoruu TECTHPOBAHHE, 3aIUTa | SKCIIEPUMEHTAIBHOTO
«OTIIMYHO» COBpPEMEHHBIX JIMCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB O | HUCCIIeIOBaHUA,
WHGOPMALMOHHBI | CAMOCTOSTEJIbHAs pabora | 3. TexHonorun MPaKTUIECKUM MOKa3bIBAET riybokoe
X TEXHOJIOTHH 1151 | 0OydYarolMXCsl, IOJArOTOBKA | 3alUTHl BBIYMCIUTEIBHBIX | paboTaM 3HaHWE W  IIOHHMMaHHUe
pemieHns  3aja4y | M1 clada IMPOMEXKYTOUHOM | CHCTEM. M3y4EeHHOT0 MaTepuaia
npoecCHOHANBH | aTTecTalliH, IOATOTOBKa U | 4. TexHonorun
Ol IEeATENPHOCTH. | cAaya 3a4yera 0o0HapyXeHHsI BTOPKEHUH.
5. Yupasnenue

0€30I1aCHOCTRIO.




4. MeTtoau4yeckue MaTepUaJibl, ONpeAesaonue Npoueaypbl

OlICHUBAHUHA PE3YJIbTAaTOB Oﬁy‘leHl/lﬂ

3ananus B gopme yCTHOIO ompoca:

Y CTHBIN OMPOC UCIIONB3YETCS ISl TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH O0YYarOIIUXCS 110
JUCIUIUIMHE B KauyecTBE IMPOBEPKHU pe3yJIbTaTOB OCBOEHHUs Marepuana. Kaxaomy cTyaeHty
BBIJIA€TCSl CBOM COOCTBEHHBIH, Y3KO C(OPMYIUPOBAHHBII Borpoc. OTBET JOIKEH ObITh YETKUM
U KpaTKuM, COoACpKalllUM BCC OCHOBHBIC XAPAKTCPHUCTHUKU OIIMCBIBACMOI'O ITOHATHUA. B cBoem
OTBCTC CTYACHT OOJIKCH IIOKA3aTb YMCHHUA IHPOCICKHUBATL NMPHUYNWHHO-CICACTBCHHLIC CBA3U H
HAaBBIKHM PACCYKJICHUM U JI0Ka3aTeJIbCTBA.

3ananus B popme npakTuyeckux pador. KoMmiekT pa3HOypOBHEBBIX 33124
(3apanmii)

[IpakTudeckas paboTa MPEnCTaBISIET COOOM KOHTPOIBHOE MEPOMPHITHE 10 YICOHOMY
MaTepuany KaxJI0u Temsl (pa3zaena) AUCUUILINHBI, COCTOSIIEE B MHANBUAYAIBHOM BBIIOJHEHUU
00y4aromuMcsl IPaKTUUECKUX 3aJaHUN Ui OLICHKH MOJIY4YEHHbIX 3HAHWUN, YMEHUN U BIIaJCHUM
KOMITETEHIIUSIMUA, (POPMHUPYEMBIMU TI0 TaHHOW AUCIUTIINHE.

BroimonHenue mpakTUYecKUX pabOT  SABISETCS CPEICTBOM  TEKYIIEro KOHTPOJIS
yCIIeBAEMOCTH OOYYaIOIIUXCs MO AMCHUILIMHE U MOXKET BKIIIOYATh B CeOsl CIEAYIOIIUE THIIbI
3alaHUi: 3aJlaHds. TUIOBOTO BHUJA M 3aJlaHUsl TBOPUECKOTO XapakTepa, MO pe3yjbTaTaM
BBIMIOJTHEHUS] NPAKTHUECKUX 3aJlaHuil oOydaromue oGOpMIISIIOT OTUYETHI, COAEpIKAIllMe aHalu3
MIOJIyYEHHBIX PE3YyJIbTaTOB U BBIBOJBI.

TecToBble 3a1anu. 3agaHus B opMe TeCTHPOBAHUS

Tect npencrasisier co00ii KOHTPOIBHOE MEPOIIPHUATHE IO YICOHOMY MaTepUary KaxIou
TEMBI (pasnena) JUCHUIIIINHBI, COCTOAIIECE B  BBIIIOJIHCHUU O6yan-OHII/IMC${ CHUCTEMBI
CTaHIapTU3UPOBAHHBIX 3a/laHUH, KOTOPAs MO3BOJISIET ABTOMAaTU3UPOBATh MPOLIENAYPY U3MEPEHUS
YPOBHSI 3HAHUH U yMEHUI 00y4aroierocs.

TectupoBaHue sBIIs€TCS CPEACTBOM TEKYLIET0 KOHTPOJS YCIIEBAEMOCTH OOyYaroIIHUXCs
N0 JAMCUUIUIMHE W MOXET BKJIIYaTh B ce0s Cleqylole TUMbl 3aJaHuil: 3aJaHue C
€MHCTBEHHBIM BBIOOPOM OTBETAa U3 MPEUIOKEHHBIX BapHAHTOB, 3a/laHUE Ha OIpeiesieHue
BCPHBIX 1 HCBCPHEBIX Cy)KI[CHHi/JI; 3aJaHUC C MHOKE€CTBCHHBIM BBI60pOM OTBETOB.

B KaXXJ10M 3alaHu HCO6XOI[I/IMO BBI6paTI) BCC IMPAaBUJIbHBIC OTBCTHI.



5. MarepuaJbl AJ1s1 NPOBEIeHUA TEKYLIero KOHTPOJIS U MPOMEKYTOYHOM

arTrecranmun

3ananus B gopme yCTHOIO ompoca

5 cemecTp

1. Beenenue B undopmarmonnyro 6e3omacuocts (Mb)

2. OcuHoBuble noustust Ub.

3. AHanm3 yrpos.

4. [TpoGiieMbl 0€3011aCHOCTH KOMIIBIOTEPHBIX CETEH.

5. [TonuTuka 6€30MaCHOCTH.

6. OCHOBHBIE COCTABIISIOLINE MTOTUTHKH OE30MACHOCTH.

7. HopwmatuHo-nipaBoBoe obecnieuenue Mb.

8. Crannapter Ub.

9. MexnayHnapoanbie ctanaapthl B chepe Ub.

10.  Ilpuanumns! 3amuTs! nHGopMaroHHbIX cucteM (MC).

11. TexXHOI0rnu 3aIuThl JaHHBIX.

12.  TIpuHOUIBI KPUTITO3AIIUTHI.

13. Kpunrorpadudeckue aropuTmel.

14.  Kpunroanamnus.

15.  CummeTpuyHbIC U ACHMMETPUYHBIE CUCTEMBbI IIU(POBAHMUS.
16. TexHoIoTUM AEKTPOHHO-UU(PPOBON TTOAMHCH.

17. OYHKIMH X3IIUPOBAHUS.

18.  TexHonorum ayreHTU(UKALNH.

19.  buomerpuueckas ayTeHTU(DHUKAIHS.

6 cemectp

1. TexHonornu 3a1uThl BHIYUCIUTENBHBIX CUCTEM.

2. O6ecneuenue 6e3omacHocTH oneparuoHHbix cuctem (OC).
3. MekceTeBble SKpaHsbl.

4. CepTtudukanus u CTaHapTU3ALHNS.

S. 3amuTa B BUPTyalbHBIX ceTssx VPN.

6. 3amura Ha ypoBHsx mozaenu OSI.

7. TexHomornM 0OHAPYKEHUSI BTOPKEHHH.

8. CpenctBo ananu3za cereBoro tpaduxa Wireshark.

9. CxaHMpOBaHUE CETH.

10.  AHanu3 3alUIIEHHOCTH.

11.  OOHapyxeHHe aTax.

12.  IlporpaMMHbIe cpeacTBa OOHAPY>KEHHs BTOPKEHUS.

13.  3ammra yJajieHHOTO JOCTYIIA.

14.  3ammra OT BUPYCOB U CHama.

15. VYmpasnenue 6€30MacHOCTHIO.

16.  3agaum ynpasinenus b B undopmarmonnsix cucremax (MC).
17.  Apxurextypa u pyHkuuonuponanue cucreM ymnpasienus Ub B (UC).
18.  Ayaut u monutopunr 6esonacHoctu (UC).

19.  OG630p cucTeM yIpaBJIeHUS 0€30TTACHOCTBIO.

TecToBBIC 3a1aHUA

S cemecTp



1. KTo aBIsIeTCI OCHOBHBIM OTBETCTBEHHBIM 34 OIMPCACIICHUC YPOBHA
kiaccudukanuu nHGopManun?

a) PyKoBOIHUTENb CPEHETO 3BEHA

b) Beiciiiece pykoBOICTBO

C) Bnagenen

d) [Tons30Baresnb

2. Kakast kareropus siBJIsieTCsl HanOoJIee PUCKOBAHHOM [Tl KOMITAHHHU C TOUKH

3pEHHUS BEPOATHOIO MOIIEHHHYCCTBA M HAPYIIEHHsT O€3011acHOCTH?
a) CoTpyaHHKH

b) Xaxepsl

C) ATakyromme

d) KonTparenTs! (Jiuma, paboTaromiye mo 10roBopy)

3. Ecau pa3nuyHbIM rpymnaM HoJIb30BaTelIel ¢ pa3InyHbIM YPOBHEM JIOCTYIA

TpeOyeTcs JOCTYN K OJJHOM U TOM ke MH(pOopMaIMy, KaKoe U3 yKa3aHHBIX HIDKE AeHCTBUIMA
clelyeT MpeaNPUHITh PyKOBOJCTBY?

a) CHM3UTH ypOBeHb 0€30MacHOCTH 3TOM HH(OpMAaLIUU I 00ecTieYeHUs ee
JIOCTYITHOCTHU U yJI00CTBA UCIIOJIb30BAHUS

b) TpebGoBaTh MOAMKUCAHUS CHIEIIUAIBHOTO Pa3pelIeHHs KX bl pa3, Koraa
YeIIOBEKY TpeOyeTcs TOCTYII K 3ToM nH(opMauu

C) YAy4qmuTh KOHTPOJIb 32 0€30MaCHOCTHIO ATON UHPOPMAITUT

d) CHU3UTH YpOBEHB Kiaccudukaimu 3toi naopmanuu

4, Kakoii (hakTop Hanbomee BaKeH JJIs TOTO, YTOOBI OBITH YBEPEHHBIM B YCIICIITHOM
obecrnieueHnH 6€30MacHOCTH B KOMITAHUU?

a) [Togneprxka BbICIIETO PYKOBOACTBA

b) D¢ dexTuBHBIC 3aIUTHBIC MEPHI U METOJIbI UX BHEAPEHUS

C) AKTyanbHbIE M aJICKBATHBIE TIOJIMTUKH U MPOIIEAYPHI 0€30I1aCHOCTH

d) [IpoBeneHue TPEHUHTOB MO OE30MACHOCTH VISl BCEX COTPYIHUKOB

5. Korna nenecoo6pasHo He mpeanpuHUMaTh HUKAKUX JI€WCTBUN B OTHOIICHUU
BBISIBJICHHBIX PUCKOB?

a) Huxkorna. Jlns obecnieuenus Xxoporieit 0€30MacHOCTH HY)KHO YYUTBIBATh U
CHWKATh BCE PUCKH

b) Korna pucku He MOTYT OBITH IPUHATHI BO BHUMAHHE 0 MOJTUTUYECKUM
COOOpaKeHUSIM

C) Korna HeoOXxoumbie 3alUTHBIE MEPBI CITUIIKOM CIOHBI

d) Koraa cTouMocTh KOHTPMED MPEBHIIAET [ICHHOCTh AKTUBA U MOTEHIUATBHBIC
NoTepH

6. Kakoe yTBep:kieHne SBISETCS MPAaBUIBHBIM, €CIIM B3TJISTHYTh HA PA3HUILY B IEIAX
0€30MacHOCTH /111 KOMMEPYECKON U BOCHHOM OpraHu3aIun’?

a) Tonpko BOCHHBIE HMEIOT HACTOSIIYIO O€30MaCHOCTh

b) Kommepueckast KoMIaHusl OOBIYHO 0OJTBITE 3a00THTCS O TICIIOCTHOCTH H
JOCTYMHOCTH JIaHHBIX, @ BOGHHBIE — 0 KOH()UIESHITNATbHOCTH

C) BoennbiM TpeOyeTcst 60TbINi ypOBEHb 0€30MMaCHOCTH, T.K. X PUCKH
CYILIECTBEHHO BBIIIE

d) KomMmmepueckast komnaHus 00bI9HO 00JIbIIIE 3a00TUTCS O TOCTYITHOCTH U

I(OH(bI/I,Z[eHI_II/IaJIBHOCTI/I JaHHBIX, 4 BOCHHBIC — O IICJIOCTHOCTH

7. 3aH_[I/ITa I/IH(I)OpMaI_II/II/I OT YTCUKHU — 3TO ACATCIIBHOCTD IO MPECAOTBPAILICHUIO:



a) NOJYyYEHHUs 3alIUIIaeMoi nH(pOpMAIMK 3aUHTEPECOBAHHBIM CYOBEKTOM C
HapyIIEHHEM YCTaHOBJICHHBIX TPABOBBIMH JOKYMEHTAMH WM COOCTBEHHUKOM, BIIaeNbIEM
uH(OpPMALIMK TIPaB WU MPABHJI OCTYIA K 3alUIaeMoi nHpopMarumy;

b) BO3/ICHCTBUS ¢ HAPYIICHHEM YCTaHOBJICHHBIX NIPAB M/WJIM NPaBHJI Ha U3MEHEHNE
UH(OpPMALINH, IPUBOSILIETO K HCKAKECHHUIO, YHUUTOXKEHHUIO, KOITMPOBAHHIO, OJIOKUPOBAHUIO
J0CTyna K HH(opManuy, a Takxke K yTpaTe, YHHUTOKESHUIO WK cO0r0 (hyHKIMOHUPOBAHUS
HOCUTEIsl HHPOPMaLIUY;

c) BO3/ICHCTBUS Ha 3alUIaeMyl0 HH(OpMaNNIO OMIMOOK HOIB30BaTENs
uHpopmanuei, c60s TEXHUUECKUX U IPOTPAMMHBIX CPEJICTB HH()OPMAIIHOHHBIX CUCTEM, a
TaKOKe MPUPOJIHBIX SIBJICHUH;

d) HEKOHTPOJIMPYEMOT0 PACIPOCTPAHCHHUS 3alUIAeMOi HHPOPMAIIUHU OT ee
pasriaiieHusl, HeCAHKIIHOHUPOBAHHOTO JIOCTYIIA;
e) HECAHKIIMOHUPOBAHHOTO JOBECHUS 3aIUIaeMOil HH(OpMAIHH 10

HEKOHTPOJIMPYEMOTO KOJIMYEeCTBa Motydaresiei nupopmanuu.

8. 3amura uHGOPMaIIUH ITO:

a) nporecc coOopa, HaKOIUIEHUs, 00paOOTKH, XpaHEHUs, PACIIPEICIICHIS 1 ITOMCKA
nHpopmanuu;

b) npeoOpazoBaHre HHPOPMAIUH, B PE3YJIbTaTE KOTOPOTO COJICPIKAHNE
UH(POPMAIIUU CTAHOBHUTCSI HETIOHSTHBIM JJIsl CYObEKTa, HE MMEIOIIETO JTOCTYIIA;

C) MOJTy4eHUE CYOBEKTOM BO3MOKHOCTH O3HAKOMIICHUS ¢ HH(OpMAIIHEH, B TOM
YHCIIC TIPU TOMOIIM TEXHUYECKUX CPEJCTB;

d) COBOKYITHOCTb IPABHWJI, PETIIAMEHTUPYIOIINX TMOPSIOK U YCIOBHS TOCTyIIa
cyObeKTa K MHPOPMAIIUU U €€ HOCUTEJISIM,

e) JESTEIIbHOCTB T10 TIPEOTBPAIICHUIO YTEUKH WH(DOpMALINH,

HCCAaHKIMOHHUPOBAHHBIX U HCIIPCAHAMCPCHHDBIX BOBHefICTBHﬁ Ha He€.

9. EcrecTBeHHBIC yrpo3bl 0€30MacHOCTH HH()OPMAIIUU BHI3BAHBI:

a) JCSITeIbHOCTHIO UCIIOBEKA,;

b) omnOkamu nipu npoekrupoBanun ACOMU, ee 2y1eMeHTOB WK pa3paboTke
MIPOrpaMMHOTO 00€CTICUEHHUS;

C) BO3/ICUCTBUSAMH OOBEKTHBHBIX (DU3NYECKHUX MPOILIECCOB MIIM CTUXHIHBIX
MIPUPOJTHBIX SBIICHUH, HE3aBUCSIIUX OT YEJIOBEKa;

d) KOPBICTHBIMHU YCTPEMJICHUSIMH 3JI0yMBIILICHHUKOB;

e) OIMOKaMU TIPH JCHCTBHSIX TIEPCOHAIA.

10.  HckyccTBEeHHBIC YTPO3bI 0€30MACHOCTH HH(OPMAITH BHI3BAHBI:

a) JeSITeIIbHOCTBIO UEIIOBEKa,

b) ommOkamu nipu ipoektupoBannu ACOM, ee 3eMeHTOB WiIH pa3paboTke
MPOrPaMMHOTO OOECTIeUeHUsI;

C) BO3/ICUCTBUSAMH O0BEKTHBHBIX (DU3UYECKHX MPOIIECCOB MIIA CTHXUHHBIX
NIPUPOJIHBIX SBJICHUH, HE3aBUCSIIINX OT YEIIOBEKa,

d) KOPBICTHBIMU YCTPEMIICHUSIMHU 3JI0YMBIIUICHHUKOB;

e) OLIMOKaMU TIPU JICHCTBHSX TIEPCOHAIA.

11. K ocHOBHBIM HempeIHAMEPEHHBIM HCKycCTBEHHBIM yrpo3am ACOU otHOCHUTCS:

a) busznyecKoe pa3pylnieHUe CUCTEMBI ITyTEM B3PbIBa, TIOJHKOTA | T.I1.;

b) nepexBar NOOOYHBIX AIEKTPOMArHUTHBIX, aKYCTHUECKUX U APYTHX H3ITydSHHH
YCTPOWCTB U JINHUI CBSI3H;

C) M3MEHEHHE PEKUMOB paObOThI YCTPOMCTB WU MPOTPaMMm, 3a0aCTOBKA, Cab0TaxK

nepcoHaja, MOoCTaHOBKa MOIIHBIX AKTUBHBIX ITOMEX H T.II.;



d) YTEHUE OCTaTOYHON MH(POPMALIMHU U3 ONIEPATHUBHOM MaMSATH U C BHEITHUX
3alIOMUHAIOIIUX YCTPONCTB;

e) HCYMBIIIJICHHBIC HeﬁCTBHﬂ, MNPUBOAAIINEC K HACTUIHOMY WJIM ITIOJIHOMY OTKa3y
CUCTEMBI WJIM Pa3pyIICHHIO allapaTHBIX, IPOrPaMMHBIX, HHHOPMAIIMOHHBIX PECYPCOB
CHUCTCMBI.

12. K nocTopoHHHUM JHIIaM HapyIIUTEIsIM WH(OPMAIIHOHHON 6€3011acCHOCTH
OTHOCHTCS:

a) IPE/ICTABUTENIN OpraHU3allni, B3aUMOJICUCTBYIOIIUX 10 BOIIPOCAaM 00ECIICYCHUS
KHU3HEIeSITeIbHOCTH OpTraHn3alliy;

b) nepcoHa, 00CIyKHBAIOLIHNA TEXHUYECKUE CPEICTBA;

c) TEXHUYECKHI epCOHa, 00CITYKUBAIOIIUIT 3/JaHUE;

d) 10JIb30BATEJIH;

e) COTPYAHUKH CITy)KObI 0€30I1aCHOCTH.

f) IPE/ICTABUTENIN KOHKYPHUPYIOIIUX OpraHU3aluii.

Q) JMIA, HAPYLIMBIINE TPOITYCKHOM PeXUM;

13.  Cnawm, KOTOpBI HMEET LIeJIb OIIOPOYHTH Ty HIH HHYIO GUPMY, KOMITaHHIO,
HOJHUTHUYECKOTO KaHIU/IaTa H T.II:

a) YepHBIN muap;

b) (uimHr;

c) HHUT'€PUICKHE MUChMa;

d) UCTOYHHK CIIyXOB;

e) IyCTBIC MUCHMA.

14.  Cnam pacnpocTpaHseT MoIebHbIe COOOMICHUS OT UIMEHU OaHKOB WITH

q)HHaHCOBBIX KOMHaHHﬁ, LEJIBIO KOTOPBIX ABJIACTCA C60p JIOTUHOB, HﬁpOJICfI " IMMINH-KOJ0B
MOJIb30BaTEIICH:

a) YepHBIil THap;

b) buIIuHr;

c) HUTEPHUICKUE TTHCHMA;

d) UCTOYHHK CITyXOB;

e) IyCTbIE HChMa.

15.  AxTuUBHBIN NepexBaT HHPOPMAIUH - 3TO MEPEXBAT, KOTOPBIN:

a) 3aKJTF0YAETCsl B YCTAHOBKE ITOJICITYIIMBAIOLIETO YCTPOUCTBA B anaparypy
cpeacTB 00paboTKH MHPOpMAIUY;

b) OCHOBaH Ha (PUKCAIMH AJICKTPOMArHUTHBIX U3TY4YEHH, BOSHUKAIOIINX TIPH
(GYHKIIMOHMPOBAHHUU CPEIICTB KOMITBIOTEPHOM TEXHUKH U KOMMYHHUKAIINH;

c) HETPaBOMEPHO HCIOJIb3YeT TEXHOJIOTHUECKHE OTXO0 bl HH()OPMAIIMOHHOTO
nporecca;

d) OCYIIECTBIISICTCS ITyTEM UCIIOIB30BAHUS ONITUYECKON TEXHUKH;

e) OCYIIECTBIISCTCS C MOMOIIBIO MOJKIIOUSHHS K TEIIEKOMMYHUKAITHOHHOMY

000py/I0BaHUIO KOMITBIOTEPA.

16.  IlepexBar, KOTOpBIN 3aKIFOYAETCS B YCTAHOBKE MOACTYIIMBAIOLIETO YCTPOUCTBA B
amnmapaTypy cpeacTB 00padoTku nH(pOpMaIIUK Ha3bIBACTCS:

a) aKTUBHBIN MepexBar;

b) NIACCUBHBII MIEpEXBaT;

C) ayJMoNepexBar;

d) BUJICOTICPEXBAT;

e) MIPOCMOTP MycCopa.



17.  IlepexBaT, KOTOpBII OCHOBaH Ha (DUKCAITUN IEKTPOMATHUTHBIX U3TyUCHUH,
BO3HHUKAIOIMIUX NMPH (PYHKIIMOHUPOBAHUU CPEICTB KOMITBIOTEPHOIN TEXHUKHA M KOMMYHUKAIIUI
Ha3bIBACTCS:

a) aKTUBHBIN TIEpEXBAT;

b) [IACCHUBHBIH [IEPEXBAT;

C) ay/IMOTIepeXBarT;

d) BHUIEOIIEPEXBAT;

e) IPOCMOTP Mycopa.

18. [TepexBat, KOTOPBIN OCYLIECTBIISIETCS ITYTEM HCIOJIb30BAHUS ONITUYECKOMN
TEXHHUKH HA3bIBACTCS:

a) aKTUBHBIN IEPEXBAT;

b) [IACCHUBHBIH [IEPEXBAT;

c) ay/IMOTIepeXBarT;

d) BUJIEOIIEPEXBAT;

e) IPOCMOTP Mycopa.

19.  CreneHb 3alUIICHHOCTH HHPOPMAIIMK OT HEraTHBHOTO BO3/ICHCTBUS Ha HEE ¢

TOYKHU 3pCHUS HAPYHICHUS eé q)HSHqGCKOﬁ M JIOTUYECKOM OCJI0CTHOCTHU HMJIN
HCCAHKINMOHHWPOBAHHOI'O UCITIOJIB30BaAHUA — 3TO

a) yS3BUMOCTh HH(pOPMAIIUH

b) HaJISKHOCTh HHPOPMAIIMU

c) 3aIUIICHHOCTh HH(POPMALIUH

d) 0e30macHOCTh HH(pOpPMAIIUU

20.  TIpoBepka MOUTHHHOCTH CyOBEKTA 110 MPEABSIBICHHOMY UM UACHTUDHUKATOPY IS
HPUHATHS PEIICHUS O IPESIOCTABICHUU €My JIOCTYIIa K Pecypcam CHCTEMbI — 3TO

a) ayJIuT

b) ayTeHTU(HUKALIUSA

c) aBTOpHU3AIHS

d) UICHTU(UKAITHS

21.  CoBOKYIHOCTb CBOMCTB, 00YCIOBIMBAIOIIUX TPUTOJHOCTh MH(OPMAIH
YIOBJIETBOPSATH OMPE/ICICHHBIE MOTPEOHOCTH B COOTBETCTBUH C €€ HA3HAYCHUEM, HA3bIBACTCS

a) aKTyaJIbHOCTBIO HH(POPMALIUH

b) JIOCTYITHOCTBIO

c) KauecTBOM MH(pOpMALIUH

d) IEIOCTHOCTHIO

22.  TlepBbiM 3TamoM pa3paboTku cucteMs 3amutsl MC sBisiercst

a) aHaJIN3 MOTEHIUAIBHO BO3MOXHBIX yIpo3 HH(OpMAIHU

b) U3y4deHUE NHPOPMAITHOHHBIX TOTOKOB

c) CTaHIapTU3AIHs TIPOrPAMMHOTO 00ECIICUeHNUS

d) OLICHKA BO3MOXKHBIX MTOTEPh

23. HameXHOCTh CHCTEMBI 3alIUTHI HHPOPMAIIUHU OMPEIEIIACTCS

a) YCPEAHEHHBIM MOKa3aTeIeM

b) CaMbIM C1a0bIM 3BEHOM

c) KOJIMYECTBOM OTPAKEHHBIX aTaK

d) CaMbIM CHJIBHBIM 3BEHOM



24,
a)
b)
c)
d)

[TonuTrka nHGOPMALMOHHON 6E30MaCHOCTH — 3TO

poQHITH 3aIUTHI

UTOTOBBIN JAOKYMCHT aHaJin3da pruCKOB

cTaHAapT 0€30MacHOCTH

COBOKYITHOCTb 3aKOHOB, IIPABUJI, OTIPEIENIAIONINX YIPABICHUYECKUE U TPOSKTHBIC

pelieHus B 00JacTH 3alUThl HH(GOpMaIUU

25.

[IpucBoenue cyobekTaM U 00bEKTaM JOCTYyIa YHUKAIBLHOIO HOMepa, mudpa,

KOJa U T.II. C HENbIO MOJTYYCHHS TOCTyIa K HHPOPMAITUU — 3TO

a)
b)
c)
d)

26.

ayTeHTH(UKAIISL
uacHTH)UKAIHSL
ayJIuT
ABTOPHU3AIIHS

Kakoii Tvn BO31€MCTBUS OCYLIECTBIISIET IPOrpaMMHast 3aKJ1ajika, KoTopas

BHenpseTcs B [13Y, cucteMHOe WiTH MPUKIIaTHOE TPOTPaMMHOE 00eCTIedeHHE U COXPAHSET BCIO
WX BRIOpaHHYIO0 WH(POPMALIKIO B CKPBITON 00JIACTH MAMSITH:

a)
b)
c)
d)

27.

KOMITPOMETALIHS
nepexBar
HaOJIFOICHUE
ybopka Mmycopa

CopepxaHueM ImapaMmeTpa yrpo3bl 0€30macHOCTH HHGOpMAITUN

((KOH(l)I/II[eHI_II/IaJIBHOCTL» SABJIICTCA

a)
b)
c)
d)

28.
a)
b)
c)
d)

29.
a)
b)
c)
d)

30.

HCCAaHKIIMOHHWPOBAHHAA MOI[I/I(l)I/IKaLII/Iﬂ
HCKaXXCHUC

HCCAHKIIMOHUPOBAHHOC MMOJTYYCHUC
YHUYTOKCHHUC

TpeboBaHMs K TEXHUYECKOMY O0ECIIEUYEHUIO CUCTEMBbI 3aIUThI:
annapartypHble U pu3HYecKue

YIPaBIEHYECKUE U JOKYMEHTapHbIE

IpOLEAYPHBbIE U pa3/ielbHbIe

aJMUHHMCTPATUBHBIE U alllapaTypHbIE

[Tens npouecca BHEAPEHUS U TECTUPOBAHUS CPEJICTB 3aLIUTHI —
OIpEEIUTh YPOBEHb PACXO0B HAa CUCTEMY 3aIUThI

BBISIBUTH HapyLIUTENS

rapaHTUpPOBATh MPABUIIBHOCTh pEAIU3allMM CPEACTB 3alllUThI
BBIOOp MEp U CPEJCTB 3aALIUTHI

Bo3MoxHOCTB MOJIYYCHU A HeO6XOI[I/IMLIX MMOJIb30BATCIIIO TAHHBIX UJIN CEPBUCOB

3a pa3yMHOE BpeMs XapaKTepU3yeT CBOWCTBO

a)
b)
c)
d)

31.

a)
b)

BOCCTaHABJIMBAEMOCTh
JIETEPMUPOBAHHOCTH
LIEJIOCTHOCTh
JOCTYTHOCTh

Tposickue mporpaMmmsl — 3TO
IIPOrPaMMBbI-BUPYChI, KOTOPBIE PACIIPOCTPAHSAIOTCS CAMOCTOSATEIILHO
BCE IIPOrpaMMBI, COJIeprKallie OIIMOKH



C) 9acTh MPOTPAMMBI C U3BECTHBIMU TOJIB30BATEN0 (DYHKIUSIMHU, CIOCOOHAS
BBITMOJIHATH NEHCTBUS C LIETBI0 IPUUMHEHUS OINPeIeIeHHOro yiepoa

d) TEKCTOBBIC (DailiIbl, paCIPOCTPAHSEMBbIE IO CETH

32.  HawuOosnee Hafe:KHBIM MEXaHHU3MOM JIJIS 3AIIUTHI COACPIKaHUS COOOIIEHUI
SIBJISIETCSI

a) CIICLMAJIbHBIN alnapaTHbId MOLYIb

b) CIEIUATIbHBIA PEXKUM Mepeadr COOOIICHHSI

C) JIOTIOTHUTEIbHBINA XOCT

d) KpHurrorpadus

33.  OcCHOBHO# 11€JIbIO CHCTEMBI OpaHIMay3pa SBJSIETCS YIIPaBICHUE TOCTYIIOM

a) K apXHBaM

b) BHYTPH 3allMIIAEMOI CeTH

c) K CEKpeTHOI nHpopManun

d) K 3alIUIIAEMON CeTH

34.  Tlporecc UMUTAIIUK XaKEPOM JPYKECTBEHHOTO aJipeca Ha3bIBaeTCs

a) «KPIKOM»

b) POHHUKHOBEHHEM

C) B3JIOMOM

d) «Cry(UHTOMY

35.  TIpenocraBieHue JeraibHbIM M0Jb30BaTeaeM AU GepEeHINPOBAHHBIX IPAB
JOCTyIa K PecypcaM CUCTEMBI — 3TO

a) UIEHTU(DUKAIIHS

b) ayJuT

C) ayTeHTU(HUKALIUSA

d) aBTOpPHU3AIHS

36.  IIpoBepka MOUTMHHOCTH IOJIB30BATEIS TIO TIPEABSBICHHOMY M
UJICHTU(DUKATOPY — 3TO

a) aBTOpHU3AIHS

b) ayTeHTU(HUKALUS

c) ayJauT

d) UICHTU(UKAIIHS

37.  CBOHCTBO, KOTOPOE rapaHTHPYET, YTO UH(OPMAIHS HE MOXKET OBbITh TOCTYITHA
WITH PACKPBITA ISl HEABTOPU30BAHHBIX JIMIHOCTEN, 00BEKTOB HIIH MPOIIECCOB — 3TO

a) JIeTePMUHUPOBAHHOCTD

b) JIOCTOBEPHOCTH

C) 1[EJI0OCTHOCTh

d) KOH(HICHIIMATHHOCTD

38.  Cucrema, mO3BOJISIFOIIAs pa3/IC)UTh CETh Ha JBE WK 00JIee yacTell M peaan30Barh

Ha0Op MPaBUII, ONPEACISIFOLINX YCIOBUS MTPOXOXKICHUS TAKETOB M3 OJJHOM YacTH B APYTYIO,
Ha3bIBACTCS

a) OpanaMay’pom

b) Opaysepom

c) MapIIpyTH3aTOPOM

d) buIbTpOM



39.

a) nr00ast MporpaMma, Co3JaHHast Ha sI3bIKaX HU3KOTO YPOBHS

b) HeOoJIbIIas porpaMmma, CriocoOHasi K CaMOKOIIMPOBAHUIO, KOTOPAsi MOXKET
HPUIUCHIBATH Ce0sl K APYTUM IIpOorpaMMam

C) daiin, comepkaiuii MaKpoChl

d) HET MPaBHJILHOIO OTBETA

40.  YTO M3 HIKENEPEUHUCIICHHOTO SIBISIETCS OJHUM U3 CIOCOOOB 3aIUTHI
uHpOpMAaLIUK Ha KOMIIbIOTEpE?

a) 3alTa MapojeM JaHHBIX

b) nedparMeHTaIus KECTKOTO TUCKa

c) HOJIHOE OTKJIFOUCHUE CHCTEMHOT0 OJI0Ka

d) nepeyCcTaHOBKA OMEPAIIMOHHON CHCTEMBI

e) HET MPaBUIIHOTO OTBETa

f) BCE OTBETHI IPABUIIbHBIC

41.  Yro Takoe pyTKUT?

a) BPEIOHOCHAS IIPOrPaMMa, OTCIICKUBAIOIIAs, KAKUE CAUTBI OCELIACT
10J1b30BaTEIb

b) nporpaMma, OJIOKHPYIOLIas IOCTYI K KOMIBIOTEPY U TPEOYIOIas ICHbIU 3a
Ppa30IOKUPOBKY

c) HporpaMma Jjist CKPbITOTrO B3SITUSI IO/l KOHTPOJIb B3JIOMAHHOW CHCTEMBI

d) HET MPaBHIBHOTO OTBETA

e) BCE OTBETHI BEPHBI

42. [Tox ¢pummHroM MOHUMAIOT

a) PacChUIKK OT UMEHHU TMOMYJISIPHBIX KOMITAHHN MITH OpraHU3alni, COJepIKaIInX
CCBUIKH Ha JIO)KHbIE CaiiThl, BHEIIHE HEOTIIMYUMbIC OT HACTOSIIUX.

b) nepepacnpezencHue (HaiioB ¥ JOTHUECKON CTPYKTYPhI TUCKa

c) npeoOpazoBaHie HHPOPMALIUY B LIEJISAX CKPBITHS OT HEABTOPU30BAHHBIX JIHI]

d) HET MPaBHIBLHOTO OTBETA

e) BCE OTBETHI BEPHBI

43.  Kak HazpiBaeTcs MHPOpPMAIIHS, KPYT JIHII, HMEIOIINX JOCTYI K KOTOPOH
OTpaHuYCH?

a) OTKpBITAs

b) KOH(DUACHIIMATbHAS

c) 3anmppoBaHHAS

44.  Iludpposanue uHHOpMAIMHU ITO - ...

a) npeoOpa3oBaHue HHPOPMAIIUH, TPA KOTOPOM COJICPKAHUE CTAHOBHUTCSI
HETIOHATHBIM ISl HE 00JIa/IaI0IINX COOTBETCTBYIOIIMMH TTIOJIHOMOYHSIMHU CyOBEKTOB

b) npeoOpa3oBanue HHYOPMAIMK B ABOUYHBIH KOJI

C) npolLecc CKaTHs MH(OpPMAIINH, C IETbI0 YMEHBIICHUS 3aHUMAaeMOro el o0bemMa
Ha JICKe

d) BCE OTBETHI BEPHBI

e) HET MPaBHIBLHOTO OTBETA

45.  Yro Ha3bIBAIOT 3aIIUTON MH(pOpMALIUN?

a) NpeI0TBpALCHNE YTEUKH HHPOPMAIHN

b)

KoMnproTepHBIM BUPYCOM Ha3bIBAETCH:

MPEIOTBPALICHHE HECAHKIIMOHUPOBAHHBIX JECHCTBUI



C) MPEAOTBPALICHUE HENPEAHAMEPEHHBIX BO3ACHCTBUI HA 3alIUIIAEMYIO
nHpopmaruio

d) BCE OTBETHI BEPHBI

46.  YrTo MOHUMAIOT MOJ YTeUKOi nH(popMauu?

a) OECKOHTPOJILHBIN BBIXOJ] KOH(UACHIIMATEHONW HHPOPMAITUH 32 ITPEIEITbI
OpraHu3alluy WIK Kpyra JIHI, KOTOPbIM OHa ObLIa JOBEpEeHa.

b) npeHaMepEeHHAs Iopya Wik YHHYTOXKCHUE UHPOPMALIUU

C) npeIHaMEPEHHOE OBJIa/ICHHE KOH(UICHIINATLHOW HH(DOpMAaLIHEH JIUIIOM, HEe

HMCHOIIUM IIpaBa OOCTYIIA K JaHHBIM.

6 cemecTp

1. Kakasi 13 NpUBEJACHHBIX TEXHUK SBJISICTCSI CAMOM BaYKHOU TPH BHIOOPE KOHKPETHBIX
3alIUTHBIX Mep?
a) AHau3 PECKOB
b) Amnanu3s 3aTpat / BBITO/IBI
c) Pesynbratet ALE
d) BbisBiIeHHE YSI3BUMOCTEH U YIPO3, SIBISIOIINXCS PHYUHON PUCKa

2. Yro myurie Bcero onuchbiBaeT 1enpb pacuera ALE?
a) KomnuecTBeHHO OLIEHUTH YPOBEHD O€30MACHOCTH CPE/IbI
b) OreHnTs BO3MOXKHBIE TOTEPH IS KAXKI0M KOHTPMEPHI
¢) KonuuecTBeHHO OLIEHUTH 3aTPAThl / BBITOIbI
d) OrueHuTh NOTCHIIUATBHBIC TIOTEPH OT YIPO3bI B IO

3. TakTHYeCKOE IITAHUPOBAHUE — ITO:
a) CpemHecpodHOE IUTAHUPOBAHKE
b) JonrocpouHoe MmIaHUPOBAaHHUE
C) EsxenHeBHOE IIaHUPOBAHUE
d) IlnanupoBanue Ha 6 MecsIeB

4. Yro sBisieTcs onpeesieHneM BO3ecTBHs (exposure) Ha 6€30MacHOCTh?
a) Heuro, npuBoasiiee K yiepOy OT yrpo3sl
b) Jlrobas moTeHIMaabHAsS ONACHOCTD [Tl HH()OPMAIIUH WIIH CUCTEM
c) Jlro06o¥# HeToCTaTOK MITH OTCYTCTBHE HH(OPMAIIMOHHON 0€30MacCHOCTH
d) TloTeHIMambHBIE TOTEPH OT YIPO3bI

5. Kak paccunrtats ocTaTOYHBIN PUCK?
a) Yrpossl x Pucku x LleHHOCTD aKTHBa
b) (Yrpossl x LleHHOCTh akTHBA X YA3BUMOCTH) X Prcku
c) SLE x Yacrory = ALE
d) (Yrpossl x Ya3zsumoctu X LleHHocTh akTHBa) X Hea0cTaTOK KOHTPOIIS

6. UTo U3 MepeuncIIEHHOTO HE SIBISIECTCS IEIbI0 IPOBEICHUS aHAIN3a PUCKOB?
a) JlemernpoBaHHUE MMOJTHOMOYHMI
b) KosnmdecTBeHHast OIICHKA BO3ICHCTBUS TIOTCHIIMAIBHBIX YIPO3
C) BsisiBICHUE PUCKOB
d) Omnpenenenue 6amaHca MEXy BO3JACHCTBUEM PUCKA U CTOUMOCTHIO
HEOOXOUMBIX KOHTPMEP



7. UTo U3 EPEUUCICHHOTO HE ABIISIETCS 3a1a4eil pyKOBOJCTBA B MPOIIECCE BHEAPCHUS U
COTPOBOXICHHUS O€30TTaCHOCTH?
a) IMomnepxka
b) BeimonHeHue aHanu3a pUCKOB
c) OmpeneneHue EIH U TPAHUIL
d) enerupoBaHue MOJTHOMOYHNI

8. [Toyemy npu pOBEICHUH aHATHM3a HHPOPMALMOHHBIX PUCKOB CJIEYET IPUBJICKATh K
ITOMY CHELUAIMCTOB U3 PA3ITMYHBIX TOAPa3ACICHUI KOMIIAHUN?

a) UYroObl yOeIUTHCs, 4TO IPOBOAUTCS CIIPABEUINBAs OL[CHKA

b) DOto He Tpebyetcs. s aHanM3a PUCKOB CIIEAYET IPUBIICKATh HEOOIBIITYIO
IPYIIITY CIEIHAIUCTOB, HE SBJSIOLUINXCS COTPYIHUKAMH KOMIIAHHH, YTO MO3BOJIHUT
o0ecreynTh OecIpUCTPACTHBIN 1 KaYeCTBEHHBIN aHAIHN3

c) IlockonbKy IO B PA3IMYHBIX TOAPA3/ICICHHUSX JIy4Ille IOHUMAIOT PUCKHU B
CBOMX TOAPA3/ICIICHHUSIX U CMOTYT IPEIOCTABUTh MAKCUMAJIBHO MOJIHYIO U
JOCTOBEPHYIO HH(POPMALIUIO ISl aHAIH3a

d) TTockoJbKY JIFOJIM B pa3IMUYHBIX [TOAPA3ACICHUIX CAMH SIBIISIOTCS OHOM M3
NPUYUH PUCKOB, OHH JIOJDKHBI OBITh OTBETCTBEHHBI 32 UX OLICHKY

9. Yto siBisleTCSA HAMIYYIIUM OMHUCAHUEM KOJIMYECTBEHHOT'O aHAIN3a PUCKOB?

a) AHanM3, OCHOBAaHHBII Ha CIICHAPUSX, IPECIHA3HAYCHHBIH JIs1 BHISIBIICHHS
Pa3IMYHBIX yrpo3 6€30MacHOCTH

b) Merox, ucmonb3yemblii Ui TOYHOW OLCHKH TOTCHIIUAIbHBIX TOTEPb,
BEPOATHOCTH MOTEPh U PUCKOB

C) MeTo, COMOCTaBISIOMINI IEHEKHOE 3HAYCHHUE C KAXKIBIM KOMITOHGHTOM OLIEHKH
PHUCKOB

d) Mero/, OCHOBaHHBIH Ha CYXICHHUIX U HHTYUIHA

10. IToyemy KOJIMYECTBECHHBINA aHAIN3 PUCKOB B YACTOM BHJIC HE JIOCTHIKUAM?
a) OH AOCTHXHUM H UCIIOJIB3YETCS
b) Own npucBanBaeT ypoBHH KPUTHUYHOCTH. VX CII0KHO MEPEBECTH B ICHEIKHBIN BHU/I.
C) DTO CBSI3aHO C TOYHOCTHIO KOJIMYECTBEHHBIX JJICMEHTOB
d) KonuuecTBeHHBIC H3MEPEHHS TOHKHBI IPUMEHATHCS K KAUECTBEHHBIM DJIEMEHTAM

11. Ecnu ucnonb3yroTcs aBTOMaTU3UPOBAaHHbBIE HHCTPYMEHTHI JJISl aHAJIN3a PUCKOB,
oYeMy BCE paBHO TpeOyeTcs Tak MHOTO BPEMEHH ISl IPOBEIeHUs aHanu3a?
a) MHoro uHdopMaIMu HY>)KHO COOpaTh ¥ BBECTH B IPOrpPaMMy
b) PykoBOACTBO IOKHO OJOOPHUTH CO3IAHUE TPYIIIIBI
C) AHaiM3 pHCKOB HE MOXKET ObITh aBTOMAaTU3UPOBAH, YTO CBSA3aHO C CaMOil
IIPUPOAOH OLIEHKH
d) MHuoXecTBO JIFO/ICH TOKHO 0I00PHUTH JTaHHBIC

12. Kakoii u3 caeyronmx 3aKOHOaTeIbHBIX TEPMUHOB OTHOCHTCS K KOMITAHUH HJIH
YeJIOBEKY, BBITIOJTHSIOIIEMY HEOOXOIUMbBIC ICHCTBHSI, U HCIIOJIL3YETCS JIJISl ONIPEICIICHHSI
00s13aTeNBCTB?

a) CranmapTbl

b) Momxusrit mporecc (Due process)
c) Homxnas 3a00ta (Due care)

d) Cumxkenne 0053aTEILCTB

13. Yto Takoe CobiT u kak OH OTHOCHTCS K pa3paboTKe cucTeM WH(OPMAITMOHHON
0€30MaCHOCTH U IIPOrpaMM 0e30MacHOCTU?



a) CHHcoK CTaHAapTOB, MPOIEAYP U MOJUTHK JJIs pa3pabOTKU MPOTrPaMMBI
0€30MacHOCTH

b) Tekymas Bepcus ISO 17799

c) Crpykrypa, KoTopas ObLTa pa3paboTaHa Jisl CHIXKCHUS BHYTPEHHETO
MOIICHHUYECTBA B KOMITAHUSIX

d) OTKpBITHII CTaHAAPT, OMPEACIISIOMINI eI KOHTPOJISA

14. 13 kakux veTbipex 1oMeHOB cocTouT CobiT?

a) IlnmanmpoBanme u Opranuszanus, [IpuoOperenue u BHenpenue, DkciutyaTanus u
ConpoBoxenne, Monutopunr u OneHka

b) IlnanupoBanue u Opranuszanus, [lognepixkka u Baenpenue, Dxcrutyaranus u
ConpoBoxenne, MoautopuHr u OneHka

c) IlnanmpoBanue u Opranuszanws, [Ipuodperenue u Buenpenue, ConpoBoxacHne
u [Tokynka, MouuTtopusr u OrieHka

d) IlpuobGperenue u Buenpenune, Dkcruryaranus 1 ConpoBokaeHue, MOHUTOPUHT U
OneHka

15. Yto npencrasnsier coboii crangapt ISO/IEC 277997
a) CraHaapT 10 3alUTe EPCOHATBHBIX JaHHBIX O 3JI0POBbHE
b) Hogas Bepcus BS 17799
€) Ompenenenust s HoBou cepun ISO 27000
d) Hosas Bepcus NIST 800-60

16. CobiT Obu1 pa3zpadoran Ha ocHOBE cTpYKTYpbl COSO. UTo sBisIeTCSI OCHOBHBIMU
uensimu 1 3agagamu COSO?

a) COSO — 3T0 MOAXO K YIIPABICHUIO PUCKAMHU, KOTOPBI OTHOCHTCS K
KOHTPOJILHBIM 00BbEKTaM U OM3HEC-TIpoIieccam

b) COSO oTtHOCHUTCS K CTpaTerHueckoMy ypoBHio, Toraa kak CobiT Gosnbiie
HaIpaBJICH Ha OTIEPAlMOHHBII YPOBEHb

c) COSO yuuTbIBaeT KOPIOPATHBHYIO KYJIBTYPY U pa3pabOTKy MOJUTHK

d) COSO — 510 cucTema 0TKa30yCTONYNBOCTH

17. OCTAVE, NIST 800-30 u AS/NZS 4360 siBisiFoTCS pa3ITnIHBIMHU TTOIXOAaMH K
peanu3anyy yrpasieHUs] pUCKaMU B KOMITaHHSIX. B 4eM 3aKIIi09atoTcst pa3nuyaus MKy STUMH
MeToaMu?

a) NIST u OCTAVE sBist0TCS KOPIOPATHBHBIMH
b) NIST u OCTAVE opuentupoBan Ha UT

c) AS/NZS opuentupoBan Ha UT

d) NIST u AS/NZS sBasiroTcsi KOPIIOPATUBHBIMU

18. Kaxkoii U3 cleayronmx MeTOI0B aHAJIN3a PUCKOB MBITACTCS ONPECIIUTD, TIe
BEpOSATHEE BCEro Mpou30iieT cooi?
a) AHaJIN3 CBA3YIOIIETO JepeBa
b) AS/NZS
c) NIST
d) Amnanus c6oeB u 1eheKTOB

20.  Yro 6bL10 pazpaboTaHO, 4TOOBI TOMOYB CTPAaHAM U MX MPABUTEIHCTBAM
MIOCTPOUTH 3aKOHOJATEIIHCTBO TI0 3aAIIUTE MEPCOHATBHBIX TAHHBIX TTOX0XHUM 00pazom?
a) beszomacuas OECD
b) ISOMEC
c) OECD



d) CPTED

21.  CumBoubl mi)pyeMOro TeKCTa MepeMeniaroTCst O OMPEICICHHBIM PaBHiIaM
BHYTPH IIH(PYeMOro OJI0Ka ITOr0 TEKCTa, ITO METOL:
d) TaMMHPOBAHHS;
b) moacranoBkwu;
C) KOIUpPOBaHWUS,
d) mepecraHoBKH;
€) aHAJIMTUYECKHUX MPEeoOpa3OBaHUH.

22.  CumBoIIBI HI(PPYEMOTO TEKCTA 3aMEHSIOTCS IPYTUMHU CUMBOJIAMH, B3SITHIMH U3
OJTHOTO MJIM HECKOJIBKUX ali(haBUTOB, 3TO METO/:
d) TaMMHPOBAHHS;
b) moacranoBkwu;
C) KOIUpPOBAHWUS,
d) mepecraHoBKH;
€) aHaJIMTUYECKHX MPEoOpa3OBaHU.

23.  CumBoibl mH(PPYEMOTo TEKCTA MOCIIEIOBATEIHHO CKIIAABIBAIOTCS C CHMBOJIAMU
HEKOTOPOH CHELHATbHOM MOCIIEI0BATEIBHOCTH, 3TO METOI:
d) TaMMHPOBAHHS;
b) moacranoBkwu;
C) KOIUpPOBAHWUS,
d) mepecraHoBKH;
€) aHaJIMTUYECKHUX MPEoOpa3OBaHUM.

24.  IlpoctpancTBo Kitoueit k — 3to0. ..
a) HaOOp BO3MOXKHBIX 3HAYCHHI KIIFOYa
b) amunHa kimoYa
C) HeT NpaBHJIBHOI'O OTBETA

25.  KpunrocucreMsl pa3ieNsoTcs Ha:
a) CHMMETpPHYHBIC
b) accumerpuunbie
C) C OTKPBITHIM KITFOYOM
d) He MOJTHOCTHIO CHMMETPUYHBIC

26.  CKOJbKO UCHOJIb3YyeTCs KI0Ye B CAMMETPUYHBIX KPUITOCUCTEMAX /IS
mUppoBaHus U 1M PPOBAHUS
a) 1
b) 2
c) 3
27. CKOJBKO KITFOYEH UCTIONb3YyeTCs B CUCTEMaX C OTKPBITHIM KIIOUOM
a) 2
b) 3
c) 1

28. Kak CBsi3aHBI KJIFOUH JPYT C APYTOM B CHCTEME C OTKPBITHIM KITFOYOM
a) MaTeMaTHYCCKH
b) mormuecku
C) aIroOpUTMHUYECKU



29. DNEeKTPOHHOM MONMUCHIO HA3bIBACTCHL. . .
d) TNPHCOCTMHIEMOE K TEKCTY €ro Kpunrorpaduieckoe npeodopa3oBaHme
b) Tekcr
C) 3amu(pOBaHHBIN TEKCT

30. KpunrocToiikocTs — 3T0. ..
a) XxapakTepHCTHKA MIpudTa, ONPEIeNSIoNas ero CTOMKOCTh K Jeu(poBaHuio 6e3
3HAHUS KIFOYa
b) cBoiicTBO raMmbI
C) BCE OTBETHI BEPHBI

31. IToka3zaTenu KpUNTOCTORKOCTH:
d) KOJHMYECTBO BCEX BO3MOKHBIX KITFOUCH
b) cpennee Bpemsi, HEOOXOMMOE TSI KPUIITOAHATIM3A
C) KOJHMYECTBO CHMBOJIOB B KITIOUEC

32. 1711 COBPEMEHHBIX KPUNITOrpaUIECKUX CUCTEM 3allIUThl HH(POPMAIIHU
c(OpMYIIMPOBAHBI CIICAYIOIINE OOMICTIPUHSATHIC TPCOOBAHMS:

a) 3HaHWE aNropuTMa MKU(POBAHUSA HE JOKHO BIHMATH HA HAJCKHOCTD 3AIUTHI

b) cTpyKTypHBIE 2IEMEHTBI AITOPUTMA ITU(PPOBAHUS JOIDKHBI OBITH HEH3MEHHBIMH

C) He JOHKHO OBITh MPOCTBIX U JIETKO YCTAHABIMBAEMbBIX 3aBUCHMOCTBHIO MEXKTY
KITIOYaMU TI0CJIEIOBATEIEHO UCIIOIh3yEMBIMHU B TIpoIIecce MH(PPOBaAHUS

d) mmmHa mMdpPOBaHHOTO TEKCTa TOKHA OBITH PABHOW JIMHE UCXOJHOTO TEKCTa

e) 3amudpoBaHHOE COOOLICHUE JOIDKHO MOIIABATHCS YTCHUIO TOJIBKO MPU
HAINYHH KITFOYa

f) Her mpaBHIBHOTO OTBETA

33. OCHOBHBIE COBPEMEHHBIE METO/IbI IN(POBAHUS:
a) airopuT™Ma raMMHpPOBAHUSI
b) anropuTMBI CIOKHBIX MaTEMAaTHYECKHUX MTPEOOpa3OBaHUI
C) aIrOpUTM MEPECTAaHOBKH

34. CUMBOJIBI HCXOTHOTO TEKCTA CKJIAIBIBAIOTCS C CHMBOJIAMU HEKO# CITydaiftHO#M
IOCJICIOBATEILHOCTH — 3TO. ..
a) aaroOpUTM raMMHPOBAHHUS
b) amroput™m mepecTaHOBKH
C) aJIropuTM aHAIUTHYECKUX MPeoOpa3oBaHuil

35. CUMBOJIBI OPUTHHATIBHOTO TEKCTA MEHSIOTCS MECTAMH T10 OTPEICIICHHOMY
NPUHIIAILY, SBJISIOMEMYCS CEKPETHBIM KIFOUOM — 3TO. ..
d) aIrOpPHTM MEPECTAHOBKH
b) amroput™m moacTaHOBKH
C) aaropuT™M raMMpPOBAHHSI

36. Camoii pocToi pa3HOBUAHOCTD MOJACTAHOBKH SIBIISCTCS
a) TpocTas 3aMecHa
b) mnepecranoBka
C) mpocTas mepecTaHoOBKa

37. VI3 CKOJIBKH TTOCIIeIOBATEILHOCTEH COCTOUT pacmu(poBKa TEKCTA IO TaOIHIIe
Buxunepa



a) 3
b) 4
c) 5

38. Kakue Tabnuiel BrknHepa MOKHO MCTIOIB30BATh JIJIS TIOBBIIICHUS CTOMKOCTH
muGpoBaHUs
a) BO Bcex (KpoMe MepBoii) CTPOKax TaOIHUIlbl OYKBbI PACIIONaralTcs B
MIPOU3BOJIBLHOM MOPSJIKE
b) B kadecTBe KJIFOYA MCIOJIB3YETCS CIYYalHOCTD MOCIIEA0BATEILHBIX YHCEIT
C) HeT MPaBUJIBHOTO OTBETA

39. B ueM cyTh MeTO/1a IEPECTAaHOBKH
a) CHMBOJIBI U(PPYSMOro TEKCTa MEPECTABIISIOTCS MO OMPEACICHHBIM ITPaBHIaM
BHYTpH mu(pyeMoro 06Ji0ka CHMBOJIOB
b) 3amena andasura
C) Bce IpaBHIbHbBIC

40. CKOJIBKO CYIIECTBYET CIIOCOOOB raMMHUPOBAHUS

a) 2
b) 5
c) 3

41. Yem ompenensercsi CTOMKOCTh MU(GPOBAHUS METOJJOM TaMMHUPOBAHHS
a) CBOMCTBOM raMMbl
b) nnunHa KIOUa
C) HET MPaBUILHOTO OTBETA

42. YTO MOXKET UCIIONIB30BAThCS B KAUYCCTBE TaMMBbI
a) mrobast OCIeI0BATEIbHOCTD CIYYaHBIX CHMBOJIOB
b) uumcno
C) BCE OTBEThI BEPHBI

43. Kaxoii MeTo1 HCTIOIB3YEeTCsI TPH MIH(PPOBAHNUY C TTOMOIIBIO aHATUTHYECKUX

npeoOpa3oBaHui
a) anreOpbl MaTPHII
b) wmatpuia

C) dakropuan

44. Yto ncrnonb3yeTcs B Ka4eCcTBE KJItoua Mpy MHPPOBAHUY C IIOMOIBIO aHATUTUYECKUX

npeoOpa3oBaHui
a) wmatpuia A
b) Bektop

C) oOparHast MaTpuIia

45. Kak ocymiectBisgercs AemndpoBaHie TeKCTa MPHU aHATUTUYECKUX MPeoOpa3oBaHMIX
d) YMHOXXEHHE MaTpPHUIbI Ha BEKTOP
b) neneHue MaTpUIBI HA BEKTOP
C) TepeMHOXEHUE MaTPHIL

46. KombuHanmm KOMOMHUPOBAHHOTO METO/Ia MU (DPOBAHHUS:
a) MOJACTaHOBKA+TaMMHPOBAaHHE
b) rammupoBaHHMet+TaMMHUpPOBaHUE



47.

48.

49,

50.

51.

52.

53.

54,

55.

56.

C) TMOJACTaHOBKa+IepecTaHOBKa

Jiis gero ucnonb3oBaiics DES-anroputm u3-3a HeOOIBIIOro pa3Mep KIIro4da
a) 3aKpBITHS KOMMEPUYECKON HH(POPMAITUH

b) mmdpoBanus cexpeTHOI MHPOPMAIIK

C) HeT MPaBUJIBHOTO OTBETA

OcHoBHble o0nacTu npuMmeHeHus: DES-anroputma
a) XpaHCHHE JAaHHBIX HA KOMITbIOTEPE

b) osnekTpoHHAs cHCTEMa ILIATEXCH

C) ayreHTH(dUKALUS COOOIICHUI

JNoctrounctBa 'OCTa 28147-89
a) BBICOKas CTOMKOCTh

b) uena

C) rubKOCTH

UYem otnnyaercs 6mnok-cxema anroputma ['OCT ot 6mok-cxembsl DES-anroputma
a) OTCYTCTBHEM HAYaJbHOM IMEPECTAHOBKH U YHCIIOM IUKIIOB MH(PPOBAHUS

b) nnuHON KiFOUYa

C) ™meToJ0M mudpoBaHHs

Kittou anroputma I'OCT — 370...

a) MaccHB, COCTOSIIMIA U3 32-MEPHBIX BEKTOPOB
b) mnocienoBaTeIBHOCTH YUCET

c) andaBur

Kaxkoii kimtou ucnons3yercs B mudpe [OCT
a) 256-0uToBbIi
b) 246-6uroBsIit
C) 356-O0uToBHIi

[Ipumepsl nporpaMMHBIX UG PATOPOB:

a) PGP
b) BestCrypt 6.04
c) PTR

[Ti1toCch! MPOrpaMMHBIX HMIH(PATOPOB:
a) 1eHa

b) rubkocTh

C) ObIcTpOaciicTBHE

VYK3]1 - aTo0...

a) YCTPOMCTBO KPUMTOTpadUUECKOMN 3aITUTHI JaHHBIX

b) ycTpoiicTBO KpunTOorpaduIecKoil 3aJaHHOCTH JaHHBIX
C) HeT MPaBUJIBHOTO OTBETA

bnoxk ynpasnenus — 37o0...

a) OCHOBHOUM MOIYJb MIKU(PATOPA, KOTOPHIH «3aBeayeT» paboTOM BCEX OCTATbHBIX

b) ycTpoiicTBO KpunTOrpagUUECKOi 3aJaAHHOCTH JaHHBIX
C) TNPOXOAHOU IUPpPATOp



57. Beraucanrens — 3T0...

a) Ha0Op perucTpoB, CyMMAaTOPOB, OJIOKOB ITOJICTAHOBKH, CBSI3aHHBIX COOOM
[IMHAMY TIePEIavn JaHHBIX

b) daiinbl, uconb3yrOIKE pa3IUYHBIC METOIBI KAIITMPOBAHHUSI

C) SI3BIK OMUCAHUS TAHHBIX

58. brok ynpaBiieHus — 3T0. ..
a) ammapaTHO peaJn30BaHHAs MPOrpaMMa, YIPaBJISIoLas BEIYMCIUTEIEM
b) s3bIK OmHCaHUS JaHHBIX
C) mporecc onpeaeeHust OTBEYAET Ha TEKYIIEe COCTOSHHUE pa3padoTKH
TpeOOBaHUAM JTaHHOTO dTAIa

59. Kakoit mmdparop MOKHO HUCIIOJIB30BaTh IS 3alIUTHI iepenaBaemoii B CeThb
uHpopManun
a) 0oOBIUHBIH mHUpaTop
b) mnpoxomHo# mudparop
C) TabnuuHbIi mudparop

60. 13 KaKuxX CTPYKTYPHBIX €AMHUII COCTOUT MIA(PPOIPOIIECCOP
a) BBIYUCIHUTEID
b) Guok ynpaBneHus
C) Oydep BBOIA-BBIBOIA

61. Kpunrorpadguueckue 1eiCTBUS BBIIOJHSET. . .
a) BBIYUCIUTEID
b) Oydep BBOa-BBIBOIA
C) OJOK yrIpaBiCHHs

62. Hanbosee n3BeCTHBIC pa3HOBUIHOCTH MOJIHAI(DaBUTA:
a) OIHOKOHTYpPHBIC
b) MHOrOKOHTYpHBIE
C) TOJMKOHTYPHBIC

63. YcrpolicTBo, arolee CTaTHYeCKH CIIyJalHbIA IITyM — 3TO. ..
a) TeHepaTop CIyYailHbIX YHCE
b) KOHTPOJb BBOAA HA KOMITBIOTED

c) VYK3]]
64. Kakue 10MoNHUTENbHBIE TOPTH BBOAA-BbIBOA conepkut YK3/I:
a) COM
b) USB
c) FGR
65. CKOJIBKO CYIIECTBYET IMepecTaHOBOK B cTanmapte DES
a) 3
b) 4
c) 2

66. Kakue nepecraHoBKH cymiecTBYIOT B crannapte DES
a) TpOCThIC
b) pacmmpenHbie



C) COKpalleHHbIE

3aganus B popMe npakTudeckux padoor. KoMmiekT pa3sHoypoBHEBbIX
3a1a4 (3aaHui)

3aganue Ne 1

1 Undpopmanmonnas 6e30macHOCTb. OCHOBHBIC OIPEICIICHUSI.

2 OcoOeHHOCTH TAPOJILHBIX CHCTEM ayTeHTU(UKAIIUN: PEKOMEHIAIMH 110 TPAKTUICCKOM
peanu3aii NapoJbHBIX CHCTEM, OIIEHKAa CTOMKOCTH MapoJIbHBIX CHUCTEM, METOJIbI XpaHCHUS
rapoJiei.

3 IIpoTOKOIMPOBAHUE U AY/IUT.

4 ®opmanbHbIe MOAETH LEIOCTHOCTH: .Mojenb Kinapka-Buiicona, monens buba.

5 CtpykTypa  TOCYAapCTBEHHBIX  OpTraHOB, 00eCNeYNBAOIINX  TMOJUTUKY
UHPOPMAIMOHHOM Oe3omacHocTH B Poccnu.

3ananue Ne 2

1 Yrpo3sl unpopmManoHHOM 6€30MaCHOCTH.

2 Meronpl pa3rpaHUyYEHHs 10CTyIa.

3 [locTpoeHue cucTeM 3alMThl OT YIrpO3 HApYIIEHUs! 1IEIOCTHOCTH: TUIIOBAs
CTPYKTypa TaKOW CUCTEMBI.

4 PoneBast MOJieNb YIPABJIECHUS JOCTYIIOM

5 CTpyKTypa rocy1apCTBEHHBIX OpPraHOB, 00ECIEYNBAIOIINX MTOJIUTUKY
nHpopmannoHHou 6e3omacHoct B Poccun

BOIIpOCbI K 3a4€Ty

OcCHOBHBIE OHATHS 3aLUTH HH(POpMaIMK U MHPOPMAITMOHHONW G€3011acCHOCTH
AHanu3 yrpo3 nH(popMaloHHON 6€30MMacHOCTH
[Tpobnems! GezomacHocTu IP-cereit
YTpo35l H YSI3BUMOCTH NMPOBOJAHBIX KOPIOPATHBHBIX CETEH
VYTrpo3sl U ySI3BUMOCTH OECIPOBOAHBIX ceTel
Cnoco6s1 obecrieuenust THGOPMAITMOHHONW O€30MTaCHOCTH
OCHOBHBIE OHATHS MTOJUTHKH 0€30M1aCHOCTH
CrpykTypa TONHTHKMA O€30MaCHOCTH OpraHuW3alnuu. ba3oBas IMOTUTHKA
6e3onacHocTy. Crienuanu3upoBaHHbIe MOTUTUKH Oe3omacHocTH. [Iponenypsl 6e3o0nacHoCTH
9. Ponw ctangapToB nuHpoOpMamoHHOM 0€30MacHOCTH
10.  Cranpaptsl ISO/IEC 17799:2002 (BS 7799:2000)
11. Crannapt BSI
12. Mexaynaponusiii crangapt ISO 15408 «OOmme kputepun O0€30MacHOCTH
MH(OPMALIMOHHBIX TEXHOIOTHID»

ONoGaRwWdE

13.  Crannpaptsl 1y 6eclipOBOIHBIX ceTeit

14.  Cranpaptsl uHGOpMamoHHOM Oe3onacHocTy B IHTepHeTe

15.  OrteuecTBeHHBIE CTaHAAPTHI 6€30MACHOCTH MH(POPMALIMOHHBIX TEXHOIOTUH
16.  OcHOBHBIE MOHATHS KPUNTOTPaPUUECKON 3alIUTHI HH(POPMAIIHN

17.  CummeTpHuHBIE KPUIITOCUCTEMBI IIU(PPOBAHUS

18.  AcuMMeTpuYHBIE KPUIITOCHCTEMBI N (POBAHUS

19.  KomOuHHMpOBaHHasi KpUIITOCUCTEMA U (POBAHUS

20.  DnexTpoHHas MUQPOBaAs MOMMUCH U QYHKINS XIIMIUPOBAHUS



21.

VYipasineHue KpUNnToKI0YaMu

22.  Knaccudukarus kpuntorpadhuuecKux aropuTMOB

23.  CuMMeTpU4YHBIC aNrOpUTMBI MHUGPOBaHUs. bIo4HBIE anrOpUTMBI MUGPOBAHUS
JTAHHBIX

24.  AcuMMETpUYHBIE KPHIITOAITOPUTMBI. Anroput™ mudpoBanus RSA. Anropurmer
U poBOH NOAIHMCH

25.  Ayrenrudukanus, aBTOpHU3ALHUS U aJIMUHUCTPHPOBAHNE JecTBUi
M0JIb30BaTENeH

26.  Mertoabl ayTeHTUDHUKAINH, UCTIONb3YIomue napoiau u PIN-koab

27.  Crporas ayTeHTH(pUKAIHSL

28.  buomerpuueckas ayTeHTU(DHUKAIHS TOJIB30BATEISA

29.  ¥Yrpo3ssl 6e3omacHoctu OC

30.  Ilonsarue 3amummenHon OC

31. OcHoBHbIE HYHKIIUH MTOACUCTEMBI 3amuThl OC

32.  HWpentuduxanus, ayreHTU(HUKALIUS 1 aBTOPU3ALH CyOBEKTOB 10CTYIa

33.  Pasrpanmuenue noctymna k oobexkram OC

34.  Aynur 6e3omacHoctu B OC.

Bomnpocsl k 3k3aMeny

1. OcHOBHBIE TIOHATHS 3aIUTH HHQOpMAIK U HHPOPMAITHOHHON 0€30MaCHOCTH

2. AHanu3 yrpo3 nH(hopMaluoHHON 6€30MacHOCTH

3. AHanu3 yrpo3 ceTeBoil 0€301acHOCTH.

4. CniocoOs1 obecrieyeHust HHPOPMAITMOHHOM 0€30MaCHOCTH

S. OcHOBHBIE IOHATHS MTOJIMTUKU OE30MIACHOCTH.

6. CrpykTypa nonuTHky 0e3onacHocTy opranusanuu. [Ipouenyps! 6e3onacHoctu

7. Pa3pabotka nonutuku 0€300aCHOCTH.

8. Crangaptel HHPOPMALIMOHHOM 6€30MaCHOCTH

9. OcHOBHBIE IOHATHS KpUNITOTpapUUECKOM 3alUThl HHPOpMaUU

10.  CummerpHuHBIE KPUIITOCUCTEMBI IIU(PPOBAHUS

11.  AcuMMeTpHuHbIE KPUIITOCUCTEMBI UG POBAHUS

12. KomOuHHMpOBaHHas KpUIITOCUCTEMA IINU(POBAHUS

13.  DOnexrponHas mudpoBas NOAIHCH U PYHKITUS XIIIUPOBAHHS

14.  VmpaBieHue KpUNTOKIIOYaAMHU

15.  Ayrenrudukanus, aBTOpU3aLUs U aJIMUHUCTPUPOBAHNE nercTBuit
I10JIb30BaTENEH

16.  besomacnocts KUC.

17. be3onacHoCTh 00J1aYHBIX BHIYUCICHUI.

18.  Oobecneuenue 6e3omnacHocti OC.

19.  OyHKIUHM MEXKCETEBBIX SKPAaHOB

20.  OcobeHHoCTH (PYHKIIMOHUPOBAHUS

21.  Cxewmsl ceTeBO# 3amMThl Ha 6aze MD

22. KoHnuenmus noctpoeHus BUPTyalbHbIX 3alUIIEHHBIX ceTed VPN

23.  VVPN-pemeHus uist MOCTPOSHUS 3aIIUIIICHHBIX CETEH

24.  IIpotokosbl popMHUPOBaHUS 3aAIIUILEHHBIX KAHATIOB HA KaHAIBHOM YPOBHE

25.  IIpotokonsl popMUpOBaHUS 3aIIUIIEHHBIX KAHATIOB HA CEAHCOBOM YPOBHE

26.  3ammrta 6€CIIpOBOJHBIX CETeH

27. Apxutektypa cpenacts Oe3omacHoctu [PSec. 3ammra mepenaBaeMbIx JaHHBIX C

nomotibto nporokoiaoB AH u ESP

28.

[IpoTokon ynpasnenusa kpunrokiarodamu IKE



29.  OcnoBuble cxembl npumeneHust [PSec. IIpenmyiiecTBa cpencts 0e30MacHOCTH
IPSec

30.  VYmnpasnenue uneHTH(UKAIUECH U JOCTYIOM

31.  Opra#mzamus 3alIMIIEHHOTO  yJaJeHHOro  jocTyna. lleHTpann3oBaHHBIH
KOHTPOJIb YQJIEHHOI'0 IOCTyIa

32.  YmpaBieHHe JOCTYIOM IO CXeMe OJHOKPAaTHOTO BXOAa C aBTopu3ammei Single

Sign-On (SSO)
33.  IIpotokon Kerberos
34.  HudpactpykTypa yrnpaBieHUs OTKPBITHIMU Kitoyamu PKI

35.  TexHoJiorus aHanu3a 3allUIIEHHOCTH
36.  Texuomoruu oOHApy>KEHUS aTak
37.  KommbloTepHbIC BUPYCHI U ITPOOJIEMbI aHTUBHPYCHOMN 3aIl[UTHI.

38.  Konmenuus aganTHBHOTO yIpaBiIeHHs 0€30MaCHOCTHIO.



JUCT PETUCTPAIIMA U3MEHEHUI

/o

ConeprxaHue U3MEHEHUs

W3MeHEeHHBIE ITyHKTEI

Pewmenue YueOHO-
METOIUYECKOTO
coBeTa
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