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1. Meroanyeckue peKOMeHIALUH JJIS CTYJAEHTOB 110 H3YYeHHIO JUCHUILIMHBI
«IIporpamMHo-annapaTHble cpeCTBA 3aIMThHI MH(pOpMAaALHI
Meroanueckue pPEKOMEHJaluu MPU3BaHbI obecreuuThb
3¢ heKTUBHOCTD

CaMOCTOSITENIbHOW pabOTHI CTYIEHTOB C JIUTEPATYPO, HA OCHOBE PAIlMOHAIBHOM OpraHU3aluu
€ M3Yy4YCHHUs, COPUEHTUPOBATb MX B HANPABICHUU H3YyYEHHUs] Marepuana IO MOCTABJICHHBIM
BOIIPOCAM, JaTh BO3MOXKHOCTH OTPabOTaTh HABBIKM COCTABJICHUS U O(GOPMIICHHUS PA3IUUYHBIX
BUJIOB JJOKYMEHTOB, KaK I10J{ KOHTPOJIEM IIPENoIaBaTessl, Tak U CaMOCTOSITEIbHO.

Leab camocTosATE/ILHOM PadOThI:

1. yrayGnsaTe ¥ pacmupsaTh NpodecCHOHATbHbBIE 3HAHUS;

2. (GopMHpOBaTh y CTYJCHTOB HHTEPEC K YUeOHO-TI03HABATEIBHOMN JIESATEIbHOCTH;

3. Hay4uTh CTYJEHTOB OBJaJIeBaTh IPUEMaMHU IIpoliecca MO3HAHMUS.

3agaum camMocTOATEIbHOI padoThI:

1. pa3BuBaTh y CTYJEHTOB CAMOCTOATEIbHOCTb, AKTUBHOCTb, OTBETCTBEHHOCTb;

2. pa3BHUBATh MO3HABATEIbHBIE CIOCOOHOCTH OYIYIIUX CIEUATICTOB.

3. PeiiTUHroBasi OlleHKA 3HAHU CTy/eHTA

Ne /i Bun nedarenbHOCTH CTYIEHTOB Cpoku Konunuectso
BBIIOJIHEHUS OaioB
6 cemecTp

1. Cnaua oTueToB 110 JIabopaTopHbIM paboTam 1,2. S-as Henens 15
CoOecenoBanue mo reMaM 1-3

2. Cnaua otueToB 1o 1abopaTopHbIM padotam 3,4. 12-as Henemns 15
Co0OecenoBanue no TeMaM 4-6.

3. Crnava oT4eTOB 110 TabOpPaTOPHBIM padoTam 5. 16 —ast Henmens 25
Co0OecenoBanue 1o reMam 7,8.

HToro 3a 6 cemecTp 55

3.1 PaGora c iutepatypoii
I[J'Ifl yCHI€UIHOTO OCBOCHHUA JUCHUIIIINHEIL, H€O6XO)II/IMO CaMOCTOATCIIbHO J€TAJIbHO U3YYUTh
MMpEeACTABJICHHBIC TEMBI ITO PEKOMCHAYEMbIM HCTOYHHUKAM I/IH(l)OpMaIII/II/II

Ne PexomeH1yeMble HCTOUHUKY HH(POPMALIUH
n/n TeMmbl A1 caMOCTOSITEIBHOTO U3yUEHUS (Ne ucrounuka)
OcnoBHa | [lononny| Meronuue | MHTepHET
s TeNbHAs | cKas -pecypchl
1 | Tema 1.IIpeamer u 3aJla4M [IPOrpaMMHO- 1-2 1-2 1-3 1-2
anmapaTHOM 3alIUThl HHPOPMALHH.
2 | Tema 2. Unentuduxanus cyobekTa, HOHATHE 1-2 1-2 1-3 1-2
MPOTOKOJIA WUICHTU(PUKAINH,
UACHTUDUIHPYIOIIAST uHbopMaIus,
0COOEHHOCTH UX pealln3alliu.
4. MeToanyecKue peKOMEeHIAIHH 10 H3YYEHHI0 TeOPeTHYECKOro MaTepuaia
4.1 Bujx caMOCTOATEIbHOI PaGoThI: CAMOCTOSITEJIbHOE H3YYeHH e JIUTePATyPhl
W3yuaTh y4eOHYI0 JUCHUIUIMHY pPEKOMEHIyeTCs M0 TeMmaM, IpeIABAPUTEIbHO

O3HAaKOMHMBIINUCHL C COACPIKAHUEM K&)K)]Ofl N3 HUX B IporpamMme JIUCHUIIIINHBI.

[Tpu

TEOPETUYECKOM H3Y4YEHMHM IUCLUIUIMHBI CTYAEHT AOJDKEH I0JIb30BAaThCS COOTBETCTBYIOIIEH
autepaTtypoil. [IpruMmepHBIii epeueHs IuTepaTyphl IpUBEIEH B paboueil mporpamme
Jlnst Gonee MOTHOTO OCBOCHHSI yU4eOHOTO MaTepHalia CTYACHTaM YHUTAIOTCS JICKIIUU T10
BaXHEHIIMM pa3zienaM U TeMaM y4deOHol auciuruinHbl. Ha jexnusix m3nararorcs U JeTallbHO




paccMaTpUBAIOTCSl  HamOolee BaXKHbIE  BOIPOCHI, COCTaBISIOIIME  TEOPETHUYECKUH U
NpakTUYecKuid pyHIaMEeHT TUCIMIUIMHBL. B mponecce n3yueHus yueOHON AMCHUIUIMHBI CTYCHT
JIOJDKEH  BBINOJIHUTh KOHTPOJIBHYIO paboTy, LENbl0 KOTOPOW sIBIsETCS MpUOOpeTeHHe
IPAaKTUYECKUX HaBBIKOB HOPMUPOBAHUS U OLUEHKH 3()(PEKTUBHOCTU TEXHOJIOTHYECKUX PEIICHUH.
HToroBbiii NPOAYKT: KOHCIIEKT.
CpeacTBa ¥ TEXHOJIOTHH OLEHKH: coOeceJoBaHHE.

Tembl 1)1 CAMOCTOSATENbHOT0 U3Y4YeHUsI
Tema 1. [Ipenmer u 3aauu IPOrpaMMHO-aNIMapaTHON 3alIUThl HH()OPMAIUH.
Tewma 2. Unentudukanus cyobekTa, MOHATHE TPOTOKOJIA UACHTH()UKAIINH,

uaeHTuUIMpYyromas nHGopmarms, 0COOCHHOCTH UX peaTH3aIHH.

4.2 Bujx caMOCTOATEIbHOI PadoThI: MOATOTOBKA K NPAKTHYECKUM 3aHATHIM
HTOoroBblif NPOAYKT: YCTHBIN OTYET

CpeacTBa M TEXHOJIOTHH OLIEeHKH: coOeceloBaHNe

3agauu VI IPAKTHYECKOI0 peleHust

IIpakTuyeckoe 3ausitue 1
Coop n1aHHBIX 00 TH(POPMALMOHHOM CHCTEMe C IOMOIIBIO CPEJACTB AIMUHUCTPUPOBAHUS
Windows.
Bonpocer:
. JInHUM CcBs3eH JIOKAJBbHBIX CETEH.
. OGecnieueHre CEKPETHOCTH TIepeIaBacMO HH(POPMAIIUH B JTOKAIBHBIX CETSX.
. THnbI TMHUH CBS3M JIOKAJIBHBIX CETEH.
. beckaOenbHbIE KaHAJbI CBSI3HU JIOKAJIBHBIX CETEH.
. ba3oBbIe TEXHOIOTHH JIOKATLHBIX CETEH.
. HecranpapTHbie TONONIOTUH JTOKAJIBHBIX CETEH.
. CoryacoBanue u SKpaHUPOBAHUE JTUHUN CBS3H.

~NOoO ok, WN

IIpakTHyeckoe 3ausATHE 2.

CO00p 1aHHBIX 0 TOMOJIOTHH CETH € IOMOUIBIO CPEICTBA AIMUHNCTPHUPOBAHNS CeTeH.
Bonpocsr:

1. C momomrsro 3ComNetworkSupervisorCom Network Supervisor moctpoiite KapTy cetd y4eOHOM 1ab0paTopum.

2. OnummuTe y37161 CETH, UCTIOIb3yEeMbIE THITHI COSAMHEHNH.

3. Onummre JOCTYIHBIE CPEACTBA YOAIEHHO20 AOMUHUCTPUPOBAHUA.

4. IlepeunciuTe UCMIOJIB3YEMbIE€ CETEBBIE YCTPONCTRA.

5. Ykaxure, Kakue MOoCIeCTBUS OyIyT MPHU BBIXOJIE U3 CTPOs (MM HEKOPPEKTHOM paboTe)

KaXXJa01ro0 U3 CCTCBOIO YCTpOﬁCTBa.

IIpakTnyeckoe 3ansaTHE 3

NnenTtudukanus u ayrentudukanusi cucrem cemeiicrea Microsoft Windows.

Bonpocsr:

1. Cucrema naeHTUGUKAIMY U ayTeHTU(UKALINY.

2. Yrumuter Microsoft Baseline Security Analyzer.

3. JIByxdakTopHas ayTeHTH(PUKALHUSL.

4. ITaponbHbIE CUCTEMBI ayTEHTU(PUKAIIH.

5. YderHas 3anuch MOJIb30BATES.

6. 3ajanue MUHUMAITLHOH JUTHHBI UCTIOIB3YEMBIX B CHCTEME MTapOJICH.

7. IIpoBepka aAMUHUCTPATOPaMHU 0€30MACHOCTH KauecTBa UCTIOIb3yEeMbIX MapoJiei myTeM
MMUTAIIH aTakK.

8. OrpanuueHue yucia HeyJauHbIX MOMBITOK BBOJIA MAPOJIs.

9. XXypHau uctopuu maposei.



IIpakTnyeckoe 3ansiTue 4

AyTeHTHdUKanHs no nporoko.ay Kerberos.

Bonpocsr:

1. LlenTp pacupenenenus Kiodei (cepepHas yactb Kerberos).

2. Tlopsinok B3auMHoM pecucmpayuu cepsepon Kerberos.

3. OcHoBHbI¢ 3TaITbl peanu3anuu nporokoia Kerberos 8 Windows.

4. Cnyxo6a Kerberos Key Distribution Center.

5. Kak ocymiectBisiercst B3auMoieiictere mex 1y Kerberos-oomactsamu.

6. LlenTpanu3oBaHHOE pacrpelielieHHe KIIF04Yei CUMMETPUYHOTO MH(POBAHUS

IIpakTH4eckoe 3ansiTHe S.

Hacrpoiika J10KaJbHOM NOJUTHKHU NAPOJILHON 0€3011aCHOCTH ONEePANIMOHHOM CHCTEMBI.
Bonpocsr:

1. Yro Takoe moJIMTHKA apOIbLHOM O0e30macHOCTH?

2. JlokanpHas MOJIUTHKA O€30MACHOCTH OTIEPAI[IOHHON CUCTEMBI.

3. AIMUHUCTPHUPOBAHHUE MAPOTHHON CUCTEMBI.

4. CpoiicTBa Y4ETHOH 3alKCH.

5. OcOOEHHOCTH MPOCTHIX U TPYNIOBBIX YUETHBIX 3aMTUCEH.

6. AIMHUHHCTPHUPOBAHUE MAPOJILHONW CHCTEMBI.

IIpakTHyeckoe 3ausaTHE 6.

HNuppacTpykrypa oTKpbITHIX KIl04eil. Llugposbie ceprudukarsi.
Bomnpocer:

Nudpacrpykrypa oTkpbiThix Kiaroueit (Public Key Infrastructure, cokp. PKI).
[lenTpshl pactpeieieHus KIH4Uei.

HudpacTpyKkTypa OTKPBITHIX KIHOUEH.

[{udposbie cepTrdUKATHI.

Kpunrorpaduyeckuii mpoToKoI.

Araka Tuna "denoBek nocepeaune” (man in the middle).
Crpykrypa Key Infrastructure.

Hepapxust IeHTPOB cepTU(UKAIINU U KIUEHTOB.

Ceptudukar popmara X.509 v.3.

10 CrpyKTypa crucKa 0TO3BaHHBIX CEpPTHU(PHUKATOB.

CoNoR~WNE

3agaHus 1018 NPAKTHYEeCKOH padoThI

1. BeimonmHuTe NpOBEpKy KoMIbloTepa ¢ momoisio Microsoft Baseline security
analyzer.

2. Kax onieHeH ypoBeHb ys13BUMOCTH Bamero komnbrorepa

3. Kaxkue npoBepku MpoOBOIMINCE, B KAKOH 001aCTH 00HAPYKEHO HAHOOJIbIIIee
KOJINYECTBO YSI3BUMOCTEH

4. Omnwummte HanOoJiee Cepbe3HbIE YA3BUMOCTH KaXIOTO THIIA, BBISBJICHHBIC Ha Bamem
KOMITBIOTEpE

5. IpoBeauTe aHaNM3 pe3yIbTATOB - KAKHE YSI3BUMOCTH MOKHO YCTPaHUTh, KaKHE -
HEelb3sl u3-3a ocobeHHocTel kKoHpurypanuu [10 unm ncnoap30BaHus KOMITBIOTEPA.

6. BrImonHHTE yIaneHHY0 MPOBEPKY COCETHETO KOMIIBIOTEpPA U3 CETH JIAOOPATOPHUH.
Onwumute Hanboee cepbe3HbIE YI3BUMOCTH.

7. BpINonHUTE TPOBEPKY HECKOJIBKUX KOMITBIOTEPOB C MOMOIIBIO YTHINTHI mbsacli. /s
3TOT0, MPEIBAPUTENILHO CO3/IaliTe TEKCTOBBIM (hailyl ¢ mepedyHeM MMEH KoMIbioTepoB win IP-
azpecoB U 3amyckaiite mbsacli ¢ kimodom /listfile, mocne koroporo ykaspiBaercss ums (aitna ¢
nepevYHeM KOMITBIOTEPOB.



8. BriOepute u3 apxuBa, CO3JaHHOTO B MPEIABIAYIICH YacTH pabOThI, TpyIny (aiioB mms
BOCCTaHOBJICHHsI. BOoCcCTaHOBHTE MX B MEPBBINA pa3 70 UCXOIHOMY MYTH C COXPAHEHUEM KOIHH,
BO BTOPOH pa3 - no aimpTepHATHBHOMY IyTH. ONHMIIUTE, B 4YeM pa3HUIA B IOJYYECHHBIX
pe3ybTarax.

9. Jlnst yka3aHHBIX OTKPBITHIX KIIFOUEH 1moib3oBaTelsi RSA npoBepuTh MOTHHHOCTh
MOIMTMCAHHBIX COOOIICHMIA:

1) n=55, e=3: <7,28>, <22,15>,<16,36>

2) n=65, e=5: <6,42>, <10,30>,<6,41>

3) n=77,e=7:<13,41>, <11,28>,<5,26>
4) n=91, e=5: <15,71>, <11,46>,<16,74>
5) n=33, e=3: <10,14>, <24,18><17,8>

10 . AOOHEHTBI HEKOTOPOH CeTH MPUMEHSIOT MOANHCH Iib-lI'amans ¢ o0muMu
napameTpamu p=23, g=5. J[1sg yka3aHHBIX CEKPETHBIX ITapaMeTpoB aOOHEHTOB HANUTH OTKPBITHIN
KITF0Y (y) ¥ IOCTPOUTD MOJIKUCH JJIsSI COOOIICHUS m:

1) x=11, k=3, m=15

2) x=10, k=15, m=5

3) x=3, k=13, m=8

4) x=18, k=7, m=5

5) x=9, k=19, m=15

Bo Bcex BapuanTax OyaeM mpearnosarats, uto h(m)=m s Bcex 3HaueHuiA M.

4.3 Bua caMoCTOSITeIbHOI padoThI: MOAT0TOBKA K JIA00PATOPHBIM padoTam
HToroBblii NPOAYKT: OTYET MUCHbMEHHBIN
CpencTBa M TEXHOJIOTHH OLIEHKHU: coOeceI0BaHNe

Bonpocs! k 1a0opaTopHbIM padoTam:
JlabGoparopnas padora 1
Y7o Takoe mexceTesoi INp@K@eTeBbIEC IKPAHBbI
[1A Yero ucnonbayetca NROHROUHH skpaH?
MpuHumn paboTbl Netfilter.
Tabnnubl mexkceteBoro skpaHa Netfilter. Ina yero oHM ncnonb3ytoTca?
Y70 TaKoe NpaBuia MEXKCEeTEBOro 3KpaHa?
Kak co3gaBaTb NpaBuaa A58 MEXCETEBOrO 3KpaHa yTuamTton Iptables?
KaK coxpaHuTb Npasuna gns nocnenyowen aBTosarpysxkm?
Y10 Takoe Web Application Firewall?

R R W N LAY T AN T | B N o A

JlabopaTopnasi paGora Ne2
IIporpamMHoe BoccTaHOBJIEHHME TAHHBIX.

C nomoLybto Kakoi 13 npBosgeesracnonb3yembix B 3Toi abopaTopHoi paboTe, MOXKHO
BOCCTAHOBUTb Tabanuy pasaenos?

Kakue daitnosble cuctembl nogaepxumsaet PhotoRec?

Kakune dopmatbl nogaep:kusaet PhotoRec?

Kak Foremost BocctaHasansaet daiinbl?

Mo»HO N1 BOCCTaHOBUTb AaHHble ¢ dainoBoi cuctemobl NTFS, ncnonbsya extundelete?
Bce nn gaHHble ckonnpoBaHHbIe ¢ KaTanora /var/log/ BocctaHOBUAUCH?

Bce v gaHHble CKONMpoBaHHbIe C KaTanora /etc/ BOCCTaHOBUUCH?



JlaGoparopHasi padora Ne3
Yro Takoe IDS? Oo0Hapy:xeHHe U IPeIOTBPALLCHUE BTOPKeHHI.
YTo Takoe ceTeBan cucTeRAHBRRIZYKeHNA BTOPKEHWIA?
Yem OTIMYaIOTCA NAaCCUBHbIE U aKTUBHbIe IDS?
Y710 Takoe SNORT?
Kakune 3agaun sbinonHset SNORT?
Kak pabotatoT npasuna SNORT?
Kak nucatb npasmna gna SNORT?
3auem nucaTtb cobctBeHHble npasuaa SNORT?
3auem 3arpyxaTb obHoBneHue npasua SNORT?

~ARiANT -~

JlaGoparopHasi padora Ne4

DJIeKTpoHHAasi HU(POBasi NOANNUCH.

Bomnpocsr:

1. OcHoBHble MeTOABI IOCTpOeHuUs cxeM DLIIL.

2. lludpoBaHne OKOHYATENBHOTO pe3yabTaTa 00padboTku /] xaui-GyHKiue npu
MTOMOIIM ACHMMETPHYHOTO aJITOPUTMA.

3. ITpouecch reneparuu DL

4. DnexTpoHHas moanuck RSA.

5. Anroputm Dnb-I"amarns.

JlaGopaTopnasi paGora Ne 5

IMporpamMHo-annapaTHoe U (ppoBaHUe TAHHBIX IPU UX XPaHEHUH.
Bonpocsr:

1. udpyromas ¢gaiinosas cucmema (Encrypting File System - EFS).

2. Pabora mmmdpyromeit cucrems (Encrypting File System - EFS).

3. llIudpoanue daiira ¢ MOMOMBIO CAMMETPHYHOTO KPUTITOAITOPUTMA.
4. Kakoii nonv3o6amens SBISIETCS areHTOM BOCCTAHOBIICHUS

5. YueGHo-MeTOAMYECKOE M MHH(OpMannOHHOE 00ecniedeHne AUCHHIITTHHBI

5.1. PexoMeHnayemasi 1uTepaTrypa

5.1.1. OcHoBHas JUTEpaTypa:

1. Hapes, P.}O. [Iporpammuble U anmnapaTHble cpeacTBa HHGopMaTUKH : yueOHuk / P.1O.
[Tapes, A.B. IIpokonenko, A.H. Kus3pkoB ; Munncrepctso oopa3oBanus U Hayku Poccuiickoit
O®enepaunu, Cubupckuii denepanbHplii  yHuBepcuter. - KpacnHospck @ Cubupckuii
denepanpublil yaUBepcutet, 2015. - 160 c. : Tabmn., cxem., wi. - bubmmorp. B kH. - ISBN 978-5-
7638-3187-0 ; To e [Dnekrponnsiii pecype]. - URL: //biblioclub.ru/index.php?
page=book&id=435670

2. JlabGopaTopHblii MpakTHUKyM M0 aucuumiinHe I[IporpamMMmHO-anmapaTHbele cpelcTBa
3amuThl HHGoOpMauu [DIeKTpOHHBIM pecype] / . — DnektpoH. TekcToBble JaHHBIE. — M. :
MOoCKOBCKUI TEXHUUYECKHI YHUBEPCUTET CBA3HM U HHpopmatuku, 2016. — 31 ¢. — 2227-8397.
— Pesxum noctyma: http://www.iprbookshop.ru/61529.html

5.1.2. lonoaHuTEILHAS JIATEPATYPA:

1. AiinunsH, A.P. AnnapaTHble Cpe/ICTBa BBIYMCIMTEIBHON TeXHUKHU: yueOHUK / A.P.
AvimuasH. - M.; bepiun : [lupekr-Menua, 2016. - 125 c. : wi., cxem., Ta0i. - bubnuorp. B
KH. - ISBN 978-5-4475-8443-6 ; To xe [DnexTpoHHsIii pecypc]. - URL:

[/biblioclub.ru/index.php?page=book&id=443412



http://biblioclub.ru/index.php?page=book&id=435670
http://biblioclub.ru/index.php?page=book&id=435670
http://www.iprbookshop.ru/61529.html
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2. IlpuBanos, 1. M. (MuctuTyT cepBuca, Typusma u auzaitHa (pumnan)CKOY B 1.
[Tsaturopcke). OCHOBBI anmapaTHOTO M MPOrPaMMHOrO oOecredyeHus : y4ed.-MeTon. nocoodue /
N.M. IIpusanos ; Ces.-KaB. denep. yH-T. - CraBponoins : CKOVY, 2015. - 145 c. - 144 c.

5.1.3. IlepeyeHb y4eOHO-METOIUYECKOT0 O0ecTeYeHn st

1. Meroauueckue yka3zaHus 11O BBIIIOJIHEHHUIO Ja00PAaTOPHBIX pabOT MO JTUCIUILIIHE
«[IporpammHO-anmapaTHbie CPEICTBA 3ALUTH HHPOPMAIII.

2. Metoauueckue yKa3zaHuUs 11O BBIMIOJIHEHHUIO MPAKTHYECKUX Pa0OT MO JUCIUTLIIHE
«[IporpammHO-anmapaTHbie CPEICTBA 3ALUTH HHPOPMAIII.

3. Meroauueckue peKOMEHIAIMK ISl CTYACHTOB O OpraHW3allMd CaMOCTOSITEIbHOM
pabotel mo aucuummHe aucuuiuiiHe  «lIporpamMMHo-anmapaTHBIE  CpEACTBA  3aAIIUTHI
UH(POPMAITHN».

5.1.4. UuTepHeT-pecypchl
1. http://www.biblioclub.ru/ - snekrponuas 6ubnuorexa
2. http://www.uts-edu.ru/ - «9eKTpOHHBIE KYPChD»



http://www.biblioclub.ru/
http://www.uts-edu.ru/
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