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1. MACHHOPT ®OHIA OOEHOYHbIX CPEACTB
no qucuuiuinHe «MHpopmanronHas 6€30nacHOCTbY

OneHoYyHBIE CpElICTBA COCTaBISIOTCA B COOTBETCTBHM C  paboyeil mporpammon
JUCITUTUIMHBL U TIPEICTABISIOT COO0M COBOKYITHOCTh KOHTPOJIBHO-U3MEPHUTEIBHBIX MaTePUAIOB
(TunoBble 3amauM (3a7aHUsI), KOHTPOJbHBIE PAOOTHI, TECTHl M Jp.), MpeIHA3HAYCHHBIX IS
U3MEPEHUS YPOBHS JOCTHIKEHUS O0yJarOIIMMHICS YCTAHOBIICHHBIX PE3yIbTaTOB O0YUCHUSI.

OneHouyHbIE CpelCTBA HUCIOJB3YIOTCS MpPH MPOBEACHUU TEKYIIEr0  KOHTPOJS
YCIIEBAEMOCTHU U MTPOMEKYTOUHOM aTTECTAIUH.

Tabmuua 1 - [lepeyenb komneTeHIHiA, POPMUPYEMBIX B IPOLIECCE OCBOCHHMSI TUCIUTUIHHBI

Koxa

KOMIIETEeH HaumeHoBaHue pe3yJibTaTa 00yUYeHUs
U
YK-1 Croco0eH OCyIIECTBIATh MOUCK, KPUTHUECKHUI aHalu3 U CHUHTE3 MH(pOpMaIuH,

IIPpUMCHATDH CHCTEMHBIN IoAXO0d IJId PCHICHHA ITOCTABJICHHLBIX 3a1a4

OIIK-8 Croco0GeH  OCyIIeCTBIATh  MENaroru4ecKylo  JesATEIbHOCTh Ha  OCHOBE
CHeIHabHBIX HAyYHBIX 3HAHUI

Koneunbimu pe3yiibTaTaMH OCBOCHUS JUCHUIIIIMHBI ABJISIFOTCSA C(l)OpMI/IPOBaHHLIC
KOTHUTUBHBIC ICCKPHUIITOPEI «BHATb», KYMETb», «BJIAACTh», paCIIMCAHHBIC 110 OTACJIbHBIM
KOMIICTCHLIUAM. CDOpMI/IpOBaHI/IC JACCKPHUIITOPOB IIPOUCXOIUT B TCUCHUC BCCTO CEMECTPA
I10 3TaraM B paMKax KOHTAKTHOM pa6OTbI, BKHIOH&IOHICﬁ Pa3JINIHBIC BUABI 3aHATUH U
CaMOCTOSITEIbHOM pa6OTbI, C IPUMCHCHHUEM PA3JINYHBIX (1)OpM 1 MCTOJ0B O6y‘lCHI/IH.



Tabauna 2

2. IEPEYEHb OIIEHOYHBIX CPEJICTB!

Ne | HaumeHnoBanue
OLICHOYHOT'O
CpeJICTBA

XapakTepHucTUKa OLIEHOYHOTO CPEJICTBA

[Ipencrasnenue oueHouHoro cpeacrsa B POC

1 | Ycraslii onpoc

CpencTtBo KOHTpOJIE yCBOGHHUSI Y4eOHOro wmarepuana TEeMbl, pasjena WU
pa3neNioB JAMCHMILINHBI, OPraHW30BaHHOEC Kak Yy4eOHOEe 3aHsATHE B BHJC
co0eceloBaHuUs penoaaBaTess ¢ 00y4arouMucs.

BOHpOCI)I 10 TeMaM/pa3,I[eJ'[aM JAUCHUITIINHBI

2 | Tect

CpencrBo, MO3BOJSIONICE OICHUTh YPOBEHb 3HAHMK OOydaromerocs IyTeM
BbIOOpa MM OJHOTO M3 HECKOJbKMX BapUaHTOB OTBETOB Ha I1OCTABJIECHHBIN
BoIpoc. Bo3MOXXKHO MCNOIb30BaHUE TECTOBBIX BOIIPOCOB, MPEAYCMAaTPUBAIOIINX
BBOJI OOyYaroIIMMCSi KOPOTKOTO M OJIHO3HAYHOI'O OTBETa Ha IOCTABJICHHBIN
BOIIPOC.

TectoBbIe 3amanHus

3 | KonrpoapHas
pabora, 3amura
OTYETOB I10
MPAKTHICCKUM
pabotam

PaznuuaroT 3amaun u 3agaHus:

a) peNpOIYyKTUBHOTO YPOBHSI, MO3BOJISIONINE OIICHUBATh M IMAarHOCTUPOBATh 3HAHUE
¢dakTuueckoro marepuana (0a30Bble TOHATHA, aNTOPUTMBI, (DAKThI) M yMEHHE
MPaBUIBHO HCIOJIB30BAThH CIICIHATIBHBIC TEPMUHBI U TIOHATHS, Y3HABaHHE 00BEKTOB
M3YYCHHUS B paMKaX OMPEAENICHHOTO pa3jesia IUCIUIUINHBL,

0) pPEKOHCTPYKTHMBHOTO YPOBHS, TO3BOJISIONIME OIIEHWBATh W JIUArHOCTHUPOBATH
YMEHHsI CHHTE3UPOBaTh, aHAIM3UPOBATh, 00001IaTh (PAaKTUIECKUI U TEOPETUIECKHIA
MaTtepuai ¢ GopMyJIMpPOBaHUEM KOHKPETHBIX BBIBOJIOB, YCTAHOBICHHEM MPUYUHHO-
CIICICTBEHHBIX CBSI3€il;

B) TBOPYECKOI'O YPOBHS, IMO3BOJISIOIINE OLEHHBATH M JHATHOCTHPOBATH YMEHHS,
WHTETPUPOBATh 3HAHUS PaA3IMYHBIX 00JacTeidl, apryMeHTHPOBaTh COOCTBEHHYIO
TOYKY 3PEHHS.

KommuiekT pa3HOypOBHEBBIX 3a1a4 (3aJaHHi)

1 YkasbiBatoTca OuUeHO4YHble CpeacTea, NpumeHAemble B Xo4e peannsaumm pa6oqel7| nporpammbl AaHHOﬁ ANCcUunnanHbl.




3. OMMUCAHUE MOKA3ATEJIEA U KPUTEPUEB OLIEHUBAHUA KOMIIETEHIIUA

OneHuBanue pe3yabTaToB 00yueHus o aquciumuinHe «HpopManmonHas 6€30MacHOCThY OCYIIECTBISETCS B cCOOTBeTCTBHHU C [lomoxkeHnemM o
TEKYIIEM KOHTPOJIE YCIIEBAEMOCTH U IPOMEKYTOUYHOM aTTeCTallMi 00y4aroIIuXCsl.

[IpenycMoTpeHbl CleAyOIMKe BUABI KOHTPOJIS: TEKYIIMI KOHTPOJb (OCYIIECTBICHHWE KOHTPOJIA BCEX BUIOB ayJUTOPHOM M BHEAYJIUTOPHOU
NEeSITeIbHOCTH 00Y4YaloIIerocsi ¢ LeJbI0 MOMydyeHusl MepBUYHON MH(GOPMAIIMU O XOJ€ YCBOCHHUS OTIEIbHBIX JIEMEHTOB COICPKAHUS ITUCHUIUIMHBI) U
MIPOMEXKYTOUHAsI aTTeCTALMs (OLIEHUBACTCS] YPOBEHb U KaU4€CTBO MOATOTOBKH IO JUCLMIUIUHE B LIEJIOM).

[Toka3zarenu ¥ KPUTEPUU OLICHUBAHHS KOMIICTCHIUH, (POPMUPYEMBIX B IPOILIECCE OCBOCHUS TAHHOW JTUCIMILIMHBI, OMHMCAHBI B Ta0JI. 3.
Tabauia 3.



Kon YpoBeHb HNuaukatopsl Bung  yuebHbIX  3aHaTHii?, | KoHTpoaupyeMble OreHOYHBIE CpEJICTBa, Kpurepuu orieHnBanus
KOMIIET | OCBOCHUS JIOCTHXKCHHS paboThl, (GOPMBI U METOJBI | Pa3ACIbI u TEMBI | UCIIOJIb3YEMbIC JUIsL | pe3yJbTaToB 00yUeHUs
CHIIMM | KOMIICTCHIIUU KOMIICTCHIIUN 00y4eHusl, CrocoOCTBYIOIIUE | AUCHMILIMHEL OIICHKH YPOBHS
(hopMHpPOBAaHUIO M PA3BUTHIO c(hopMHUPOBAHHOCTH
KOMIICTCHIIUIA® KOMIICTCHIIUN®
YK-1 3Haet
Henocratoun VKI.1. 3HaeT: | JIekKmnoOHHbBIE u Bsenenue B | Texymuii koHTposib — | He 3HaeT 3HauMTENbHOU
BIil YpOBEHB MIPUHIINTIBL, MIPaKTHYECKHE 3aHITHA, WH(OPMAITMOHHYIO | YCTHBIA OTIpoC, | YacTH Marepuaja Kypca,
Orenka METOJIbI ¥ CPEJICTBA | CAMOCTOSTENIbHAS ~ paboTa oe3omacHocth (MB). | koHTpONBHAS pabota, | He CrocoOeH
«HE3aYTCHO», | PEIICHUS oOyJaronuxcs, MoAroTOBKa Texnomoruu TECTUPOBAHME,  3allUTa | CAMOCTOSITEIBHO BBIICIATh
«HEYNIOBJIETBO | CTAaHMIAPTHBIX 33[a4 | U clIada MPOMEXKYTOIHOH 3aIUTHI JAHHBIX. OTYETOB 1O | TJIaBHBIE IIOJIOKEHHUS B
PUTETBHO» Mpo(ecCHOHANBHO | aTTECTAllMH, MOATOTOBKA U Texnomoruu MIPaKTHIECKUM padoTaM W3YYEHHOM Marepuaie
W NeATeNbHOCTH Ha | cllaya 3aueTa 3aIUTHI JUCITUILTAHBI
OCHOBE BBIYHACIUTEIFHBIX
WH(GOPMAITMOHHOM CUCTEM.
u TexHonorun
o6ubnmorpaguiecko oOHapyXeHuUs
A KyJIbTYypel C BTOP>KECHHUIA.
MIPUMEHEHUEM Ympasnenue
HHPOPMALTUOHHO- 0€30IacHOCTBIO.
KOMMYHHKAIIHOHH
BIX TEXHOJIOTHH U C
YYETOM OCHOBHBIX
TpeOoBaHMIA
WH(OPMAITMOHHOM
0€3011aCHOCTH.
BaszoBrrii VKI.I. 3naer: | JIeknnoHusle u BBenenne B | Texymuit koHTpons — | 3Haer He wmeHee 50 %
YpOBEHB TIPUHIIATIBL, MPaKTHYECKUE 3aHITHSA, WH(OPMAITMOHHYIO | YCTHBIA OTIpOC, | OCHOBHOTO MaTepuana
Onenka, METOJIbI M CPEJICTBA | CAMOCTOSATENbHAs ~ paboTa oe3omacHocth (MB). | KoHTpONBHAs pabora, | Kypca, OJTHaKO
«3aUTEHOY, pelieHus 00y4aronmxcs, MOAroTOBKa TexHosmoruu TECTUPOBAHME,  3all[MTa | UCIBITHIBACT 3aTPYHCHHUS

2 JIeKUMOHHbIE 3aHATUSA, NPaKTUYECKNe 3aHATUA, NabopaTopHble 3aHATUA, caMocToaTe/IbHaA paboTa...
3 Heo6x0AMMO yKa3aTb aKTMBHbIE M MHTEPAKTUBHbIE METOAbI 06ydeHMa (Hanpumep, MHTEPAKTUBHAA JieKuma, paboTa B MasibiX rpynnax, METOAbl MO3roBOro WTypMa u T.4.),
cnocobcTaytoLMe Pa3BUTUIO Y 0O6YYaKOLMXCA HAaBbIKOB KOMaHAHOM PaboTbl, MEXJUYHOCTHOM KOMMYHUKALLMU, MPUHATUA PeLeHU, TMAePCKUX KauyecTs.

4 HaumeHoBaHue Tembl (pa3aena) 6epetca n3 paboueit NPOrpPammbl AMCLUNANHDI.
5> OueHoOUYHOE CPeaCcTBO AOMKHO BbIBUPaATLCA C YYETOM 3aM1aHNPOBaHHbIX PE3Y/IbTaTOB OCBOEHMA AUCLMNAUHDI, Hanpumep:
«3HaTb» — cobece0BaHMe, KONNOKBUYM, TECT...
«YMeTb», «Bnagetb» — MHANBUAYAbHbIA UM FPYNMOBOM NPOEKT, Keilc-3aaaya, Aenosas (posiesas)

urpa, noptédoauo...




«YyOOBJICTBOPpHU

CTaHAAaPTHBIX 3a1a4

U cJada IPOMEKYyTOUYHOU

3allUThl JaHHBIX.

OTYCTOB oo

B €TI0 IPUMCHCHUU

TEIBHO» po¢)eCCUOHANBHO | aTTeCTally, MOArOTOBKA U TexHonorun MIPaKTU4YEeCKUM paboTam

I NesTeIbHOCTH HA | cada 3adeTa 3aLIUTHI

OCHOBE BBIYUCITUTEIHHBIX

WHPOPMALTUOHHON CHUCTEM.

u TexHOMOrNMN

oubnmorpaguuecko oOHapyXeHus

A  KYyIbTYpHl C BTOP>KCHUM.

MPUMEHEHUEM YnpasneHue

nH(GOPMAITMOHHO- 0€e3011acHOCTEIO.

KOMMYHUKAIIUOHH

BIX TEXHOJIOTHI U C

YYETOM OCHOBHBIX

TpeOOBaHUIA

WHPOPMALTUOHHON

0e30macHOCTH.
Cpennuit VKI.1. 3naert: JlekunoHHBIE u Brenenue B | Tekymuii KOHTpPOJb — | 3HA€T OCHOBHYK 4YacThb
YPOBEHD MIPUHIIAIIBL, MPaKTUYECKHUE 3aHATHA, WHPOPMALMOHHYIO YCTHBIN oIpoc, | Marepuaia Kypca,
Onenka METOABI U CpeAcTBa | paboTa B MasbIX IpyIax, 6e3onacHocts (UB). | KoHTpoNbHAS paborta, | cnocoOeH MPUMEHHUTh
«3a4TEHOY, peneHus WHTEPAKTUBHAs  JIEKLUS, TexHonorun TECTUpOBaHME,  3allUTa | U3YYEHHBIM Marepual Ha
«XOpOo1IOo» CTaHAAapPTHBIX 3aJla4 | AUCKYCCHUA, 3alIUThl JaHHBIX. OTYCTOB 10 | IPaKTUKE, HUCIIBITBIBACT

npodecCHOHANBHO | caMocTosATeNbHas — pabota Texnomoruu NpaKkTUIEeCKUM paboTam HEe3HAYUTEIbHbIE

i 1eATeNbHOCTH Ha | OOYYaIOIIMXCsl, TOArOTOBKA 3aLIUTHI 3aTPyIHEHHUS B PpEIICHUH

OCHOBC n caadya HpOMe)KYTO‘IHOI‘;I BBIYUCIIUTCIIBHBIX 3aaa4

WHPOPMALMOHHON | aTTecTalyH, MOJrOTOBKa U CHCTEM.

u caaya 3ayera TexHonorun

oubnmorpaduyecko oOHapyKeHHS

1 KyJbTYpBI € BTOP>KECHMM.

MIPUMEHEHUEM VYnpasnenue

nHPOPMALTUOHHO- 0€30I1aCHOCTBIO.

KOMMYHUKAIIUOHH

BIX TEXHOJIOTHH H C
Y4ETOM OCHOBHBIX
TpeboBaHUit
MH(OPMAITHOHHOM
0e30IMacHOCTH.




Bricokuii VKI.1. 3naet: | JleknuoHHbIE 51 Beenenue B | Texymuii koHTposb — | Iloka3eiBaer riryooKoe
YpOBEHB MIPUHIINTIBL, MPaKTHYECKHE 3aHITHA, WH(OPMAITMOHHYIO | YCTHBIA OTpocC, | 3HAaHWE W  TIOHWMaHHe
Orenka METOJIBI U CpeAICTBa | paboTa B MaNbIX TPYIIMNax, 6e3omacHocTh (UB). | xoHTpOIRHAS pabora, | MaTepHaia, crioco0eH
«3a4TEHOY, peueHus WHTEPAaKTUBHAS  JICKLUS, TexHomnorun TECTUPOBAHME,  3alllUTa | IPUMEHUTh  W3YYCHHBIH
«OTIIMYHO» CTaHAAPTHBIX 33714 | JUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | MaTepuan Ha MPaKTUKe

MPOECCHOHATILHO | CaMOCTOsATENbHAs — pabora TexHomornu MIPaKTHYECKUM paboTam

i 1eATeNbHOCTH Ha | OOY4YaIOIIMXCsl, TOArOTOBKA 3aIIUTHI

OCHOBE W cJaya MpPOMEXYTOYHOH BBIYHCITUTEIILHBIX

WH(GOPMAIMOHHON | aTTeCTallud, MOATOTOBKA U CUCTEM.

u clava 3a4era TexHonoruu

o6ubnmorpaguiecko oOHapyXeHuUs

U KyJIbTYpHI C BTOP>KECHHIA.

MIPUMEHEHUEM Ympasnenue

HHPOPMALTUOHHO- 0€30IacHOCTBIO.

KOMMYHHUKAIIMOHH

BIX TEXHOJIOTUH U C

YUETOM OCHOBHBIX

TpeOOoBaHUIt

WH(OPMAITMOHHOM

0e3011acHOCTH.

Ymeer

Henocratoun VK1.2. VYwmeer: | JleknimoHHBIE u Bsenenue B | Tekymuid koHTposib — | He 3HaeT 3HauMTENbHOU
bl YpOBEHB pemratpb MIPaKTHYECKUE 3aHITHSA, WH(GOPMAIMOHHYIO | YCTHBIA OTIpoC, | YacTH Marepuajia Kypca,
Onenka CTaHJIapTHBIE paboTra B MaJbIX IpyIax, 6e3onacHocts (UB). | KoHTpoNbHAS pabota, | HE crocobeH
«HE3a4TeHO», | 3aJa4u WHTEPAKTHBHAS  JICKIIUS, TexHonorun TECTUPOBaHHE,  3alllMTa | CAMOCTOSTENHFHO BBIJCISATD
«HEYNIOBJIETBO | MTPO(QECCHOHANBHO | TUCKYCCHSA, 3aIUTHI JaHHBIX. OTYETOB 1O | TJIABHBIE IIOJIOKEHUS B
PUTETBHOY» W NeATeNbHOCTH Ha | CAaMOCTOSTENbHAs  paboTa Texnomoruu MIPaKTHIECKUM padoTaM M3Y4EHHOM Marepuaie

OCHOBE oOyJaronmxcs, MoAroTOBKa 3alIHUTHI JUCITUILTAHBI

WHPOPMAITMOHHONW | M cllaya TMPOMEXYTOYHON BBIYHCIUTEIbHBIX

u aTTeCcTalluu, MOJIrOTOBKA U CHUCTEM.

oubmmorpaduyuecko | cmaga 3adera TexHonornu

W KyJIbTYpHl € oOHapyXeHuUs

MIPUMEHEHUEM BTOP>KEHUII.

nH(OPMAITMOHHO- VYnpasnenue

KOMMYHHKAIIHOHH 0€301acHOCTHIO.

BIX TEXHOJIOTHH U C




Y4€TOM OCHOBHBIX

TpeOOBaHMIt

nH(pOpMaAITMOHHON

0e30MacHOCTH.
bazoBbiii VKI.2. Ywmeer: | JIekunoHHbIE u | 6. Bsenenue B | Tekymuid KOHTpOJIb — | YMEET BOCIPOU3BECTH HE
YpOBEHB pemiatb MPaKTHYECKHE 3aHITHA, WH(OPMAITMOHHYIO | YCTHBIA ompoc, | meHee 50 % OCHOBHOTO
Orenka, CTaHIapTHEIC paboTa B ManibIX TpyIax, 6e3omacHocTh (UB). | xoHTpOIRHAS pabota, | MaTepuana Kypca, OJHAKO
«3aUTECHO», 3aauu WHTEpaKkTUBHass  Jekuwus, | 7. TexHomoruu TECTUPOBAHHUE,  3aIUTA | UCTIBITHIBACT 3aTPyIHCHUS
«YIOBJETBOPH | TPO(ECCHOHANBHO | TUCKYCCHSA, 3aIUTHI JaHHBIX. OTYETOB o | mpu perieHnn
TETHHO» W NeATenbHOCTH Ha | caMocTosiTenbHass paborta | 8. TexHomoruu MIPaKTHIECKUM padoTaM MPaKTHYECKUX 3124

OCHOBE 00yJaronmxcs, MoAroToBKa 3aIUTHI

MHGOPMAIIMOHHON | M clada MPOMEXKYTOYHOU BBIYUCIIUTENBHBIX

u aTTecTallid, MOJIrOTOBKA U CUCTEM.

Ooubrorpaduyecko | caada 3adyera 9. TexHomoruu

W KyJIpTYpel C oOHapyXeHuUs

MPUMEHEHUEM BTOP>KECHHUIA.

nH(GOPMAITMOHHO- 10. YnpaBnenue

KOMMYHHKAIIMOHH 0€30I1acHOCTBIO.

BIX TEXHOJIOTHH U C

Y4€TOM OCHOBHBIX

TpeOoBaHMIA

WHPOPMAITUOHHON

0e30I1acHOCTH.
Cpennuit VKI1.2. VYwMmeet: | JIeKnnOHHBIE u | 1. Bsenenue B | Tekymuii KOHTpoab — | YMeeT pewarhb
YPOBCHB pemaTh MIPaKTUYECKUE 3aHSITHS, “H(OPMAIMOHHYIO | YCTHBIN oTIpocC, | CTaHAapTHBIE
Onenka CTaHJIapPTHHIC paboTa B MaybIX TpyIax, 6e3omacHocth (MB). | KoHTpONBHAS pabota, | mpodeccuoHaIbHBIE
«3aUTEHOY, 3a/laun WHTepaKkTUBHas  Jieknws, | 2. TexHonoruu TECTUPOBaHWE,  3allWTa | 33Ja4d C NPUMEHEHHEM
«XOpOIIIO» MpoeCCHOHANBEHO | IUCKYCCHS, 3aIUTHl TaHHBIX. OTYETOB 0 | TIOJTyYEeHHBIX 3HaHUH,

W NeATeNbHOCTH Ha | caMocTosATeNbHAss  pabota | 3. TexHosoruu MPaKTHIECKUM paboTam HCTBITHIBAET

OCHOBE oOyJaromuxcs, MoAroTOBKa 3aIUTHI HE3HAYHNTEIbHBIC

WH(POPMAITMOHHOW | B cllada TMPOMEKYTOUHOM BBIYUCITUTEILHBIX 3aTPYAHEHHUS] B PEIICHUN

u aTTECTAIlNH, MOATOTOBKA H CHUCTEM. 3a1aq

Ooubnnorpaduyecko | caada 3adera 4. Texnonoruu

W KyIbTYpHl C oOHapyKeHHS

NIPUMEHEHUEM BTOP>KECHUM.

nH(OPMaITMOHHO- 5. VYmnpasneHue




KOMMYHUKAIIUOHH
BIX TEXHOJIOTHH U C
Y4€TOM OCHOBHBIX

0€30I1aCHOCTBLIO.

TpeboBaHuit

WHPOPMALTUOHHON

0e301acHOCTH.
Bricokuii VKI.2. VYwmeer: | JIekunoHHbIE u | 1. Bsenenue B | Texymuii KOHTpoap — | YMeeT peliathb
YpOBEHb pemaThb MPaKTUYECKUE 3aHATHS, WHPOPMALMOHHYIO | YCTHBIH ompoc, | CTaHJApTHEIE
Orenka CTaHJIapPTHBIC paboTa B ManbIX TpyImax, 6e3omacHocth (MB). | kKoHTpONmBHAS pabota, | mpodheccuoHaIbHBIE
«3aUTEHOY, 3a/1aun WHTepaKkTUBHas  Jeknus, | 2. TexHonorum TECTUPOBaHWE,  3alllWTa | 33Ja9d C MPUMEHEHHEM
«OTIIMYHO» MpoeCCHOHANBHO | TUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | TOJTy4eHHBIX 3HAHWH,

W NeATeNbHOCTH Ha | caMoCTosTeNbHAs  pabota | 3. TexHosoruu MPAKTHYECKUM paboTam MOKa3bIBaCT riIy0oKoe

OCHOBE oOyJarommxcs, MOAr0TOBKa 3aIUTHI 3HaHWE ©  [TOHWMaHUe

WHPOPMALIMOHHONW | M cllaya TMPOMEXYTOYHOH BBIYUCITUTEIHHBIX Marepuaia, crocoOeH

u aTTecTalyy, MOATOTOBKA H CHCTEM. pemuTh  3amady  IpH

oubnmorpaduyecko | caada 3adera 4. Texnomnoruu W3MEHEHUHN

W KyImeTYpel  C oOHapyKeHHS (hopMyITHPOBKH

NIPUMEHEHUEM BTOP>KECHMM.

nHPOPMALIUOHHO- 5. VYmnpasnenue

KOMMYHHKAIIMOHH 0€3011acHOCTEIO.

BIX TEXHOJIOTHH U C

YUETOM OCHOBHBIX

TpeboBaHUit

WHPOPMAITUOHHON

0e30MacHOCTH.

Bnaneer

HenocraTroun VK1I.3. Bnaneer: | JleknumoHHEBIE u | 1. Bsenenue B | Texymuit koHTponp — | He 3HaeT 3HauuTenbHOMI
BIif yPOBEHB HaBBIKAMU MPaKTUYECKUE 3aHSATHS, WHPOPMAIMOHHYIO | YCTHBIH orpoc, | YacTH MaTepuaia Kypca,
Onenxka MTOATOTOBKH paboTa B MambIX Tpymmax, 6e3omacHocth (MB). | KoHTpOIBHAS pabora, | HE croco0eH
«HE3a4TeHO», | 0030pOB, WHTEepaKTHBHAas  Jjekuus, | 2. Texnomoruu TECTUPOBaHMWE,  3alIUTa | CAMOCTOSATENBHO BBIACISATD
«HEYZOBJIETBO | aHHOTAIMH, JTUCKYCCHS, 3alIUTHl JAHHBIX. OTYETOB 1O | TTIaBHBIE TIOJOXKEHUS B
PHUTEITHHOY COCTaBIICHHS camocTosiTenibHass  pabota | 3. TexHomoruu MPaKTUYeCKUM paboram W3yYCHHOM Marepuaie

pedepatos, o0yyaromuxcsi, TOAr0TOBKA 3aLIUTHI JTUCHUTUTAHBL

Hay4HBIX W claya MPOMEXYTOYHOH BBIYUCITUTEIHHBIX

JIOKJIaJI0B, aTTecTalyy, MOATOTOBKA M CHCTEM.

TyOJITUKATIHIA, "

cJada 3a4c€Ta

4. TexHomornuu




Ooubnmorpadun 1O oOHapyXeHus

Hay4HO- BTOP>KCHHI.

HCCIIeI0BATEIILCKO 5. VYmpasneHue

i paboTe ¢ y4eTrom 0€30MMaCHOCTEIO.

TpeboBaHuit

nH(pOpMaAITMOHHON

0e30MacHOCTH.
bazoBnriii VKI1.3. Bnageert: | JIekimoHHEIE u | 6. BseneHue B | Texymuii koHTposb — | Brnageer HaBBIKAMH
YpOBEHB HaBBIKAMHU MPAKTHYECKUE 3aHITHA, WH(OPMAIMOHHYIO | YCTHBIA OTIPOC, | TEOPETHYECKOTO "
Ornenka, MTOATOTOBKH paboTa B MaibIX TpyIax, 6e3omacHocth (MB). | kKoHTpONMBHAS paboTa, | PKCIIEpUMEHTAITEHOTO
«3aUTCHOY, 0030pOB, WHTEpaKTUBHAs  Jiekuus, | 7. TexHosioruu TECTUPOBAHME,  3alllUTa | UCCICAOBaHUSA OOBEKTOB
«YIOBJICTBOPH | aHHOTAI[UH, JTIUCKYCCHS, 3aIUTHI JaHHBIX. OTYETOB 1o | nmpodeccuoHaIbHOMN
TETHHO» COCTaBJICHHSA camocrosTenbHas pabora | 8. TexHonorum MIPaKTUIECKUM padoTaM JIeSATEIIEHOCTH, YCBOMI

pedeparos, o0yyaromuxcs, TOArOTOBKA 3alIHUTHI OCHOBHOE coJiepKaHue

Hay4YHBIX U cllaya MPOMEKYTOYHOH BBIYHMCITUTEIILHBIX MaTepuana JUCIUILIUHEI,

JOKJIAJIOB, aTTecTallid, MOJrOTOBKA U CUCTEM. HO WMeeT Tmpodelsl B

My OJTHKAITHHA, U | coaya 3a4yeta 9. Texunomoruu YCBOEHUU Marepuana.

oubimorpadun 1O oOHapyXeHUs Nwmeer

Hay4YHO- BTOPIKEHHM. HECUCTEMAaTHU3UPOBaHHBIC

HCCIIEIOBATEIHCKO 10. Ynpasnenue 3HAHUS OCHOBHBIX

i paboTe ¢ y4eTrom 0€30I1acHOCTBIO. pas3ziesoB JUCIHUIUTHHBL

TpeOOoBaHMIA

WH(OPMAITMOHHOM

0e30MacHOCTH.
Cpennuit VK1.3. Bmageer: | JIekiinoHHBIE u | 1. Bseneuwue B | Texymuii koHTpons — | Bmageer HaBBIKAMHU
YpOBEHB HaBBIKAMHU MPaKTHYECKUE 3aHSITHSA, WH(GOPMAITMOHHYIO | YCTHBIA OTIPOC, | TEOPETHYECKOTO "
Onenka MTOATOTOBKH paboTa B ManbIX TpyIax, 6e3omacHocth (MB). | KoHTpONBHAS paboTa, | PKCIIEpUMEHTAITLHOTO
«3a4TEHOY, 0030pOB, WHTEepaKTHBHAs  Jieknus, | 2. TexHomoruu TECTUPOBAHMWE,  3alllMTa | UCCIICOBAaHUSA  OOBEKTOB
«XOPOIIIO» aHHOTALWH, JIUCKYCCHS, 3alIUThI JaHHBIX. OTYETOB o | npodeccuoHaIbHOMN

COCTaBJICHHSA camocrostenbHas pabora | 3. TexHonoruu MIPaKTUIECKUM paboTaM NIEATEIILHOCTH, CHOCO0eH

pedepatos, o0yyJaromuxcs, OAr0TOBKA 3aIIUTHI CaMOCTOSITEJILHO BBIACIATh

Hay4YHBIX M claya MPOMEKYTOYHON BBIYHCIUTEIbHBIX [JIABHBIC  IOJIOKEHUS B

JIOKJIAJIOB, aTTecTaluu, MOJIrOTOBKA U CUCTEM. W3y4eHHOM  Marepuale.

Iy OJTMKAIHiA, W | caada 3ayera 4. Texnonoruu UcneiTeiBaeT

oubimorpadun 1Mo oOHapyKeHHS HEe3HAYHUTEIhHBIE

Hay4YHO- BTOPIKEHHIA. 3aTPYJHEHHS B PEIICHUH




HCCIIEI0BATENBCKO VYnpasnenue 3ajad.

i paboTe ¢ y4eTom 0€e3011acHOCTHIO.

TpeOOBaHMIt

WHPOPMALTUOHHON

0e30MacHOCTH.
Bricoxwuit VKI1.3. Bmnaneer: | JlekunoHHabIe u Benenue B | Texymuit xoHTpoinr — | CBoOomHO BIIa/IeET
YPOBEHb HaBBIKAMHU HpaKTHYECKUE 3aHATHS, nH()OPMAMOHHYIO | YCTHBIN OIIpoC, | HaBBIKAMHU
Onenka MIOATOTOBKHU paboTa B MaJbIX TpyImax, 6e3onacHocts (UB). | KOHTponMbHAs pabota, | TEOPETHUECKOTO u
«3aUTCHOY, 0030poB, MHTEpaKTHBHAS  JICKLHS, Texnonorun TECTUPOBAHME,  3allUTa | SKCIICPUMEHTAITEHOTO
«OTIIMIHO» aHHOTAINH, JICKYCCHS, 3aIIUTHI JAHHBIX. OTYETOB 10 | MCCIIeIOBaHMS,

COCTaBIICHHS camocTosiTellbHasE  paboTa TexHonorun NpaKkTUIECKUM paboTam MOKa3bIBAET rimy0okoe

pedeparos, 00yJaronmxcs, MoAroToBKa 3aIUTHI 3HaHWE W  [OHMMaHUE

Hay4YHBIX U cladya MpPOMEKYTOYHOU BBIYHCIIUTEIBHBIX U3y4EeHHOTO Marepuaa

JIOKJIaJI0B, aTTecTalry, MOATOTOBKA H CHCTEM.

MyOJIMKAIHH, W | coada 3adeTa TexHonorun

oubnmorpaduu 1O oOHapyKeHHS

Hay4HO- BTOP>KECHHUIA.

HCCIIEIOBATENBCKO VYnpasnenue

i paboTe ¢ y4eTrom 0€3011acHOCTEIO.

TpeboBaHUit

WHPOPMAITUOHHON

0e30MacHOCTH.

OIIK-8 3Haet

HenocraTroun OIIK-8-/. 3Haert: | JIeKnnOHHbBIE u Beenenue B | Texkymuit koHTponp — | He 3HaeT 3HauuTenbHOI
BIif yPOBEHB WHCTPYMEHTHl W | TIPaKTHYECKHE 3aHATHS, WHPOPMALMOHHYIO | YCTHBIH ompoc, | YacTH MaTepuaia Kypca,
OreHka METO/IbI caMoCTosITeNIbHAs ~ pabora oe3onacHocth (MB). | kKoHTpoJbHAs pabota, | HE CIocoOeH
«HE3aYTE€HO», | MOJAEIHPOBAHUS 00y4Jaromuxcs, MoJAroToBKa Texnonorun TECTUPOBAHME,  3allUTa | CAMOCTOSTEIBHO BBIICIATH
«HEYJIOBJIETBO | MH(MOPMAIMOHHBIX | M cJada TPOMEKYTOUHOU 3alIUTHI JAHHBIX. OTYETOB Mo | TTIaBHBIE TIOJOXKEHUS B
PHUTEITHHOY MPOIIECCOB; aTTeCTalyy, MOATOTOBKA M TexHomorun MPaKTUYeCKUM paboram H3yYEHHOM Marepuaie

CHOCOOBI ONMHUCAHUS | cada 3a4eTa 3aIIUTHI JTUCHUTUTAHBI

TPUKJIAIHBIX BBIYMCITUTEIBHBIX

MPOIIECCOB u CHCTEM.

MPOTPaMMHBIX TexHonorun

MPOIYKTOB; oOHapyXeHus

CTpOECHUE BTOP>KECHUM.

COBPEMEHHBIX YpasneHue




OIepaIOHHBIX
CHUCTEM; MPHHIIUIIBI
(HYHKIIOHUPOBAHT
i COBPEMEHHBIX
HUC; wmetomomoruu
BEJICHHUS

0€30I1aCHOCTBLIO.

JIOKYMEHTO000pOTa

B OpraHM3alusix B

cepe

MPOrPaMMHOT'O

o0ecrieyeHus!.
Bba3osrrit OIIK-8-/. 3naer: | JIeKnnoHHbBIE u | 1. Bseneuue B | Texymuit koHTpons — | 3naer He wmeHee 50 %
YPOBEHb MHCTPYMEHTBl W | MIPAKTHYECKHE 3aHATHS, MH()OPMAMOHHYIO | YCTHBIN OIIPOC, | OCHOBHOTO Marepuaia
OneHka, METOBI camocTosiTellbHasE  paboTa 6e3onacHocts (UB). | KOHTpoNbHAS paborta, | Kypca, OJTHaKO
«3a4TEHOY, MOJICJIMPOBAHUS oOyyaromuxcsi, noaroroska | 2. TexHomoruu TECTUPOBaHHWE,  3allWTa | UCIBITHIBACT 3aTPYAHCHUS
«yIOBJIETBOPU | MHOOPMALMOHHBIX | M CAa4da IMPOMEKYTOUHOM 3aIIUTHI JAHHBIX. OTYETOB 1O | B €T0 NPUMEHEHUH
TEIBHO» MPOLIECCOB; arrecranuy, moaroroska u | 3. Texnomoruu MPaKTHYECKUM padoTam

CHOCOOBI OMHUCAHUS | clada 3a4ueTa 3alIUTHI

TPUKJIATHBIX BBIYHCIIUTEIBHBIX

TPOLIECCOB " CHCTEM.

MPOrpaMMHbBIX 4. TexHonoruu

MIPOIYKTOB; oOHapyXeHUs

CTpOCHHUE BTOPIKECHUIA.

COBPEMEHHBIX 5. VYmnpasneHue

OTIePaIuOHHBIX 0€30I1acHOCTBIO.

CHCTEM; TIPHHIIHITBI

(YHKIIMOHUPOBAHH

s COBPEMEHHBIX

HNC; wmeromonorun

BEACHUS

JTIOKyMEHTO000pOTa

B OpraHm3aiusx B

chepe

POrPaMMHOT'O

obecrieyeHusl.
Cpennuit OIIK-8-1. JlexumoHHbIE u | 1. Bsenenue B | Texymuii KOHTpPOdb — | 3HAET OCHOBHYIO 4acTh




YpOBEHb 3HaeT: MPaKTUYECKUE 3aHATHS, WHPOPMALMOHHYIO | YCTHBIH ompoc, | MaTepuaia Kypca,
Orenka WHCTPYMEHTHI U paboTa B ManibIX TpyIax, 6e3omacHocTh (UB). | xoHTpOIRHAS paborta, | crmocobeH MIPUMEHUTH
«3aUTEHOY, METO/TBI WHTEpAaKTUBHAs  JIEKIIHS, Texnomoruu TECTHUPOBAaHWE,  3alllUTa | U3yUYEeHHBIH MaTephal Ha
«XOPOILIO» MOJICINPOBAHUS JTUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB MO | IpakTHKe,  HWCHBITHIBAET

WHPOPMALMOHHBIX | caMocToATeNbHas — pabota TexHomnorun MPaKTU4eCKUM paboTam HE3HAYUTEIIbHbIE

MIPOIIECCOB; oOydaronmxcs, MOAr0TOBKa 3aIIUTHI 3aTpyOHEHHUS B pPEIICHUH

CHocOObI ONMCaHUs | U cJada MPOMEXYTOYHOH BBIYUCITUTEIHHBIX 3aga4

MIPUKJIATHBIX aTTecTalyy, MOATOTOBKA H CHCTEM.

MIPOIIECCOB U clada 3a4era Texnomoruu

MIPOTPaMMHBIX oOHapyKeHHS

NIPOAYKTOB; BTOP>KECHHM.

CTPOCHUE VYnpasneHue

COBPEMEHHBIX 0€e3011acHOCTEIO.

OICpanMOHHBIX

CUCTCM; IIPUHIHIILI

(hYHKIIMOHUPOBAHU

s COBPEMCHHBIX

HC; meronmonoruu

BEJICHUS

JTIOKYMEHTO000pOTa

B OpraHu3aluiax B

cdepe

MIPOrPaMMHOTO

obecrieyeHusl.
Bricokuit OIIK-8-1. JlekunoHHbIE u Beenenue B | Texymuii koHTposb — | [Toka3piBaer ri1y0oKoe
YpOBEHB 3Haer: MPaKTHYECKUE 3aHITHSA, WH(GOPMAIMOHHYIO | YCTHBIA OmpocC, | 3HAHUE W  TIOHUMaHHE
Onenka WHCTPYMEHTHI U paboTa B MaybIX TpyImax, 6e3omacHocth (MB). | KoHTpONBHAS pabota, | MaTepuana, crocobeH
«3adYTCHO», METOAbI HWHTCPAKTHUBHAasA JICKIIHA, TexHonoruu TECTUPOBAHUC, 3amluTra | IpUMCHUTDH H3yquHBII>'I
«OTIIMYHO» MOJICJINPOBAHUS JTUCKYCCHS, 3aIUTHI JaHHBIX. OTYETOB Mo | MaTepuas Ha MIPAKTHKE

WHPOPMALMOHHBIX | caMocTosATeNbHas — pabora TexHonorun MPaKTUYeCKUM paboTam

MIPOIIECCOB; o0yyJaromuxcs, OAr0TOBKA 3alIHUTHI

CHOCOOBI ONMMCAaHNUA | U clada MPOMEXKYTOIHOM BBIYUCIIATEIIBHBIX

TIPUKJIATHBIX aTTecTalry, MOATOTOBKA H CHCTEM.

MIPOLIECCOB U caaya 3ayera Texnomoruu

NIPOIPaMMHBIX oOHapyKeHHS

MPOAYKTOB,; BTOP>KEHUII.




CTpOEHUE 5. VYmnpasneHue
COBPEMEHHBIX 0€e3011acHOCTHIO.
OTIepaIIHOHHBIX
CHCTEM; IPHHIUITBL
(YHKIMOHUPOBaHU
ST COBPEMEHHBIX
UC; meronmonoruu
BEJICHUS
JTOKYMEHTO000poTa
B OpTaHM3AIHAX B
chepe
MIPOTPaMMHOTO
o0ecreyeHusl.
Ymeer
Henocratoun OIIK-8-1. Jlex1imoHHEBIE ul l. BBenenue B | Texymuid koHTposib — | He 3HaeT 3HauMTENBbHOU
bIil YpOBEHB Ymeert: MPAKTHYECKUE 3aHSTHA, | THPOPMAITMOHHYIO YCTHBIH OTIpoC, | YacTH Marepuaja Kypca,
Onenka mpoektupoBats MC | pabota B MambIx Tpymmax, | 6ezomacHocTh (MB). KOHTPOJIbHAS pabota, | HE crocobeH
«HE3aYTeHO», | M  pa3pabaThiBaTh | MHTEpPAaKTUBHAA  JIeKuud, | 2. Texnonoruu TECTUPOBAaHMWE,  3alUTa | CAMOCTOSITEIHHO BBIIEIATh
«HEYNIOBJIETBO | IPOTpaMMHBIE JUCKYyCCHA, 3aIUTHI JAHHBIX. OTYETOB MO | IJIaBHBIE IIOJIOKEHUS B
PUTETBHOY» TIPOJYKTHI JUTSL | caMocTosiTeNbHas — pabora | 3. Texnonorun MIPaKTHIECKUM padoTaM M3Y4EHHOM Marepuaie
penieHus o0yyJaromuxcsi, HOATOTOBKA | 3alHTHI JUCTIATUTAHBI
MIPUKJIAIHBIX 33/1a4. | U cAada TPOMEXYTOUHOW | BBIUMCIUTEIHHBIX
aTTeCTalliu, TMOJIOTOBKA U | CHCTEM.
clava 3a4era 4. TexHonmoruu
oOHapyXeHUs
BTOP>KECHHI.
5. VYnpasnenue
0€30MacHOCTHIO.
bazoBbiii OIIK-8-1. JlekunoHHbIE u| 6. Beenenue B | Tekymuid KOHTpOJIb — | YMEET BOCIPOU3BECTH HE
YPOBEHb Ymeer: IIPaKTUYECKUE 3aHATHS, | THQOPMAIIMOHHYIO YCTHBIN onpoc, | meHee 50 % OCHOBHOTO
Onenka, npoextupoBath MC | pabota B Manbeix rpymmax, | 6ezomnacHocts (Mb). KOHTpOJIbHAS pabora, | MaTepuaia Kypca, OJHAKO
«3aUTEHOY, W pa3pabarbBaTh | MHTEPAKTUBHAS  JIEKIH, | 7. Texnonorun TECTUPOBAHME,  3alUTa | UCTIHITHIBAET 3aTPYyTHEHHS
«yZIOBJIETBOPH | IPOrpaMMHBIE JUCKYCCHA, 3alUTH! JAHHBIX. OTUYETOB o | mpu pelieHnn
TEIBHO» MPOJYKTHI Ui | camocTosiTenbHas — pabota | 8. Texnonorun MPaKTUYEeCKUM paboTam MPaKTUYECKUX 3a7a4
pemeHus 00y4aronmxcs, MOATOTOBKA | 3aIIHUTHI
MIPUKJIATHBIX 33/1a4. | M cAada TPOMEXYTOYHOW | BBIUMCIHUTEIHHBIX




aTTecTalry, TMOATOTOBKA H | CHCTEM.
caaya 3ayera 9. TexHonorun
oOHapyKeHHS
BTOP>KCHUM.
10. VYnpasnenue
0€30aCHOCTBIO.
Cpennamit Onkd.2. Ywmeer: | JleknuoHHBIE u |l Brenenmne Texymuii  KOHTponb — | YMeer pemraTh
YpOBEHb npoektupoBath MC | mpakTuueckue 3aHATHSL, | THQOPMAIIHOHHYIO YCTHBIN ompoc, | CTaHJApTHEIE
Orenka u  pazpabarpiBaTh | paboTa B MaibIX Tpymmax, | 6ezomacHocTh (MB). KOHTPOJIbHAS pabota, | mpodheccuoHaIbHBIE
«3aYTEHOY, MIPOTrpaMMHBIE MHTEpAaKTUBHAs  Jekuus, | 2. TexHonoruu TECTUpOBaHME,  3allWTa | 3aJa4d C I[PUMEHEHUEM
«XOPOILIO» MPOITYKTHI IUIsL | TUCKYyCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | TOJTy4eHHBIX 3HAHWH,
pernieHus camocTosiTeNibHas  paboTta | 3. TexHonoruu NpaKkTUIECKUM paboTam WCTIBITHIBACT
NPUKIAIHBIX 330a4. | 00y4arOIIMXCs, TOATOTOBKA | 3alUThI HE3HAYUTEIIbHbIC
U cJada TPOMEXYTOYHOH | BBIYMCIUTEIBHBIX 3aTpyIHCHHUS B pEIICHUH
aTTecTalyy, TMOATOTOBKA M | CHCTEM. 3aj1a4
clada 3a4yera 4. Texnonornn
oOHapyKeHHS
BTOP>KCHMM.
5. VYnpasnenue
0€301acHOCTEIO.
Bricokuit Onxd.2. Ywmeer: | JIeKunoHHbIE u |l Beenenue Tekymuii KOHTpoJib — | YMeeT peuathb
yYpOBEHb npoextupoBath UC | mpakTuueckue 3aHATHA, | HTHPOPMAIIMOHHYIO YCTHBIN oTpoc, | CTaHJapTHEIE
Onenka u  paspabareiBaTh | paboTa B Manblx rpymnmnax, | 6ezomacHocts (Mb). KOHTPOJIbHAS pabota, | mpodeccuoHaIbHBIE
«3a4TEHOY, MpOTrpaMMHBIE WHTEpAaKTHBHAs  Jekuus, | 2. TexHonorun TECTUpOBaHME,  3allWTa | 33Ja4d C I[PUMEHEHUEM
COTIIMYHO» MPOITYKTHI JUISL | TUCKYyCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | TOJTYy4EHHBIX 3HAHWH,
peneHus camocTosiTelIbHas ~ paborta | 3. TexHonorun MIPaKTUYEeCKUM paboTam MOKa3bIBAET riybokoe
MPUKIIAIHBIX 330a4. | 00yJaroIMXCs, TOArOTOBKA | 3alUThI 3HaHWE W  IIOHHMMaHHUe
U cJada TPOMEXYTOYHOHW | BEIYMCIUTEIBHBIX MaTepuana, croco0eH
aTTeCTalyy, TOATOTOBKA M | CHCTEM. pemuTh  3ajady  IpH
caaya 3ayera 4. TexHonoruu N3MEHEHUH
oOHapyXeHuUs (bopMyITHPOBKH
BTOP>KECHMM.
5. VYnpasnenue
0€301aCHOCTBIO.
Biageer
Henocratoun | OIlIK 8.3 | JlexumoHHbIE u | 1. Beenenue B | Tekymuii KOHTposib — | He 3Haer 3HauuTeNbHOU




BIif yPOBEHB Brnaneert: MPaKTUYECKUE 3aHATHSL, | THQOPMAIIHOHHYIO YCTHBIN ompoc, | 4acTW Marepuaiga Kypca,
Orenka HaBBIKAMH pabora B MambIx Tpymmax, | 6e3zomacHocTs (Mb). KOHTPOJIbHAS paborta, | HE crioco0eH
«HE3a4YTEHO», | JETaJIbHOTO UHTEpAaKTUBHAs  Jekuus, | 2. TexHonorun TECTUPOBaHMUE,  3alIUTa | CAMOCTOSATEILHO BBIAEIATD
«HEYIOBJETBO | OMHCAHUS JTUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB MO | TTIaBHBIE TIOJOXKEHUS B
PUTEIBHO MpeaMeTHON camocTosiTeNibHass ~ paboTta | 3. TexHonoruu MPaKTU4eCKUM paboTam M3y4E€HHOM Marepuaie

obnactu, 00yyaromuxcsi, HIOATOTOBKA | 3aIlUTHI JTUCLUIUINHB

WHPOPMALMOHHBIX | U cllaya TMPOMEKYTOYHOH | BEIYMCIUTEIHHBIX

cucTeM U | aTTecTallud, MOJArOTOBKA U | CUCTEM.

POrpaMMHBIX claya 3a4era 4. TexHonmoruu

MIPOAYKTOB B oOHapyXeHus

NIPUKIaAHBIX BTOP>KCHHM.

o0yacTsax 5. Ympasnenne

JIeSITeTLHOCTH. 0€301MacHOCTHIO.
bazoBniit OIIK 8.3 | JlekunoHHbBIE u|o. Bgenenue Texkymuii koHTposib — | Brianeer HaBBIKAMH
YpOBEHb Bnaneert: MPaKTUYECKUE 3aHATHA, | HTHPOPMALIMOHHYIO YCTHBIN OTpOC, | TEOPETUUECKOTO "
Ornenka, HaBBIKAMHU pabota B ManmbIx Tpymmax, | 6e3omacHocTh (MB). KOHTPOJIbHAS paboTa, | PKCIIEpUMEHTAITEHOTO
«3a4TEHOY, JeTaNbHOTO MHTEpAaKTUBHAs  Jiekuus, | 7. TexHonoruu TECTUPOBaHME,  3alIUTa | UCCICAOBAaHUA OOBEKTOB
«yIIOBIICTBOPU | OTIMCAHUS JTUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB no | mpodeccuoHaTEHOR
TEJBHO» MpEeaIMETHON camocTosiTelIbHass ~ pabota | 8. TexHonorun MIPAaKTUYEeCKUM paboTam JIeSITETBHOCTH, YCBOMII

obnacTH, o0yyaromuxcs, HOATOTOBKA | 3aIUTHI OCHOBHOE coJiepKaHue

WHPOPMALMOHHBIX | M cllaya TMPOMEKYTOYHOH | BEIYMUCIUTEIHHBIX MaTepuana JUCUUILIAHEI,

cucTeM U | aTTecTallld, MOJrOTOBKA U | CUCTEM. HO wuMmeeT mpobensl B

MPOTPaMMHBIX caaya 3ayera 9. TexHonorun YCBOCHHUU MaTepHaa.

MPOTYKTOB B oOHapyXeHUs Nwmeer

MPUKIIAIHBIX BTOP>KEHUI. HECHCTEMAaTU3UPOBAHHBIC

obacTsx 10. VYnpasnenue 3HAHUA OCHOBHBIX

JeSITEIbHOCTH. 0€301aCHOCTBIO. pa3fesoB AUCIMIUIMHBL
Cpennamit OIIK 8.3 JIeKImmoHHbBIE u|l. Bgenenue Texkymuii koHTposib — | Branmeer HaBBIKAMH
YPOBEHb Brnaneer: MPaKTUYECKUE 3aHATHSL, | THQOPMAIIHOHHYIO YCTHBIN OTpOC, | TEOPETUIECKOTO "
Onenka HaBBIKAMHU pabora B ManbIx rpymnnax, | 6esonacuocts (Ub). KOHTPOJIbHAS paborta, | SKCIEpUMEHTAIILHOTO
«3aUTEHOY, JETATBHOTO WHTepaKTUBHAs  JieKnwus, | 2. Texnonorun TECTUPOBaHHE,  3alllTa | UCCIIEAOBAaHUS OOBEKTOB
«XOpOIIIO» OTIHCaHUS JIUCKYCCHA, 3aIUTHI JAHHBIX. OTYETOB no | mpodeccuoHaTEHON

MpeaIMETHON camocTosiTelIbHass  pabota | 3. TexHonoruu MPAaKTUYEeCKUM paboTam JEeSITETBHOCTH, CIOCOOECH

obnactH, o0yyaromuxcsi, HOATOTOBKA | 3aIUTHI CaMOCTOSITENILHO BBIICISATD

WHPOPMAIMOHHBIX | M cllaya TMPOMEKYTOYHOH | BEIYUCIUTEIHHBIX TTIaBHBIE  TOJIOXKCHUS B

cucTeM U | aTTecTalliy, MOJrOTOBKA U | CUCTEM. W3y4eHHOM  MaTtepuale.




MPOTPaMMHBIX c/aya 3ayera 4. Texnonorun HcmbiThIBaET
MPOYKTOB B oOHapyKeHUs HEe3HAYNTEIbHBIC
MPUKJIATHBIX BTOPKCHUIA. 3aTpyAHEHHS B PEIICHUN
o0nacTsx 5. VYpasnenue 3a/1ad.
JeSITEIbHOCTH. 0€301acHOCTBIO.
Bricoxwuit OIlIK 8.3 | Jlexunonusie u |l Beenenne Texymuit  xoHTpoib — | CBoOOAHO BIIa/IeET
YPOBEHb Brnaneer: HpaKTHYECKUE 3aHATHS, | HHPOPMATMOHHYIO YCTHBIN OIIpoC, | HaBBIKAMHU
Ouenka HaBBIKAMHU pabota B ManbIx rpymnmnax, | 6esonacuocts (UB). KOHTPOJIbHAS pabota, | TEOPETHUECKOTO "
«3aUTCHOY, JETaTbHOTO UHTEpaKTHBHAs  JIEKIUs, | 2. Texnonorun TECTHPOBAHME,  3allUTa | SKCIICPUMEHTATEHOTO
«OTIIMIHO» OTMCAHHS JICKYCCHS, 3aIIUTHI JAHHBIX. OTYETOB 10 | MCCIIeIOBaHMS,
MpeaIMEeTHON camocTosiTeNibHas  paboTta | 3. TexHonorun NpaKkTUIECKUM paboTam MOKa3bIBAET rimy0okoe
obacTy, 00yJaronmxcs, MOArOTOBKA | 3aIUTHI 3HaHWE W ITOHHMaHHe
MH(QOPMAMOHHBIX | M cJada IPOMEXYTOYHOH | BBIYHCIUTEIBHBIX U3y4EeHHOTO Marepuaa
CHUCTEM n | arTeCTalluu, IIOATOTOBKA M | CUCTCM.
MPOTPaMMHBIX clada 3adera 4. Texnonoruu
MPOYKTOB B oOHapyKeHUs
TPUKJIATHBIX BTOPIKCHUIA.
o0acTsx 5. VYnpasnenue
JESTeILHOCTH. 0€30IMaCHOCTBIO.




4. MeToauyeckne MaTepPUAaJibl, ONpeae/siiolye npouexypbl

OlleHNBAHMS Pe3yJIbTATOB 00y4YeHH s

3ananus B gopme yCTHOIO ompoca:

VY CTHBIN OMPOC UCIIONB3YETCS ISl TEKYILIET0 KOHTPOJIS YCIEBAEMOCTH O0YYarOIIMXCS 110
JUCIUIUIMHE B KadyecTBE IMPOBEPKHU pe3yJIbTaTOB OCBOEHHUs Marepuana. Kaxaomy cryaeHty
BbIJIa€TCSl CBOM COOCTBEHHBIH, Y3KO C(OPMYIMPOBAHHBII Borpoc. OTBET JOJIKEH ObITh YETKUM
U KpaTKuM, cCoACpiKallluM BCC OCHOBHBIC XAPAKTCPHUCTHUKH OITMCBIBACMOI'O ITOHATHUA. B cBoem
OTBCTC CTYACHT OOJIKCH IIOKA3aTb YMCHHUA IPOCICKHBATL NMPHUYHMHHO-CICICTBCHHBIC CBA3U U
HAaBBIKHM PACCYKJICHUM U JI0Ka3aTeJIbCTBA.

3ananus B popme npakTuyeckux pador. KoMmiekT pa3HOypOBHEBBIX 33124
(3agaHmuii)

[IpakTuyeckas paboTa mpPEACTABISET COO0H KOHTPOJIBHOE MEPONPHUSITHE MO0 y4yeOHOMY
MaTepuanty KaxJI0u Tembl (pa3zaena) AMCUUILINHBI, COCTOSIIEE B MHANBUAYAIBHOM BbIIIOJTHEHUN
00y4aromuMcsl IPaKTUYECKUX 3aJaHUN I OLICHKH MOJTY4YEHHbIX 3HAHUN, YMEHUN U BIIaJICHUM
KOMIIETEHIIUSIMU, (POPMHUPYEMBIMU 110 TaHHOW AUCIUTINHE.

BbinmonHenue mnpakTHMYeCKMX pabOT  SBISETCS  CPEACTBOM  TEKYLIEro KOHTPOJIs
yCIIEBa€MOCTH O0Y4YaroIUXCsA MO AMCLUUIUIMHE U MOXET BKJIIOYaTh B ceOs CIEYIOLINE THUIIbI
3aJaHUi: 3aJaHus TUIIOBOIO BMJA W  3aJaHus TBOPUYECKOI'O XapakTepa, IO pe3ysbTraTaM
BBINOJIHEHUS MPAKTUYECKUX 3aJaHuil oOydaromue oGOpMIISIIOT OTYEThI, COJEpIKalllie aHallu3
IIOJIyYEHHBIX PE3YJIBTATOB U BBIBOJBI.

TecToBble 3a1anus. 3agaHus B opMe TeCTHPOBAHUS

Tect npeacrasnseT co00N KOHTPOIBHOE MEPOIIPHUATHE MO YUEOHOMY MaTepHay Kaxa0i
TEMBI (pasj:[ena) JUCHUIIIIMHBI, COCTOSAIIECEC B  BBIIIOJIHCHHUU O6yT~IaI-OHII/IMC$I CHUCTEMBI
CTaHapTU3UPOBAHHBIX 3a/laHU, KOTOPas MO3BOJISIET ABTOMAaTU3UPOBATh NPOLIENAYPY U3MEPEHUS
YPOBHSI 3HAHUH U yMEHUI 00y4aroierocs.

TectupoBanue sBIII€TCS CPEACTBOM TEKYLIETr0 KOHTPOJIS YCIIEBAEMOCTH O0Oy4aromIHUXCs
N0 JAMCUUIUIMHE W MOXET BKJIIOYaTh B ce0s Cleqyrole TUIbl 33JaHuil: 3aJaHue C
€MHCTBEHHBIM BBIOOPOM OTBETAa U3 MPEUIOKEHHBIX BapHAHTOB, 3a/laHWE Ha OIpeiesieHue
BCPHBIX 1 HCBCPHEBIX CY)KHGHHfI; 3aJaHUC C MHOKE€CTBCHHBIM BI)I60p0M OTBETOB.

B KaXXJ10M 3alaHu HCO6XOI[I/IMO BI)I6paTI> BCC IMMPAaBUJIBHBIC OTBCTHI.



5. MarepuaJsl JJid IPOBEAECHUS TEKYLIEr0 KOHTPOJS U MPOMEKYTOYHOM

arrecranmun

3aganus B ¢popme ycTHOrO onpoca
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

Beenenne B unpopmannonnyro 6ezomnacuocts (1b)
OcHoBHble noHsTHs Ub.

AHanu3z yrpos.

[Tpo6GieMbl 6€30MaCHOCTH KOMIIBIOTEPHBIX CETEH.
[TonuTrka 6e30MacHOCTH.

OcHOBHBIE COCTaBJISIOUINE MOJTUTUKH 0€30IaCHOCTH.
Hopmarusno-npaBoBoe obecnieuenue Ub.
Cranpgapte Ub.

MexnyHapoaHbie cTanaapthl B cepe Ub.
[Tpuntumne! 3anmuTel nHGOpManoHHbIX cucteM (UC).
TeXHOJIOTHH 3alUTHI JAHHBIX.

[TpUHIUIIBI KPUTTTO3AIIHUTHI.

Kpunrorpaduueckue anropuTMmsl.

Kpunroananus.

CHMMETPUYHBIC H ACUMMETPUYIHBIC CUCTEMBI I (PPOBAHUS.
TexHoMOruu MEKTPOHHO-IIU(GPOBOI MOIIUCH.
OYHKIUH XAIIAPOBAHHUS.

TexHonoruu ayTeHTUQUKAITIH.

buomerpryeckas ayreHTH(DUKAIIHSL.

TexXHOIOTHH 3aIUTHI BEIYUCIUTEILHBIX CUCTEM.
Ob6ecneuenue 6ezonacHocTu onepanoHHbix cucteM (OC).
MexkceTreBble JKpaHbl.

Ceprudukanus u cTaHapTU3ALMS.

3amuTa B BUPTyalbHbIX ceTsix VPN.

3amura Ha ypoBHIX moaenu OSI.

TexHonoruu oOHapyXeHUSI BTOPKEHUM.

CpenctBo ananu3za cereBoro tpaduxa Wireshark.
CkaHupOBaHUE CETH.

AHanu3 3aIMIEeHHOCTH.

OOHapyxeHue aTakx.

[TporpammMHBbIe cpeficTBa OOHAPYKEHUS BTOPKEHHSL.

3amura yaaJeHHOTO JIOCTYIIA.

3amuTa OT BUPYCOB U cllama.

VYnpasieHnue 6€30MacHOCTHIO.

3anaun ynpasnenus b B unpopmannonnsix cucremax (MC).
Apxurekrypa u ¢pyHKImoHupoBaHue cuctem ynpasienus Ub B (MC).
Aymut 1 MmonuTopuHr 6e3zonacHoct (UC).

0O0630p cuctem yrpaBiaeHUs 0€30MaCHOCTBIO.

TecToBBIC 3a1aHUA

1.

KTo sBIIsIeTCSI OCHOBHBIM OTBETCTBEHHBIM 34 OIpECACIICHUE YPOBHA

KJaccupukanuu uHpopmaru’?

PykoBoguTens cpenHero 3BeHa
Beiciiee pykoBoaCTBO
Bnanenern

[Tonp3oBaresns



2. Kakas kaTeropus siBnsieTcsi Hanboyiee pUCKOBAHHOM /71l KOMIIAHUH C TOYKU
3peHUs BEPOSTHOTO MOIICHHUYECTBA U HApYIIeHHs 0€30MacHOCTH?
CotpynHuUKHT
Xakepsbl
ATtakytroniue
KontparenTs! (uia, paboTaroIixe 1mo 10roBopy)

3. Ecin pa3nuuHeIM rpynnam 1noyb30BaTeliel ¢ pa3Iu4yHbIM YPOBHEM JOCTyIIa
TpeOyeTcst JOCTYI K OJTHOW U TOH ke MH(OpMaIK, KaKoe U3 YKa3aHHBIX HIKE JICHCTBHMA
clelyeT IpEeaIPUHATh PyKOBOJACTBY?

CHU3UTH YpOBEHb 0€30MaCHOCTH 3TOW MH(POPMALIUH ISl oOecrieueHus ee
JIOCTYITHOCTH U y100CTBA UCIIOJIb30BaHUS

TpeboBarh noanucanus CuEUAIbHOIO pa3pelIeHNs] KaX bl pa3, Korjaa
YeJI0BEKY TpedyeTcs AOCTYH K 3TOM nHpopmManun

VY IIydmuTh KOHTPOJIb 32 0€30MacHOCTHIO 3TO HHPOPMALIUU

CHuU3UTh YpOBEHb KJIaCCU(UKALMU 3TOH HHPOPMALIUU

4. Kakoii paktop Harbosiee BaXKeH Uil TOTO, YTOOBI OBITh YBEPEHHBIM B YCIICIITHOM
oOecrieueHru 0€30MaCHOCTH B KOMITAaHHUH?
[Tomnepskka BBICIIETO PYKOBOJICTBA
D¢ dhexkTuBHBIC 3aUTHBIE MEPBI M METO/IbI X BHEAPCHHS
AKXTyasnbHbIC U aJICKBaTHBIC TIOJUTUKH U MPOLIEAYPHI 0€301T1aCHOCTH
HpOBCIIeHI/Ie TpeHI/IHFOB 110 6630HaCHOCTI/I JIs1 BCEX COTPYI[HI/IKOB

5. Korpaa nenecooOpa3Ho He IPeANPUHUMATh HUKAKUX JCHCTBUN B OTHOIICHUU

BBISIBJICHHBIX PUCKOB?

Huxkorna. Jlns oGecnieduenus xopouieil 0e30nacHOCTH HYKHO YUUTBIBATh U
CHIJKaTh BCE PUCKU

Korna pucku He MOTYT OBITh IPUHATHI BO BHUMAHUE 10 MOJIUTUYECKUM
COO00paXKeHHSIM

Korna HeoOxouMble 3alIUTHBIE MEPHI CITUIIKOM CIIOKHBI

Korzna cTouMoCcTs KOHTpMED IIPEBBILIAET IEHHOCTh aKTHBA U
NOTEHLUAIbHbIE TIOTEPH

6. Kaxkoe yTBepxkaeHue SABISETCS MPAaBUIBHBIM, €CJIM B3TJIIHYTh HA PA3HUILY B IENSX

0€30MacHOCTH ISl KOMMEPYECKOW U BOGHHOM Oopranu3aiun?

Tonbko BOEHHBIE UMEIOT HACTOSIIYIO O€30M1aCHOCTD

KommMmepueckast koMmranust 00bI9HO 00JIbIe 3200TUTCS O HETOCTHOCTH U
JIOCTYITHOCTH JaHHBIX, @ BOCHHBIE — O KOH(PUIACHITHATHHOCTH

Boennbim TpeOyeTcst 0onbInii ypoBeHb O€30MacCHOCTH, T.K. UX PUCKU
CYIIIECTBEHHO BBIIIIE

KommMmepueckast koMmranus 00bI9HO O0JIbIie 3200TUTCS O JOCTYITHOCTH U
KOH()HICHIIMAIBHOCTH JAHHBIX, @ BOCHHBIE — O IIEJIOCTHOCTH

7. 3amuTa MHQOPMAIMK OT YTEUKH — 3TO AESITEbHOCTD 10 MPEA0TBPAIEHHUIO:
MOJTyYeHHUS 3alMIaeMoil HHQOpPMAIK 3aMHTEPECOBAHHBIM CYOBEKTOM C
HapyIIEHUEM YCTaHOBJIEHHBIX MPABOBBIMU JOKYMEHTAMU HJI COOCTBEHHUKOM, BIIaJeNIbLIEM
UH(OPMALIMK TIPaB WU MPaBHJI OCTYIA K 3alUIaeMoi HH(opMarumy;
BO3JICHCTBUS C HAPYLICHUEM YCTaHOBJIEHHBIX MPaB W/WJIM MPaBUII Ha
U3MEHEeHHEe UHPOPMALIUH, TPUBOISIIETO K UCKAXEHNUIO, YHUUTOKEHHUIO, KOMUPOBaHHUIO,



OJIOKMPOBAHMIO JOCTYyMA K HH(OPMAIUH, a TAKXKE K yTpaTe, yHUUTOXKCHHUIO WU COOI0
(YHKIMOHUPOBAHUS HOCUTENSI HH(POPMALIUH;

BO3/ICHCTBUS HA 3alIMIACMYIO HH()OPMAIHIO OIIMOOK MOJIb30BATEIS
uHpopManuei, cO0s TEXHUUECKUX U IPOTPaMMHBIX CPEJICTB HH(DOPMAIIIOHHBIX CUCTEM, a
TaKXe MPUPOTHBIX SIBICHHIA;

HEKOHTPOJIMPYEMOTO PACIIPOCTPAHEHHS 3alIMIaeMOil HH(OpMAIHH OT ee
pasriameHusi, HECAaHKIIMOHUPOBAHHOTO JOCTYIIA,

HECAaHKIIMOHUPOBAHHOTO JOBEACHHUS 3allMIIaeMOi nH(pOpMAINU 10
HEKOHTPOJIMPYEMOT'O KOJIMYECTBA MoTydaTesieii HHGopMaIim.

8. 3amuTa uHGOPMaIIUH ITO:

nporecc coopa, HaKOIUIeHUs, 00pabOTKH, XpaHEHUSs, pacTIpeleIeHUs 1
HOMCKa HHpOpMAIHy;

npeoOpazoBanue HH(GOPMAIIH, B PE3yJIbTaTe KOTOPOTO COIEPIKaHUEe
UH(pOpPMAINU CTAHOBUTCS HEMOHSATHBIM JJIsl CyObeKTa, He HMEIOIIETO J0CTYIIa;

MOJTyYeHHEe CyObEKTOM BO3MOKHOCTH O3HAKOMJICHUS C HH(pOpMaNHeH, B
TOM YHCJIC ITPU TIOMOIIN TEXHUYECKUX CPEJICTB;

COBOKYITHOCTb IIPABWJI, PETJIAMEHTUPYIOUINX TOPSIIOK M YCIOBUS AOCTYIA
CyOBeKTa K MH(POPMAIMU B €€ HOCUTEIISIM;

JEeSITeIBHOCTD IO MPEJOTBPALICHUIO YTEUKH HH(OpMAIHH,
HECaHKI[MOHMPOBAHHBIX U HETIPEeIHAMEPEHHBIX BO3ICHCTBHI Ha HEE.

9. EcrecTBeHHBIC yrpo3bl 0€30MacHOCTH HH(DOPMAIK BHI3BAHBI:

JeSITeTbHOCTBIO YEIIOBEKa,

ommOKkamu npu npoektupoanuu ACOMU, ee aneMeHTOB niH pazpaboTke
POrPaMMHOTO O0OCCIICUSHUS;

BO3/ICHCTBUSIMH OOBEKTUBHBIX (PU3MUYECKHUX TPOIIECCOB WIIM CTUXUHHBIX
MIPUPOJIHBIX SBIICHUH, HE3aBUCSIINUX OT YEJIOBEKa;

KOPBICTHBIMU YCTPEMIICHUSIMH 3JI0YMBINIJICHHUKOB;

OITMOKaMU TIPU JCHCTBHSIX TIEPCOHAIIA.

10. HckyccTBeHHBIE YTPO3bl 6€30MaCHOCTH MH(POPMAIIUK BHI3BAHBI:

JESATEIIBHOCTBIO YETIOBEKA;

ommbkamu npu npoexktupoannu ACOM, ee 3neMeHTOB Uiu pa3paboTke
IPOTPaMMHOTr0 0OecreueHus;

BO3JICHCTBUSAMU OOBEKTUBHBIX (PU3NYECKUX MPOLIECCOB MIIN CTUXUUHBIX
IIPUPOJHBIX SIBJICHUH, HE3aBUCSILIUX OT YEJIOBEKa;

KOPBICTHBIMU YCTPEMIJIEHUSIMH 3JI0YMBIIIJICHHUKOB;

olIMOKaMu IpH IEHCTBUAX MEepCOHAIA.

11. K oCHOBHBIM HeNlpeHAMEPEHHBIM UCKYCCTBEHHBIM yrpo3aM ACOM oTHOCHTCS:
(u3nueckoe pa3pyuieHue CUCTEMBI ITyTEM B3pbIBa, MOJHKOra U T.11.;
nepexBar MOOOYHBIX AMEKTPOMArHUTHBIX, aKyCTHYECKUX U APYTHX
W3JIy4€HHUI YCTPOWCTB U JINHUW CBSI3H;

M3MEHEHHE PEXUMOB pabOThl YCTPOMCTB MIIM IPOrpaMM, 3a0acTOBKa,
caboTax repcoHana, MOCTAHOBKA MOIIIHBIX aKTUBHBIX MTOMEX U T.I1.;

YTEHUE OCTATOYHOU MH(POPMAIIUHU U3 ONIEpPATUBHOM MaMATH U C BHEITHUX
3alIOMHUHAKOIIUX YCTPOMCTB;

HEYMBIIUIEHHBIE JEMCTBYS, IPUBOAAIIUE K YACTUYHOMY WU ITOJTHOMY
0TKa3y CUCTEMBI WM pa3pyLICHUIO allllapaTHBIX, IPOTPaMMHBIX, HH()OPMALIMOHHBIX PECYPCOB
CUCTEMBI.



12. K mocroponHuM nu1iaM HapymuTeasM HHOOpMaAIMOHHON 0€30MMacHOCTH
OTHOCHTCSL:
MIpe/ICTaBUTENIHN OpraHu3aluii, B3aUMO/ICHCTBYIOIIMX 10 BOIIPOCaM
obecrieueHus KU3HEACITEIIbHOCTA OpraHu3alliy;
nepcoHa, 00CIyKUBAIOLIUI TEXHUUYECKHE CPE/ICTBA;
TEXHUUYECKUN TIEPCOHAI, O0CITY>KHBAIOIIHNNA 3/1aHUE;
10JIb30BATENH;
COTPYAHUKHU CIIY>KOBI 6€301aCHOCTH.
MPEICTaBUTEIN KOHKYPUPYIOIIUX OpraHU3aIlHii.
JUIA, HAPYIIUBIINE TPOMYCKHON PEXUM;

13.  Cmam, KOTOpBIH UMEET 1I€Tb ONOPOYHTH TY HIIM HHYIO (GHPMY, KOMIIaHUIO,
HOJUTUYECKOTIO KaHAUJaTa u T.II:
YEPHBIN [THAP;
(dbumuHr;
HUTEPUICKHE NTHCHMA;
UCTOYHHUK CITYXOB;
MyCThIE TTHCHMA.

14.  Cnam pacupocTpaHsieT moAaeIbHbIe COOOIIEHUsI OT UMEHU OaHKOB WJIH
(UHAHCOBBIX KOMITAaHUH, IIETTBI0 KOTOPBIX SBISETCS COOp JIOTHHOB, MApOJIei U MUH-KOJIOB
II0JIB30BATENEH:

YEpHBIN NHUap;
(bummHr;
HUTEPUHCKHE TUChMA;
HCTOYHUK CITYXOB;
MyCThbIE MUCHMA.

15.  AkTuBHBIH nepexBaT HHGOPMAIUH - 3TO IEPEXBAT, KOTOPBII:

3aKJII0YAeTCsl B YyCTAHOBKE TOCTYIIHBAIONIETO YCTPOMCTBA B anmaparypy
cpeacTB 00paboTKH HH(pOPMAILINH;

OCHOBAH Ha q)HKCﬁHI/II/I OJICKTPOMArdHuTHBIX I/I3J'IY‘I€HHI>1, BO3HHUKAIOIIUX
npy GYHKIIMOHUPOBAHUU CPEJICTB KOMIIBIOTEPHOW TEXHUKU M KOMMYHHUKAIIHIA;

HCIIPAaBOMCPHO MCIOJIB3YCT TEXHOJIOTHYCCKUEC OTXO/AbL I/IH(i)OpMaHI/IOHHOFO
npoiiecca;

OCYIIECTBIISIETCS MTyTEM HCIIOJIb30BaHMS ONTHYECKON TEXHHKH,

OCYILECTBISETCS C TOMOIIBIO MOJKIIOUEHHS K TeIEKOMMYHHKAIIHOHHOMY
000pyTI0BaHUIO KOMIIBIOTEPA.

16. IIepexBaT, KOTOPBIN 3aKIIFOYAETCSA B YCTAHOBKE IMOJCITYIIMBAOIIETO YCTPOMCTBA B
anmaparypy cpelicTB 00paboTku HH(OpMaIK Ha3bIBAETCS:
AKTUBHBIN [1€pEXBaT;
[IaCCUBHBIN IIEPEXBAT;
ayJIuoIIepexBar;
BUJICOIIEPEXBAT;
IIPOCMOTP MyCOpa.

17.  IlepexBaT, KOTOPbIIl OCHOBaH Ha (PMKCALIUU AJIEKTPOMATHUTHBIX U3JIY4E€HUH,
BO3HHUKAIOIMIUX NP (PYHKIIMOHUPOBAHUHU CPEICTB KOMITBIOTEPHOI TEXHUKHU M KOMMYHUKAIIUI
Ha3bIBAETCS:

aKTUBHBIN IepeXBar;
ITaCCUBHBIN I1EPEXBAT;



ayJuoIepexBar;
BH/JICOTIEPEXBAT;
MIPOCMOTP Mycopa.

18. [TepexBat, KOTOPBI OCYIIECTBIISIETCS TYTEM MCIOJIb30BaHUS ONTUYECKOM
TEXHUKHU HA3bIBACTCS:
AKTUBHBIN I1epexBar;
[IaCCUBHBIN IIEpEXBAaT;
ayJMonepexsar;
BU/JIEOTIEPEXBAT;
MIPOCMOTpP Mycopa.

19.  Crenens 3alMILIEHHOCTH HH(GOPMALMK OT HETATUBHOT'O BO3JCHCTBUS Ha HEE ¢
TOYKHU 3pEHHUs HapylIeHus e€ (PU3nuecKor U JIOTHUECKON HEIIOCTHOCTH MU
HECaHKLMOHUPOBAHHOT'O UCIIOJIb30BAHUSA — ITO
ySA3BUMOCTH HH(OpMaIiH
Ha/IeXHOCTb UH(pOpMALUU
3alMIIEHHOCTh UH(pOpMAaLUU
0e30nacHOCTh HH(POPMAIHH

20. [TpoBepka NOTMHHOCTH CYOBEKTa MO MPEAbIBICHHOMY UM HJICHTU(UKATOPY TS
MPUHSITHS PEIICHUS O MPEIOCTABIICHUN €My JIOCTYIa K pecypcaM CHCTEMbI — 3TO
ayauT
ayTeHTU(PUKALIHS
aBTOPH3ALUS
UICHTH(DUKAIIS

21.  CoBOKYNHOCTb CBOWCTB, 00YCIOBIHMBAIOIINX IPUTOJHOCTb HH(OpMALIUN
YJIOBJIETBOPSATH ONpeeTICHHbIE TOTPEOHOCTH B COOTBETCTBUHU C €€ Ha3HAUECHHEM, Ha3bIBACTCS
aKTyaJIbHOCTBIO HH(pOpMAIIUN
JOCTYITHOCTBIO
KauecTBOM MH(popmanuu
LENOCTHOCTBIO

22.  IlepsbM 3Tanom paszpabotku cuctemsl 3amuThl IC sBnsercs
aHaJIW3 MOTEHIMAJIbHO BO3MOXKHBIX YIpo3 HHPOpMAIUU
n3ydeHue nH(HOPMAIIMOHHBIX TOTOKOB
CTaHJapTU3aLMs IPOTPaMMHOI0 00ecreYeH s
OLIEHKAa BO3MOYKHBIX TIOTEPH

23. HanexxHOoCTh crcTeMBbl 3aIUTH HH(DOPMALIUK OTIPEACIISETCS
YCPEIHEHHBIM MOKa3aTeIeM
CaMbIM CJTa0bIM 3BEHOM
KOJINYECTBOM OTPaKEHHBIX aTak
CaMbIM CHJIbHBIM 3BEHOM

24.  TlonuTHuka uH(GOPMAIIMOHHON 0€30MaCHOCTH — 3TO
podUITh 3aIIUThI
UTOTOBBIM JOKYMEHT aHaJI13a PUCKOB
cTaHgapT 0€30MacCHOCTH
COBOKYITHOCTb 3aKOHOB, IIPABUJI, ONIPEEIISIONINX YIIPABICHUECKUE U
MPOEKTHBIE pelIeHNs B 00JaCTH 3allUThl HH(OpMaLUn



25.  IlpucBoeHue cyObeKTaM U 0OBEKTaM JIOCTYIa YHUKAIBHOTO HOMepa, mudpa,
KOJIa U T.II. C IIETIbIO MOTyYeHHs AOCTYINa K HHYOPMALIUH — 3TO
ayTeHTU(UKALIHS
uaeHTUDUKAIHS
ayauT
aBTOpHU3AIHSA

26. Kaxkoii Tvn BO31€MCTBUS OCYIIECTBIISIET TPOrpaMMHasi 3aKJiajika, KoTopas
BHenpsiercs B [13Y, cuctemHoe win npukiiagHoe nporpaMMHOE 00eCTIeueHUEe U COXPAHSET BCIO
WM BBIOPAHHYIO HH(POPMAIIUIO B CKPBITOM 00JIACTH MaMSITH:

KOMITPOMETaIUs
nepexBar
HabroAeHNe
ybopka mycopa

27.  CopepxaHHeM MapaMmeTpa yrpo3bl 0e30macHOCTH HHGOpMaIuu
«KOH(UICHIIUATILHOCTD) SIBJISIETCS
HECaHKLMOHUPOBaHHAS MOAN(PUKALIUS
HCKaKEHUE
HECaHKLIMOHUPOBAHHOE MOJyUYEHUE
YHUYTOXEHUE

28.  TpeboBaHUS K TEXHHYECKOMY 00ECIEUECHUIO CHCTEMBI 3aIUTHI:
anmnapaTypHble H (U3NYECKUE
yIIpaBJIEHYECKHE U TOKYMEHTApPHBIE
IPOLEAYPHBIC U Pa3/ieibHbIC
aJIMUHUCTPATHUBHBIC U armapaTypHbIe

29.  llenb mpoliecca BHEAPEHUS U TECTUPOBAHUS CPEJICTB 3aLIUTHI —
OTIpEeJIeNIUTh YPOBEHb PACX0JI0B HAa CHCTEMY 3aIlUTHI
BBISIBUTH HAPYIITUTEIS
rapaHTHPOBATh MPABUIBHOCTh PEATN3ALUHU CPEJICTB 3AILUTHI
BBIOOD MEp U CPE/ICTB 3alLUTHI

30.  B03MOXHOCTbH NOJTY4YEHHsI HEOOXOIUMBIX MOJIb30BATENIO JAHHBIX WJIH CEPBUCOB
3a pa3yMHOE BpeMs XapaKTepu3yeT CBOUCTBO
BOCCTaHABJINBAEMOCTh
JI€TepPMUPOBAHHOCTh
LEIOCTHOCTD
JOCTYITHOCTh

31.  Tposickue nporpaMmbl — 3TO
MIPOTPaMMEBI-BHPYCHI, KOTOPBIE PACIIPOCTPAHSIOTCSI CAMOCTOSATEIBHO
BCE MPOTPaMMBl, COAEPIKAIINE OITUOKH
9acTh MPOTPAMMBI C H3BECTHBIMH MOJIB30BATENIO (DYHKIHSIMH, CTIOCOOHAS
BBITOJIHATH ICHCTBHS C 1I€TIbI0 IPUUYMHEHHSI OTPEIETICHHOTO yiepoa
TEKCTOBBIE (haiIbI, pacIipoOCTpaHsIeMbIe IO CEeTH

32. HaunGosnee HageKHBIM MEXaHIU3MOM JJIS 3AIUTHI COIEPKAHUS COOOIICHUH
SIBIISICTCS
CHELMAaJIbHBIN annapaTHbI MOIYJIb



CTCUATBHBIA PEKUM Iepeadn COOOIICHUS
JIOTIOTHUTEIHHBINA XOCT
Kpunrorpadus

33. OCHOBHOM 11€JIbI0 CUCTEMBI OpaHMay3pa SBIISICTCS YIIpaBIeHUE JOCTYIIOM
K apXuBaM
BHYTPH 3alUIIIaeMOil ceTu
K CEKpeTHOH nHpopManun
K 3alllUI[aeMON CeTH

34.  IIporecc UMHTAIIUHN XaKEPOM JPY>KECTBEHHOTO ajjpeca Ha3bIBaeTCs
«KPIKOM»
MPOHUKHOBEHUEM
B3JIOMOM
«crryuHTOM»

35. [TpenocraBieHue JIeralbHBIM MOJIb30BaTeIeM AU(GEpeHIUPOBAHHBIX ITPAB
JOCTYTIA K pecypcaM CHCTEMBI — 3TO
ueHTHDUKAIHS
ayIuT
ayTeHTU(UKALIUS
ABTOPHU3ALIHS

36.  IlpoBepka MOIMHHOCTHU I0JIb30BATENS 110 IPEIBIBICHHOMY UM
UJICHTU(PHUKATOPY — ITO
ABTOPHU3ALIHS
ayTeHTU(UKALIUS
ayJIuT
UICHTHPUKAIISL

37.  CBOUCTBO, KOTOPOE FrapaHTUPYET, YTO UH(POPMAIIKS HE MOXKET ObITh JOCTYITHA
WJIU PAaCKpBITa JJISI HEABTOPHU30BAHHBIX JIMYHOCTEN, OOBEKTOB MU MIPOILIECCOB — ITO
JE€TEPMUHUPOBAHHOCTD
JIOCTOBEPHOCTD
L[EJIOCTHOCTD
KOH(PHUACHIIMAIBHOCTh

38. Cuctema, MO3BOJISIONIAs PA3CIUTh CETh HA JIBE MK 0OJIee YacTe U peann3oBaTh
HaOOp MpaBWJI, ONPECISIONINX YCIOBUS MTPOXOXKICHHUSI TAKETOB U3 OJIHOM YacTH B JIPYTYIO,
Ha3bIBAETCS
OpaHaMay’pomM
Opayzepom
MapuIpyTU3aTopomM
buabTpOoM

39. KoMnbroTepHBIM BUPYCOM Ha3bIBACTCS:
mobas mporpamMma, Co3JJaHHasl Ha SA3bIKaX HU3KOTO YPOBHS
HeOoJIbIIas IPOrpaMMa, ClIOCOOHAasE K CaMOKOIMPOBAHUIO, KOTOPAsi MOXKET
HPUITUCHIBATH ce0sl K IPYTUM IporpaMMam
(haiin, comepkamuii MaKpoChl
HET NPaBUIBLHOTO OTBETA



40. UTo 13 HIKETIEPEUUCIICHHOTO SIBJISIETCS. OJTHIUM M3 CITIOCOOOB 3aIIUThI
uHpOpMaLUK Ha KOMIIbIOTEpe?
3aIlUTa MMapoJIeM JaHHBIX
nedparMeHTaIHsl )KECTKOTO IUCKA
MOJIHOE OTKJIFOYEHHE CUCTEMHOTO 0JI0Ka
MepeyCTaHOBKA ONEPALIMOHHON CUCTEMBI
HET MPaBUILHOTO OTBETA
BCE OTBETHI IPABUIIbHbBIC

41.  Yro Takoe pyTKUT?
BPEIOHOCHAs ITPOrpaMMa, OTCIIEKHUBAOLAs], KAKHE CAlThI Mocelaer

IIOJI30BATEIIb
nporpamma, OJIOKHPYIOIIas JOCTYI K KOMITBIOTEPY U TpeOyrommas 1eHbru
3a pa30JI0KUPOBKY
rporpamMma st CKpbITOTO B3SITHS MO KOHTPOJIb B3JIOMAaHHON CHUCTEMBI
HET MPaBUIBHOTO OTBETA
BCE OTBETHI BEPHBI
42. [Tox ¢pumMHroM MOHUMAIOT

PACCBHUIKH OT UMEHH TOIMYJIIPHBIX KOMIIAHUN WM OpraHu3alui,
COJIepIKalINX CCHUIKU HA JIOXKHBIE CAWTHI, BHELTHE HEOTIMYUMBIEC OT HACTOSIIUX.

nepepacmpeeneHue (painoB u JOTHIECKON CTPYKTYPHI TUCKA

npeoOpa3oBanre HH(GOPMAIIUU B IEJIAX CKPBITUS OT HEABTOPU30BAHHBIX
JIUTY

HET MPaBUILHOTO OTBETA

BCE OTBETHI BEPHBI

43.  Kak Ha3bIBaeTcst HHGOpMaIus, Kpyr JUL, UMEIOIIUX TOCTYI K KOTOPOH
orpaHuyeH?
OTKpBbITast
KOH(UIeHIIMATIbHAs
3amudpoBaHHAs

44. [[IudpoBanune uHbOpPMALIIH ITO - ...
npeoOpa3oBanue HHOOPMAIHH, IPU KOTOPOM COJIEPYKAHUE CTAHOBUTCS
HETIOHATHBIM IS He 00J1aIaf0IMX COOTBETCTBYIONIMMH MTOJHOMOYHUSIMH CyOHEKTOB
npeoOpa3oBaHue HHGOPMAIMK B JJBOUIHBII KO/
porece CkaTust HHMOPMAITHH, C 1IEIbI0 YMEHBIICHHS 3aHUMAeMOT0 e
o0beMa Ha JINCKE
BCE OTBETHI BEPHBI
HET MPaBWJILHOTO OTBETA

45.  Yro Ha3bIBaIOT 3alUTOIN HHpOpMaIn?
MpeIOTBPAILEHNE YTEUKH HHPOPMAIIH
IIPEIOTBPALLEHNE HECAHKIIMOHUPOBAHHBIX AEHCTBUN
MpeI0TBpalleHIe HEeTTPeTHAMEPEHHbBIX BO3/IEHCTBUI Ha 3alllUIIaeMYIO
UHPOPMALINIO
BCE OTBETHI BEPHBI

46.  Yrto moHUMAIOT MOJ yTeuKoi nHpopmanun?
OECKOHTPOJILHBIN BBIXO KOH(PHUASHIIMATLHON HH(POPMAIUH 3a MTPEIEIIbI
OpraHMu3aly UK Kpyra JIUL, KOTOPbIM OHa ObLIa JOBEpEeHa.



[IpeJHaMEpeHHas Iopya WM YHUUTOXKEHHE HHPOPMaLUu
peJHaMEPEHHOE OBJIaZICHNE KOH(DUICHINATBHON HH(pOpMAIHEH JIUIIOM,
HE MMEIOIIMM IIpaBa JI0CTyla K JAHHBIM.

1. Kakas u3 npuBeIeHHBIX TEXHUK SIBIISICTCS CaMOM BaKHOM MPU BHIOOPE KOHKPETHBIX
3alUTHBIX Mep?

AHaJn3 pucKoB

AHanu3 3arpat / BEITOAbBI

PesynbTaTer ALE

BelsBiIeHME YA3BUMOCTEN U yIpO3, SBIISIOMUXCSA IPUYUHON PUCKA

2. Yro nyuuie Bcero onuceiBaet 1enb pacuera ALE?
KonnyecTBeHHO OLIEHUTh YPOBEHb O€30IIaCHOCTH CPE/Ibl
OueHUTh BO3MOXHBIE IOTEPH JUISl KAXK10i1 KOHTPMEPHI
KosndyecTBeHHO OLIEHUTD 3aTPaThl / BBIFOIbI

OueHuTh NOTEHIMAIBHBIE TOTEPHU OT YIPO3bI B T0J1

3. TakTH4eckoe MIaHUPOBAHUE — ITO:
CpennecpoyHoe MIIaHUPOBAHHE
Jlosrocpo4Hoe IJIaHuPOBaHUE
EsxenneBHOE MiiaHUpOBaHUE
[InanupoBanue Ha 6 MecsIIEB

4. Yto gBiISIETCS ONpEEIICHHEM BO3JICHCTBUA (€Xposure) Ha 0€301acHOCTh?
Heuro, npuBopsiee k yuepOy OT yrpo3bl

JIro6ast moTeHIMaIbHAs OMAaCHOCTD JUIsl UH(pOPMALUK UK CUCTEM

JIr000i1 HeOCTaTOK MM OTCYTCTBUE HH(DOPMAITMOHHONM 6€3011aCHOCTH
[ToTreHanbHBIE TIOTEPH OT YTPO3HI

5. Kak paccunrtaTh 0CTaTOUHBIN PUCK?

Yrpo3sl X Pucku x LleHHOCTD akTHBa

(VYrpo3ss! x LlenHoCTh akTHBa X Y3BUMOCTH) X Pucku

SLE x Yacroty = ALE

(Yrpossl x Ysa3sumoctu X LlenHocTs akTrBa) X HegoctaTok KOHTpoOIs

6. UTO 13 MepeyncIeHHOro He SIBISIETCS LENbI0 TPOBEICHMS aHAIN3a PUCKOB?

JenerupoBanue MoJIHOMOYUI

KonnuecTBeHHas oneHKa BO3ACMCTBUS IOTEHIUAIBHBIX YTPO3

BrisiBneHne puckos

Omnpenenenue 6anaHca MEKIy BO3JIEHCTBUEM PUCKA U CTOUMOCTHIO HEOOXOAMMBIX
KOHTpMEp

7. YTO M3 MEpEYUCIIEHHOTO HE SIBIISIETCS 3a1a4e€il pyKOBOJCTBA B MPOLIECCE BHEAPEHUS U
COIIPOBOKICHUS O€30MaCHOCTH?

[Tonnepxka

BrinonHenue aHanmza pucKoB

OnpeneneHne nenu 1 TpaHuLl

JenerupoBanue nMoJIHOMOYUI

8. Ilouemy mpu MpoBeICHUN aHAIU3a UH(DPOPMAIIMOHHBIX PUCKOB CIEIYET MPUBJIEKATh K
ATOMY CIEIUATUCTOB U3 PA3TUIHBIX TOApa3IeIeHU KOMITAaHUH?



YroObl yOeaAUTHCS, UTO IPOBOJUTCS CIPABEINBAs OLEHKA

3Oto0 He TpeOyercs. [y aHaIM3a PUCKOB CIIEAyeT MPUBIEKATh HEOONBIIYIO TPYIITY
CHELUATNCTOB, HE SIBJIAIOLIMXCS COTPYIHUKAMHM KOMIIAHUH, YTO IIO3BOJIMUT 00ECTIEUUTh
OecnpHUCTPaCTHBIN U KaYECTBEHHBIN aHAIN3

[TockonbKy JItO[IM B pa3IMYHbIX [TOJPA3/AETICHUAX JTy4lle TIOHUMAIOT PUCKU B CBOUX
MOJPA3/ICIEHUSIX U CMOTYT MPEJOCTABUTh MAaKCUMAIILHO MOJHYIO M IOCTOBEPHYIO HH(POPMAIIHIO
JUIs aHaJu3a

[TocKOMBKY JIIOJIU B pa3IMYHBIX MTOJIPA3ACICHUAX CAaMH SBIISIOTCS OJHOM U3 MPUYNH
PHMCKOB, OHU JIOJIKHBI OBITh OTBETCTBEHHBI 33 UX OLEHKY

9. Yto siBieTCS HAWIYYILIUM ONKUCAHUEM KOJIMYECTBEHHOTO aHalln3a PUCKOB?

AHau3, OCHOBaHHBIN Ha CIIEHApUsIX, IPEAHA3HAYCHHBIHN JJI BBISABICHUS Pa3IMYHbIX
yrpo3 0e30macHOCTH

Meroa, UCTIOAB3YEMBIH 1711 TOYHON OLICHKU MOTEHIIMATBHBIX TOTEPb, BEPOSTHOCTH
MOTEPh U PUCKOB

Mertoa, cCOnOCTaBISIONUN JEHEKHOE 3HAYCHHUE C KaXKIbIM KOMIIOHEHTOM OILICHKH PHUCKOB

MeTto/, OCHOBaHHBIN Ha CYKIECHUSX U UHTYULIUU

10. Hoquy KOJHWYECTBEHHBIN aHAIN3 PUCKOB B YMCTOM BHUJIC HC ,Z[OCTI/I)KI/IM?

On AOCTHUIKUM U UCIIOJIB3YCTCA

On I[MPpUCBANBACT YPOBHU KPUTUIHOCTHU. Hx cnoxHO IIEPCBCCTU B I[eHe)I(HBIﬁ BUI.
OTO CBSI3aHO C TOYHOCTHIO KOJUUECTBEHHEIX JICMEHTOB

KomnuecrBenHbIe HU3MCPCHUA JOJIKHBI IPUMCHATHCA K KAYCCTBCHHBIM 3JICMCHTAM

11. Ecnu ucronib3yroTcst aBTOMaTU3UPOBAHHBIE HHCTPYMEHTHI JJIs1 aHAIM3a PUCKOB,
MoYeMy BCE PaBHO TpeOyeTcs TaK MHOTO BPEMEHH ISl TIPOBEICHHSI aHan3a?

MHoro nH}popmMaIun Hy>KHO coOpaTh U BBECTH B IPOrpaMMy

PyKkoBOJICTBO 10JI’KHO 0100pUTH CO3AaHUE TPYIIIbI

AHanu3 pUCKOB HE MOKET OBbITh aBTOMAaTU3UPOBAH, YTO CBA3aHO C CAMOM MPHPOI0H
OLICHKH

MHoXecTBO JH0AeH JOIKHO OJJOOPUTH TaHHbIE

12. Kako¥i u3 clieyromux 3aKOHOIaTeIbHBIX TEPMUHOB OTHOCHTCSI K KOMITAHUH WJIH
YEJIOBEKY, BBITIOJIHSIOIIEMY HEOOXOIUMBIE JICHCTBHS, U UCIIOJIb3YETCS IS ONPEICIICHUS
00s13aTeIBCTB?

CrangapTsl

Homxnerit nporecc (Due process)

Homxnas 3a00ta (Due care)

CHmKeHue 00s13aTelIbCTB

13. Yro takoe CobiT u kak OH OTHOCUTCS K pa3paboTKe cucTeM UH(OPMAIIMOHHON
0€30MacHOCTH ¥ MPOTrpaMM 0€301TacHOCTH?

Cnucox CTaHAapTOB, MPOIEAYP U MOTUTHK I Pa3pabOTKU MPOrpamMMbl O€30MMaCHOCTH

Texymas Bepcus ISO 17799

Ctpykrypa, KoTopas Obuta pazpaboTaHa Ui CHUKEHHS BHYTPEHHETO MOIIIEHHUYECTBA B
KOMIIaHUSIX

OTKpBITHINA CTaHAAPT, OMPEISISIFOIIHIA 1€ KOHTPOJIS

14. U3 kakux yeTsipex 1oMeHOB cocTouT CobiT?
[Tnanuposanue u Opranuzauus, [Ipuodbperenue u Buenpenue, Dxcmiyaranuus u
ConpoBoxaenune, Morutopusr u OneHka



[InanupoBanue u Opranuzanus, [lonnepxkka u Bueapenue, Dkcrmyatanus 1
ConpoBoxaenue, Morutopusr u OneHka

[TnanupoBanue u Opranuzanus, [Ipuodperenue u Buenpenue, ConpoBoxacHUE U
[Toxynka, Monutopusr u OneHka

[Ipuobperenue u Baenpenue, Dxcruyaranus u ConpoBoxkaeHue, MOHUTOPUHT U
Ouenka

15. Yro npencrasinsier coboit crannapt ISO/IEC 277997
Crangapt 1o 3a1uTe MepcoOHaIbHBIX TaHHBIX O 3/I0POBbE
Hogas Bepcus BS 17799

Onpenenenus st HoBo#t cepuu ISO 27000

Hogas Bepcust NIST 800-60

16. CobiT 6511 pa3zpaboTan Ha ocHOBe CTpyKTyphl COSO. UTo sSBNSIETCS OCHOBHBIMU
neisamy U 3agadamu COSO?

COSO — 310 N0aX0/ K YIPABJIEHUIO PUCKAMU, KOTOPbII OTHOCUTCS K KOHTPOJIbHBIM
o0BeKTaM U OU3Hec-Mpoleccam

COSO oTHOCHUTCS K CTpAaTETHYeCKOMY YpOBHIO, Tor/ia Kak CobiT Oosble HampaBieH Ha
OIEepaLIMOHHBIN YPOBEHb

COSO yuuTbIBaeT KOPIOPATUBHYIO KYJIbTYPY U Pa3pabOTKy NOJUTHK

COSO — 3710 cucteMa 0TKa30yCTOMYNBOCTH

17. OCTAVE, NIST 800-30 u AS/NZS 4360 siBisitoTCS pa3IMYHBIMU TI0JIX0JIaMH K
peau3aluy ynpapjieHUsl puCKaMU B KOMIIaHUAX. B uem 3akioyaroTcs pa3nndusi MeXIy dSTUMU
meTomamu?

NIST u OCTAVE sBnsitoTcst KOpriopaTUBHBIMU

NIST u OCTAVE opuentupoBan Ha UT

AS/NZS opuentuposan Ha UT

NIST u AS/NZS sBasitoTCst KOPIIOPaTUBHBIMU

18. Kakoii u3 crieayromux METOI0B aHAJIN3a PUCKOB MBITAETCS ONPEETUTh, I11e
BEpOSATHEE BCEro Mpou30iiieT cooi?

AHanus CBA3YIOLIETO JIepeBa

AS/NZS

NIST

AHanu3 c0oeB U AepEeKTOB

20.  Yro GpuIO pazpaboTaHO, YTOOBI TIOMOYB CTPaHaM U MX IPABUTEILCTBAM
MOCTPOUTDH 3aKOHOJATEIBCTBO M0 3AIIUTE MEPCOHATBHBIX TaHHBIX MOXO0XKUM 00pa3oM?

bezonacnas OECD

ISO\EC

OECD

CPTED

21.  CumBousbl IHPPYEMOro TeKCTa MePeMEIIatoTCs IO ONpeIeIeHHBIM IPaBUIaM
BHYTpH 1K (]pyemMoro 6J10Ka ITOro TEKCTa, 3TO METO/:

raMMHpOBaHMS;

MOJICTAaHOBKU;

KOJUPOBAHUS;

MepPECTaHOBKY;

aHAJIMTUYECKUX peoOpa3oBaHuil.



22.  CumBobl MH(PPYEMOro TEKCTa 3aMEHSIOTCS APYTUMU CUMBOJIAMU, B3ATHIMHU U3
OJIHOTO HJIM HECKOJILKHX aJI()aBUTOB, 3TO METO/:

raMMHpOBaHMUS;

MOJCTaHOBKH,

KOJUPOBaHUS;

MepECTaHOBKH;

aHAJIMTUYECKUX MTPeoOpa3OBaHUM.

23. CumBOJIBI IMGPYEMOT0 TEKCTa MOCIEI0BATEIIPHO CKIIAIBIBAIOTCS C CHMBOJIAMH
HEKOTOPOU CIIEIIUAIbHOM MTOCIEA0BATEIBHOCTH, 3TO METO!

raMMHUPOBaHUS;

MOJCTaHOBKH;

KOJIMPOBAHUS;

MepECTaHOBKH;

AHATMTHYECKUX TPEeoOpa3oBaHUM.

24. IIpoctpancTBO KItoueit k — 3to. ..
Ha0Op BO3MOKHBIX 3HAYCHHUN KITFOYa
JUTMHA KITI04Ya
HET MPaBUIILHOTO OTBETA

25. KpunrocucreMs! pa3aensroTcs Ha:
CUMMETPUYHbIE
aCCUMETPUYHBIE
C OTKPBITHIM KJIFOUOM

HE ITOJIHOCTBIO CUMMETPUYHBIE

26.  CKOJBKO MCMONB3YETCs KII0UYEH B CHMMETPUYHBIX KPUNITOCHCTEMAX IS
mudpoBanus U AemuppoBaHUs
1
2
3

27. CKOJBKO KJIFOYEH UCIOJIb3YETCSl B CHCTEMAX C OTKPBITHIM KJIFOUOM
2
3
1

28. Kak cBsg3aHbI KIIFOYN ApYyr € ApYIromM B CUCTEME C OTKPBITBIM KJIFOUOM
MaTeMaTHYCCKHU
JJOTHUYCCKH
AITOPUTMHUYCCKHU

29. DAeKTpOHHOMU MOJIMHUCHIO0 HA3BIBAETCH. . .
MpPHUCOEANHIEMOE K TEKCTY ero Kpunrtorpaduueckoe npeodpa3zoBaHue
TEKCT
3amu(pOBaHHBIN TEKCT

30. KpunrocTtokocTh — 3TO. ..
XapaKTEePUCTHKA MIPpUQTA, OMPEACIIIIONIAs €T0 CTOMKOCTH K ASIHU(PPOBAHHUIO O€3
3HaHUS KI04Ya
CBOWCTBO IraMMbI



BCC OTBCTHI BEPHBIL

31. I[Toka3aTenu KpUnTOCTOMKOCTH:
KOJIMYECTBO BCEX BO3MOXKHBIX KITIOUEH
cpenHee BpeMs, He00X0uMOoe 1Jis KpUIITOaHAIN3a
KOJIMYECTBO CHMBOJIOB B KJIIOUE

32. 1511 COBpPEMEHHBIX KPUNITOrPahUIECKUX CUCTEM 3alIUTHI HH(POpMAIUU
c(OpMYIHPOBAHBI CIEAYIOLINE OOLUIETIPUHATHIE TPEOOBAHUS:
3HaHUE AIropuTMa MM(PPOBAHUS HE JOKHO BIHUATH HA HAJISKHOCTH 3AIIUTHI
CTPYKTYPHBIE 3JIEMEHTHI aJITOpPUTMA HIM(PPOBAHUS TOJIKHBI ObITh HEM3MEHHBIMU
HE JIOJDKHO OBITh MPOCTHIX M JIETKO YCTaHABIMBAEMBIX 3aBUCMOCTBIO MEXKIY
KJIFOYaMU TOCJIE0BATENIbHO UCIIOIb3yEMbIMU B Ipoliecce MM(poBaHus
JUTMHA IU(PPOBAHHOTO TEKCTA JIOJHKHA OBITh PABHOM JIMHE UCXOAHOTO TEKCTa
3aM(pPOBAHHOE COOOIIECHHUE AOJKHO MO1aBaThCS YTEHUIO TOJIBKO MPU
HaJIW4MH KJIH04a
HET MPaBUIIBLHOTO OTBETA

33. OcHOBHBIE COBPEMEHHBIE METOIbI IHU(PPOBAHUS:
IropuTMa raMMHUPOBAHUS
QJIITOPUTMBI CIIOKHBIX MAaTEMaTUYECKUX MTPe0Opa3oBaHUM
QITOPUTM MEPECTAHOBKHU

34. CuMBOJIBI HCXOJIHOTO TEKCTA CKJIAABIBAIOTCS C CUMBOJIAMU HEKOM ciryyaliHOM
HOCJIEI0BATENIBHOCTU — 3TO. ..
QJITOPUTM TaMMHUPOBAHUS
QJITOPUTM TIEPECTaHOBKHU
QITOPUTM aHATIUTUYECKUX IpeoOpa3oBaHUIl

35. CuMBOJIBI OpPUTHHAJIBHOI'0 TEKCTAa MCHAIOTCA MECTAaMU IO OIIPCACICHHOMY
MNPUHIHITY, ABJIAIOIIEMYCA CCKPETHBIM KIIFOYOM — 3TO...
AJITOPUTM MIEPECTAHOBKU
AJITOPUTM MMOACTAHOBKHU
AJITOPUTM I'aMMPOBaHU A

36. Camolii IpoCTON Pa3HOBUIHOCTH TIOJICTAHOBKH SIBIISIETCS
mpocTasi 3aMeHa
MepecTaHOBKa
MpocTasi IepecTaHOBKa

37. VI3 CKONIbKH MOCIIEI0BATEIFHOCTENH COCTOUT pacin(poBKa TEKCTa MO TaOIHIle
Buxunepa
3
4
5

38. Kakue Tabnuipl BikuHepa MOKHO MCIIONIB30BaTh ISl IOBBIIIEHHUS] CTOUKOCTH
mupoBaHus
BO Bcex (KpoMe MepBoii) CTpOKax TaOIUIbl OYKBBI pacroyiaratorcs B
IPOM3BOJILHOM TIOPSI/IKE
B Ka4eCTBE KJII0Ya MCIIOJIb3YeTCs CIIy4alfHOCTh MOCIIE0BATEIbHBIX YHCET
HET MPaBWJIFHOTO OTBETA



39. B ueM cyTh MeTO/1a IEPECTAHOBKU
CHMBOJIBI IIU(PPYEMOT0 TEKCTa MEPECTABIISAIOTCS 110 ONPEICICHHBIM PaBHIaM
BHYTpH M (ppyeMoro 6J10Ka CHMBOJIOB
3aMeHa andaBuTa
BCE MPaBUIIbHBIC

40. CKOJIBKO CYIIECTBYET CIIOCOOOB TaMMHUPOBAHHUS
2
5
3

41. Yem ompenensercss CTOUKOCTh MU(DpOBaHUS METOOM TaMMHUPOBAHUS
CBOWCTBOM I'aMMbI
JUIMHA KITI04Ya
HET MPaBUIILHOTO OTBETA

42. YTo MOKET UCHOIB30BaTHCSA B KAUECTBE raMMBI
mo0as Mocae10BaTeIbHOCTh CIyYalfHbIX CHMBOJIOB
YHCIIO
BCE OTBETHI BEPHBI

43. Kakoii METO/1 UCIOJIB3YETCSI TPH MIHU(PPOBAHUHN C MTOMOIIBIO aHATUTHYECKUX
npeoOpa3oBaHUi
anreOpbl MaTPHI]
MaTpHIia
(dhakTopuan

44. Yto ucmonb3yeTcs B Ka4ecTBE KItoua Mpy MHU(PPOBAHUU C TIOMOIIBIO aHATUTHYECKUX
npeoOpa3oBaHU
Marpuna A
BEKTOD
oOpaTHas MaTpuIa

45. Kak ocymiectisieTcs AeMppoBaHUE TEKCTa IPU aHATTUTUYECKUX MPeoO0pa3oBaHMIX
YMHOXXEHHE MaTpHIIbl Ha BEKTOP
JIEJIEHNE MaTpULIbI Ha BEKTOP
MIEPEMHOKEHNE MaTpPHUIL

46. KomOuHanmm KOMOMHUPOBAHHOT'O METO/1a MU (POBAHUS:
MOJICTAHOBKA+TaMMHUPOBaHHE
raMMHpOBaHHe+TaMMHUPOBaHHE
MI0/ICTAaHOBKAa+11€pECTaHOBKA

47. Insa yero ucnonb3oBaics DES-anroputm u3-3a HebGonb1IIOr0 pa3Mep Kiroya
3aKpBITHS] KOMMEpUeCcKoi nHpopMaluu
mMdpoBaHus CeKpeTHON MHpOopMaIK
HET IIPaBUJIBHOTO OTBETA

48. OcHoBHble obnactu npuMmenenus: DES-anroputma
XpaHEHUE TaHHBIX HAa KOMIIbIOTEPE
AJIEKTPOHHAS CUCTEMa IUIaTexKen



ayTeHTH(UKAIUSA COOOIICHHI

49. locrounctBa I'OCTa 28147-89
BBICOKAsI CTOMKOCTh
IeHa
r'iOKOCTh

50. Yem orimmuaercs 6mok-cxema anropurma 'OCT ot 6ok-cxemsr DES-anropurma
OTCYTCTBHEM HadaJbHOH N€PECTaHOBKH U YHCIIOM LIMKIIOB MIM(POBAHUS
JUIMHOW KJIF04a
METOAO0M IU(PPOBAHUS

51. Kimtou anroputma I'OCT — 370. ..
MacCHB, COCTOSIIIUN U3 32-MEPHBIX BEKTOPOB
MOCJIE0BATEIBHOCTh YHCET
andasur

52. Kaxkoit kirou ucnonssyercst B mugppe 'OCT
256-0UTOBBIN
246-01TOBBII
356-0UTOBBIN

53. IIpumepsl porpaMMHBIX HIH(PATOPOB:
PGP
BestCrypt 6.04
PTR

54. Tlnrochl MporpaMMHBIX MKU(PATOPOB:
L[eHa
rMOKOCTh
OBICTpOACHCTBHE

55. YK3/1 — aTo0...
YCTPONCTBO KPUNITOTPAPUIECKON 3aITUTHI JAHHBIX
YCTPOMCTBO KPpUOTOTpaUUECKOM 3aJaHHOCTH JAHHBIX
HET MPABUIILHOTO OTBETA

56. brok ynpayienus — 3T0. ..
OCHOBHOH MOAyJb MK(ppaTopa, KOTOPBIN «3aBeyeT» paboToi BceX OCTaIbHbBIX
YCTPOMCTBO KpUNTOrpaUuecKoil 3aJaHHOCTH JaHHBIX
MIPOXOAHOM mHdpaTop

57. Beraucaurenb — 3TO. ..

Habop PEerucTpoB, CyMMaTOpOB, OJIOKOB MO/ICTAHOBKH, CBSI3aHHBIX COOON
[IMHAMH Mepeladu TaHHBIX

(ailsbl, UCTIONB3YIOIMINE PA3TUYHbBIE METOABI KAITUPOBAHUS

SI3BIK OMMCAHUS TaHHBIX

58. biok ynpaBieHus — 3710...
anmnapaTHO peajln30BaHHas MPOTpaMMa, YIPABIISIONIAs BEIYUCIUTEIEM
S3BIK OITMCAHUS JAaHHBIX



MIPOIIECC OTPEIEIICHUS] OTBEYAET Ha TEKYIIee COCTOSTHUE pa3pabOTKu

TpeOOBaHUSM JAHHOTO JTara

59.

Kakoii mugparop MOXXKHO HCIIONB30BaTh IS 3aIIMTHI IepeaaBaeMoii B CeThb

uHpopmanuu

60.

61.

62.

63.

64.

65.

66.

OOBIYHBIN mH(paTOp
MIPOXOIHOM mHdpaTop
TaObMu4HbBIN mdpaTop

W3 kakuX CTPYKTYPHBIX €IUHUI] COCTOUT I (pomporieccop
BBIYUCITUTEIh
OJIOK yIIpaBJICHUS
O0ydep BBOa-BBIBOIA

Kpunrorpadudeckue 1eHCTBHS BBITOJIHSET. ..
BBIYHCIIUTEIID
Oydep BBOIA-BBIBOJA
OJIOK yIIpaBJICHHUS

Hawnbonee u3BecTHbIE Pa3HOBUIHOCTH HONUaI(aBHUTA:
OJTHOKOHTYpHbIE
MHOT'OKOHTYpPHBIE
MIOJIMKOHTYpHbBIE

Y CTpOICTBO, Aaroliee CTaTUYECKH CIIyYalHbIN IIyM — 3TO. ..
TEHEPATOP CIYHANHBIX YHCEI
KOHTPOJIb BBOJIa HA KOMIIBIOTED
VK31

Kaxue nononHuTensHble MOPTHI BBOJA-BhIBOAA coaepkuT Y K3/1:
COM
USB
FGR

CKOIbKO CyIIECTBYET MEPECTaHOBOK B ctanaapre DES
3
4
2

Kakue nepecranoBku cymiecTBytoT B ctanaapre DES
IIPOCTBIE
pacuIMpeHHbIE
COKpaIllCHHbIE

Bonpocsl Kk 3k3ameny

b=

OcHOBHbBIE OHATHSA 3aLUTHI HH(GOPMaLUK U HHPOPMALIMOHHOM 6€301acCHOCTH
AHanu3 yrpo3 HHPOPMALMOHHOM 6€3011aCHOCTH

AHanu3 yrpo3 ceTeBoil 6e301macHOCTH.

Crnioco6n1 obecrieuennst THGOPMAITMOHHONW 0€30MTaCHOCTH



5 OcHOBHbIE IOHATHS MOJIMTUKUA OE30MACHOCTH.

6 CTpyKTypa MONUTUKH 0€30MaCHOCTH opranu3anuu. [Iporeaypsl 6e30macHoCTH

7. Pa3paboTka nmonutuku 6€30MacHOCTH.

8 Crangaptel HHGOPMAIIMOHHOW 0€301TaCHOCTH

0. OcHoBHbBIE TOHATHSA KpUNTOrpaQUUECKOi 3aUThl HHPOPMAIHH

10.  CumMMeTpuvHbIe KPUITOCHCTEMBI MU(POBAHUS

1. AcCHUMMETpHUYHBIE KPUTITOCUCTEMBI TU(POBAHUS

12.  KomOuHUpOBaHHAs KPUNTOCHCTEMA HIH(PPOBAHUS

13.  DnexTpoHHas HUQpPOBas NOAMUCH U PYHKIMS XIIIUPOBAHUS

14.  VYnpaBiaeHue KpUNITOKIIOYaMU

15. AyteHTuduKanus, aBTOpHU3ALIUS u aIMUHUCTPUPOBAHUE JEeUCTBUM
II0JIb30BaTENEH

16. bezonacnocts KMC.

17. be3zomacHOCTh O0JAYHBIX BBHIUYMCICHHA.

18. O6ecneuenue 6e3onacHoctr OC.

19.  ®yHKUMU MEXKCETEBBIX 3KPAHOB

20.  OcoOeHHOCTH (HYHKIITMOHUPOBAHUS

21.  Cxewmbl ceTeBOM 3amuThl Ha 6aze MO

22. KoHuenuus noctpoeHus: BUPTYalbHbIX 3alIMIIEHHBIX ceTeil VPN

23.  VPN-peuienus sl HIOCTPOEHUS 3alUILEHHBIX CETEeN

24.  IIportoxomnsl GopMHpPOBaHUS 3AMIUIEHHBIX KAHAIOB HA KAHAJIbHOM YPOBHE

25.  IIportokoisl GopMHpOBaHUS 3aANUINEHHBIX KAHAIOB HA CCAHCOBOM YPOBHE

26. 3ammuTa 6EeCIpOBOIHBIX CETEH

27.  Apxurektypa cpencts 6e3zonacHocTu [PSec. 3ammra mepemaBaeMbIX aHHBIX C

noMolipto mporokosioB AH u ESP

28.  Ilporoxon ynpasnenus kpuntokiaodamu [KE

29.  OcHoBHble cxembl npumenenus [PSec. IlpeumymiectBa cpenctB 0e3onacHOCTH
IPSec

30.  VYmnpaBneHue uaeHTU(UKALUEH U JOCTYIOM

31.  Opranuzanus 3alUIIEHHOTO  yJaJeHHOro jaocTymna. lleHTpanu3oBaHHBIN
KOHTPOJIb YIAJIEHHOTO JOCTyIa

32.  VYmnpaBieHue JOCTYNOM IO CXEM€ OJIHOKPAaTHOIO BXoja ¢ aBTopu3auuei Single
Sign-On (SSO)

33.  IIpotoxon Kerberos

34. HNudpacTpykTypa yrnpaBieHus: OTKpbITIMU Kitouamu PKI

35.  TexHomorus aHain3a 3allMIIEHHOCTH

36.  TexHonoruu oOHapy>KE€HUs aTak

37. KomneroTepHble BUPYChI U TPOOJIEMbl aHTUBUPYCHOM 3aIlIUTHI.

38.  KoHuenuus alanTUBHOTO yIpaBieHUs 0€301aCHOCTHIO.

3ananus B popme npakTuyeckux pador. KommiekT pa3HOypoBHeBBIX

3a1a4 (3aaHui)
3amanne Ne 1
1 Undpopmanmonnas 6e3onacHOCTb. OCHOBHBIE OIpeIEIEHUsI.

2 Oco0eHHOCTH MAPOJIBHBIX CUCTEM ayTeHTHU(UKALNN: PEKOMEHIALNHN 110 TPAKTHYECKON

pcajm3an MapoJbHBIX CHUCTEM, OLICHKA CTOMKOCTH MapoOJbHBIX CHCTEM, MCTOABI XpPaHCHHA

napoJiei.
3 IIpoToKoOIMpOBaHUE U AyAUT.

4 (I)OpMaJ'IBHBIe MOACIHU IECIOCTHOCTHU. .MOACIIb KJ'IapKa-BI/IJICOHa, MOACIb buba.



5  CrpykTypa  TOCYHapCTBEHHBIX  OpPraHOB,  OOECHECYMBAIOUIMX  IOJHUTUKY
uHpOpMaLMOHHOM Ge3omnacHocTH B Poccuu.

3ananue Ne 2

1 Yrpo3sl nHpOpMAITMOHHOH OE30MACHOCTH.

2 Meronbl pa3rpaHUyYeHHs 1OCTYyIA.

3 [TocTpoenue cucTeM 3alIUTHI OT YIPO3 HAPYIICHUS LIETOCTHOCTH: TUIIOBAs
CTPYKTypa TaKOU CUCTEMBI.

4 PoneBast MOJieJIb YIIPABJICHUS TOCTYIIOM

5 CTpyKTypa rocy1apCTBEHHBIX OPraHOB, 00ECIEUNBAIOIINUX TOJIUTUKY
nHpopMaMOHHOH Ge3omacHocTH B Poccun



JUCT PETUCTPAIIUU U3MEHEHUM

/o

CO,I[Cp}KaHI/Ie U3MCHCHUA

W3meneHHbIC ITYHKTbI

Pemenue YueOHo-
METOAUYECKOTO
coBeTa
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