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Conepxanue

AHnHoTanus

Meroandeckue peKOMEHIAINH K JISKITUAM

Meroandeckue peKOMEHIAMH K MPAKTHYECKUM 3aHATUSIM
Meroandeckue peKOMEHIAIMHU K CAMOCTOSATEIILHOM paboTe



AHHOTANIUA

Hacrosimue meToauueckue peKOMEHIAIMM pa3padoTaHbl Ui OOYYaIOUIMXCS OYHOU
dhopmbel 00yueHus ¢ yuerom @I'OC BO u paboueii mporpaMmsbl TACIUTLIAHBI.

Lesb10 TUCIUITIMHEI ABIsETCA COPMHUPOBaHUE (OPMHUPOBAHNE
npodeccroHaTbHBIX KOMIETEHTHOCTEH CclieluanucTa o 3amuTe HHPopMaIui,
CHELUAITU3UPYIOUIETOCS B 00J1aCTH KOMITBIOTEPHOW O€30MIaCHOCTH, B UCTIOJIb30BAHUH
COBPEMEHHBIX KpUNTOrpaduyecKux MPOTOKOJIOB IPU PELICHUH 3a7a4 00ecreueHus
LEJIOCTHOCTH, KOH()UACHINAIBHOCTH, HEOTCISKUBAEMOCTH NH(OPMAIIHH.
3agaum AMCHUIUIMHBL:
* (hopMupoBaHKe CIOCOOHOCTH KBATU(DUITMPOBAHHO UCIIOIB30BATh BO3MOXKHOCTH
COBPEMEHHBIX KPpUNTOrpaduyecKuX MPOTOKOJIOB B PEUICHUH PA3IMYHbIX 3324
3amuUThl MHHOPMALIUU: ayTeHTU(UKAIIMH CYITHOCTSH U UCTOYHUKOB JIaHHBIX,
pacmpeieieHuy ayTeHTUYHBIX KPUNITOrpaQuuecKux KIr4ei, JIeKTPOHHON
U POBOI OIIKCH, pa3eNICHIH CEKPETa, SJICKTPOHHOM TAaifHOM T'OJIOCOBAHHU;
* (opmMHupoBaHUE HABBIKOB UCIOJIB30BAHUS COBPEMEHHBIX PUKIIATHBIX
KPUNTOTPaQHIECKUX TPOTOKOJIOB ayTEHTH(PHKAIINN, HCIIOJIb3YEMbIX TP 3aIIUTE
JaHHBIX B Internet;
* pa3BUTHE KPUTHUUECKOIO MOJX0/a K PELICHHIO 33/1a4 C UCII0JIb30BAaHUEM
KpunTorpaguueckux MpoTOKOJIOB Yepe3 MOHUMaHHe OTCYTCTBUS a0COIIOTHON
3aIIUIIEHHOCTH pacipeaeieHHONH HH(POPMAITMOHHONW CHCTEMBI CO MHOTHMH
YYaCTHUKAMU;
* 03HaKOMJIEHHE OyIyIIEro CerualncTa ¢ KpUnrorpapu4ecKUMH NPOTOKOJIAMH,
3aKpEIUICHHbIMHM HALIMOHAIBHBIMU M MEX1YHApPOIHBIMU CTaHAAPTAMH.

[Tpouecc ocBoeHus yueOHOM AMCUMIIMHBI HaMpaBieH Ha (OPMUPOBAHUE Y O0yUaIOLIUXCS

CIEAYIOIUX KOMIIETECHIINM:

Kon Copepxanue [Tnanupyemsbie pe3ynbTaThl 00yYeHHUs 10 TUCIUIUTHHE
KOMITETEHIINU KOMITETEHIINU (MOJTyITI0), XapaKTepHU3YIOIIHe dTarbl (POPMUPOBAHUS
KOMIIETEHITUI
I1IK-6 Cnocoben  mpumensts | [IK-6.1 3HaeT pa3nudHble METOIBI PEIICHUS 3a1ad MpU

COBPEMEHHBIE METObI
U HHCTPYMEHTAIbHBIC
CpeAcTBa NPUKIAAHOU

UHPOPMATHKU JUIst
aBTOMAaTH3ALNN u
MHpOpPMaTH3ALNN

peUICHUA NPHUKIAIHBIX

3ama4 Pa3INYHbIX
KJIaCCOB HW CO3JaHUA
ncC

CO3/IaHUM SKOHOMHUYECKUX HH(POPMALMOHHBIX CHUCTEM;
METO/ABl INPOECKTUPOBAHUS ABTOMATHU3UPOBAHHBIX U
MH(POPMALIMOHHBIX CUCTEM I PELIeHHs] MPUKIATHBIX
3a1a4; MH(GOPMAIMOHHbIE TEXHOJIOTMH, NpPUMEHSEMbIE
Ha JTamax pa3paboTKH, MPOU3BOJCTBA, MCIBITAHUH U
JKCIUTyaTalluy IPOIYKIUH.

[IK-6.2 VYmeer oOCylIecTBIATH BBIOOp  crmocoba
npejacTaBieHuss HWHGOpPMalUU B COOTBETCTBUHM €
NIOCTAaBJICHHOW 3ajaveidl; BUAETh U (HOPMYIUPOBATH
npobieMy  WHPOPMAIMOHHOW  O€30MacHOCTH U
HaJIS)KHOCTH, €€ aHAJTM3UPOBaTh, MOJOUPATh CPEICTBA U
MCTOIBI IJId €€ PCIICHUA U JTUKBUIALWHW,; UCIIOJIB30BATh
NpOrpaMMHBIE CPEJCTBa, IPUMEHSEMbIE Ha dTamax
pa3paboTKH, MPOU3BOJICTBA, WCTIBITAHU T 51
OKCILTYaTalH MPOTyKIIUH.
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I1IK-6.3 Bmageer METOJaMU OMUCaHUS
WH(pOpPMAIMOHHBIX ~ CHCTEM;  HaBBIKAMH  cOopa,
dbopManm3anuu u 00paboTku MH(OpPMAIMK; HABBIKAMU
UCTIOJIb30BaHUS UHCTPYMEHTAJIBHBIX CpeacTB
TIPHUKJTATHOM UHPOPMATUKU CO3JJaHHS
BBICOKOHAIPY)KEHHBIX ~ MH()OPMAIIMIOHHBIX  CHCTEM;
KJ1accami, MaKeTamMu u BO3MOXKHOCTSIMU
aBTOMAaTH3HPOBAHHBIX CpeicTB o0ecTieueHuS;
HaBbIKaMU paboThI c MH(POPMALMOHHBIMU
TEXHOJIOTUSIMH, TIPUMEHSIEMBIMU Ha dTarax pa3padoTKH,
IIPOM3BOJICTBA, UCTIBITAHUN u IKCILTyaTaIH

MPOTYKIIHH.




METOANMYECKHUE PEKOMEH/JAIIMHA K JIEKIIUAM
Jlekuus 1 no teme: «IloHsiTHEe KPpUNTOrpadpMIECKOro MPOTOKOIa»

Bonpocsr:

1. OcHoBHbIE OnpeAeneHUs.

2. CBoiicTBa, XapakTepU3ymIue 0€30MacHOCTh MPOTOKOJIOB.
3. Buasl kpuntorpadguueckux mpoTOKOJIOB.

4. OCHOBHBIC aTak Ha OE30MACHOCTH MPOTOKOJIOB.
MeToanuyeckne peKOMeH AU

Jlexiusi TPOBOAMTCS KaK C MPUMEHCHHEM TPAJAMIIMOHHBIX TEXHOJNOTHH (0030pHas
JIEKIHS ), TAK ¥ HHTEPAKTUBHBIX TEXHOJIOTHH (MpoOJIeMHast JISKITHS).

B xozme NEKIMOHHBIX 3aHATHH CTYACHTaM PEKOMEHIOBAHO BECTH KOHCIIEKTHPOBAHHE
yaeOHOro Marepuana. OOpamaTh BHUMAaHHE Ha KAaTeropuu, (HOPMYIHPOBKH, PACKPBHIBAIOIINC
COJiep’)KaHuEe TeX WM MHBIX SBICHUH M MPOLECCOB, HAy4YHbIE BBIBOJABI U MPAKTHUECKUE
pPEKOMEHALINH.

PekoMenayercsi 3aiaBaTh MPENoOAaBaTeN0 YTOUHSIOIIME BOIMPOCH C LENBI0 YSICHEHUS
TEOPETUYECKUX TIOJIOKEHHM, pa3pelleHus CIOPHBIX cuTyauuid. JKelarelbHO OCTaBUTh B
pabounx KOHCHEKTaxX MOJisl, Ha KOTOPBIX JeJaTh MOMETKH M3 PEKOMEHIOBAaHHOM JIUTEpaTyphl,
JOTONHSIONIME MaTepuaj MPOCIYyIIaHHOW JIEKIHMH, a TaKXke MOJYEPKUBAIONINE OCO0YI0
B2KHOCTbH T€X MJIM HHBIX TEOPETUICCKHUX IOJIOKECHUH.

JlopabaThIBaTh KOHCIIEKT JIEKIIMA PEKOMEHI0BAHO B COOTBETCTBUU paboveil mporpammon
JUCITUTUIAHBI.

HcToyHHUKHN 1 Jureparypa AJs NoATrOTOBKHA:

Ilepeyenb 0CHOBHOI JTUTEpPATYyPBHI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omunues B.M. Kpunrorpapuueckue meroisl 3amutsl nuapopmanyu B 2 . HACTD 1.
MaremaTrndecKkue acleKkTsl. YUYEOHUK I aKaJeEMUUECKOTO
6akanaBpuat/B.M.®Pomuues, J[.A.MenpHukoBa; o pea. B.M.®omuuesa.- M.
MznarensctBo FOpaiit,2018 - 209 c.

Ilepedyenn KONMOJHUTENBHOM JUTEPATYPHI

1. ®omuueB B.M.Kpunrorpaduueckne metos! 3amutsl nHpopmanuu B 2 U. HACTD 2.
CHCTEMHEBIE U IMPUKJIAAHBIC aCIICKTHI. Y4eOHuk JJ11 aKaAEMHUYCCKOI'O
6akanaBpuat/B.M.Domuues, [|.A.MenpHukoBa; o pea. B.M.®omuuesa.- M.:
N3parensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018



Jlexknus 2 no teme: «Kpunrorpadpuyeckue xem-QpyHKuumu»

Bomnpocer:
1. ®OyHKIUM XENIMPOBAHUS U LIEJTOCTHOCTD JAHHBIX.
2. Xenr-QpyHKIMH, 33]1aBa€MbI€ KITFOUOM.
3. Xemr-()yHKIMH, HE 3aBUCAIINE OT KIFOYA.
4. Bo3MOXXHBIC aTaKH Ha QYHKIIUHU XEIIUPOBAHHSL.
MeToanyeckue peKoOMeHIauH

Jlekuust TMPOBOAUTCS Kak C TNPUMEHEHHUEM TPAJWIUOHHBIX TEXHOJIOTUN (0030pHas
JIEKIHS ), TAK U MHTEPAKTUBHBIX TEXHOJIOTH (TIpoOIeMHast JISKIHU).

B Xone neKUMOHHBIX 3aHATUHM CTYIJEHTaM PEKOMEHJO0BAaHO BECTH KOHCIEKTHUPOBAHUE
yuebHoro marepuana. OOpamiaTh BHHUMaHHE Ha KaTeropuH, (OPMYIMPOBKH, PACKPHIBAIOIINE
COJIepKaHUE TE€X WM MHBIX SBJICHUW W IPOLECCOB, HAy4YHbIE BBIBOJABI U MPAKTUUYECKHE
PEKOMEHIalluH.

Pexomenayercs 3amaBarTh NMpenoAaBaTEN0 YTOUHSIOIIME BOMIPOCHI C IIENbI YSICHEHUS
TEOPETUYECKUX TIOJIOKEHHM, pa3pelleHus CIOPHBIX cuTyauuid. JKelarelbHO OCTaBUTh B
pabounx KOHCHIEKTaxX MOJisi, Ha KOTOPBIX JejaTh MOMETKU U3 PEKOMEHJIOBAHHOUW JUTEpaTyphl,
JOTIOJHSIONIME MaTepuaa MPOCIYIIAHHOM JIEKIMH, a TakXe MOJYEPKUBAIOIINE O0CO0YIO
BAKHOCTb T€X WJIM UHBIX TEOPETUUECKHUX MOJOKEHUH.

JlopabaThIBaTh KOHCIIEKT JIEKIIMA PEKOMEHI0BAHO B COOTBETCTBUM paboveil mporpaMmmon
JUCIUIINHBL.

HcToyHHKH 1 Jureparypa AJs NOATOTOBKU:

IlepeyeHb 0CHOBHOI JIUTEPATyPbI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omunues B.M. Kpuntorpapuueckue mero sl 3aumtsl nHdopmaru B 2 U. HACTD 1.
MaremarndecKkne aceKkTsl. YUYEOHUK I aKaJeEMUUECKOTO
6akanaBpuat/B.M.®Pomuues, J[.A.MenpHukoBa; o pea. B.M.®omuuesa.- M.
NznarensctBo FOpaiit,2018 - 209 c.

Ilepedyenn 1ONMOJHUTENBHOM JTUTEPATYPHI

1. ®omuueB B.M.Kpunrorpapuueckue merosl 3aumrsl uadpopmanuu B 2 . HACTD 2.
CucreMHbBIE U IMPUKIAAHBIC aCIICKTHI. Y4eOHuk I aKaAEMHUYECKOI'O
6akanaBpuat/B.M.®Pomuues, J[.A.MenpHukoBa; o pea. B.M.®omuuesa.- M.
NznarensctBo KOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018



Jlekuus 3 no reme «Koabl ayreHTHGUKATH»
Bomnpocsr:

1. OnpeneneHus U CBOMCTBA.
2. OpToroHaJibHbIC MACCHBBHI.
MeToan4yeckue peKOMeHAAIUN

Jlexuusi MPOBOAMTCS KaKk C MNPUMEHEHHEM TPaJWLUOHHBIX TEeXHOJIOrui (0030pHas
JIEKIHS ), TAK U MHTEPAKTUBHBIX TEXHOJIOTH (TIpoOIeMHast ISKIH).

B Xone neKUMOHHBIX 3aHATHNM CTYIJEHTaM PEKOMEHJO0BAaHO BECTH KOHCIEKTHUPOBAHUE
yuebHoro marepuana. OOpamiaTh BHHUMaHHE Ha KaTeropuu, (HOPMYIHPOBKH, PACKPBHIBAIOLIHNE
COJIepKaHUE TE€X WM MHBIX SBJICHUW W IPOLECCOB, HAy4YHbIE BBIBOJABI U MPAKTUUYECKHE
PEKOMEHIalluH.

Pexomenayercs 3amaBarh NpenoAaBaTEN0 YTOUHSIOIIME BOMIPOCHI C LENbI YSICHEHUS
TEOPETUYECKUX TMOJIOKEHUM, Pa3pEIICHHUs] CHOPHBIX CUTyaluid. JKenaTreapbHO OCTaBUTh B
pabounx KOHCHIEKTaxX MoJisi, Ha KOTOPBIX JeJaTh MOMETKU M3 PEKOMEHJIOBAHHOW JUTEpaTyphl,
JOTIONHSIONIME MaTepuaj MPOCIYyIIaHHOW JIEKIHH, a TaKXke MOJYEPKUBAIONINE OCO0YIO
BAKHOCTb T€X WM UHBIX TEOPETUUECKUX MOJTOKEHUMN.

JlopabaThiBaTh KOHCIIEKT JIEKIIMM PEKOMEHI0BAHO B COOTBETCTBUH paboueil mporpaMmoit
JUCLUTIIUHBL.

HcTouyHuKHN U Jureparypa AJd NOATrOTOBKH:

IlepeyeHb 0CHOBHOI JIUTEPATyPbI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omuues B.M. Kpuntorpaduueckue metoasl 3amutsl nHGopmanuu B 2 U. YACTD 1.
MaremarndecKkne aceKkTsl. YUYEOHUK I aKaJeEMUUECKOTO
6akanaBpuat/B.M.®Pomuues, J[.A.MenpHukoBa; o pea. B.M.®omuuesa.- M.
NznarensctBo FOpaiiT,2018 - 209 c.

Ilepeyennb 10MOJHUTENBLHOI JUTEPATYPHI

1. ®omuueB B.M.Kpunrorpaduueckne metos! 3amutsl nHpopmanuu B 2 U. HACTD 2.
CucTteMHbIe U PUKJIAIHBIE ACTIEKThl. YUEOHHUK Ul aKaJeMUYEeCKOT0
OakanaBpuat/B.M.®omuues, JI.A.MensaukoBa; noa pea. B.M.domuuesa.- M.
N3parensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018



Jlekuus 4 no reme «IIpoTroxoJibl naeHTHPHKAMI»
Bomnpochsr:

1. Buasl npoTOKOJIOB UECHTH(DHUKAIINN;
2. TlIpotokonsl uaeHTH(GUKAINHT, HCHIOIB3YIONTHE aposn (cnabas ayreHTuduKanus);

3. IIporokonsl uaeHTH(PUKALNHT, HCTIOTIB3YIOLINE TEXHUKY «3alPOC — OTBET» (CHIIbHAS
ayTeHTU(UKALUSA).

MeToanuyecKue PE€KOMEHIANH

Jlekuust MpOBOAUTCS Kak C INPUMEHEHUEM TPATULMOHHBIX TEXHOJIOTui (0030pHas
JIEKIHS ), TAK U MHTEPAKTUBHBIX TEXHOJIOTH (TIpoOIeMHast ISKIH).

B Xxozme NEKUMOHHBIX 3aHATHH CTYACHTaM PEKOMEHIOBAHO BECTH KOHCIIEKTHPOBAHHE
yuebHoro marepuana. OOpamiaTh BHHUMaHHE Ha KaTeropuu, (OPMYIMPOBKH, PACKPBIBAIOIINE
COJEp)KaHME TEX WM HHBIX SBJICHUH M IPOLECCOB, HAy4yHbIE BBIBOABI U IIPAKTHYECKHE
PEKOMEHIalluH.

PekoMenayercs 3amaBaTh IPENoOAAaBaTENI0 YTOUHSIOIIHME BOIPOCH C LIEIBIO YSICHEHUS
TEOPETUYECKUX TIOJIOKEHHM, pa3pellieHus CIOPHBIX cuTyauuid. JKelarelbHO OCTaBUTh B
pabouux KOHCIIEKTaX MOJsl, HAa KOTOPBIX JejJaTh INOMETKH U3 PEKOMEHJO0BaHHOM JMTEpaTyphl,
JOTONHSIONIME MaTepuaj MPOCIYyIIaHHOW JIEKIHH, a TaKXke MOJYEPKUBAIONINE OCO0YI0
BaYKHOCTb T€X MJIM UHBIX TEOPETUUYECKHUX IOJIOKEHUN.

JlopabaTbIBaTh KOHCIEKT JICKIIUM PEKOMEHIOBAHO B COOTBETCTBUHU paboueii mporpaMmoit
JUCLUIUINHBL.

HcTouyHuKH U Jureparypa AJd NOATrOTOBKH:

IlepeyeHb OCHOBHOI JIUTEPATYPHI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omunueB B.M. Kpunrorpadpuaeckne merossr 3ammtsl nHpopmarmu B 2 Y. YACTD 1.
MatemaTtuueckre aclieKThl. Y YeOHUK IS aKaIeMUYECKOTO
OakanaBpuat/B.M.®omuues, JI.A.MenbaukoBa; noa pea. B.M.domuuesa.- M.
N3parensctBo FOpaiit,2018 - 209 c.

IlepeyeHnb 10MOJHUTEIBLHOI JUTEPATYPHI

1. ®omuueB B.M.Kpunrorpaduueckue metos! 3amutsl nHpopmanuu B 2 U. HACTD 2.
CucTteMHbIe U IPUKJIAIHbIC ACTIEKThl. YUEOHHUK Ul aKaJeMUYECKOT0
6akanaBpuat/B.M.®omuues, JI.A.MenbaukoBa; noa pea. B.M.domuuesa.- M.
N3parensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018
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Jleknus 5 no reme «YnpasJieHHe KJIIOYaMH»
Bomnpochsr:
1. IIpobnema ympaBiieHUS KIIOUAMH.
2. JKu3HEHHBIN UK KIIIOYEH.
3. Ycuyru, npenocraBisieMble JOBEPEHHON TPEThEH CTOPOHOIA.
4. OcoOeHHOCTH yNpaBJIeHUs KIH0YaMU B CHMMETPUYHBIX CUCTEMax IUGPOBAHMUSL.
5. OcoOEHHOCTH yNpaBJICHUS KIIOUYaMH B aCHMMETPUYHBIX CUCTEMaX IIHU(PPOBAHHUS.
MeToanuyeckne peKOMeH AU

Jlexiusi TIPOBOAMTCS KAk C MNPHUMEHEHHEM TPAJUIMOHHBIX TEXHOJIOTUH (0030pHas
JIEKIIHS ), TAK ¥ MHTEPAKTHBHBIX TEXHOJIOTHH (MMpoOIeMHast JISKITH ).

B xonme NEKIMOHHBIX 3aHATHH CTYACHTaM PEKOMEHJIOBAHO BECTH KOHCIIEKTHPOBAHHE
yueOHOro Mmarepuana. OOpaiiaTh BHHUMaHHE Ha KaTeropuu, (HOPMYIHPOBKH, PACKPBHIBAIOIIHEC
COJIep’)KaHUE TEX WM WHBIX SBICHUH W TMPOIECCOB, HAyYHBIC BBIBOJBI U TPAKTHYCCKUE
PEKOMEHIaIINH.

Pexomenayercst 3aaBaTh MPENOJABATEII0 YTOUHSIOUINE BOIMPOCHI C IEIBIO YSICHEHUS
TEOPETUYECCKUX IOJIOKEHH, pa3pelIeHUs] CHOPHBIX cuUTyanuii. JKenarenbHO OCTaBUTH B
paboumx KOHCIIEKTaX MOJIsi, HA KOTOPBIX JIeJaTh MOMETKU M3 PEKOMEHJIOBAHHOW JUTEPATYPHI,
JOTIOJTHSIONINE MaTepuaj MPOCIYIIaHHOW JICKIIMH, a TaKXkKe MOJYePKUBAIONINE OCO0YI0
B2KHOCTH T€X MJIM HHBIX TEOPETUICCKHUX IOJIOKECHUH.

JlopabaTbIBaTh KOHCIIEKT JICKIIUM PEKOMEHIOBAHO B COOTBETCTBHH paboueii mporpaMmmont
JTUCITUTUIAHBI.

HcToyHUKHN 1 Jureparypa AJs NOATOTOBKU:

IlepeyeHb OCHOBHOI JIUTEPaTyPbI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omunues B.M. Kpunrorpadpuueckue merosl 3amursl uapopmarnyu B 2 . HACTD 1.
MaremarndecKkue aceKkTsl. YUYEOHUK I aKaJeEMUIECKOTO
6akanaBpuat/B.M.®Pomuues, J[.A.MenpHukoBa; o pea. B.M.®omuuesa.- M.
NznarensctBo FOpaiiT,2018 - 209 c.

Ilepedyenn 1ONMOJHUTENBHOM JTUTEPATYPHI

1. ®omuueB B.M.Kpunrorpapuueckue merosl 3auutsl napopmanuu B 2 H. HACTD 2.
CucreMHbBIE U IMPUKIAAHBIC aCIICKTHI. Y4eOHuk I aKaAEMHUYECKOI'O
6akanaBpuat/B.M.®Pomuues, J[.A.MenpHukoBa; noa pea. B.M.®omuuesa.- M.
NznarensctBo I0paiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018
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METOANMYECKHUE PEKOMEHJAIINU K IPAKTUYECKHUM 3AHATUAM

IIpakTnyeckoe 3ansTue 1 no reme 1: «Kpunrorpadpuyeckue npoToKoJIbI»
Bomnpochnr:
1. TlousTue kpunTorpapuueckoro mpoTokona. OTauUus KpUnTorpauyeckoro NpoToKoa OT
KPUNTOTpaGuueCcKOro aropuTMa.
2. OOmas knaccuuKamnys KpUnTorpadhuIecKux MPOTOKOIOB: MPOTOKOJIBI C IIOCPETHUKOM,
MPOTOKOJIBI C apOUTPOM, CaAMOJIOCTATOYHBIE TPOTOKOJIBI.
3. TlonsTue araku Ha KpUNTOrpapUIECKUil MPOTOKOI.

IIpakTu4yeckue 3aJaHUA:

1. HccnenoBath npouecc muppoBaHUs ¢ HTOMOIIBIO IPOCTON 3aMEHBI.
2. MHccnepoBath npouecc mudpoBanus ¢ moMouibio pemetku Kapaano.
3. MHccnenoBats mporiecc mudpoBaHus ¢ MOMOIIBIO Tabauibl BrukeHepa.

MeTtoan4yecKkue peKOMeHAAIUN

[Ipu moaroToBKe K NPAKTUYECKUM 3aHIATHUSIM CTYACHT JOJKEH MPUIAEPKUBATHCS
CHEAYIOUIMX PEKOMEHIAIUN:
- BHUMATEJIbHO U3yYUTh OCHOBHBIE BOIIPOCHI TEMBI U IJIaH MPAKTUYECKOTO 3aHATHUS,
- OIIpCACIUTL MCCTO TCMBI 3aHATUS B 06HICM COACPpIKaHNHU, €€ CBA3b C IPYIr'UMHU TCMaMU;
- HalTU ¥ IpopaboTaTh COOTBETCTBYIOLINE Pa3/eNibl B PEKOMEHOBAHHBIX HOPMATHUBHBIX
JIOKYMEHTaX, Y4eOHHKAX U JOMOJHUTEIILHON JIUTEPaType;
- MOCJI€ O3HAKOMIICHHSI C TEOPETUYECKUM MAaTe€pUajioM OTBETUTh Ha BOIIPOCHI IO TEME
Kypca;
-IPOAYMAaTh IMyTH U CIIOCOOBI pelIeHHs] TPOOIEMHBIX BOIIPOCOB;
- -IIPOAYMAaTh Pa3BEPHYTLIE OTBETHI Ha IPEATI0KEHHBIE BOIPOCHI TEMBI, OMHPASACH Ha
JIEKIIMOHHBIE MaTepUaibl, PACIIUPSIS U JOMONHSS UX JaHHBIMUA U3 YUeOHHKOB, JOMOTHUTEIBHON
JIUTEPATYPBHI.
B xone npaktudeckoro 3aHATHS HEOOXOIUMO BBITIOJIHUTE MPAKTUYECKOE 3a/laHue, a
3aTeM OOBSICHUTH MCTOJUKY €TI0 PCIICHUA.

HcTouHUKH 1 Jureparypa AJs NOATOTOBKU:

IlepeyeHb 0CHOBHOI TUTEPATYyPBHI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omunues B.M. Kpunrorpadpuueckue mero sl 3amutsl uapopmaryu B 2 . HACTD 1.
MaremaTrndecKkye acleKkTsl. YUYEeOHUK I aKaJeMUYECKOTO
6akanaBpuat/B.M.®omuues, [.A.MenpaukoBa; noa pea. B.M.®omuuea.- M.
N3 parensctBo FOpaiit,2018 - 209 c.

IlepedyeHb 1ONMOJHUTENBHOM JTUTEPATYPHI

1. ®omuueB B.M.Kpunrorpadpuueckue merosl 3auutsl napopmarmu B 2 H. HACTD 2.
CuctemMHBIC U TIPUKIIAHBIC ACTICKTHI. Y YCOHUK TSI aKaJIEMHUYECKOTO
6akanaBpuat/B.M.®omuues, J[.A.MenbHukoBa; noa pea. B.M.®omuuesa.- M.
N3narensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

IIpakTyeckoe 3ansaTHe 2 o TeMe «Kpunrorpagpuyeckas samura HHpopmManumn»

Bonpocsr:
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1. Konuenius kpunrorpadudeckoii 3amuThl HHHOPMAIIMK Ha CETEBOM YPOBHE MOJICTU
ISO/OSI. O6men coobmenusiMu Ha ypoBHe npoTokosna IP. [Iporokon obecrnieuenus
6e3omacHoctu B Internet — IPSec.

2. TIporokon Authentication Header (AH). IIporokosa Encapsulation Security Payload (ESP).
[Tapametpsl 3amuthl IP-Sec. IIporokon oomena kimodamu yepes Internet — IKE.

3. Ilepsas ¢aza npotokoina IKE. OcHoBHOII pexxum nepBoii ¢azbl npotokona IKE,
OCHOBaHHBIN Ha 1 poBoit noanucu. OTka3 B ayTeHTU(PHUKAIUU B OCHOBHOM PEKHUME
nepBoii (assl mporokona IKE, ocHoBaHHOT0 Ha IIU(PPOBOI MOAMHCH.

4. ArpeccuBHBIN pexuM nepBoi ¢dassl npotokosa IKE, ocHoBanHOTO Ha 1TM(POBOI MOAMUCH.
ITporoxon ynanennon perucrpanuu SSH. Apxurekrypa nporokosna SSH. ITpoToxon
TPAHCIIOPTHOTO YpoBHsI SSH.

5. Ilporokon SSL (TLS). Apxutekrypa npotokona SSL. IIporokos kButupoBanust SSL.
Peamuzamuu SSL.

IIpakTuyeckune 3aJaHUA:

1. HccnenoBaThb mpoluecc BHIUMCIEHUS Kiltoueil B 6104HOM MK dpe ¢ UCTI0NIb30BaHUEM
IIPOrPaMMHOM pean3arluu.
HcTouynnku 1 1uTepaTypa Ui HOATOTOBKH:

IlepeyeHb OCHOBHOI JIUTEPATYPHI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omunueB B.M. Kpunrorpadpuaeckne merossr 3ammtsl nadpopmarmu B 2 Y. YACTD 1.
Matematuueckre aclieKThl. Y YeOHUK ISl aKaIeMUYECKOTO
0akamaBpuat/B.M.Domuues, [|.A.MenpaukoBa; o pen. B.M.®omuuesa.- M.:
M3narensctBo FOpaiit,2018 - 209 c.

IlepeyeHb 1ONOTHUTEIBHOM JIUTEPATYPbI

1. ®omuueB B.M.Kpunrorpapuueckue merosl 3auutsl napopmanuu B 2 H. HACTD 2.
CucreMHbBIE U IMPUKIAAHBIC aCIICKTHI. Y4eOHuk I aKaAEMHUYECKOI'O
6akanaBpuat/B.M.®Pomuues, J[.A.MenpHukoBa; noq pea. B.M.®omuuesa.- M.
MznarensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

IIpakTH4eckoe 3anATHE 3 MO TeMe <Y NPaBJIeHHE KJIIOYaAMHU»

Bonpocser:

1. Drambl )XU3HEHHOTO ITUKJIA KITFOUeH. 3a/1aun yIPaBJICHHS KIIOYaMH, PeliaeMble
KpUnTOorpaguuecKuMu CpeICTBAMHU.

2. llenTpanm3oBaHHas BbIpaOoTKa Kiroua. CoBMecTHas BeIpaboTKa Kirova. Pactipenenenue
KJII0Ya IPY HAJTMYMU JIOBEPEHHOTO IIeHTpa. Pacnipenienenue cekpeTHOro kitoya 0e3 yyacTus
JIOBEPEHHOT0 LIEHTpA.

3. Cxemsr Wide-MouthFrog, Yahalom, nporokon Hunaxema-1lIpenepa, OtesiPunca.
beckimoueBoit mpoTtokon Hlamupa.

4. TIporoxon Hunxema-Illpenepa Ha ocHOBE mU(Pa C OTKPHITHIM KITIOUOM.
[[InpokoBemareapHOE pacnpeaenenne kirodeit. [Iporoxon Kerberos.

IIpakTuyeckune 3a1aHUsA:

1. HccnenoBanue mnpouecca ludpoBanus cooOmenuit ¢ momomipio ympomeHHoro S-DES c
UCTIOJIb30BAHUEM POTPAMMHOM pean3aliiy.

MeToauyeckue peKOMeHIa U
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HpI/I IIOATOTOBKE K HpaKTI/I‘-IGCKI/IM 3aHATUIM CTy,[IeHT JOJI’)KCH HpI/IHep)KI/IBaTBCSI
CIEAYIOIIUX PEKOMEHIAIUM:
- BHUMATCJIBbHO I/I3Y'-II/ITB OCHOBHBIC BOHpOCBI TCMBI U IIJIaH HpaKTI/I‘-IeCKOI‘O 3aHATUA,
- OHpel[e.HI/ITL MCECTO TEMBI 3aHATHUA B 06H.[CM COI[ep)KaHI/II/I, €€ CBA3b C I[pyrI/IMI/I TEMaMU,
- HAUTH 1 TPOpadOTaTh COOTBETCTBYIOIINE Pa3/ieibl B PEKOMEHIOBAHHBIX HOPMATHBHBIX
JOKYMEHTaX, Y4eOHUKAX U JOTIOJTHUTEIHHON JIUTEPaType;

- MOCJI€ O3HAKOMJICHHSI C TEOPETUYECKMM MAaTe€pHajioM OTBETUTh Ha BOIMPOCHI IO TEME Kypca,

- IPOAYMAaTh MYTH U COCOOBI PELIeHUs TPOOIEMHBIX BOIIPOCOB;

- MPOAYMAaTh pa3BEPHYTHIC OTBETHI HA MPEIJIOKEHHBIC BOIPOCHI TEMBI, ONMUPAsSCh Ha
JICKOOHHBIC MaTepI/IaJIBI, pacmnps{ﬁ 1 OJOIIOJHAA NX JAHHBIMU U3 y‘-I€6HI/IKOB, I[OHOJIHHTCHBHOﬁ
JUTEPaTyPHI.

B Xole HpaKTI/I‘-IeCKOI‘O 3aHATHUA HCO6XOI[I/IMO BBIITOJIHUTDH HpaKTI/I‘-ICCKOC 3aaHuc, a
3aTeM OOBSICHUTh METOAMKY €r0 PEIICHUSI.

HcTouyHNKHT U Jureparypa AJd NOAroroBKu:

IlepeyeHb 0CHOBHOI JIUTEPATYPHI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omunueB B.M. Kpunrorpadpudeckne merosr 3aumtsl nHGopmaruu B 2 U. YACTD 1.
Matematuueckre aclieKThl. Y YeOHUK ISl aKaIeMUYECKOTO
0akamaBpuat/B.M.Domuues, [|.A.MensaukoBa; o pen. B.M.®omuuesa.- M.:
N3narensctBo FOpaiit,2018 - 209 c.

Ilepeyennb 10MOJHUTEIBbHO JTUTEPATYPHI

1. ®omuueB B.M.Kpunrorpadpuaeckue merost 3aumtsl napopmarnmu B 2 Y. HACTD 2.
CucTteMHbIe U PUKJIAIHBIE ACTIEKThl. YUEOHHUK Ul aKaJeMUYEeCKOT0
6akanaBpuat/B.M.®omuues, JI.A.MensaukoBa; noa pea. B.M.domuuesa.- M.
N3parensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

IIpakT4eckoe 3ansaTue 4 mo treme «IIpoToxkoJibI Nepenadn KIOYEH»

Bonpocer:
1. TIpoToKoJIbI IEpeIauu CeaHCOBBIX CeKpeTHBIX Kitouei. [Tpotokon WideMouthFrog. O6men
3ammdpoBanHbiMH Kitouamu EKE.
2. Tpexmnpoxoansrii mporokon [llamupa. I[IpoTOKOIBI IPEABAPUTETEHOTO PACTIPEICTICHHS
KIIFOUEH.
3. Cxewma pacnpenenenus kimodeit biioma. [IpoTokosbl COBMeCTHOM BRIPAOOTKH 0OIIETO KITFOYA.
4. TIporoxon duddu-Xennmana. [Iporokon "craHuus-cranus".

IIpakTHYeckHe 3a1aHUA:

1. HUccnenoBanue moTOYHOTO MK(POBAHUS COOOIIEHUH B CAMOCUHXPOHU3YIOLINXCS CUCTEMaX Ha
OCHOBE MHOT'OTAaKTOBBIX KOJOBBIX (PHIBTPOB C UCMOIb30BAHUEM ITPOIPAMMHON pean3alim.

MeToanyeckue peKOMeHIAUU

[Ipy moAroToBKE K MPAKTUYECKUM 3aHITHUAM CTYAEHT JOJDKEH MPUIIEPKUBATHCS
CHEAYIOLIMX PEKOMEHIAIUIA:

- BHUMATEJIbHO U3yYUTh OCHOBHBIE BOITPOCHI TEMBI U IJIaH MPAKTUYECKOTO 3aHATHS,

- OIPEJIEIUTHh MECTO TEMBI 3aHATHUS B OOIIIEM COJIEP)KAHUHU, €€ CBSI3b C IPYTHMH TEMaMU;

- HaliTU ¥ IpopaboTaTh COOTBETCTBYIOLINE Pa3/eNibl B PEKOMEHJOBAaHHBIX HOPMATHBHBIX
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JOKYMEHTaX, yueOHUKaxX U JONOJHUTEIBHOM JUTEpaType;

- IIOCJIE O3HAKOMJICHMSI ¢ TEOPETUYECKUM MATE€PHAIOM OTBETHTH Ha BOIIPOCHI IO TEME
Kypca;

- IPOAYMaTh IYTH U CLIOCOOBI PeLIeHUs IPOOJIEMHBIX BOIIPOCOB;

-IpoiyMaTh pa3BEPHYTHIE OTBEThl HA MPEJIOKEHHBIE BOIPOCHI TEMBI, OMMPAsCh Ha
JIEKL[MOHHBIE MaTepHalIbl, pacIIMpss U JOMOJIHAS UX JAHHBIMU U3 Y4eOHUKOB, 1OTOJIHUTEILHON
JIUTEpaTypHl.

B xone mpakThueckoro 3aHATHUS HEOOXOIUMO BBINOJHUTH MPAKTUYECKOE 3aJlaHue, a
3aTeM OOBSCHUTh METOAMKY €r0 PELICHMUS.

Hcroynuku 1 IuTepaTrypa Uit HOATOTOBKH:

IlepeyeHb OCHOBHOM JIUTEPATYPHI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omunueB B.M. Kpunrorpadpudeckue meronsl 3ammutsl nHGopmaruu B 2 U. HACTD 1.
Matematuueckre aclieKThl. Y YeOHUK ISl aKaIeMUYECKOTO
OakamaBpuat/B.M.Domuues, [|.A.MenpaukoBa; o pea. B.M.®omuuesa.- M.:
M3narensctBo FOpaiit,2018 - 209 c.

IlepeyeHb 10MOTHUTENbHOM JTUTEPATYPBI
1. ®ommueB B.M.Kpunrorpaduueckue metoasl 3amuTsl nHGopmarnuu B 2 U. HACTD 2.
CuctemHbI€ U IPUKIIATHBIC ACTIEKThI. Y YCOHUK ISl aKaJEMUYECKOTO
OakanaBpuat/B.M.®omuues, JI.A.MenbsaukoBa; o pea. B.M.domuuesa.- M.
NzparensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

IIpakTH4eckoe 3aHATHE S 10 TeMe <KYNPaBJeHHUe OTKPbITBIMH KJII0YaMU»

Bomnpocsr:

1. anaBneHI/Ie OTKPBITBIMHU KIITOYaMH.

2. OCHOBBI OpTaHHU3AIMN ¥ OCHOBHBIE KOMITOHEHTHI HHPPACTPYKTYPHI OTKPHITHIX KITFOUCH.
Ceprudukar OTKpBITOro KIroya.

3. Crangapt X.509. CepBuchl HHOPACTPYKTYPHI OTKPBITHIX KITFOUYEH

IIpakTuyeckue 3a1aHusl:

1. HWccnenoBanue mporecca aCCUMETPHIHOTO MudpoBaHus 0€3 rmepeaavn Kirova.
2. HccnepoBanue mporecca acCUMETpUYHOro mudpoBanus RSA.

3. MHccrnenoBanue mporecca acCCUMETPUIHOTO UG poBaHus Dib-1 amars.

MeToauyeckne peKOMeHIAHHU
[Ipn moAroToBKe K MPaKTUYECKUM 3aHATUSAM CTYACHT JIOJKEH MPHUAEPKUBATHCS CIEAYIOLIUX
PEKOMEHJAlUI:
- BHUMATEJIbHO U3YYUTh OCHOBHBIE BOIIPOCHI TEMBI U IUIAH IPAKTHYECKOTO 3aHATHS,
- OTIPE/ICTNTh MECTO TEMBI 3aHATH B O0IIEM COICP)KaHUH, €€ CBA3b C IPYTMMHU TeMaMU;
- HaliTU ¥ TpopaboTaTh COOTBETCTBYIOLIME PA3/eNIbl B PEKOMEHA0BAaHHBIX HOPMATHBHBIX
JIOKYMEHTaX, y4eOHUKaX U JONOJTHUTEIBHOM JIUTEpaTypeE;
- IOCJIE O3HAKOMJICHUSI C TEOPETHYECKHM MaTepUaloM OTBETHUTh Ha BOIIPOCHI IO TEME
Kypca;
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- IPOAYMAaTh MYTH U CIIOCOOBI PELIeHHUs TPOOJIEMHBIX BOIIPOCOB;

- IPOAYMATh Pa3BEPHYTHIE OTBEThl HA MPEIJIOKEHHBIE BOIPOCHI TEMBI, ONMUPAsCh Ha
JEKIIMOHHBIC MAaTEPUAIIbI, PACIIUPSS M JOTIOJHSSA UX JAHHBIMU U3 YI€OHHKOB,
JOTIOJIHUTEIBHOM JINTEPATYypPHI.

B xoJ1e npakTHuecKoro 3aHATUs HEOOXOJUMO BBIIIOJHUTH IPAKTUYECKOE 3a/1aHUE, a 3aTEM
O00BSCHUTH METOAMKY €r0 PELICHUS.
Hcrounnku v tuTepatypa Uil HOATOTOBKH:

IlepeyeHb OCHOBHOM JTUTEPATYPHI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omuue B.M. Kpunrorpaduueckrne metosl 3anuTsl nHGopmanuu B 2 H. HACTD 1.
MaremaTuueckre aclieKThl. Y YeOHUK ISl aKaJIeMUYECKOTO
OakanaBpuat/B.M.®omuues, JI.A.MenpaukoBa; o pea. B.M.domuuena.- M.
NzparensctBo FOpaiit,2018 - 209 c.

IlepeyeHnb 10MOJHUTEIbHOI JTUTEPATYPHI

1. ®omuueB B.M.Kpunrorpadpuueckue merosr 3aumtsl napopmarmu B 2 Y. YACTD 2.
CucreMHBIC U IPUKIIAJHBIC ACTIEKThI. Y YeOHUK Ui aKaJeMUIECKOTO
0akamaBpuat/B.M.Domuues, [|.A.MenpaukoBa; o pea. B.M.®omuuesa.- M.:
N3narensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018
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METOJAYECKHUE PEKOMEHIAIIUA K CAMOCTOSITEJIBHOMN PABOTE

CamocrtosiTeibHas padoTa o TeMe « BprunciaureabHasi U 0e3yc10BHasi CB3aHHOCTD,
CEKPETHOCTD.»
Bonpocsr:

1. Kpurepuu 6€3011aCHOCTH KOMIIBIOTEPHBIX CUCTEM.

2. IIpeumymiectBa u HegocTaTk OpaHKeBOW KHUTH.

MeToanuyecKue PE€KOMEHIAUH

AynuTopHas caMoCTOsITeNbHass padoTa Mo y4eOHOH MUCHUIUIMHE OCYIIECTBIISAETCS Ha
Yy4EOHBIX 3aHATHUAX 1101 HEITOCPEICTBEHHBIM PYKOBOICTBOM IPENOJABaTENs U IO €r0 3aJaHHIO.

BreaynuropHas caMoCTOsTENIbHAS pabOoTa BHIIOIHIETCS 1O 33JaHUIO MperogaBaTens 6e3
€ro HEeMOCPEICTBEHHOI'O y4acCTusl.

CamocrosiTenbHasi paboTa CTYAEHTOB IIPU IOJIOTOBKE K JIEKIUM 3aKJIIOYAETCS B
paccMOTpeHHH OOIIMX HAYYHBIX OCHOB M aHAJIM3€ KOHKPETHBIX IPOLECCOB M (PAKTOPOB,
OIIPEACISAIOIUX COACPKAHUE TEMBI.

CamocrosiTenbHass paboTa CTYJIEHTOB IPU IOATOTOBKE K IPAKTHYECKOMY 3aHATHIO
BKJIFOYAET M0AO0Op MaTepuasa, JaHHbIX M CHELUAIbHbIX MCTOYHHKOB, C KOTOPBIMH IPEICTOMUT
yueOHas paboTa, a TakKe pelIeHNe CUTYAI[MOHHBIX M MPAKTHYECKHX 3aJaHui. B CBs3U ¢ 3THM
CTY/IEHTaM PEKOMEHAYeTCs JEeTajJbHO pa3o0paTh TEOPETUUYECKHE BOMPOCH JEKIIMOHHOIO Kypca,
a 3aTeM 3aKperuTh MaTepral B IPOIecce pEIIeHHs MPOOIEMHBIX CUTYAIHi, 3a/1a4.

IIpu camocCTOATENBHOM PELICHUH 3ajJjad HY>KHO OOOCHOBBIBATH KaXKABII 3Tal pelieHus,
UCXOJS U3 TEOPETUUECKUX MOJIOKEHUIN Kypca. Eciiu cTyIeHT BUAUT HECKOJIBKO IMYyTEH pelieHus
po0JIeMbl, TO HY)KHO CPaBHUTb MX M BBIOpaTh CaMblil pallMOHaJIbHBIN. Pemenue npobieMHbIX
3aad CcielyeT W3JllaraTh MOJIPOOHO, BBIYMCICHHS pACIoNaratb B CTPOTOM IOPSIKE, OTIEIss
BCIIOMOTATe/IbHbIE BBIUMCIEHUS OT OCHOBHBIX. PelieHus mnpu HEOOXOJUMOCTH HYKHO
COIIPOBOXAATh KOMMEHTApUsIMU U cxemamu. CieyeT MOMHUTh, YTO PEIIeHNEe KaKI0i yueOHOoI
3aJjaud JIOJDKHO JOBOJUTHCS IO OKOHYATEIbHOI'O JIOTMYECKOTO OTBETa, KOTOPOro Tpedyer
YCIIOBUE, U 110 BO3MOKHOCTHU C BBIBOJIOM.

CamocTrosiTenbHasi MOATOTOBKA K 3a4eTy JOJDKHA OCYLIECTBISATHCA B TEUEHHE BCETrO
ceMecTpa, a He 3a HECKOJbKO JHEW 10 ero nposeneHus. Ilpyu moarotoBke kK 3a4ery CTyAEHTaM
PEKOMEHAYETCSL:

- MIepeuYnTaTh BCE JIEKIIUH, a TAaKXKEe MaTepuaibl, KOTOPblE TOTOBUIUCH K MPAKTUYECKUM
3aHATHUSM B TEYEHHE CEMECTPA.

- COOTHECTM J3Ty HH(OpPMAIMI0 C BONPOCAMH, KOTOpbIE MJaHbl K 3adery. Eciu
nH(pOpMaIUU HEJOCTATOYHO, OTBETHI HAXOAAT B MPEUI0KEHHOM MpernoiaBaTeseM JuTeparype.

[Ipu moAroToBKE K 3a4eTy PEKOMEHIYETCs JienaTh KpaTKhe 3amucH JUisi OpMUPOBaHUS
YETKOM JIOTUYECKON CXEMBI OTBETA Ha BOIIPOC.

HcTouyHnKH " Jureparypa AJd NOAT0OTOBKU:

IlepeyeHb OCHOBHOM JIUTEPATYPBI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omunueB B.M. Kpunrorpapuueckue mero sl 3auutsl napopmaryu B 2 . HACTD 1.
MareMaTH4YeCKHE acleKThl. YUYeOHHUK I aKaJeMUIECKOTO
6akanaBpuat/B.M.®omuues, J[.A.MenbHukoBa; noa pea. B.M.®omuuesa.- M.
N3parensctBo FOpaiit,2018 - 209 c.

IlepeyeHb 1ONOTHUTETLHOM JIUTEPATYPHI
1. ®omuueB B.M.Kpunrorpapuueckue merosl 3aumtsl napopmarmuu B 2 H. HACTD 2.
CucTteMHbIe U IPUKIIAIHBIC ACTIEKThl. YUEOHUK Ul aKaJeMUYECKOTO
OakanaBpuat/B.M.Domuues, [|.A.MenpHukoBa; o pea. B.M.®omuuesa.- M.:
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W3parensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

CamocrositeqbHasi padora nmo treme «IIpoTokoJibl NPUBA3KH K OUTY HA OCHOBE NPO00JIeMbI
JAMCKPETHOTO JIOrapu(pMHUPOBAHUS, HA OCHOBE CHMMETPUYHOI KPUIITOCHCTEMbI, HA OCHOBE
OJHOCTOPOHHEH (PYHKUMH, OAHOCTOPOHHEN NepecTAaHOBKH»

Bonpocsr:

1. TIpoTokosibl KOH(GUACHIIMATHHBIX BEIYUCICHUH.

2. TIpoBepsemMoe paszeneHue cekpera.

3. IIporokomnsr upentudukanuu. Knaccuduxarus. TpedoBanus
MeToanyecKue peKoOMeHIauH

AymuTopHas caMocTosITelIbHas paboTa Mo y4yeOHOH IUCLUIUIMHE OCYILECTBIIETCS Ha
Y4eOHBIX 3aHATHX IO/ HETIOCPEACTBEHHBIM PYKOBOICTBOM IPEMOIABATENS U MO €T0 3aJaHHIO.

BHeaynuropHas camocTosTeNIbHAs paboTa BBIIOIHIAETCS IO 3aJaHUIO MperoiaBaTens 6e3
€r0 HEIIOCPEICTBEHHOI'O Y4aCTHS.

CamocrosarenbHass padoTa CTYJIEHTOB IpU HOJArOTOBKE K JIEKLUH 3aKIIOYaeTcsl B
paccMOTpeHHH OOIIMX HAYYHBIX OCHOB M aHAJIM3€ KOHKPETHBIX IPOLECCOB M (PAKTOPOB,
OIIPEACIAIONIUX COACPKAHUE TEMBI.

CamocrosiTenbHasi paboTa CTYIEHTOB IPU IOATOTOBKE K IPAKTUUYECKOMY 3aHATHIO
BKJIFOYAET 1M0oAOOp MaTepuana, JaHHbIX M CHELMAIbHBIX MCTOYHUKOB, C KOTOPBIMH IPEJICTOUT
yueOHas paboTa, a TaKkKe pelIeHHe CUTYallMOHHBIX M MPAKTUYECKUX 3aJaHui. B cBs3M ¢ aTUM
CTY/IEHTaM PEKOMEHJIyeTCsl IeTallbHO pa300paTh TEOPETUYECKHE BOIPOCHI JIEKIIMOHHOTO Kypca,
a 3aTeM 3aKpenuTh MaTepHuall B MPOIecce PeleHUs! IPOOJIEMHBIX CUTYalluH, 3a1a4.

IIpu camocTOATENBHOM pEIIEHUH 3ajjad HYKHO OOOCHOBBIBATh KaX/IbI 3Tam perieHus,
HCXOJIsl U3 TEOPETHYECKUX IOJIOKEHUN Kypca. ECIIM CTyIeHT BUIUT HECKOJIBKO ITYyTEH pelIeHuUs
pobJeMbl, TO HY)KHO CPaBHUTh UX M BBIOpaTh caMblii pallMmOHalbHbIN. Pernienne npoOieMHbIX
3a/la4 cieqyeT M3jaraTh MOApPOOHO, BBIUMCIEHMS paciioyiaraTb B CTPOTOM HOpPSJKE, OTAEIss
BCIIOMOTATeNIbHbIE BBIUMCIEHUS OT OCHOBHBIX. PemleHus mpu HEOOXOAMMOCTH HY>KHO
COIPOBOXkAATh KOMMEHTApUsAIMU U cxemamu. CielyeT MOMHUTh, YTO pPellIeHne KaKJ0i y4eOHOM
3aJaud JIOJDKHO JOBOJUTHCS JI0 OKOHYATEIbHOI'O JIOTMYECKOTO OTBETa, KOTOPOro Tpedyer
YCJIOBHE, U 110 BO3MOYXKHOCTH C BBIBOJIOM.

CaMocTosiTenbHasi MOATOTOBKA K 3a4eTy JOJDKHA OCYIIECTBIATHCA B TEYEHHE BCETO
ceMecTpa, a He 3a HECKOJIBKO JTHEeW JI0 ero mposeacHus. IIpu moaroroBke k 3a4eTy CTyAeHTam
PEKOMEHIyeTCs:

- IIEPEYNTATh BCE JIEKIHH, a TAKKE MaTepUaibl, KOTOPbIE TOTOBUIMCH K IPAKTUYECKUM
3aHATUSM B TE€UYEHUE CEMECTpa.

- COOTHECTHM J3Ty HHGPOpPMAIUIO C BOMPOCAMM, KOTOpble HaHbl K 3adery. Ecnu
nH(pOpMaIUU HEJOCTATOYHO, OTBETHI HAXOAAT B IIPEVIOKEHHON Iperno/iaBaTesieM JIUTepaType.

[Ipn moAroToBKE K 3a4eTy PEKOMEHIYeTCs JienaTh KpaTKhe 3amucH JUisi OpMUPOBAHUS
YETKOM JIOTHYECKOM CXEMBI OTBETA Ha BOIIPOC.

Hcrouynuku u iuTeparypa 1Jisi NOATOTOBKH:

IlepeyeHb OCHOBHOM JTUTEPATYPHI
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1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017

2. ®omunueB B.M. Kpunrorpadpudeckue merosl 3auutsl nuapopmarmu B 2 . HACTD 1.
MareMaTH4YeCKHE aCIEKTEI. Y YeOHUK I aKaAEMHUYECKOI'O
0akanaBpuatr/B.M.Domuues, [[.A.MenpHukoBa; o pen. B.M.®omuuesa.- M.:
N3parensctBo FOpaiit,2018 - 209 c.

IlepeyeHb 1ONOJIHUTENLHOM JIUTEPATYPbI

1. ®dommueB B.M.Kpunrorpaduueckue merossl 3amutsl nHGopmarnuu B 2 U. HACTD 2.
CucreMHsble U IMPUKJIAAHBIC aCIICKTHI. Yuebuuk JJ11 aKaAEMHUYCCKOI'O
OakanaBpuat/B.M.®omuues, JI.A.MenbaukoBa; o pea. B.M.domuuesa.- M.
WzparensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

CamocrosiTeibHAas padoTa 110 TeMe «AYyTeHTH(PHUKAIUS HCTOYHUKA JAHHBIX. AyTeHTH(UKaAIUs
CYIIHOCTH.»

Bonpocsr:
1. TlonsTHe ayTeHTUPHUKAUN UCTOUHHUKA TAHHBIX.
2. Kak npoucxoaut ayeTHTU(GUKALMS HCTOYHUKA JAHHBIX M CYLTHOCTH.
3. Lenp ayreHTH()HUKAINN NUCTOYHUKA TaHHBIX.

MeToanueckue peKOMeHIaAnNnu

AynuTopHas camMoCTosITeNbHAas padoTa Mo y4yeOHOW MHUCUMUIUIMHE OCYIIECTBISETCS Ha
Y4EeOHBIX 3aHATUSIX TTO/] HEMTOCPEICTBEHHBIM PYKOBOJICTBOM IPEMOIABATEIISI U 110 €T0 33JaHUIO.

BaeayautopHas camocTosiTenbHast padoTa BHITOTHSIETCS 10 3aJaHUI0 TIpernoaaBarens 0e3
€r0 HEMOCPEICTBEHHOI'O Y4ACTHS.

CaMocTtosiTenbHasi paboTa CTYACHTOB MpPH TOJATOTOBKE K JIEKI[MH 3aKIIOYaeTcs B
PacCMOTPEHHHM OOIIMX HAyYHBIX OCHOB M aHAJIN3€ KOHKPETHBIX IPOIECCOB U (HhaKTOPOB,
ONPEACISIIOIINX COAEPKAHNUE TEMBI.

CamocrositenbHass paboTa CTYJAEHTOB MPHU TOATOTOBKE K MPAKTHUYECKOMY 3aHSITHIO
BKJIOUAeT moAdop mMaTepuaina, JAaHHBIX U CIENHUaIbHBIX HUCTOUYHUKOB, C KOTOPBIMH MPEACTOUT
ydueOHast paboTa, a TaKKe PEIICHUE CUTYAIlMOHHBIX M MPAKTHYECKUX 3amaHuil. B cBs3u ¢ aTuM
CTYJEHTaM PEKOMEHAYETCsI JIeTaTbHO pa3o0paTh TEOPETUUYECKHE BOMPOCH! JIEKIIMOHHOTO Kypca,
a 3aTeM 3aKpenuTh MaTepHall B MPOIECCE pelIeHUs TPOOJIEMHBIX CUTYAIlUH, 3a/1a4.

[Ipu camMoCTOSITENFHOM pPEUICHUH 337a4 HYKHO OOOCHOBBIBATH KAXJIbIH ATal peIIeHHs,
HCXOJS U3 TEOPETUUYECKUX TMOJ0KEHUN Kypca. ECM CTyIeHT BUAUT HECKOJBKO IMyTEW PEIICHUS
MpOOJIeMBI, TO HY>KHO CPaBHHUTh UX U BHIOpaTh CaMblii pallMOHANBHBIN. Pemienne mpoOieMHbIX
3a/a4 cieqyeT H3jiaraTh MOAPOOHO, BBIUMCIEHMS paclioyiaraTb B CTPOTOM MOpPSIKE, OTAENss
BCIIOMOTATENIbHbIE BBIUMCICHHUS OT OCHOBHBIX. PerneHuss Tpu HEOOXOAMMOCTH HYKHO
COTPOBOXKIaTh KOMMEHTApUAMH U cxeMaMu. CiieayeT MOMHUTh, YTO PEIICHUE KaKI0H yaeOHOH
3a/la4d JIOJDKHO JTOBOJUTHCSA 10 OKOHYATEIHHOTO JIOTHYECKOTO OTBETa, KOTOPOro Tpedyer
YCJIOBUE, U 110 BO3MOXHOCTH C BBIBOJIOM.

CamocrosiTenbHass MOATOTOBKA K 3a4eTy JOJKHA OCYIIECTBISTHCA B TEUEHHE BCETO
CEMECTpa, a HE 3a HECKOJIbKO JHEW 10 ero nmpoBeleHUs. [Ipu moaroroBke K 3a4ery CTyJIEeHTaM
PEKOMEHTyeTCsI:

- IIEpEUYUTaTh BCE JIEKLIMH, & TAKXKE MaTEpHUasbl, KOTOPbIE TOTOBUJIMCH K MPAKTUYECKUM
3aHATUSM B T€UEHUE CEMECTpa.

- COOTHECTHM OTy HH(OpPMAIMIO C BOMNpPOCAMH, KOTOpbIe MJaHbl K 3adery. Ecmu
nH(OpMAaLIUY HETOCTATOYHO, OTBETHI HAXOIAT B MPEIOKEHHOM MpenojaBaTesieM JIUTepaType.

[Ipu moAroToBKE K 3a4eTy PEKOMEHIYeTCs JenaTh KpaTKhe 3amucH JUisi OpMUPOBaHUS
YETKOM JIOTUYECKOM CXEMBI OTBETA HA BOIIPOC.
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HcTouyHuku u IuTepaTrypa 1Jisi NOATOTOBKH:

IlepeyeHb OCHOBHOM JTUTEPATYPHI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omuue B.M. Kpunrtorpaduueckue metosl 3anmutsl nHGopmanuu B 2 U. HACTD 1.
MareMatuueckue acreKThl. Y UYeOHUK JIJIsl aKaJIeMUUECKOro
OakanaBpuat/B.M.®omuues, JI.A.MenbaukoBa; o pea. B.M.domuuesa.- M.
N3narensctBo FOpaiit,2018 - 209 c.

IlepeyeHb 1OMOJIHUTENIBHOM JIUTEPATYPbI

1. ®omuueB B.M.Kpunrorpadpuueckue merosl 3aumtsl napopmarmu B 2 U. HACTD 2.
CucreMHBIC U IPUKIIAHBIC ACTIEKThI. Y UeOHUK JJIs aKaJeMHUYEeCKOTr0
0akanaBpuatr/B.M.Domuues, [[.A.MenpHukoBa; o pen. B.M.®omuuesa.- M.:
MznarensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

CamocTosTebHast padoTa no Teme «['eHepanus ayTeHTH(UIMPOBAHHBIX KJIIOYeii»

Bomnpocsr:
1. Teneparus ayTeHTU(DUIMPOBAHHBIX KIIIOUYEH.
2. OCHOBHBIE METO/BI U MEXaHU3MBbI ayTEHTH(PUKALINY.
3. Crparerust «OKIHK-OT3bIB.

MeToauuecKkue PE€KOMEHIAUH

AynuropHas camocTosITelbHas padora Mo y4yeOHOW AHMCLUUIUIMHE OCYIIECTBISETCS Ha
y4EOHBIX 3aHATHUAX 1101 HETTOCPEICTBEHHBIM PYKOBO/ICTBOM MpENoaBaTess U MO €ro 3aJaHHIO.

BHeaynuropHas caMoCTOsTeNIbHAs paboTa BBIIOIHIETCS 110 3aJaHUIO MIpenoiaBaTens 0e3
€r0 HEeMOCPEICTBEHHOIO y4acTusl.

CamocrosarenbHass padoTa CTYIEHTOB NpU HOJATOTOBKE K JIEKLIUH 3aKIOYaeTcsi B
paccMOTpeHMH OOHIMX HAYYHBIX OCHOB M aHaJW3€ KOHKPETHBIX MPOLECCOB U (PaKTOpOB,
OIIPEACISAIOIINX COACPKAHUE TEMBI.

CamocrosiTenbHasi paboTa CTYIEHTOB IpPH IOATOTOBKE K MPAKTUUYECKOMY 3aHATHIO
BKJIOYaeT 1noA0op MaTepuaia, JAaHHBIX U CIEUUATbHBIX HCTOYHUKOB, C KOTOPBIMU HPEICTOUT
yueOHasi paboTa, a TaKXKe pelIeHHe CUTYAI[MOHHBIX U MPAKTUYECKUX 33JaHuil. B cBA3M ¢ aTUM
CTY/IEHTaM PEKOMEHJIyeTCs IeTalbHO pa300paTh TEOPETUUYECKHE BOIPOCHI JIEKIIMOHHOIO Kypca,
a 3aTeM 3aKpernuTh MaTepua B Ipolecce peleHus MpoOIeMHBIX CUTYAIN, 3a/ay.

[Ipu camocTOSITENFHOM pPELICHUH 3aJa4 HY>KHO 0OOCHOBBIBATh Ka)/bIi ATall penieHwus,
UCXOJS U3 TEOPETUUECKUX MOJIOXKEHUM Kypca. Eciu cTyleHT BUINUT HECKOJIBKO MyTEH pEeUICHUS
MpoOJIEMBI, TO HY’KHO CPAaBHUTbH HUX M BBIOpAaTh caMblil panmoHanbHbIN. Pemienne npobieMHbIX
3aja4d cieayeT M3JlaraTh MOJPOOHO, BBIYMCICHMS pacrojiaraTb B CTPOTOM TMOPSJIKE, OTIENSs
BCIIOMOTATeNIbHbIE BBIUMCICHHUS OT OCHOBHBIX. PemieHus npu HEOOXOAUMOCTH HYXKHO
COIIPOBOKAAaTh KOMMEHTApHIMU U cxeMaMu. CrelyeT MOMHHUTh, YTO pelIeHue KaxI0i yueOHoM
3aJa4u JIOJDKHO JOBOJUTHCS JI0 OKOHYATEIbHOI'O JIOTMYECKOTO OTBETa, KOTOPOro Tpedyer
YCIIOBUE, U II0 BO3MOXHOCTH C BBIBOJIOM.

CaMocTrosiTenbHass MOATOTOBKA K 3a4€Ty JOJDKHA OCYILIECTBIATHCSA B TEYCHHE BCETO
CEMeCTpa, a HE 3a HECKOJBbKO JAHEW N0 ero nposeneHus. llpu moarotoBke k 3a4eTy CTyAEHTAM
PEKOMEHAYETCSL:

- IIEpeuYnTaTh BCE JIEKLIUH, & TAKXKE MaTepUajbl, KOTOPbIE TOTOBWINCH K MPAKTUUECKUM
3aHATHAM B TEYCHHE CEMECTPA.
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- COOTHECTHM 3Ty HUHGPOpPMALMIO C BOIPOCAMM, KOTOpble MJaHbl K 3aueTy. Ecmum
MH(pOpMaLUU HEJOCTATOYHO, OTBETHI HAXOAAT B IIPEI0KEHHON IIpenoiaBaTesieM JIUTepaType.

[Tpu moAroTOBKE K 3a4eTy PEKOMEHIIyeTCs JeNaTh KpaTKue 3amucu Jiis GOpMHUPOBAHUS
YETKOM JIOTUYECKON CXEMBI OTBETa Ha BOIIPOC.

HcToyHuKH M TUTEpaTypa Il NOATOTOBKH:

IlepeyeHb OCHOBHOM JIUTEPATYPHI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omunueB B.M. Kpunrorpadpudeckue merosl 3auutsl napopmarmu B 2 . YACTD 1.
Matemaruueckre acieKThl. Y YeOHUK ISl aKaJIeMUYECKOTO
0akanaBpuatr/B.M.Domuues, [[.A.MenpHukoBa; o pea. B.M.®omuuesa.- M.:
N3parensctBo FOpaiit,2018 - 209 c.

Ilepeyennb 10MOJHUTEIBbHO JTUTEPATYPHI

1. ®omuueB B.M.Kpunrorpaduueckue metoasl 3amutel uaopmanuu B 2 U. YACTD 2.
CucreMHbIe U IMPUKIAAHBIC aCIICKTHI. YueOHuk JJ11 aKaAEMHUYCCKOI'O
OakanaBpuat/B.M.®omuues, JI.A.MenbaukoBa; o pea. B.M.domuuesa.- M.
NzparensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

CamocrosTeabHas paﬁoTa nmo teme «Cxema pa3ac/icHus CEKpeTa»

Bonpocsr:
1. Tlonstue cxemsl pazaenenus cekpera (CPC).
2. I'pynna nocryna. CTpykTypa J0CTyIa.
3. Toporossie CPC — cxema Illamupa, cxema biiekiu, cxema Ha ocHOBe Kutalickoit Teopemsl 00
ocTaTKax.

MeTtoanuyeckue peKOMeH AU

AynuropHas camocTosITelbHas padora Mo y4yeOHOW NHUCHUUIUIMHE OCYILECTBISETCS Ha
Y4EOHBIX 3aHATHUSAX 1101 HETIOCPEICTBEHHBIM PYKOBO/ICTBOM MPENoaBaTess U MO €ro 3aJaHHI0.

BueayautopHas camoctosiTenbHasi padoTa BBIIOIHIETCS 110 3aJaHUI0 MpernoaaBarens 6e3
€r0 HEMOCPEICTBEHHOTO y4acTusl.

CamocrosiTenbHass paboTa CTYAEHTOB MpPH TMOJITOTOBKE K JIEKIMH 3aKJIIOYaeTcsl B
paccMOTpeHMH OOIIMX HAayYHBIX OCHOB M aHAJINW3€ KOHKPETHBIX IPOLECCOB U (PAKTOPOB,
OTIpEACIISAIONIUX COIePKAHUE TEMBI.

CamocrosarenbHas paboTa CTYAEHTOB NpU IOATOTOBKE K MPAKTUUYECKOMY 3aHATHUIO
BKJIIOYAET MoA0Op MaTepuana, JaHHBIX M CHEIHMAIbHBIX MCTOYHUKOB, C KOTOPBIMH MPEICTOUT
yueOHas paboTa, a TaKkkKe pelIeHHe CUTYallMOHHBIX U MPAaKTUYECKUX 33JaHuil. B cBs3u ¢ aTuM
CTY/IEHTaM PEKOMEHJIyeTCsl IeTallbHO pa30o0paTh TEOPETUYECKHE BOIPOCHI JIEKIIMOHHOTO Kypca,
a 3aTeM 3aKpenuTh MaTepHall B MPOIecce PeleHus] IPOOJIEMHBIX CUTYalluH, 3a1a4.

[Ipu camoCTOATENBHOM PEIICHUH 33jJ]ad HYKHO OOOCHOBBIBATH KaXKIBIN 3Tall pelIeHus,
HCXOJIsl U3 TEOPETHUUECKUX MOJIOKEHUM Kypca. ECiii CTyIEeHT BUIUT HECKOJIBKO MyTE perIeHus
poOJIeMbl, TO HY)KHO CPaBHUTh MX M BBHIOpaTh CaMblii pallMOHaNbHbIN. Penienne mpoOieMHbIX
3a/a4 cieqyeT H3jaraTh MOApPOOHO, BBIUMCIICHUS pacrioyiaraTb B CTPOTOM MOPSIKE, OTAEss
BCIIOMOTATeNIbHbIE BBIUMCICHHUS OT OCHOBHBIX. PemieHus npu HEOOXOAUMOCTH HYXKHO
COIIPOBOKAATh KOMMEHTApPHSIMU U cxeMaMu. CrelyeT MOMHHUTh, YTO PelIeHue KaxI0i yueOHOM
3a/layd JIOJDKHO JOBOJUTHCSA 1O OKOHYATENBHOIO JIOTMYECKOrO OTBETa, KOTOPOro Tpedyer
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YCIIOBUE, U 110 BO3MOYXHOCTH C BBIBOJOM.

CaMocTrosiTenbHass MOATOTOBKA K 3a4€Ty JOJDKHA OCYILIECTBIATHCA B TEYCHHE BCETO
CEMeCTpa, a HE 3a HECKOJbKO JHEW N0 ero nposeneHus. Ilpyu moarotoBke k 3a4eTy CTyAEHTaM
PEKOMEHAYETCSL:

- IepeuYnTaTh BCE JIEKLIUH, & TAKKE MATEpHUalIbl, KOTOPbIE TOTOBWJIUCH K MPAKTUYECKUM
3aHATHAM B TEYCHHUE CEMECTPA.

- COOTHECTH 3Ty HUHPOpPMALMIO C BOINPOCAMH, KOTOpbIE€ MJaHbl K 3auery. Ecmm
uHGpOpMaLUU HEJOCTATOYHO, OTBETHI HAXOAAT B IIPEI0KEHHON IIpernoiaBaTesieM JIUTepaType.

[Tpu moAroTOBKE K 3aUeTy PEKOMEHIYETCs AeNaTh KpaTKue 3amucu s (OpMHUPOBAHUS
YETKOM JIOTUYECKON CXEMBI OTBETa Ha BOIIPOC.

HcTounnku u 1uTepatypa Uil HOATOTOBKH:

IlepeyeHb OCHOBHOM JTUTEPATYPHI
1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017
2. ®omuues B.M. Kpuntorpaduueckue metoasl 3amutsl nHGopmanuu B 2 U. YACTD 1.
MareMaTtuyeckue acreKThl. Y YeOHUK JIJIs aKaJIeMUIECKOro
OakanaBpuat/B.M.®omuues, JI.A.MenbaukoBa; noa pea. B.M.domuuesa.- M.
NzparensctBo FOpaiit,2018 - 209 c.

Ilepeyennb 10MOJHUTEIbHOI JTUTEPATYPHI

1. ®omuueB B.M.Kpunrorpadpuueckue merosr 3aumtsl napopmarmu B 2 Y. YACTD 2.
CucreMHBIC U IPUKIIAHBIC ACTIEKTHI. Y UeOHHK JJIs aKaJeMHUYeCKOTro
0akamaBpuat/B.M.Domuues, [I.A.MensaukoBa; o pen. B.M.®omuuesa.- M.:
NznarensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

CamocrosiTesibHas padora nmo teme «Pa3nesieHne cekpera A NPOU3BOJILHOM I'PYIIbI»

Bonpocer:
1. Pa3znenenue cekpera s MPOU3BOIBHOM TPYIIIBI JOCTYIIA.
2. Cosepmennas CPC. MneanbHoe pa3jieieHue ceKkpera.
3. IlposepsieMoe paseneHne ceKkpera.

MeTtoanyeckue peKOMeHIaUU

AymuTopHas caMoCTOsITelIbHass pabdoTa MO y4eOHOH IUCLUIUIMHE OCYILECTBIIAETCS Ha
Y4EOHBIX 3aHATHUAX 1101 HETTOCPEICTBEHHBIM PYKOBO/ICTBOM IPENoaBaTess U MO €ro 3aJaHHI0.

BHeaynutopHas caMocTosTeNbHas paboTa BBIIOIHIETCS 10 3aJaHUIO MIpenoiaBaTens 0e3
€r0 HEMOCPEICTBEHHOI'O y4aCTusl.

CamocrosiTenbHasi paboTa CTYAEHTOB IMpPH TMOJIrOTOBKE K JIEKIMH 3aKJIIOYaeTcsl B
paccMOTpeHMH OOIIMX HAayYHBIX OCHOB M aHAJIM3€ KOHKPETHBIX IPOLECCOB U (PAKTOPOB,
ONIPEACISAIOINX COACPKAHUE TEMBI.

CamocrodarenbHas paboTa CTYAEHTOB NpU TOATOTOBKE K MPAKTUYECKOMY 3aHATHUIO
BKJIIOUaeT 1noAdop MaTepuaia, JAaHHBIX U CIEUUATbHBIX HCTOYHUKOB, C KOTOPBIMU HPEICTOUT
yueOHasi paboTa, a TaKXKe pelleHHe CUTYallMOHHBIX W MPAaKTUYEeCKUX 3a1aHuil. B cBs3u ¢ 3TuM
CTY€HTaM PEKOMEHJIyeTCsl IeTallbHO pa300paTh TEOPETUUYECKHE BONPOCHI JIEKLIIMOHHOIO Kypca,
a 3aTeM 3aKperuTh MaTepual B IpoIecce peleH s MPoOIEMHBIX CUTYAIHH, 3a1a4.

IIpu camocTOATENBHOM pELIEHNH 3aJad HYKHO OOOCHOBBIBATH KaXbIM 3Tall pelIeHus,
HCXOJs U3 TEOPETHUUECKUX IOJIOKEHUN Kypca. ECii CTyIeHT BUIUT HECKOJIBKO IIyTEH pelIeHUs
po0JIeMbl, TO HY’)KHO CPaBHUTh MX M BBIOpaTh CaMblil pallMOHaNbHbIN. Pemenne npoOieMHbIX
3a/a4 cieqyeT M3jaraTh MOAPOOHO, BBIUMCIIEHMs paclioyiaraTb B CTPOTOM HOpPSJKE, OTAEIAA
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BCIIOMOTATEIbHBIC BBIUMCICHHUS OT OCHOBHLIX. Permenus npu H€06XOHI/IMOCTI/I HYXXHO
COIIPOBOXAATh KOMMEHTapUSIMU U cxemamu. CielyeT MOMHUTh, YTO pPelleHne KaKI0i y4eOHOi
3a/1a4d JIOJDKHO JOBOJUTBHCSA JO OKOHYATEIBHOIO JIOTMYECKOIO OTBETA, KOTOPOIo Tpedyer
YCIIOBUE, U 110 BO3MOKHOCTHU C BBIBOJIOM.

CamocrosiTenbHasi MOJATOTOBKA K 3a4eTy JOJKHA OCYIIECTBIISITBCS B TEUEHHE BCETO
ceMecTpa, a He 3a HECKOJIBKO JIHEeW 110 ero nmposeaeHus. IIpu moaroroBke k 3a4ery CTyAeHTam
PEKOMEHIyeTCs:

- IIEpPEeUnTaTh BCE JIEKLHMH, a TAKXKE MAaTepuajbl, KOTOPblE TOTOBUIUCH K MPAKTUYECKUM
3aHATUAM B TCUCHHUC CCMECTpaA.

- COOTHECTHM J3Ty HHGPOpPMAIUIO C BOMPOCAMH, KOTOpble HaHbl K 3adery. Ecnu
nH(OPMAIIUY HETOCTATOYHO, OTBETHI HAXO AT B MPEITIOKEHHOM MTpernojaBaTesieM JINTepaType.

[Ipu moaroToBKe K 3a4eTy PEKOMEHAYETCs JieiaTh KpaTKue 3amucH s GOpMUPOBAHUS
YETKOM JIOTUYECKOM CXEMBbI OTBETA HA BOIIPOC.
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