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Conep:xkanue

OPTAHU3AIIMOHHO-METOJINYECKAI PA3JE

CTPYKTYPA U COAEP)KAHUE JUCHMUIUIMHBI (MOLYJIS)

OCOBEHHOCTH OBYYEHUSI UHBAJIUIOB U JIMI] C OB3
YYEBHO-METO/IMYECKOE OBECHEYEHUE CAMOCTOSITEJIBHOI PABOTHI
OBYYAIOIMXCS

OBPA30OBATEJBHBIE TEXHOJIOTUU

OLIEHOYHBIE CPEJICTBA JIJI51 TEKYIIEI'O KOHTPO.JISI YCIIEBAEMOCTH U
MPOMEKYTOYHOM ATTECTALINA

YYEBHO-METO/JUYECKOE Y MTH®OPMALMOHHOE OBECNEYEHUE YYEBHOM
TUCHUILIMHBI (MOLYJIST)

MATEPUAJILHO-TEXHUYECKOE OBECNEYEHUE YYEBHOM JIMCLUMIIIAHBI
(MOJYJIST)



1. OPTI'AHM3AIIMOHHO-METOJUYECKHAM PA3IEJI
1.1. Iens u 3a7a4u ©3y4eHUs YICOHOU TUCITUTIIMHBI (MOTYJIS)

Ilenb Kypca COCTOMT B OJIYYEHUHU CTYIAEHTAMU MPOYHBIX TEOPETHUECKUX 3HAHUM U MPAKTUYECKUX
HaBBIKOB B 00JIACTU NIPOEKTHUPOBAHUS CHCTEM 00ECIIeUeHHsI IKOJIOIMIECKOH 6E30II1aCHOCTH.

3amauu JUCHUILINHGL:

1) u3yueHue METO0JIOTUYECKUX MOAXO00B U OCHOBHBIX MIPUHIIUIIOB PACUETOB U MIPOCKTUPOBAHUS
cucteM obecriedeHust 0e30MacHOCTH, OCHOB MPOEKTUPOBAHUS COOPY>KEHUI I OUUCTKH BO3/1yXa, CTOUYHBIX

BOJI, IEPEepadOTKU TEXHOI'CHHBIX OTXOJOB;

2) ocBOEHUE MPUMEHEHHUSI OCHOBHBIX MPUHLIUIIOB CO3/IAaHUSI CUCTEM KOJIOTMUYECKOil 0e30MacHOCTH B
pohecCHOHATLHOM JIEATEIILHOCTH, BHITIOJTHEHHS PACYETOB OCHOBHBIX TEXHOJIOTUYECKUX IMAPAMETPOB CHCTEM
o0ecrnieueHuns HKOJIOrHuecKoil 0e30MacHOCTH TEXHOTEHHBIX 00BEKTOB;

3) monyueHNe HaBBIKOB UCIOJIL30BAHUS METOIOB PYHIAMEHTAILHBIX U MPUKIIATHBIX €CTECTBEHHO-
HAYYHBIX JUCLUUILUINH B MPOPECCUOHANBHON AESITEIHLHOCTH.

TpeboBanusi K pe3yjibTaTaM 0CBOEHHS U CHUILIUHbBI

Koa 1 HauMeHoBaHue KOMIIETEHIIHU

Kon u HauMeHOBaHHe HHAMKATOPA TOCTHKEHHS] KOMIIETEeHIUH

ITK-5 Cnocoben uccnenoBarhb
NPUMEHEHHUE PA3IMIHbIX HAYYHBIX
MOAXO/I0B K aBTOMATH3aI[UH
WHPOPMAIIMOHHBIX TPOIIECCOB U
WHPOPMATH3AIMN TPEATPUATHIA U
OpraHu3aluii

ITK-5.1 3HaeT pa3nuyHble Hay4yHbIE OAXObl K aBTOMATU3ALUU
MH(OpPMaLMOHHBIX IIPOLIECCOB u UHPOpPMATU3ALUU
OPENIPUATUM W OpPraHu3alyid;  IOpOUEeCC  MOATOTOBKH
uHpOpMallMM K TPUHATUIO  YIPaBICHUYECKUX  PEIICHUN;
TEHJCHIINH pasBUTHUSA aBTOMATH3aLNH YIIPaBJICHUS
IIPOMBIIIIEHHBIMU PEIIPUITUSMU.

[IK-5.2 VYmMeer mnpoBecTH aIrOpUTMHU3ALUI0 KOHKPETHOMU
YIPABJICHYECKON 3a1aud; NPUMEHATh pa3JIMYHbIE Hay4dHbIC
MOJIXO/Abl K aBTOMaTHU3alUU WH(POPMALMOHHBIX IPOLECCOB U
MH(OpPMAaTU3ALNY TPEINPUITHIA U OpraHu3alHil.

[IK-5.3 Bnmaneer HaBbIKAaMH TNPUMEHEHHS THIIOBBIX IIOJXOOB,
NPUMEHSEMbIX TPU aHAIW3€, I[UIAHUPOBAHUU U ONEPaTUBHOM
YOPABICHUH  JAESITEIbHOCTbIO  MPOMBIIUIEHHOTO  NPEANpUSITHS;
HaBBIKAMHM  HUCCJICIOBAHUS MPUMEHEHUS Pa3IUYHBIX  HAyYHBIX
MONXOJOB K AaBTOMAaTW3allid WH()OPMAIMOHHBIX IPOIECCOB U
WHQOpPMATH3AMK  TPEANPUITHH W  OpraHu3alMid Ha OCHOBE
MPUOOPETEHHBIX 3HAHUM U YMEHUHN W UX MPUMEHEHUS B HETHITNYHBIX
CUTYyalUsIX.

I1IK-7 CnocobeH npoeKTupoBaThb
apxutekTypy UC npennpustuii u
OpraHu3aluid B MPUKIATHONW 00JIacTH

I1K-7.1 3naer nporecc NOArOTOBKHM UHPOPMAIUKU K TPUHATHIO
yIpaBIEHYECKUX pelIeHni cucreMy cOopa, 0O0pabOTKH H
MOATOTOBKM ~ MHGOpMaluu 1O  MPEANpUATHIO U €ro
CTPYKTYPHBIM  TOJpPA3/ENeHUsIM; BHJIbBI U  OCOOCHHOCTH
apxutektyp u cepBucoB MC mnpeanpusituii U opraHusaiuii B
OPUKIAJAHOM  00JIaCTH; METOJbl OLEHKH HKOHOMHYECKOU
3¢ (HEeKTUBHOCTH U KayecTBa MH(MOPMAIIMOHHBIX CHCTEM, B T.4.
JUIsl y4€Ta IPOEKTHBIX PUCKOB.

[1K-7.2 Ymeer dopmupoBarh oOImMNA OIOKET NPEANPHUATHS B
paspe3e ero COCTaBHBIX YacTei; MOITOTOBHTH PEIEBAHTHYIO
UHPOPMALIMIO JUIS TIPUHATUS  YIPABIEHYECKOTO pEIICHUS;
BHIOMPATh METO/OJIOTHSI W TEXHOJOTHIO TPOSKTHPOBAHHS
apXUTEKTypl U  CEpBUCOB  HMH(OPMAIIMOHHOM  CHCTEMBI
MPEANPUITHI W OPTaHU3AIMN B IPUKIIATHON 00IaCTH.

[IK-7.3 Bnageer HaBbIKAMU MCIOJIb30BaHUSI COBPEMEHHBIX
WHCTPYMEHTAIBHBIX CpelCTB MpHu paspadbotke MC paznmuyHOro
Ha3HAUYCHMs; MPAKTUUYECKMMH HABBIKAMH  MPOECKTUPOBAHMS
APXHUTEKTYPbl HH()DOPMAITMOHHBIX CHCTEM U CEPBHCOB Ha OCHOBE




COBPEMEHHBIX  METONOB W TEXHOJOIMH;  HAaBBIKAMH
MHTETPUPOBAHUS KOMIIOHEHTOB U CEPBHCOB MH(OPMAIIMOHHBIX
CUCTEM; MIPAKTHYECKUMU HaBbIKAMH UCIIOIb30BaHUS
COBPEMEHHBIX MHCTPYMEHTAIBHBIX CPEICTB, IPUMEHSIEMBIX Ha
CTaIusAX OSKU3HEHHOI'O LHUKIAa HWH(POPMALMOHHBIX CHUCTEM
pa3IMYHBIX KJIACCOB.

[MK-8 CriocobOeH mpoeKTHPOBaTh
nH(pOPMAITMOHHBIE TIPOIIECCH U
CHUCTEMBI C UCTIOJIb30BAHUEM
MHHOBAIIMOHHBIX WHCTPYMEHTAIbHBIX
CPEJICTB alallTHPOBATh COBPEMEHHBIC
UKT x 3agauam npuknagasix UC

[1K-8.1 3HaeT NMpUHIMIBI, METOMBI, TIOJOKCHUS, ONMPEACICHUS
MPOSKTUPOBAHUS HH(POPMAIMOHHBIX MPOIECCOB M CHCTEM C
HCIOJIb30BaHUEM MHHOBAI[MOHHBIX HHCTPYMEHTAJIbHBIX
CpPEeACTB;  MOAXOIbBI HU  METOABl K  IPOEKTHPOBAHUIO
WH(POPMAIIMOHHBIX MPOIECCOB M CUCTEM C HCIOJIb30BAHHEM
WHHOBAIIMOHHBIX HMHCTPYMEHTAJIbHBIX CPEJICTB; MOAXOAbl K
anantanuu coBpeMmeHHbIx MKT k 3amauam npuxnagaeix WC.

IIK-8.2 Ymeer pa3pabaThiBaTh, IPOCKTHPOBATh, TECTUPOBATH,
aJIMHUHUCTPUPOBATH WH(OPMAITMOHHBIE TTPOIECCHl U CUCTEMBI C
UCTIOJIb30BaHUEM WHHOBAITMOHHBIX UHCTPYMEHTAJIbHBIX
CpPEICTB; TMPUHUMATh  peImIeHUus 10  HWHpOpMaTH3AIUH
NPENPUATHIA U OpraHU3alui TPUKIIAJHOW 00JIaCTH B YCIOBHSIX
HEOMNPEACIICHHOCTH W PHCKA; WHTETPUPOBATH KOMIIOHEHTHI H
CEpPBUCHI UH(POPMAIIMOHHBIX CHCTEM; MIPOBOJTUTH
MOJICTTUPOBAaHUE HMH(POPMAIMOHHBIX CHCTEM; IPOSKTHPOBATH
WH(POPMAIIMOHHBIC CUCTEMBI.

[1K-8.3 Bnaneer HaBbikamu amantanuu coBpeMeHHBIX MKT k
3amauaM npukiagabix MC Ha ocHOBE MpHOOPETECHHBIX 3HAHUHN 1
YMEHUW W UX TPUMEHEHUS B HETUIHMYHBIX CHUTYyaIUsIX;
MPaKTHYECKUMHU HaBBbIKAMH MIPOCKTUPOBAHUS
WH()OPMAIIMOHHBIX MPOIECCOB M CHUCTEM C HCIOIH30BAHHEM
MHHOBAIIMOHHBIX WHCTPYMEHTAJIbHBIX CPEJCTB; MPAKTUYECKUMH
HaBblkamMM  azanTtaiuu  coBpemeHHblx HMKT k  3amagam
npukinagaeix  UC; HaBBIKAMH BbIOOpa  TEXHOJOTHUU
MIPOCKTUPOBAHUS MH(HOPMAIIMOHHBIX CHCTEM.

T1IK-9. Crocoben

npuHUMaTh 3} (eKTUBHBIC TPOEKTHHIE
pelIeHns B YCIOBHAX
HEONPEIEICHHOCTH U PUCKA

[IK-9.1 3HaeT npUHLMMBI, METOJbI, MOJOKEHUS,
onpeeeHus

3¢ (HEeKTUBHOCTH MPOESKTHBIX PEIICHUI B YCIOBUSIX
HEONPEIeTIEHHOCTH M PUCKA; BO3MOKHOCTH COBPEMEHHBIX
MHCTPYMEHTAJIbHBIX CPEJCTB JUIsl aHAJIN3a, MOJIETUPOBAHMS,
OIIEHKH WH(OPMAIMOHHBIX TPOLIECCOB MPEANPUATHIA
MPUKIIATHON 0OJIACTH B YCIOBUSX HEOMPEEICHHOCTH U PHCKA.

[1K-9.2 Ymeer npuHuMaTh 3G GEKTHBHBIE POCKTHBIC PEIICHUS
B

YCIIOBHSIX HEOIIPEAEIIEHHOCTH U PUCKA; TPABUIIBHO
UCIIOJIB30BaTh BO3MOKHOCTH COBPEMEHHBIX HHCTPYMEHTAIIBHBIX
CPEICTB JJI aHAJIN3a, MOACIUPOBAHNUS, OLICHKH
MH(OPMALIMOHHBIX MPOLIECCOB NPEANPUATHIA TPUKIIATHON
00J1aCTH B YCIOBHSIX HEONPEAECICHHOCTH U PUCKA.

[1K-9.3 Bnaneet HaBbIkaMu MPUHATHUSA 3(PPEKTUBHBIX
MIPOEKTHBIX

peleHni Ha OCHOBE MPUOOPETEHHBIX 3HAHUHM U YMEHHUH U HX
MPUMEHEHHUS B YCIOBUSIX HEOMPEEIIEHHOCTH U PUCKA,
HaBBIKaMU HMCII0JIb30BaHUS COBPEMEHHBIX HHCTPYMEHTAJIbHBIX
CPEJICTB IIPU MOJIETTUPOBAHUH, OLIEHKE U ONTUMHU3ALUN
MH(POPMALMOHHBIX MPOLIECCOB NPEANPUATHIA TPUKIIATHON
00J1aCTH; PYCCKOSI3BIYHON 1 aHTJIOS3BIYHON TEPMUHOJIOTHEH
METO/I0B, MOJIeTIeH, MHCTpYMEHTapHs B cepe
MH(POPMALIMOHHBIX TEXHOJIOTUH.




1.2. Mecto AucUMIINHBI (MOAYJIsI) B CTPYKTYpe 00pa30BaTe/IbHOMN NPOrpaMMbl HanpaBJIeHUs
noarorosku 09.04.03 «Ipukiaaxnass uHpopmaTuka (ypoBeHb MArUCTPATYPbI)»

Jis ycnenmHoro 0CBOSHHsI JUCUUIUTMHBI CTYACHT J0JDKEH UMETh 0a30BYIO TIOJATOTOBKY I10
nH(pOpMAaTHKE U MaTeMaTHUKE B MpeesiaX MPorpaMMbl CpEAHEH IKOJIbI, a TAK)KE AUCHUTUIMHBI MIIQIINX
KYpCOB, TaKU€ KaK

e MaremaTH4eCKUi aHaIU3

e MopenupoBaHue CUCTEM U IIPOLECCOB

e Merononorus U TEXHOJIOTHsI MPOSKTUPOBAHUS MHPOPMAILIMOHHBIX CUCTEM

e Texuuueckas 3amura HHGOpMAITU

JIMCUUIIIMHBL U TPAKTHKY, JUJISI KOTOPBIX OCBOCHHUE JAHHOW AUCHUILUIMHBI (MOAYJIS) HEOOXOIMMO Kak
IIpeILIECTBYIOLIEE

e ApXHTEKTypa CeTeBOil 0€30MacHOCTHU U YIpaBlIEHUE MPOIlecCOM o0ecreueHns 0e30MacHOCTH

2. CTPYKTYPA U COAEP KAHUE JUCHUIIJINHBI
2.1. O0beM JMCUMILUIMHBI M BUAbI y4e0OHOH padoThl B COOTBETCTBUM ¢ ()OpMaMH 00ydeHH S
O6wem mucuurmabl «lIpoekTupoBanue cuctem obecrieueHust UHHOPMAIIMOHHON 0€30ITacCHOCTH» COCTaBIIsET 4
3a4eTHBIX eauHull/ 144 yacos:

Bup yuebHoit paboThI Bcero, Ounas Gopma
4acoB Kypc, vacos
2 xypc, 3 ceM.
AynuTtopHas paboTa 00yJarIIuXCcs ¢ IpernoaBaTeieM (1o BUIaM 42 42

y4eOHBIX 3aHITHIA), BCETO B TOM YHCIIE:

Jlexunu 8 8

[IpakTiueckue 3aHATUSA 34 34

JlaGopatopHble 3aHATHS

CamocTosTenbHas paboTa 00yJaroIIMXCst 102 102

HpOMC)KyTO‘IHaSI aTTeCTanusa (HO,I[FOTOBK& n czlaqa), BCETO!

Konrtponbnas pabota

Kypcosas pabora

3auer 2 2
OK3ameH
Uroro: 144\4 144\4

OO0mas TpyI0eMKOCTh Y4eOHOM TUCITUILTUHBI (B Yacax, 3a4€THBIX

eIMHUIIAX )
2.2.  Conep:xanue IUCUHUIIMHBI 0 TeMaM (pa3jieiam)
Ne HaumenoBanue pasnena Conepxanue paszaena (TeMaTHKa 3aHATHIA) dopmupyemslie
(TemnI) KOMITETCHITUN
n/n

(nHOCKC)




OCHOBHBIE IPUHITUIIBI
CO3JIaHHS TIPOTPaAMMHO-

OCHOBHBIE TIOHSTHUS U OTIPECIICHHSI B 00JIACTH CO3JaHNUS
ITACOUB
HopmarusHo-npaBoBas 6a3a cozganus IIACOUB

1. arrnapaTHbIX CPEACTB Kaccudurarms TACOUB T1K-5,I1K-7,I1K-
obecrederys OynkunoHansHbIe Bo3MoxkHocTH [TACOUDB 8,TIK-9
MEGOpMAITHORHOR [Mpunnun pazpadorku ITACOUB
besonacrocru (IIACOHE) Konuenmus aucneryepa 1octyna

OcHoBHele 3Tansl npoektupoBanus [TACOUDb
OCHOBHBIE METOJIBI U Knaccudukanms GpyHKIMOHATBHBIX TPeOOBaHUHA MO
CpeZACTBa peanu3ayuu 3amuTe MH(GOpMaMy U JaHHBIX
OTACTBHBIX GYHKIMOHANBHBIX | MeToabl obecrnieyeHus: HISHTU(DUKAIIMN 1
TpeOOBaHMII 10 3aMTUTE ayTeHTU(UKAITIT
2. | uHpOpPMAIMHU U JaHHBIX Metoapl KpUnTorpadGuuecKoi 3auThl IIK-5,1IK-7,1IK-
MeToasl U cpelIcTBa XpaHEeHUs! KIII0YEeBOI HHPOpMaLUH 8,TIK-9
MeTonsl U cpelcTBa OrpaHUUCHHS AOCTYNA K
KOMITOHEHTaM WHQOPMAIUOHHBIX CHCTEM
MeTtop! ayauTa 0€30MacHOCTH
Mertonpl o0ecriedeHus HETOCTHOCTH CUCTEMBI 3aIUTHI
AnmnapaTHo-TIporpaMMHbIE Knaccudukanms anmapaTHbIX CPEACTB 3aIIUTHI
peLIeHHS 3aIUThI porpaMm
nHpOpMaLUH B Knaccudukanys nporpaMMHBIX CPEICTB 3alUThI
WHPOPMALIMOHHBIX CHCTEMax | MPOrpamm
IK-5,ITK-7,I1K-
3 Crpykrypa I10
CriocoObl BcTpanBaHus cpencTs 3amuThl B [10 8,1IK-9
Cr1oco0s!I onpeiesieHHst He3aKOHHOTO HCIIOJIb30BAHUS
I10
OCHOBHBIE IPUHIUIEI 00ecTieyeHns: 0€30IaCHOCTH
porpaMm
[IporpamMmmHo-anmapaTHbIe WudopmarimonHast 6€301macHOCTh B TI00ATBHOM
Cpe/CTBa 3aIUTHI WHPOPMaIMOHHOM npocTpancTBe MHTepHeT. be3zonacHas
nHPOPMALIUH B CETAX uHTerpauus B Marepuer. [Iporpammusie u
nepeaayy JaHHbIX TEXHOJIOTHUECKHE PELICHUS
MK-5,ITK-7,I1K-
4 Knaccudukanus nporpaMMHO-alIapaTHBIX CPENICTB
3alUThl MHPOPMALIMH B CETAX MEpeaayn JaHHBIX 8,1IK-9
[MpuHIHITEL TOCTPOCHUS U (YHKIIMOHUPOBAHUS
MEXKCETEBBIX IKPaHOB
OCHOBHBIE IPUHIUIIEI 3AIUTH HHPOPMALTUH TTPH
nepeaaye Mo KaHajlaM CBS3H
2.3. Pa3nenbl AMCHUIJIMH U BUbI 3aHATHI
Dopmbl
No Jlexuumon | Ilpaktnyec | Camocroste P
Bcero TEKYILEro
HawnmenoBaHue TeMbl TUCIIATUIAHBI HBIE KHe TbHAS
/ 9acoB KOHTPOJIS
wn 3aHATHS 3aHATHSA pabora
YCIIEBa€MOCTH
OCHOBHBIE IPUHIUIIBI CO3IAHUS
MPOTPAMMHO-AITAPATHBIX CPEJICTB .

1. porp P P N 2 8 24 24 YcTHbI# ompoc
oOecrieueHus1 HHPOPMAaLIMOHHON
oe3onacuoctu (ITACOUB)

OCHOBHBIE METOJIBI M CPEACTBA

2. pEATHAAIIH OTISIBHEIX 2 10 26 38 VYcTHBIH ompoc

(YHKIMOHANBHBIX TpeOOBAaHHI TIO




3alIuTC I/IH(I)OpMaI_II/II/I U JaHHBIX

ApXHTEKTypa CHCTEMBI 3aIIUTHI
uHpopmanun (C3M). Dtansl cozpanust
C3H. Buner obecnieuenns C3U.
[Mpunnumne! paspadotkn C3U.

13 13

VYeTHBI onpoc

AnmnapaTHo-TIporpaMMHbIE peLICHHs
4. | 3amuTs HHPOPMALMU B 2 8 13 23
UH(OPMALMOHHBIX CHCTEMaX

VYeTHBI onpoc

[IporpaMMHo-anmapaTHbIe CpeaCcTBa

5. | 3amuTel HHGOPMALIMH B CETIX Iepeaadn 2 8 26 36 VYcTHBIH opoc
JTAHHBIX
3auer 2
HUroro: 8 34 102 144\4
2.4.  TInaHbl TeopeTHYECKUX (JIEKINMOHHBIX) 3aHATHI

Tema J1eKuH. BOl'[pOCI)I, OTpaﬁaTblBaeMble Ha JJCKIIUHU

Bcero yacos

Jlektms 1.  OcHOBHBIE NPHHIMIBI CO3JIaHHS TMPOTPAMMHO-ANIAPATHBIX CPEACTB OOecTieYeHus
nHpopMmarmonHoit 6e3omacHoctu (ITACOUB)
ITnan-Bonpocs!

e OcHOBHbIC TOHATHS U OIpeeeHus B oonactu coznanus [TACOUB

e HopmarusHo-nipaBoBas 6a3a coznanus [IACONB

o Knaccuduxamus [IACOUB

e  OynkuuoHanbHble Bo3MoxkHOCTU [TACOUB

Jlextms 2 OCHOBHBIE METOJBI M CPEACTBA PeaM3alnU OTAEIBHBIX PYHKIIMOHAIBHBIX TpeOOBaHUHI
10 3alKTe UHPOPMALIUH U TAHHBIX.
[Inan — Bompockl

o Kitaccudukaius GyHKIIHMOHATBHBIX TPeOOBaHUH 10 3amuTe HHOOPMAIIUU U JaHHBIX

e Mertop! oOecrieueHus ENOCTHOCTH CUCTEMBI 3aIIUTHI

Jlexnusa 3.
cucTeMax
[Tnan-BOIPOCHI

e Kiaccudukanus anmapaTHbIX CpPeJCTB 3alIUThI IPOTPaMM

AnmapaTtHO-IPOrpaMMHBIE pEelIeHHs 3alUThl HHpOpManuu B HH()OPMAIIMOHHBIX

e Kiaccudukanus mporpaMMHBIX CPEACTB 3aIIUTHI IIPOTPaMM

Jlexusa 4. . IlporpamMmmHO-anmapaTHbIe CpeACTBA 3aIUTH MHPOPMALIMH B CETAX MEpeaayy JaHHBIX
[Inan-BonpocCk!

e UHudopmanmonHas 6€30MaCHOCTD B TI00aTbHOM HHPOPMAITMOHHOM MPOCTPAHCTBE
Nurepner. bezonacHas nunterpauus B UatepHet. [IporpaMMHbIe U TEXHOJOTUYECKUE
peleHus

e Kiaccudukarus mporpaMMHO-ammapaTHBIX CPEACTB 3aIUThl HHYOPMAIIUHU B CETSIX
nepesavn JaHHbBIX

e (OCHOBHBIC IPUHIIMITBI 3aIIUTHI HHQOPMAIIMHY TIPH MIepeaade Mo KaHallaM CBS3H




2.5. Ilianbl NpakTHYeCKUX (CEMUHAPCKUX) 3aHATHIA

Tema npakTudeckoro 3ansitusi. Bonpocsl, oTpadarbiBaeMble HA MPAKTHYECKOM
3aHATHH

Bcero yacos

OCHOBHBIE IPUHLUIIBI CO3/IaHMSI TPOTPAMMHO-AMMAPATHBIX CPEACTB 00eCIeUeHHS
uHpopmamonHoi 6e3onacuoctu (IIACOUDB)
- [Mpunnun pazpadorku [TACOUB

- Konnenmust ucneryepa gocTymna
- OcHoBHBIe dTans! MpoekTrpoBanus [IACOUb

OCHOBHBIE METO/IBI U CPEJICTBA PeAN3allii OTACTBHBIX (PYHKIMOHATHHBIX TPEOOBAHHI IO 3aIUTE
UHGOPMAITUHU U JAHHBIX
- MeTobl o0ecrieueHrs UACHTU(DUKALINN U ayTCHTU(DUKAITTU

- Metoas! kpunrorpaduaecKoi 3anTuThl

- MeTobl ¥ CpeICTBAa XpaHEHUS KITFOUEBOI HH(DOpMAIIUU

- MeToeI ¥ CpeacTBa OTPaHHUYEHUS TOCTYTa K KOMITOHEHTaM HH()OPMAIIHOHHBIX CHCTEM
- Metonst aynuTa 0€30MaCHOCTH

10

AnmapaTHO-IpOrpaMMHBIE PEIICHHs 3alIUThl HHQOpMauu B UHPOPMALMOHHBIX
cucTeMax
- CnocoObI BcTpanBaHust CpeacTB 3amuTsl B [10

- CriocoOkI ompeeNieHusT He3aKOHHOT0 KcIoib3oBanus 110

- OCHOBHBIE IPUHLUIIBI 00ecTeueHHs 0€30MaCHOCTH IPOrpamMm

[TporpaMMHO-anmapaTHBIE CPEJCTBA 3aIIUTHl HHYOPMALIMH B CETSIX Mepeaad TaHHBIX

- [Ipunnune! noctpoeHus 1 QyHKIMOHUPOBAHHS MEKCETEBBIX SKPAHOB

- Pa3paborka MaTpuIibl KOHGIMKTHOTO B3auMoieHcTBys it TUoBbIX TKC

- Kpunrrorpadwst v kpunroanann3 B aBTOpHU3AIH, ayTEHTH(QUKAINI U B 0OMeHe WH(OpMaIluu

2.6. IlaaHbl Ja00OPaTOPHBIX PadOT — He MPEXYCMOTPEHO.

3ananusi, BONpPOCHI, 1JI51 CAMOCTOSITEJILHOT0 U3YUeHusl (3a1aHus)

Bcero
JacoB

OcHOBHBIE ~ NPUHLUMIBI  CO3AaHUS  NPOrPaMMHO-AalIapaTHBIX  CPEICTB  OOecIeyYeHus
uHopmaimonHoi 6e3onacuoctu ([TACOUB)

24

OCHOBHBIE METOJBI M CpPEACTBA pealu3alliyd OTACIbHBIX (YHKIHOHAIBHBIX TpeOOBaHHUN I10
3ammTe MHHOpMAMU U JaHHBIX

26

Apxurtektypa cucteMsl 3amuThl HHpopMmarmu (C3U). Dtamsr coznanus C3U. Buner obecrieuenus
C3U. Ipunuuns! paspadborku C3U.

13

AnmnapaTHO-IIpOrpaMMHBIE PEILICHHs 3alIUTHl HHQOpMauy B MHPOPMALMOHHBIX CHCTEMAax

13

[IporpamMmMHo-arnmapaTHbie CPeJICTBA 3aIUTHl HHQOPMAIIMK B CETIX Tepenavn

(MadopmanmonHas 6e30macHOCTh B II100aIbHOM HH()OPMALIMOHHOM IPOCTPaHCTBE MHTEpHET.
Cepsepsl goctyma (6pamamayspei) Cisco ASA5500. Cpexnctsa obHapyxeHns Bropskenuit 1DS
4200

besonacHas narerpamys B Untepuert. [IporpaMMHbIe 1 TEXHOJIOTHYECKHE PEIIICHNS)

26

3. OCOBEHHOCTHU OBYYEHWN S JIUL] C UHBAJIMITHOCTBHIO U OB3




B ciyyae HeoO6xonuMoCTH, 00y4aromUMCs U3 YHCIIa JIUL ¢ OTPAaHUYEHHBIMU BO3MOKHOCTSIMU
310pOBbS (110 3asIBICHUIO 00YYAIOIIETOCs) MOTYT MPEAIaraThCs CICIYIOIINX BAPHAHTHI
BOCTIpUATHS yueOHON HHPOPMAIIUH C YIETOM MX WHAMBUAYAIbHBIX ICUXO(U3HIECKUX
O0COOCHHOCTEH, B TOM YHCII€ C IPUMEHEHUEM 3JIEKTPOHHOTO O0YUEHUS M TUCTAHITHOHHBIX
TEXHOJIOTHIA:

1) ans nui ¢ HApYIISHUSMHU 3pEHUs: B IeyaTHOU popme yBenrueHHbIM mpudToM; B hopme
3JIEKTPOHHOTO JOKyMEHTa; B opMe ayauodaiina (mepeBoj yueOHbIX MaTepUaioB B
aynuoQopmar); UHIUBUAyalbHbIe KOHCYIBTALUU C TIPUBJICYCHUEM CYpAONEPEBOTUHKA;
WHUBUIyaJIbHbIE 33JIaHUSI U KOHCYJIbTAl[UH.

2) [Jis WL ¢ HApYIICHUSIMH CIyXa: B TiedaTHoi (popme; B popMe IIEKTPOHHOTO IOKYMEHTA;
BUJICOMATEPHAIIBI C CYOTUTPAMU; WHANBUIYAIbHBIE KOHCYJIBTAIUN C TIPUBIICYCHUEM
CypIOTIEpEeBOIYMKA; MHAUBUIYATbHbIC 3aJJaHUSI U KOHCYJIbTAIINH.

3) Anst ML ¢ HAPYIICHUSIMU OTIOPHO-IABUTATEIHHOTO anmapara: B medatHout popme; B popme
3JIEKTPOHHOTO JOKYMEHTa; B hopMe ayauodaiina; "HANBUAYAIbHbIC 3a1aHUS U KOHCYIbTAIlUH

4. YYEBHO-METOJUYECKOE OBECIHEYEHUE CAMOCTOSTEJIBHOM PABOTHI
OBYYAIOIIINXCHA

YueOHo-MeTOAUYECKOEe oO0ecledeHHe TUCHMIUIMHBI [JIsl OPraHU3allMH CAMOCTOATEIbHOM
padoThl CTYAEHTOB (COIEPXHUT IepeueHb OCHOBHOM JHMTEPaTypbl, IONOJHUTENBHON JUTEPaTypHl,

mporpaMMHoro odecrieueHus: u IHTepHET-pecypcehl).

B pacnopsbkenun npenoznaBatesnieid 1 00yJarOUXCsl HIMEETCs OCHOBHOE HE00X0AUMOE MaTepHajIbHO-

TEeXHUYECKoe 00opynoBaHue, MHTepHET-pecypchbl, IOCTYN K TOJTHOTEKCTOBBIM 3JIEKTPOHHBIM 0Oa3zam,

KHIWKHBIA ~ (oHA OuOnnorekn MOCKOBCKOTO TOCYAApCTBEHHOTO TyMaHHTAPHO-3KOHOMHYECKOTO

YHHUBEpPCUTETA.

5. YYEBHO-METOJWYECKOE U UH®OPMALIMOHHOE OBECIIEYEHMS YYEBHOM
JUCHUTLIMHBI (MOIY.JIS)

51 IlepeyeHb OCHOBHOII TUTEPATYPHI

1. KoH(}IMKTHO-aKTUBHOE YyIIpaBJIeHHWE MPOEKTaMHU PA3BUTHUS CHCTEM oOeclieueHus] MH)OpManOHHON

Oe3omacHocTH HMH(DOKOMMYHHUKAIMOHHBIX ceTeli : monorpadus / B.M. Horocensner, C.C.
Kouensikos, JI.E. Opnosa, K.A. [Tnrommuk ; mox pen. B.M. Hosocensitea. — Mockga : UTHOPA-M,
2023. — 235 ¢. — (Hayunas wmbicap). — DOI 10.12737/1921360. - ISBN 978-5-16-018194-3. -

Tekcer : anexkrponnsiit. - URL: https://znanium.com/catalog/product/1921360

2. Emntoruna, T. A. PacueT u npoekTupoBaHue cUCTeM 00ecTieueHnst 0e301acHOCTH : yueOHoe mocobue /

T. A. Entoruna, JI. B. Kynaruna. - Kpacnosipck : Cubupckuii ¢enepanbHblii yHuBepeuter, 2022. -
190 c. - ISBN  978-5-7638-4599-0. - Tekcr : onektponHsli. -  URL:

https://znanium.com/catalog/product/2092915

3. Pacuer m mnpoekTHpoBaHHe cucTeM obecriedeHus Oe3omacHocTd : ydeOHoe mocobue / B. B.

Kopocrosenko, T. A. CrpekanoBa, B. A. I'pons, A. B. T'amaiiko. - Kpacnosipck : Cubupckuit
¢denepanbublii yauBepcuret, 2022. - 108 c. - ISBN 978-5-7638-4625-6. - TekcT : 3JIEKTPOHHBIMH. -

URL: https://znanium.com/catalog/product/2091877



https://znanium.com/catalog/product/1921360
https://znanium.com/catalog/product/2092915
https://znanium.com/catalog/product/2091877

5.2 IlepeyeHb AONOJHUTEILHOM JUTEPATYPHI
1. I[Maperopomme A.B. AHamu3 pHCKOB B mpoleccax obOecrnedeHus HWHPOPMaIMOHHON
0€30IaCHOCTH JKM3HEHHOTO IHMKJIa (PUHAHCOBBIX aBTOMATU3WPOBAHHBIX WH(GOPMAIIMOHHBIX
cucrem — M.: UIHOPA-M, 2024 -198 c. https://znanium.ru/catalog/document?1d=436066

2. IlpuBasoB, A. A. OGecrneuyeHue HWHPOPMAIMOHHONH OE30MACHOCTH, MPOCKTUPOBAHUS,

CO3/IaHMsl, MOJEpPHHU3AIMU OOBEKTOB HMH(POpPMALUU Ha 0a3e KOMIBIOTEPHBIX CHCTEM B
3alIUIIEHHOM HCIIOJHEHUH @ Y4eOHO-METOAMYECKOe Moco0ue K KypcoBoil pabdore / A. A.
[IpuBanos. - Mocksa : PYT (MUUT), 2018. - 48 c. - Tekcr : snextponssii. - URL:
https://znanium.com/catalog/product/1895288

3. Jep6un, E. A. UndopmanimonHoe TPOTHUBOOOPCTBO: KOHIIENTYaIbHBIE OCHOBBI O0ECIICUCHUS
nHpopmanmoHHoi 6e3onmacHocTH : yueOHoe mocoodue / E.A. Jlepoun, A.B. Llaperopoies.
— MockBa : MH®PA-M, 2024. — 267 c. — (Bricmee o6pazoBanue). — DOI
10.12737/2084342. - ISBN 978-5-16-019050-1. - Tekcr : osaekrponsbiii. - URL:
https://znanium.ru/catalog/product/2084342

5.3. IlporpamMmmHoOe o0ecnieyeHune
TekcToBBIN penakTop
Microsoft Windows
Microsoft Office
7-Zip
AcrobatReader
5.3 D1eKTpPOHHBIE PecypChl

1. ®enpepanpHas ciyxba Mo TeXHUYECKOMY M 3KcropTHOMY KoHTpoimo (PCTIK Poccun)
www.fstec.ru

2. WNudopMallmoHHO-CIIpaBOYHAsE CHCTEMa 10 JOKyMEHTaM B O0JacTh TEXHUYECKOH
3amuThl nHGOopMaruu www.fstec.ru

3. O6p830BaTeJ'ILHI>Ie IMOpTaJIbl MO PA3JIMYHBIM HAIPABJICHUAM O6pa30BaHI/I$[ U TEMATHUKE
http://depobr.gov35.ru/

4. CnpaBouHo-nipaBoBas cuctema «Koncynprant [lmoc» www.consultant.ru

5. ®enepanbhblii nopran «Poccuiickoe oopazoBanne www.edu.ru

6. denepanpHbiii TpaBoBol opTan «tOpuamueckas Poccusi» http://www.law.edu.ru/
7. Poccuiickuii Onomerpudeckuii mopraa www.biometrics.ru

8. ®enepanbupiii  mopran  «MHDOPMAMOHHO- KOMMYHHKAllMOHHBIE TEXHOJOTMH B
obpazoBanum» htpp\\:www.ict.edu.ru

9. Caiit HayuHoii anekTponHoit 6ubimmorexu Www.elibrary.ru

10. DnexTponHas 6ubnmnoreka «3HaHuymM»: https://znanium.com

11. Dnextponnas 6ubimoteka «FOpaiTy»: https://urait.ru


https://znanium.ru/catalog/document?id=436066
https://znanium.com/catalog/product/1895288
https://znanium.ru/catalog/product/2084342
http://www.elibrary.ru/

12. DnexktponHo-OnubIMOTEUHAs cucTeMa «JIanby: https://e.lanbook.com/

6. MATEPHUAJIbBHO-TEXHUYECKOE OBECIIEYEHUE YYEBHOW JUCHUITIIAHBI
(MOJY.JIST)
No HanmeHoBaHie 000py10BaHHBIX I[TepeueHb 00OPYIOBaHUS U TEXHUUECKUX CPEICTB 00yUYCHHS
n/m yueOHBIX KaOMHETOB, TabOpaTOpHid
1 IIepcoHaIBHBIN KOMIIBIOTEDP, MYJIbTUMEAUNHBIN
JlexuroHHas ayauTOpUs
IIPOEKTOP
5 [Tepconanbupie komnbioTepsl (IBM PC-coBmecTumbIie)
' KommbroTepHbIii Ki1acc noj ynpasiennem OC Microsoft Windows,
KOMIIBIOTEPHAs CETh, IOCTYI B ceTh IHTEpHET
7.  OLIEHKA KOMIETEHLHU 1O U3YYAEMOM JUCLHUIIIUHE
Ne Kpurtepun ouenkn
«HEYJI0BJIETBOPHUTEIILH | «YIOBJETBOPUTEIBLHO «XOPOLI0Y» «OTJIUYHO»
o» »
3HATD
1 | CryzneHt He yCBOMI CTyneHT yCBOMII CTyneHT crioco0eH CryaeHT ycBOMI

CIEYIONINE 3HAHUS:
MIPaBOBYIO 1
HOPMATHBHYIO 0azy
KOPIIOPATUBHBIX
WH(POPMAITMOHHBIX
CHUCTEM OTpacJiei;
WH(POPMAITMOHHYTO
CTPYKTYpY H
WH(POPMAIMOHHBIS
pecypcehl ceTeit
oTpaciiell kKak 00beKTa
3aIUTHL;

OCHOBHOE COJICpKaHne
marepuana
JTUCIIUTUINHBI, HO
UMeeT NpoOebl B
YCBOGHHH MaTepHala.
Nwmeer
HECHUCTEMaTU3NPOBAHH
bl 3HAHHSA TI0 TEMaM:
OCHOBHBIE YCTPOWCTBA
Y CUCTEMBI 3aIlIUTHI
00BEKTOB U
nH(pOpMAaIUH;
OCHOBHBIC THITBI
METO/I0B, YCTPOICTB U
CHCTEM TEXHUYECKON
Pa3BENIKH; METO/IbI
3aIIUTHI
aBTOMATH3UPOBAaHHBIX
crcreM 006paboTKH
JaHHBIX OT
HECaHKIIMOHUPOBAHHOT
0 JocTyna K
MHPOPMALIUH, B TOM
qHCIIe: CrenuabHbIe
TEXHUYECKUE CPEICTBA

CaMOCTOATCIIBHO
BBIJICIIATH I'NITaBHBIC
IIOJIOKCHUS B
HN3y4YCHHOM
Martepualie.

3HaeT: MPaBoOBYIO U
HOPMaTHBHYIO 0a3y
KOPITOPaTHBHBIX
WH(POPMAITMOHHBIX
CHCTEM OTpacIeH;
MH(POPMAITUOHHYO
CTPYKTYpY U
MH(POPMAITUOHHBIC
pecypchl ceTei

oTpacieit Kak 00beKTa

3aIUThI; OCHOBHBIC
YCTpOHCTBA U
CHUCTEMBI 3aIllIUTHI
00BEKTOB U
WHpOpMAITUH;
OCHOBHBIC THITBI

METOJIOB, YCTPOIMCTB U

CUCTEM TEXHUYECKOH
pa3BElKH; METOABI
3aIUTHI

OCHOBHOE
coJiepyKaHue
Marepuaa
JIUCIUTUTAHBI
:MPABOBYIO U
HOPMATHUBHYIO 0azy
KOPIOPATUBHBIX
UHGOPMAITUOHHBIX
CHCTEM OTpaciieii;
WH(POPMAITMOHHYTO
CTPYKTYpY 1
UHPOPMAIUOHHbIC
pecypchl ceTei
oTpaciiell kak 00beKTa
3aIUThI, OCHOBHBIC
YCTpOICTBA U
CHCTEMBI 3aIUTHI
00BEKTOB H
UHQOPMAIHH;
OCHOBHBI€ THIIBI
METO/I0B, YCTPOICTB U
CHCTEM TEXHUYECKOU
Pa3BeIKH; METO/IBI
3aIIUTHI
ABTOMATH3UPOBAHHBIX




OIIO3HABAHUS
nojb3oBarens [I9BM;

aBTOMAaTHU3UPOBAHHBIX
crucreM 00paboTKH
JTAHHBIX OT
HECaHKITHOHHPOBAHHO
TO JOCTyTIa K
nH(POPMAIUH, B TOM
YHUCIIe: CTCIHAIbHEBIE
TEXHUUYECKUE
cpencTBa
OTIO3HABAHUS
nosas3oBatens [19BM;
CITeIIMAILHOE
MPOrpaMMHOE
obecrieueHue 1mo
3amuTe nHhOpMaIuu
I[19BM;

cucteM 00paboTKu
JAHHBIX OT
HECaHKIMOHUPOBAHHO
ro JOCTyTIa K
nHpOpPMAITHH, B TOM
YHUCIIC: CTCIHATbHBIC
TEXHUYECKHUE
cpeacTBa
OTI03HABaHUS
noJip3oBareisa [IDBM;
CICIUATLHOC
MIPOrPaMMHOE
oOecriedeHue 1mo
3amuTe nHHopManun
II5BM; ocHOBHBIE
THIIBI MCTOJ0B,
YCTPOMCTB U CUCTEM
TEXHUYECKOUN
pa3BeaKy;

YMETH

CTyneHT He ymeeT
C03/7aBaTh IIPOCTEUIINE
CTaTU4eCKUe
webmokyrpaduaeckom
MHOTOOKOHHOM
pEeXuMe, Tak U B
peKUME KOMaHTHOM
CTPOKH (KOHCOJIN);
UCIIOJIB30BaTh YPOBHU
3alIUTHI HHPOPMAIIHH;
UCIIOJIb30BaTh
KpHunrorpaduiecKue
METO/IBI 3alUThI
nHpOpMaIH;

CTyZeHT UCTIBITHIBACT
3aTpyIHEHHUS TIPU
WCTIOJIb30BaHUN
YPOBHEH 3aILUTHI
UHPOpMAaIUH;
UCIIOJIb30BaHUHU
KpUNTOrpaduuIecKux
METOJIOB 3aIUTHI
nH(pOpMAaIUH;

He ymeer:
WCIIOJIb30BaTh
MPOTOKOJIBI B3aUMHOM
ayTeHTU(UKALN
00BEKTOB ceTeil;
MCIIOJIB30BaTh METO/IBI
OpraHu3alHy CHCTEM
3alIUTHl HHPOPMAIIHH ;
NPUMEHATH
COBpEMEHHBIE
CUCTEMHBIE
pOrpaMMHbBIE
CpeJICTBa, TEXHOJIOTHH
Y MHCTPYMEHTAaJIbHbIC
CpEeJICTBA;

CTyneHT ymeer
UCTIONIB30BaTh YPOBHU
3aIIUTHI
nH(pOpMAaITUH;
WCTIOJIb30BaTh
Kpunrorpapuieckue
METO/BI 3alUTHI
WHPOpMAITUH;
WCTIOJIb30BaTh
MPOTOKOJIbI B3aUMHOM
ayTeHTU(UKALN
00BEKTOB ceTeil;
WCTIOJIb30BaTh
METO/bI OpraHu3aN
CHUCTEM 3alUThI
nH(pOpMAITUH
NPUMEHSTh
COBpPEMEHHBIE
CHUCTEMHBIE
pOrpaMMHBIE
CpPeICTBa, TEXHOJIOTHH
Y MHCTPYMEHTAaJIbHbIC
CpescTBa;

CryneHT ymeer
UCIIOJIb30BaTh YPOBHU
3alIUTHI
nH(pOpMaIny;
UCIIOJIb30BaTh
KpHunrorpapuuecKue
METO/IbI 3alUThI
UHQOPMAIHH;
UCIIOJIb30BaTh
MPOTOKOJIBI B3aUMHOMU
ayTeHTU(UKALMN
00BEKTOB CETEH;
HCIIOJIb30BaTh
METO/Ibl OpraHU3auN
CHCTEM 3allUThI
WHpOpMAIHH ;
NPUMEHATh
COBpEMEHHBIE
CHCTEMHBIE
pOrpaMMHbIE
CpeACTBa, TEXHOJIOTHH
Y MHCTPYMEHTAJIbHbIE
CPEeJICTBA,; -
pasmemarh CLeHapuu
PHP na HTML -
CTpPaHUIIE; -
HCIOJb30BaTh
rpaduieckue




MIPOTPaMMBI IS
CO3JIaHUS YepTexen
CTPYKTYpHI wWeb -
caiiTa; - ICIIOJIb30BaTh
rpadudecKue
peAaKTOPHI s
00paboTKn
n300paxeHui,
pasMernraeMbIX Ha web
-caiite

BJIAJETD

CryneHT He BlajeeT
CIIEAYIOIINMHI
3HAaHUSMU:
DataGridView;
HaBBIKaMH pabOoTHI C
MEKCETEBBIMU
9KpaHaMH U IMaKeTaMH
AQHTHBUPYCHBIX
NpOrpaMM; HaBbIKAMHU
CaMOCTOSITETIBHOTO
MPOCKTHPOBAHUSI
CHCTEM 3allUThI
WH(OPMAITIHL.

CryneHT Bnajeer
DataGridView;
HaBBIKaMH pabOTHI C
MEKCETEBBIMHU
SKpaHaMH U TTAKETaMH
aHTUBUPYCHBIX
MporpaMM; HaBBIKAMU
CaMOCTOSTEIBHOTO
MPOEKTUPOBAHUS
CHCTEM 3aIlUTHI
WHPOPMALIUH.

CryneHT Biajeer
DataGridView;
HaBBIKaMH pabOTHI C
MEKCETEBBIMHU
SKpaHaMH U TTaKETaMH
aHTUBUPYCHBIX
MporpaMM; HaBBIKAMU
CaMOCTOSITETTHHOTO
MIPOEKTUPOBAHMUS
CHCTEM 3aIlUTHI
WHPOPMAITUH. C
TEXHUYCCKUMHU
CpelcTBaMu
pa3BeaKH, 3aIUTHI
nH(pOpPMAIUH H
MPOTUBOJEHUCTBUS
KOMMEPYECKOU
pa3BeKe; - HaBBIKaMHU
paboThI B CUCTEME
Windows;

CryneHT Bianeer
DataGridView;
HaBBIKaMH paOOTHI C
MEKCETEBBIMH
SKpaHaMHU U TTAKETaMU
AHTUBHUPYCHBIX
MIPOrpaMM; HaBBIKAMH
CaMOCTOSITEITFHOTO
MPOCKTUPOBAHUS
CUCTEM 3aIUTHI
UHQOPMAIUH. C
TEXHHUYECKUMU
CpelcTBaMHu
pa3BEeAKH, 3aITUTHI
uHpOpMAIIH U
MPOTUBOJAEHUCTBUS
KOMMEPYECKOU
pasBe[ke; - HaBEIKAMU
paboThI B CUCTEME
Windows; HaBBIKAMH
pa3paboTKu
CTaTHYECKUX U
JTUHAMIYECKUAX
crpanul cetd Internet
- HaBBIKaMU
MIPOrpPaMMHUPOBAHUS
Ha a3bike PHP

KommnereHmu wim ux
qaCTHU HE
c(hOpMHUPOBaHBI.

Komnerennuu mim ux
9acTH CHOPMHUPOBAHBI
Ha 6a30BOM YpOBHE.

Komnerenunu nimm ux
9acTH C(OPMHUPOBAHBI
Ha CpeIHEM YpPOBHE.

Komnerennmu wim ux
yacTH C(hOPMHUPOBAHBI
Ha BBICOKOM yYpPOBHE.

8.

OBPA3OBATEJ/IBHBIE TEXHOJIOT'MA
WnTepakTuBHBIE 00pa3oBaTE/IbHBIE TEXHOJOTHM, HCIOJb3yeMble B AyJUTOPHBIX 3aHATHAX WU

CaMOCTOSITETTFHON paboTe 00yJaromuxcst

Cemectp

Bun 3angarus

(J1, TIP, JIP)

I/ICHOJ'IB3y€MBIC HWHTCPAKTHUBHBIC 06pa30BaT€J’IBHLIC

TCXHOJOTHHN

Komnuectso

qaCoB




J Jlekuus-6ecena, TCO (MynbTHUMEnUAHBIN TpOEKTOp, | 8
mpesenranuu PowerPoint)

I1P [lpaktukym Ha OBM, mnpoOmemHblii  MeTon, | 34
B3anMOOOyUeHHE

1

JIP He npenycMoTpenst

KP YcrHblii onpoc

Cam.pabota | ObC, JUCTAaHLIMOHHBIE KoHcynbTanuy, | 102
B3aMOOOYUYCHHUE B CTYICHIECKON cpene

Hroro: 144
9. OLEHOYHBIE CPEACTBA JJISI TEKYIHEI'O KOHTPOJIA YCIEBAEMOCTHU 1

IMPOMEXYTOYHOMN ATTECTAIIUA

9.1. Opranu3auusi BXOJAHOI0, TEKYIEr0 H MPOMEeKYTOUYHOr0 KOHTPOJIsI 00y4eHMsI
BxonHoe TecTrpoBaHMe — HE PEIYCMOTPEHO.

TGKYH_IHﬁ KOHTPOJIb — YCTHBIP'I OIIpoC, 3amuTa OTYCTOB II0 IIPAKTHYCCKHM pa60TaM,

paboTta Ha KOMIBIOTEpAX B Mapax, MPe3EHTAIUs B PSKUME TUaiora, padboTra B rmapax.

0

10.
11.
12.
13.

14.

IIpomexxyTouHas arTecTalus — 3a4€T

9.2. TemaTuka pedeparToB, IPOEKTOB, TBOPYECKUX 3aJaHMI, IccCe U T.II.
He npenycMoTpeHslL.

9.3. KypcoBas padora

He npenycmorpeno.

Bomnpocsl k 3a4eTty
[Tonstre nudopmanny u THGOPMaATMOHHOHN 0€30I1aCHOCTH.
WNudopmanus, cooOuieHus, HHGOpMaIMOHHbIE POLEecChl KaKk 00BEKThl MH(OPMAIIMOHHON
0€30MaCHOCTH.
00630p 3amnuImaeMbx 00BEKTOB U CUCTEM.
[Tonsatue «yrpo3za uadopmarum». [lonsarue «prucka nHPOPMaLMOHHOIN 0€30MaCHOCTI.
WNHupopmanvs oOrpaHM4EHHOTO JAOCTYIA, TOCYJAapCTBEHHAas TailiHa, KOH(UAECHLMaIbHAas
nH(popMalys, CaHKIIMOHUPOBAHHBIN M HECAHKIIMOHUPOBAHHBIN JOCTYI K UHPOpMAaLUH
NupopmanronHas 0e30nmacHOCTh, KOH(PHUAECHUUAIBHOCT HWH(POpPMAIUH, JOCTYIHOCTh
nH(pOpMaLINH, IIEIOCTHOCTh pecypca UM KOMIOHEHTa CUCTEMBbI
[Tpumeps! npectymienuii B cepe nHGopMauu 1 THPOPMALMOHHBIX TEXHOJIOTHH.
CyuHoCTh QYHKIIMOHUPOBAHUS CUCTEMBI 3alIUTh HH(POPMAITUH.
3ammra yenoBeka OT OMAacHOW MHGOpMAIMM U OT HEUH()OPMUPOBAHHOCTH B OOJIACTH
MH(POPMAIIMOHHOH 0€301MacHOCTH.
L{es0ocTHOCTD, TOCTYITHOCTD M KOH(UCHIMAIBHOCTD HH(POPMAIIUH.
Knaccudukanus nadpopmaiuy no BUgaM TalHbI U CTENEHSIM KOH(QUACHIINAIbHOCTH.
[TonsiTHs rOCcyAapCcTBEHHOM TaliHBI M KOHQUACHIINATBHONW HH(OpMaIIUK.
KuzHeHHble UMKIBI KOHQUACHLIMAIbHOW HH(pOpMalUMKW B IpOLECCe €€ CO3JaHus,
00paboTKH, mepeadn.
Lenu u 3a1a4u 31U THI HH(OPMALIHH.
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OCHOBHBIE MIOHATHS B 001aCTH 3aILUTHI HUHPOPMALIUY.
VYrpo3ssl 6ezonacnoctu MIC. HenpeanamepenHoe BO3/AEHCTBHE U aTaka Ha KOMIBIOTEPHYIO
CUCTEMY.
Kommieke cpencTs 3amuThl HHGOpMAILUH.
Mogens wuHTErpanud HMHOOPMAIIMOHHONH OE€30MacHOCTH B  OCHOBHYIO JIESITEILHOCTh
OpraHu3aLMH.
[Tonsitue [onutruku 6e30MacHOCTH.
ITonsatue yrpo3sl 0e3onacHocTH HHPOPMALUU
CucremHas knaccuukaiys yrpo3 6e301macHOCTH HH(popMaLuu
Kananbl 1 MeTo1b1 HECAaHKITMOHUPOBAHHOTO JIOCTYIAa K HHPOPMALIUU
VYsa3BUMOCTH. MeTO/IbI OLIEHKH YS3BUMOCTH MH(POPMALIUU
AHanu3 CyniecTBYIOIINUX METOIUK OIpeiesieHus] TpeOOBaHUH K 3aluTe HHPOpMALUU
[TapameTps 3anumaemMoil HHGOPMAIMK U OLIEHKA (PaKTOPOB, BIUSIOLINX HA
TpeOyeMblii ypOBEHb 3aIlIUThl HHPOpMALUU
Bunsl Mep 1 OCHOBHBIE IPUHIIMIIBI 3aLUTHI HH()OpMaIu
OpraHu3annoHHas CTPYKTypa CUCTEMBI 3aIUThl HHPOpMaLUU
3aKoHOJaTeIbHbIC aKThI B 00J1aCTH 3aIUThl HH)OpMAIUH
Poccuiickue u MexayHapOoHble CTaH1aPThI, OIIPEEIsIoNIe TpeOOBaHUS K
3anmuTe HHPOpPMaIuu
OcCHOBHbBIE MEXAHU3MBI 3aIIUTH HHPOPMAIIUH.
Meps 3amuThl HH)OPMAIIMH, PEATH3YeMbIE B aBTOMAaTH3UPOBAHHBIX
(nH(pOpPMAIIMOHHBIX ) CHCTEMAX
IIporpamMMHBIe U IpOrpaMMHO-aNapaTHbIe CPEACTBA 3aALUIUTHI HH(OpMALUU
WnxeHepHas 3aliuTa U TEXHUYECKask OXpaHa 00beKTOB UH(pOpMaTU3aluU
OpraHu3annoHHO-pacnopsUTeIbHAas 3amuTa nHpopmanuu. Pabora ¢ kagpamMu U BHYTpU
OOBEKTOBBINA PEXKHUM.
MeTtop1 KpunTorpaguueckon 3aiuThl
Meroap! aynuta 6€301MacHOCTH
Apxurektypa cuctemsbl 3amutbhl uHQopmanuu (C3W). Ortansl coznanus C3U. Bunbt
obecneuenus C3U. Ipunnunel pazpadbotku C3U.
[TpuHIUIBI TOCTPOCHUS M (PYHKIIMOHUPOBAHUS MEXKCETEBBIX SKPAaHOB
Marpuna KoH(IUKTHOTrO B3aumojeicTBus ais tunosbix TKC

Kpunrtorpadgust u kpunroaHanu3 B aBTOpU3allMM, ayTeHTU(UKAIUU U B OOMEHe
uHpopMauu

AnmnapaTHO-IpOrpaMMHBIE  PELIEHUS 3allUuThl HHPOpMAUM B HHPOPMAIIMOHHBIX
CHUCTEMAaX

9.6. KOHTPOJIb 0CBOEHHS KOMMETeH M

Bl/lll KOHTPOJsA KOHTpOJ’[I/lpyeMbIe TEMBbI KOMHeTeHIH([I/I, KOMIIOHCHTbI

(pasneJn) KOTOPBIX KOHTPOJIUPYIOTCS

Yemmuwiii onpoc 1-4 I1K-5,I1K-7,ITK-8,ITK-9
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Howmep u nata npotokona 3acemanust
Kadeapbl

HepequL HN3MCHCHHBIX

ITYHKTOB

Iloanuce
3aBEIYIOLIETO

Kadeapoit
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