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1. HACHOPT ®OHJA OHEHOYHbBIX CPEACTB
o nucruiuae «MHpopMalmonHas 6e30macHOCTb

OrneHouHBIE CpEACTBAa COCTAaBIAIOTCS B COOTBETCTBHM C  pabodeid mporpammoii
JUCIUIUIMHBL U MPEACTaBISAIOT CO00M COBOKYIHOCTh KOHTPOJIbHO-U3MEPUTEIBHBIX MaTepUaioB
(TumoBbie 3amauM (3aaHMs), KOHTPOJBHBIC PAOOTHI, TECTHl W Jp.), MPEIHA3SHAYCHHBIX IS
U3MEPEHUS YPOBHS JOCTHKEHUS 00y4YaIOUIMMHUCS YCTAaHOBJICHHBIX Pe3y/IbTaTOB O0yUEHUSI.

OueHOYHBIE CpPEJACTBA MCHOJB3YIOTCS TpPU  MPOBEACHUM  TEKYIIETO  KOHTPOJIS
yCIIeBAaEMOCTH M MPOMEKYTOYHON aTTeCTallUU.

Tabnuna 1 - [lepedyenp komneTeHMid, HOPMUPYEMBIX B TPOLECCE OCBOCHHUS TUCIUTUIMHBI

Kon

KOMIIETEH HanmeHnoBaHue pe3yJibTaTa 00yUeHus:
107071
YK-1 Croco0eH OCyIIECTBIATh MOUCK, KPUTHUECKHUI aHalu3 U CHUHTE3 MH(pOpMaIuH,

IMPHUMCHATH CHCTEMHBIN moaAXoq AJid pCUHICHUA ITOCTABJICHHBIX 3a1a4

OIIK-8 Croco0GeH  OCyIIeCTBIATh  MENaroru4ecKylo  JesATEIbHOCTh Ha  OCHOBE
CIeIMAIbHBIX HAYYHBIX 3HAHUN

KoHeuHbIMU pe3ynbTaTaMu OCBOCHUS AUCIHUILTUHBI SBISIOTCS CHOPMHUPOBAHHBIC
KOTHUTHBHBIE JIECKPUIITOPBI «3HAThY», KYMETbY, «BJIAJIETh)», PACIIUCAHHbIE 10 OT/IEIbHBIM
KoMneTeHIUsIM. PopMUPOBaHUE AECKPUIITOPOB IPOUCXOAUT B TEUEHUE BCETO CEMECTpA
0 ATaraM B paMKaX KOHTaKTHOW paboThl, BKIHOYAIOLIEH pa3InyHble BU/bI 3aHATHH U
CaMOCTOSITENILHOM pabOThl, C IPUMEHEHUEM PA3INYHBIX POPM U METO/10B OOyUEHUS.



Ta0mura 2

2. IEPEYEHb OLIEHOYHbIX CPEJICTB'

Ne | HaumeHnoBanue
OLICHOYHOT'O
CpeJICTBA

XapakTepHucTUKa OLIEHOYHOTO CPEJICTBA

[Ipencrasnenue oueHouHoro cpeacrsa B POC

1 | Ycrasrit onpoc

CpencTBo KOHTPOJSI yCBOGHHMS Yy4eOHOro Marepuaja TeMbl, pas3jiena WiId
paszenoB AMCUMIUIMHBI, OPraHW30BAaHHOE Kak y4yeOHOE 3aHsATHE B BUJE
cobeceI0BaHus MPENOAABATENS C 00YJAFOIIUMHUCS.

Bonpocsr mo Temam/pazaenaM JUCIUTLIAHBI

2 | Tect

CpenctBo, MO3BOJSIONIEE OICHUTh YPOBEHb 3HAHUN OOy4aromlerocs MmyTeM
BBIOOpPa WM OJHOTO W3 HECKOJIBKMX BApUAHTOB OTBETOB HAa ITOCTABIICHHBIN
BONpoc. Bo3MOXXKHO MCMOIB30BaHUE TECTOBBIX BOIMPOCOB, MPEAYCMATPHUBAIOIINX
BBOJI OOYyYarommMcsi KOPOTKOTO W OJHO3HAYHOTO OTBETa HAa TOCTaBJICHHBIN
BOIPOC.

TectoBble 3agaHus

3 | KonTponbHas
pabora, 3amura
OTYETOB 110
MPAKTHYECKUM
pabotam

PaznuuaroT 3amauun v 3ajaHus:

a) peNpOIYyKTUBHOTO YPOBHSI, MO3BOJISIONINE OIICHUBATh M IMAarHOCTUPOBATh 3HAHUE
¢dakTuueckoro wmarepuaia (0a30Bble TOHSTHSA, aNTOPUTMBI, (DAaKTh) M yMEHHE
MPaBUIBHO HCIOJIB30BAThH CIICIHATIBHBIC TEPMUHBI U TIOHATHS, Y3HABaHHE 00BEKTOB
W3YYCHHUS B paMKaX OMPEAENICHHOTO pa3/ielia IUCIUTUINHBI,

0) pPEKOHCTPYKTHMBHOTO YPOBHS, TO3BOJISIONIME OIIEHWBATh W JIUArHOCTHUPOBATH
YMEHHUsI CHHTE3UPOBaTh, aHAIM3UPOBATh, 00001aTh (PAaKTUIECKUI U TEOPETUICCKHIA
MaTtepuai ¢ GopMyJIMpOBaHUEM KOHKPETHBIX BBIBOJIOB, YCTAHOBICHHEM MPUYUHHO-
CIICICTBEHHBIX CBSI3€il;

B) TBOPYECKOTO YPOBHS, IMO3BOJISIOIINE OLEHHBATh M JHATHOCTHPOBATH YMEHHS,
WHTETPUPOBATh 3HAHUS Ppa3IMYHBIX 001acTeil, apryMeHTHpOBaTh COOCTBEHHYIO
TOYKY 3PEHHS.

KommuiekT pa3HOypOBHEBBIX 3a1a4 (3aJaHHi)

1 o o
VKa3pIBaloOTCS OLICHOYHBIC CPEACTBA, IPUMCHACMBIC B XO1€ pC€aiu3allun pa60qen nporpaMmbl JaHHOU JUCHUTUIAHBI.




3. OIMMCAHUE IOKA3ATEJIEA U KPUTEPUEB OLIEHUBAHUA KOMIIETEHIIUA

OuenuBanue pe3yapTaToB o0yueHus no gucuuminie «Hpopmanuonnas 6e30MacHOCTbY OCYILIECTBISETCs B cooTBeTcTBUHU C [lonmoxkenuem o
TEKYIIEM KOHTPOJIE YCIIEBAEMOCTH U IPOMEXKYTOUYHOM aTTeCTallMi 00y4aroIIuXCsl.

[IpenycMOTpeHbl cleayromue BUAbBI KOHTPOJIS: TEKYIIU KOHTPOJb (OCYLIECTBIEHHE KOHTPOJIA BCEX BUIOB ayIUTOPHON M BHEAyTUTOPHOM
JESATEeTbHOCTH 00YYArOIIErocs ¢ IeJbI0 MOJyYeHHUs MEePBUYHON HH(DOPMAIIK O X0/ YCBOCHHS OTIEIBHBIX JIEMEHTOB COACP)KAHUS TUCIMILIMHbI) U
MIPOMEXKYTOUHAs aTTecTalus (OLIEHUBAETCS YPOBEHb M KAU€CTBO MOATOTOBKH 110 AUCLUHUIUIMHE B LIEJIOM).

[Tokasarenu u KpUTEpHUH OTICHUBAHMSI KOMITETEHITUH, ((OPMHUPYEMBIX B IPOIIECCE OCBOCHUS JAHHON TUCIUIUIHHBI, OIMCaHBI B Ta0I. 3.
Tab6uia 3.



Kon YpoBeHb HNuaukatopsl Bux  y4eOHBIX 3aHSTHIL, KonTponupyembie OreHOYHBIE CpEJICTBa, Kpurepuu orieHnBanus
KOMIIET | OCBOCHUS JIOCTHXKCHHS paboThl, (OPMBI U METOJBI | Pa3aCIbI u TEMBI | UCIIOJIb3YEMbIC JUIsL | pe3yJbTaToB 00yUeHUs
CHIIMM | KOMIICTCHIIUU KOMIICTCHIIUN 00ydeHH s, CIIOCOOCTBYIOIINE | AUCIIATLIAHEL OIICHKH YPOBHS
(hopMHPOBaHUIO M PA3BUTHIO c(hopMHUPOBAHHOCTH
KOMITCTCHITUN KOMITCTCHITUU
YK-1 3Haet
Henocratoun VKI.1. 3naet: | JIeKIMOHHbBIE u Bsenenue B | Texymuii koHTposib — | He 3HaeT 3HauMTENbHOU
BIil YpOBEHB MIPUHIINTIBL, MIPaKTHYECKHE 3aHITHA, WH(OPMAITMOHHYIO | YCTHBIA OTIpoC, | YacTH Marepuaja Kypca,
Orenka METOJIbI ¥ CPEJICTBA | CAMOCTOSATENIbHAsS ~ paboTa oe3omacHocth (MB). | koHTpOsBHAS pabota, | He CrocoOeH
«HE3aYTCHO», | PEIICHUS oOyJaronuxcs, MoAroTOBKa Texnomoruu TECTUPOBAHME,  3allUTa | CAMOCTOSITEIBHO BBIICIATh
«HEYNIOBJIETBO | CTAaHMIAPTHBIX 337a4 | U cla4a IPOMEXKYTOIHON 3aIUTHI JAHHBIX. OTYETOB 1O | TJIaBHBIE IIOJIOKEHHUS B
PUTETBHO» mpo(ecCHOHANBHO | aTTECTAlMH, MMOATOTOBKA U Texnomoruu MIPaKTHIECKUM padoTaM W3YYEHHOM Marepuaie
W NeATeNbHOCTH Ha | cllaya 3aueTa 3aIUTHI JUCITUILTAHBI
OCHOBE BBIYHACIUTEIFHBIX
WH(GOPMAITMOHHOM CHUCTEM.
u TexHonorun
o6ubnmorpaguiecko oOHapyXeHuUs
A KyJIbTYypel C BTOP>KECHHI.
MIPUMEHEHUEM Ympasnenue
HHPOPMALTUOHHO- 0€30IacHOCTBIO.
KOMMYHHKAIIHOHH
BIX TEXHOJIOTHH U C
YYETOM OCHOBHBIX
TpeOoBaHMIA
WH(OPMAITMOHHOM
0€3011aCHOCTH.
BaszoBrrii VKI.1. 3naer: | JIekinoHusle u BBenenne B | Texymmuit koHTpons — | 3Haer He wmeHee 50 %
YpOBEHB TIPUHIIATIBL, MPaKTHYECKUE 3aHITHSA, WH(OPMAITMOHHYIO | YCTHBIA OTIpOC, | OCHOBHOTO MaTepuana
Onenka, METOJIbI M CPEJICTBA | CAMOCTOSATENbHAs ~ paboTa 6e3omacHocth (MB). | KoHTpONBHAS pabora, | Kypca, OJTHaKO
«3aUTEHOY, pelieHus 00y4aronmxcs, MOAroTOBKa TexHosmoruu TECTUPOBAHME,  3all[MTa | UCIBITHIBACT 3aTPYHCHHUS

? JIeKIHOHHbIE 3aHATHS, PAKTHIECKHE 3aHATHS, Ta00PATOPHbIE 3aHATHS, CAMOCTOSTENbHAs paGoTa. ..
¥ Heo6X01MMO yKa3aTh aKTHBHBIE U HHTEDAKTUBHBIE METO/IbI 0OyUeH s (HATIPIMEp, HHTEPAKTHBHAS JIEKIHs, pab0Ta B MallbIX TPYIIIAX, METObI MO3TOBOTO IITYPMA U T.11.),
CIOCOOCTBYIOIIHE PA3BUTHIO y 00yUarOINXCS HAaBBIKOB KOMaHAHOHM paOOThI, MEKITMIHOCTHON KOMMYHHUKAIUH, IPUHITHS PEIICHUH, THIEPCKUX KaueCTB.

* HammenoBaume TeMbl (pasjena) Gepercs u3 paboueii mporpaMMbl TUCIHIITHHEL.
® OLEHOYHOE CPEICTBO OIDKHO BEIOHPATHCS C YUETOM 3aIIaHHPOBAHHBIX Pe3yIbTATOB OCBOCHHS AMCIIAILTHHbI, HAPHME:
«3HaTh» — cobecenoBaHNEe, KOJUIOKBHYM, TECT. ..
«YMeTb», «BnaneTs» — MHIUBHUTya IbHBIA WM TPYIIIIOBOM MMPOEKT, Kelc-3a1a4a, AesoBas (poseBast)

urpa, mnopTQoino. ..




«y[OBJETBOPHU | CTAaHJIAPTHBIX 337a4 | U cllada IIPOMEKYTOUHOMH 3alUTH! JAHHBIX. OTYETOB 0 | B €ro NpUMEHEHUH
TEIBHO» pod)eCCUOHANBHO | aTTeCTallH, MOArOTOBKA U TexHonorun MIPaKTU4YEeCKUM paboTam

I NesTeIbHOCTH HA | cada 3adeTa 3aLIUTHI

OCHOBE BBIYUCITUTEIHHBIX

WHPOPMALTUOHHON CHUCTEM.

u TexHOMOrNMN

oubnmorpaguuecko oOHapyXeHus

A  KYyIbTYpHl C BTOP>KCHUM.

MIPUMEHEHUEM VYnpasnenue

nH(GOPMAITMOHHO- 0€3011acHOCTEIO.

KOMMYHHKAIIMOHH

BIX TEXHOJIOTHI U C

YYETOM OCHOBHBIX

TpeOOoBaHUIt

WHPOPMALTUOHHON

0e30macHOCTH.
Cpennuit VKI1.1. 3mnaer: JlekunoHHBIE u Brenenue B | Tekymuii KOHTpPOJb — | 3HA€T OCHOBHYK 4YacThb
YpOBEHb TIPUHIIHIIBL, MIpaKTHUYECKHe 3aHATHS, WHPOPMALIMOHHYIO | YCTHBIH ompoc, | MaTepuana Kypca,
Onenka METOABI U CpeAcTBa | paboTa B MasbIX IpyIax, 6e3onacHocts (UB). | KoHTpoNbHAS paborta, | cnocoOeH MPUMEHHUTh
«3a4TEHOY, peneHus WHTEPAKTUBHAs  JIEKLUS, TexHonorun TECTUpOBaHME,  3allUTa | U3YYEHHBIM Marepual Ha
«XOpOILIO» CTaHJAPTHBIX 33J[ad | TUCKYCCHS, 3aIUTHI JAHHBIX. OTYETOB MO | MpaKkTHUKE,  HWCIBITHIBAET

npodecCHOHANBHO | caMocTosATeNbHas — pabora Texnomoruu NpaKkTUIEeCKUM paboTam HEe3HAYUTEIbHbIE

i 1eATeNbHOCTH Ha | OOYYaIOIIMXCsl, TOArOTOBKA 3aLIUTHI 3aTPyIHEHHUS B PpEIICHUH

OCHOBE U clada TIPOMEXYTOUHOMH BBIYHUCITUTEIHBIX 3aj1a4

WHPOPMAIMOHHON | aTTecTalyH, MOJrOTOBKa U CHUCTEM.

u caaya 3ayera TexHonorun

oubnmorpaduyecko oOHapyKeHHS

U KyJBbTYpBI C BTOP>KECHUM.

MIPUMEHEHUEM VYnpasnenue

nHPOPMALTUOHHO- 0€301aCHOCTBIO.

KOMMYHHKAIIHOHH

BIX TEXHOJIOTHH H C
Y4ETOM OCHOBHBIX
TpeboBaHUit
MH(OPMAITHOHHOM
0e30IMacHOCTH.




Bricokuii VKI.1. 3HaeT: | JlekuuoHHBIE 51 Beenenue B | Texymuii koHTposb — | Iloka3piBaer riryooKoe
YpOBEHB MIPUHIINTIBL, MPaKTHYECKHE 3aHITHA, WH(OPMAITMOHHYIO | YCTHBIA OTpocC, | 3HAaHWE W  TIOHWMaHHe
Orenka METOJIBI U CPeAICTBa | paboTa B MaNbIX TPYIIMIax, 6e3omacHocTh (UB). | xoHTpOIRHAS pabora, | MaTepHaia, crioco0eH
«3a4TEHOY, peueHus WHTEpPAaKTUBHAS  JICKLUS, TexHomnorun TECTUPOBAHME,  3alllUTa | IPUMEHUTh  W3YYCHHBIH
«OTIIMYHO» CTaHAAPTHBIX 33714 | JUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | MaTepuan Ha MPaKTUKe

MPOECCHOHATILHO | CaMOCTOsTENbHAs  pabora TexHomornu MIPaKTHYECKUM paboTam

i IeATeNTbHOCTH Ha | OOY4YaIOIIMXCsl, TOArOTOBKA 3aIIUTHI

OCHOBE W cAada MOpPOMEXYTOYHOH BBIYHCITUTEIILHBIX

WH(GOPMAITMOHHON | aTTeCTallud, MOATOTOBKA U CHUCTEM.

u clava 3a4era TexHonoruu

o6ubnmorpaguiecko oOHapyXeHuUs

U KyJIbTYpHI C BTOP>KECHHIM.

MIPUMEHEHUEM Ympasnenue

HHPOPMALTUOHHO- 0€30IacHOCTBIO.

KOMMYHHUKAIIMOHH

BIX TEXHOJIOTUH U C

YUETOM OCHOBHBIX

TpeOOoBaHUIt

WH(OPMAITMOHHOM

0e3011acHOCTH.

Ymeer

Henocratoun VK1.2. VYwmeert: | JIekKIMoOHHBIE u Bsenenue B | Tekymuid koHTposib — | He 3HaeT 3HauMTENbHOU
bl YpOBEHB pemratpb MPaKTHYECKUE 3aHSITHSA, WH(GOPMAIMOHHYIO | YCTHBIA OTIpoC, | YacTH Marepuajia Kypca,
Onenka CTaHJIapTHBIE paboTra B MaJbIX IpyIax, 6e3onacHocts (UB). | KoHTpoNbHAs pabota, | HE crocobeH
«HE3a4TeHO», | 3aJa4u WHTEPAKTHBHAS  JICKIIUS, TexHonorun TECTUPOBaHHE,  3alllMTa | CAMOCTOSTENHFHO BBIJCISATD
«HEYNIOBJIETBO | MPO(QECCHOHANBHO | TUCKYCCHSA, 3aIUTHI JaHHBIX. OTYETOB 1O | TJIABHBIE IIOJIOKEHUS B
PUTETBHOY» W NeATeNbHOCTH Ha | CAaMOCTOSTeNbHAs  paboTa Texnomoruu MIPaKTHIECKUM padoTaM M3Y4EHHOM Marepuaie

OCHOBE o0yyJaromuxcsi, TOAr0TOBKA 3alIHUTHI JUCITUILTAHBI

WHPOPMAIMOHHONW | M cllaya TMPOMEXYTOYHON BBIYHCIUTEIbHBIX

u aTTeCcTalluu, MOJIrOTOBKA U CHCTEM.

oubmmorpaduyuecko | cmaga 3adera TexHonornu

W KyJIbTYpHl € oOHapyXeHuUs

MIPUMEHEHUEM BTOPIKEHHM.

nH(OPMAITMOHHO- VYnpasnenue

KOMMYHHKAIIHOHH 0€301acHOCTHIO.

BIX TEXHOJIOTHH U C




Y4€TOM OCHOBHBIX

TpeOOBaHMIt

nH(pOpMaAITMOHHON

0e30MacHOCTH.
bazoBbiii VKI.2. Ywmeer: | JlekimoHHble u | 6. BsencHue B | Tekymuid KOHTpOJIb — | YMEET BOCIPOU3BECTH HE
YpOBEHB pemiatb MPaKTHYECKHE 3aHITHA, WH(OPMAITMOHHYIO | YCTHBIA ompoc, | meHee 50 % OCHOBHOTO
Orenka, CTaHIapTHEIC paboTa B ManibIX TpyIax, 6e3omacHocTh (UB). | xoHTpOIRHAS pabota, | MaTepuana Kypca, OJHAKO
«3aUTEHOY, 3a/1aun WHTepaKTUBHAs  Jieknus, | /. TexHoioruu TECTUPOBAHME,  3alllUTa | UCTIBITHIBACT 3aTPYTHCHHUS
«YIOBJETBOPH | IPO(ECCHOHANBHO | TUCKYCCHSA, 3aIUTHI JaHHBIX. OTYETOB o | mpu perieHnn
TETHHO» W NeATenbHOCTH Ha | caMocTosiTenbHass pabota | 8. TexHomoruu MIPaKTHIECKUM padoTaM MPaKTHYECKUX 3124

OCHOBE 00yJaronmxcs, MoAroToBKa 3aIUTHI

MH(GOPMAIMOHHON | M c/ada MPOMEXYTOYHOU BBIYHMCIUTEIILHBIX

u aTTecTallid, MOJIrOTOBKA U CHUCTEM.

Ooubrorpaduyecko | caada 3adyera 9. TexHomoruu

W KyJIpTYpel C oOHapyXeHuUs

MPUMEHEHUEM BTOP>KECHHI.

nH(GOPMAITMOHHO- 10. Ympasnenue

KOMMYHHKAIMOHH 0€30IacHOCTBIO.

BIX TEXHOJIOTHH U C

Y4€TOM OCHOBHBIX

TpeOoBaHMIA

WHPOPMAITUOHHON

0e30I1acHOCTH.
Cpennuit VK1.2. VYmMmeert: | JIeKnnOHHBIE u | 1. Bsenenue B | Tekymuii KOHTpoab — | YMeeT pewarhb
YPOBEHb peniarh MIPaKTUYECKUE 3aHSITHS, “H(OPMAIMOHHYIO | YCTHBIN OTIpOC, | CTaHAAPTHBIC
Onenka CTaHJIapPTHHIC paboTa B MaybIX TpyIax, 6e3omacHocth (MB). | KoHTpONBHAS pabota, | mpodeccuoHaIbHBIE
«3aUTEHOY, 3a/laun WHTepaKkTuBHas  Jieknws, | 2. TexHonoruu TECTUPOBaHWE,  3alllWTa | 33Ja9d C NpPUMEHEHHEM
«XOpOILIO» MpopEeCcCCHOHANBHO | TUCKYCCHS, 3aIUTHl TaHHBIX. OTYETOB 0 | MOJIyYEHHBIX 3HaHUH,

W NeATeNbHOCTH Ha | caMocTosATeNbHAs  pabota | 3. TexHosoruu MPaKTHIECKUM paboTam HCIIBITHIBACT

OCHOBE oOyJaromuxcs, MoAroTOBKa 3aIUTHI HE3HAYHNTEIbHBIC

WH(POPMAITMOHHOW | M clada MPOMEKYTOUHOM BBIYHCIUTEIbHBIX 3aTPYOHCHHUS B PEIICHUH

u aTTECTAIlNH, MOATOTOBKA H CHCTEM. 3a1aq

oubnnorpaduyecko | crada 3adera 4. TexHonoruu

W KyIbTYpHl C oOHapyKeHHS

NIPUMEHEHUEM BTOP>KECHUM.

nH(OPMaITMOHHO- 5. VYmnpasnenue




KOMMYHUKAIIUOHH
BIX TEXHOJIOTHH U C
Y4€TOM OCHOBHBIX

0€30I1aCHOCTLIO.

TpeboBaHuit

WHPOPMALTUOHHON

0e30macHOCTH.
Bricokuii VKI.2. VYwmeet: | JIekinoHHbIE u | 1. Bsemenue B | Texymuii KOHTpodap — | YMeeT peliathb
YpOBEHb pemaThb MPaKTUYECKUE 3aHATHS, WHPOPMALMOHHYIO | YCTHBIH ompoc, | CTaHJApTHEIE
Orenka CTaHJIapPTHBIC paboTa B ManbIX TpyImax, 6e3omacHocth (MB). | KoHTpONMBHAS pabota, | mpodheccuoHaIbHBIE
«3aYTEHOY, 3aJauu UHTEpaKTUBHAas  sekuus, | 2. Texnomoruu TECTUpOBaHME,  3alIWTa | 3aJa4d C M[PUMEHEHUEM
«OTIIMYHO» MpoeCCUOHANBHO | TUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | TOJTy4eHHBIX 3HAHWH,

W NesSTeTbHOCTH Ha | camocTosATenbHas  paborta | 3. TexHomoruu NpaKkTUIECKUM paboTam MOKa3bIBAET rimy0okoe

OCHOBE 00yyaromuxcs, TOArOTOBKA 3aIIUTHI 3HaHHE W  IOHMMaHHUe

WHPOPMALIMOHHONH | M clada IMPOMEXYTOYHON BBIYUCITUTEIHHBIX Marepuaa, crocoOeH

u aTTecTalyy, MOATOTOBKA H CHCTEM. pemuTh  3amady  IpH

oubnmorpaduyecko | caada 3adera 4. TexHomnoruu W3MEHEHUHN

W KyImeTYpel  C oOHapyKeHHS (hopMyITHPOBKH

NIPUMEHEHUEM BTOP>KCHHM.

nHPOPMALIMOHHO- 5. VYmpasnenue

KOMMYHHKaIOHH 0€3011aCHOCTBIO.

BIX TEXHOJIOTHH U C

YUETOM OCHOBHBIX

TpeboBaHUit

WHPOPMAITUOHHON

0e30MacHOCTH.

Bnaneer

HenocraTroun VK1.3. Bmapeert: | JIeknuoHHEBIE u | 1. Bsenenue B | Texymuit koHTponp — | He 3HaeT 3HauuTenbHOI
BIif yPOBEHB HaBBIKAMHU MPaKTUYECKUE 3aHSATHS, WHPOPMALMOHHYIO | YCTHBIH ompoc, | YacTH MaTepHuaia Kypca,
Onenxka MTOATOTOBKH pabota B MambIX Tpymmax, 6e3omacHocth (M1B). | KoHTpOIBHAS pabota, | HE croco0eH
«HE3a4TeHO», | 0030pOB, WHTEepaKTHBHAas  Jjekuus, | 2. Texnomoruu TECTUPOBaHMWE,  3alIUTa | CAMOCTOSATENBHO BBIACISATD
«HEYZOBJIETBO | aHHOTAIMH, JTUCKYCCHS, 3alIUTHl JAHHBIX. OTYETOB 1O | TTIaBHBIE TOJOXKEHUS B
PHUTEITHHOY COCTaBIICHHS camocTosiTenbHass  pabota | 3. TexHomoruu MPaKTUYeCKUM paboram W3yYCHHOM Marepuaie

pedepatos, o0yyaromuxcsi, TOAr0TOBKA 3aLIUTHI JTUCHUTUTAHBL

Hay4HBIX W cAaya NpPOMEXYTOUHOH BBIYUCITUTEIHHBIX

JOKJIAZIOB, aTTecTalyy, MOATOTOBKA M CHCTEM.

TyOJITUKATIHIA, "

cJada 3a4c€Ta

4, TexHomoruu




Ooubnmorpadun 1O oOHapyXeHus

Hay4HO- BTOP>KCHHM.

HCCIIEI0BATENBCKO 5. VYmpasnenue

i paborte ¢ yueTom 0€301acHOCTBIO.

TpeboBaHuit

nH(pOpMaAITMOHHON

0e30MacHOCTH.
bazoBnriii VKI1.3. Bnaneert: | JIekimoHHEIE u | 6. Bsenenue B | Texymuii koHTposb — | Brnageer HaBbIKAMM
YPOBEHb HaBBIKAMHU MPAaKTUYECKUE 3aHATHS, HHGOPMALMOHHYIO | YCTHBIH OIPOC, | TEOPETUUECKOTO u
Ornenka, MTOATOTOBKH paboTa B ManbIX TpyImax, 6e3omacHocth (MB). | KoHTpONMBHAS paboTa, | PKCIIEpUMEHTAITEHOTO
«3a4TEHOY, 0030pOB, WHTEepaKkTHBHAs  Jekuus, | 7. TexHomoruu TECTUpPOBaHHWE,  3alllWTa | UCCIEAOBaHUS OOBEKTOB
«yIIOBIICTBOPU | aHHOTAIIMH, JTUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB no | mpodeccuoHaTBEHON
TEJIBHOY» COCTaBIICHUS camocTosiTenbHas  pabota | 8. Texnomoruu MIPaKTUIECKUM paboTam JeSITETBHOCTH, YCBOMII

pedeparos, o0yyaromuxcs, TOArOTOBKA 3alIHUTHI OCHOBHOE coJiepKaHue

HayYHBIX U cAada TpPOMEXYTOYHOM BBIYUCITUTEIHHBIX MaTepuaia JUCUUIUIAHEI,

JOKJIaJ10B, aTTecTally, HOATOTOBKA U CHCTEM. HO wuMeeT mpolensl B

Iy OJIMKALHA, U | coada 3adeTa 9. Texnomoruu YCBOCHHUU MaTepHaa.

oubnmorpadun 1O oOHapyXeHuUs Nwmeer

Hay4HO- BTOP>KEHUI. HECHCTEMaTU3UPOBaHHBIC

HCCIIEI0BATENBCKO 10. YnpaBnenue 3HAHUS OCHOBHBIX

i paboTe ¢ y4eTrom 0€3011acHOCTBIO. pas3ziesoB JUCIHUIUTHHBL

TpeOOoBaHMIA

WH(OPMAITMOHHOM

0e30MacHOCTH.
Cpennuit VK1.3. Bnaneer: | JlekuuoHHEIE u | 1. Bseneuwue B | Texymuid koHTposb — | Brnageer HaBbIKAMH
YPOBEHb HaBBIKAMHU NPaKTUYECKUE 3aHATHS, WHGOPMALMOHHYIO | YCTHBIH OIPOC, | TEOPETUUECKOTO u
Onenka MOJTOTOBKU paboTra B MaJbIX IpyIax, 6e3onacHocts (UB). | KoHTpoNbHAs paborta, | SKCIEpUMEHTAIILHOTO
«3a4TEHOY, 0030pOB, WHTEepaKTHBHAs  Jekuus, | 2. TexHomoruu TECTUpPOBaHHWE,  3alllTa | UCCIEAOBAaHUS OOBEKTOB
«XOPOIIIO» aHHOTALWH, JIUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB no | mpodeccuoHaTEHON

COCTaBIICHUS camocTosiTenibHass  pabota | 3. Texnomoruu MPaKTU4YeCKUM paboTam JEeSTEIBHOCTH, CIOCOOCH

pedepatos, o0yyJaromuxcs, OAr0TOBKA 3alIHUTHI CaMOCTOSITENTLHO BBIJICIISTh

HAYYHBIX U clada TpPOMEXYTOUHOM BBIYUCITUTEIHHBIX TIIaBHBIE TOJIOXKCHUSI B

JIOKJIaJI0B, aTTecTalry, MOATOTOBKA H CHCTEM. W3y4YeHHOM  MaTepHaje.

myOJIMKaIHiA, U | coada 3adeTa 4. TexHomnoruu HcnbIThIBaET

oubimorpadun 1Mo oOHapyKeHHS HEe3HAYHUTEIhHBIE

HaY4HO- BTOP KEHUII. 3aTpyJIHEHHS B pEIICHUH




HCCIIEI0BATENBCKO VYnpasnenue 3ajad.

i paboTe ¢ y4eTom 0€e3011acHOCTHIO.

TpeOOBaHMIt

WHPOPMALTUOHHON

0e30MacHOCTH.
Bricoxwuit VKI1.3. Bnaneer: | JlekunoHHabIe u Benenue B | Texymuit xoHTpoins — | CBoOomHO BIIa/IeET
YPOBCHB HaBBIKAMU MPaKTUYCCKUE 3aHATHS, WHPOPMAIMOHHYIO | YCTHBIH ompoc, | HaBBIKAMU
Onenka MOJTOTOBKU paboTa B MaJbIX TpyImax, 6e3onacHocts (UB). | KOHTponbHAS pabota, | TEOPETHUECKOTO "
«3aYTCHOY, 0030pOB, WHTEPAKTHBHAS  JICKIIHS, TexHonorun TECTUPOBaHHWE,  3alIUTa | SKCIICPUMEHTATLHOTO
COTITUYHO aHHOTAIWH, JUCKYCCHS, 3aIUTHI JAHHBIX. OTYETOB Mo | MccieIoBaHus,

COCTaBIICHHS camocTosiTellbHasE  paboTa TexHonorun NpaKkTUIECKUM paboTam MOKa3bIBAET rimy0okoe

pedeparos, 00yJaronmxcs, MoAroToBKa 3aIUTHI 3HaHWE W  [OHMMaHUE

HAYYHBIX U clada TPOMEKYTOUHOM BBIYUCITUTEIHHBIX W3y4YSHHOr0 MaTepraa

JIOKJIaJI0B, aTTecTalry, MOATOTOBKA H CHCTEM.

MyOJIMKAIHH, W | coada 3adeTa TexHonorun

oubnmorpaduu 1O oOHapyKeHHS

Hay4HO- BTOP>KECHHI.

HCCIIEI0BATENBCKO VYnpasnenue

i paboTe ¢ y4eTrom 0€3011acHOCTEIO.

TpeboBaHUit

WHPOPMAITUOHHON

0e30MacHOCTH.

OIIK-8 3Haet

HenocraTroun OIIK-8-1. 3maer: | JIeKuMOHHBIE u Beenenue B | Texkymuit koHTponp — | He 3HaeT 3HauuTenbHOI
BIif yPOBEHB WHCTPYMEHTBI W | TIpaKTHYECKHE 3aHATHS, WHPOPMALMOHHYIO | YCTHBIH ompoc, | YacTH MaTepuaia Kypca,
OreHka METO/IbI caMoCTosITeNIbHAs ~ pabora oe3onacHocth (MB). | kKoHTposBHAS pabota, | HE CIocoOeH
«HE3aYTEHO», | MOJICIUPOBAHUS 00y4aroIuxcs, MOAr0TOBKA TexHonorun TECTUPOBAHHWE,  3alMTa | CAMOCTOSATEILHO BBIICIATh
«HEYZIOBJETBO | MH(MOPMAIMOHHBIX | M cJa4a TPOMEKYTOUHOU 3alIUTHI JAHHBIX. OTYETOB Mo | TTaBHBIE TIOJOXKEHUS B
PHUTEITHHOY MPOIIECCOB; aTTeCTalyy, MOATOTOBKA M TexHomorun MPaKTUYeCKUM paboram H3yYEHHOM Marepuaie

CHOCOOBI ONMHUCAaHUs | cada 3a4eTa 3aIIUTHI JUCITUTLTAHBI

MPUKIIATHBIX BBIYMCITUTEIBHBIX

MPOIIECCOB u CHCTEM.

MPOTPaMMHBIX TexHonorun

MPOIYKTOB; oOHapyXeHus

CTpOECHUE BTOP>KECHUM.

COBPEMEHHBIX YpasneHue




OIepaIOHHBIX
CHUCTEM; MPHHIIUIIBI
(HYHKIIOHUPOBAHT
i COBPEMEHHBIX
HUC; wmetomomoruu
BEJICHHUS

0€30I1aCHOCTLIO.

JIOKYMEHTO000pOTa

B OpraHM3alusix B

cepe

MPOrPaMMHOT'O

o0ecrieyeHus!.
bazoBsrit OIIK-8-1. 3naer: | JIekiuoHHBIC u Brenenue B | Texymuit koHTpons — | 3naer He wmeHee 50 %
YPOBEHb MHCTPYMEHTBl W | IIPAKTHYECKHE 3aHATHS, MH()OPMAMOHHYIO | YCTHBIN OIIPOC, | OCHOBHOTO Marepuaia
OneHka, METOBI camocTosiTelIbHasE  paboTa 6e3onacHocts (UB). | KOHTpoNbHAS paborta, | Kypca, OJTHaKO
«3a4TEHOY, MOJICJIMPOBAHUS o0yyaromuxcs, TOArOTOBKA TexHonorun TECTUPOBaHHWE,  3allWTa | UCIBITHIBACT 3aTPYAHCHUS
«yIOBJIETBOPU | MHOOPMALMOHHBIX | M CAa4a IMPOMEKYTOYHOH 3aIIUTHI JaHHBIX. OTYETOB 1O | B €T0 NPUMEHEHUH
TEIBHO» MPOLIECCOB; aTTeCTallly, TOArOTOBKA M Texnonorun MPaKTHYECKUM padoTam

CHocoOBl OMHUCAHUS | clada 3a4ueTa 3alIHUTHI

TPUKJIATHBIX BBIYHCIIUTEIBHBIX

TPOLIECCOB u CHCTEM.

MPOrpaMMHbBIX TexHonorun

MIPOIYKTOB; oOHapyXeHUs

CTpOCHHUE BTOPIKEHUI.

COBPEMEHHBIX VYpasneHue

oreparoOHHbIX 0€301MaCHOCTHIO.

CHCTEM; TIPHHIIHITBI

(YHKIIMOHUPOBAHH

ST COBPEMEHHBIX

HNC; wmeromonorun

BEACHUS

JTIOKyMEHTO000pOTa

B OpraHm3aiusx B

chepe

POrPaMMHOT'O

obecrieyeHusl.
Cpennuit OIIK-8-1. JlexumoHHbIE u | 1. Bsenenue B | Texymuii KOHTpPOdb — | 3HAET OCHOBHYIO 4acTh




YpOBEHb 3HaeT: MPaKTUYECKUE 3aHATHS, WHPOPMALMOHHYIO | YCTHBIH ompoc, | MaTepuaia Kypca,
Orenka WHCTPYMEHTHI U paboTa B ManibIX TpyIax, 6e3omacHocTh (UB). | xoHTpOIRHAS paborta, | crmocobeH MIPUMEHUTH
«3aUTEHOY, METO/TBI WHTEpAaKTUBHAs  JIEKIIHS, Texnomoruu TECTHUPOBAaHWE,  3alllUTa | U3yUYEeHHBIH MaTephal Ha
«XOPOILIO» MOJICINPOBAHUS JTUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB MO | IpakTHKe,  HWCHBITHIBAET

WHPOPMALMOHHBIX | caMocToATeNbHas  pabota TexHomnorun MPaKTU4eCKUM paboTam HE3HAYUTEIIbHbIE

MIPOIIECCOB; oOydaronmxcs, MOAr0TOBKa 3aIIUTHI 3aTpyOHEHHUS B pPEIICHUH

CHOoCcOOBI ONMCaHUs | U clada MPOMEXYTOYHOH BBIYUCITUTEIHHBIX 3aga4

MIPUKJIATHBIX aTTecTalyy, MOATOTOBKA H CHCTEM.

MIPOIIECCOB U clada 3a4era Texnomoruu

MIPOTPaMMHBIX oOHapyKeHHS

NIPOAYKTOB; BTOP>KECHHM.

CTPOCHUE VYnpasneHue

COBPEMEHHBIX 0€e301acHOCTEIO.

OICpanMOHHBIX

CUCTCM; IIPUHIHIILI

(hYHKIIMOHUPOBAHU

s COBPEMCHHBIX

HC; meronmonoruu

BEJICHUS

JTIOKYMEHTO000pOTa

B OpraHu3aluiax B

cdepe

MIPOrPaMMHOTO

obecrieyeHusl.
Bricokuit OIIK-8-1. JlekunoHHbIE u Beenenue B | Texymuii koHTposb — | [Toka3piBaer ri1y0oKoe
YpOBEHB 3Haer: MPaKTHYECKUE 3aHITHSA, WH(GOPMAIMOHHYIO | YCTHBIA OmpocC, | 3HAHUE W  TIOHUMaHHE
Onenka WHCTPYMEHTHI U paboTa B MaybIX TpyImax, 6e3omacHocth (MB). | KoHTpONBHAS pabota, | MaTepuana, crocobeH
«3adyTCHO», METOAbI HWHTCPAKTHUBHAsA JICKIIHA, TexHonoruu TECTUPOBAHUC, 3aliura | IpUMCHUTDH I/ISY‘IGHHBII\/'I
«OTIIMYHO» MOJICJINPOBAHUS JTIUCKYCCHS, 3aIUTHI JaHHBIX. OTYETOB Mo | MaTepuas Ha MIPAKTHKE

WHPOPMALMOHHBIX | caMoCTosATeNbHas — pabora TexHonorun MIPaKTU4YeCKUM paboTam

MIPOIIECCOB; o0yyJaromuxcs, OAr0TOBKA 3alIHUTHI

CHOCOOBI ONMMCAaHNA | U cllada IPOMEXYTOYHOM BBIYUCIIATEIIBHBIX

TIPUKJIATHBIX aTTecTalluu, MOJIrOTOBKA U CHCTEM.

MIPOLIECCOB U caaya 3ayera Texnomoruu

NIPOIPaMMHBIX oOHapyKeHHS

MPOAYKTOB,; BTOPIKEHUM.




CTpOEHHE 5. VYmpasnenue
COBPEMEHHBIX 0€30I1aCHOCTBIO.
OTIEPaLMOHHBIX
CHCTEM; IPHHIUITBL
(YHKIMOHUPOBaHU
sI COBPEMEHHBIX
UC; meronmonoruu
BEACHUS
JTOKYMEHTO000poTa
B OpPTaHU3alMAX B
chepe
MIPOTPaMMHOI0
o0ecreyeHusl.
Ymeer
Henocratoun OIIK-8-1. JlekoHHbBIE u |l BBenenue B | Texymuit koHTpons — | He 3HaeT 3HaYHTENBHOMN
BIif yPOBEHb VYmeer: MPAaKTUYECKHUE 3aHATHS, | THQOPMALIMOHHYIO YCTHBIN OIpoc, | YacTH MaTepuaia Kypca,
Onenka mpoektupoBats MC | pabota B MambIx Tpymmax, | 6ezomacHocTh (MB). KOHTPOJIbHAS pabota, | HE crocobeH
«HE3a4TeHO», | M  pa3palaThIBaTh | MHTEpPAKTUBHAS  JIEKIUs, | 2. Texnonorun TECTUPOBaHMWE,  3allUTa | CAMOCTOSITEIHHO BBIIEIATh
«HEYNIOBJIETBO | IPOTpaMMHBIE JUCKYyCCHA, 3aIUTHl JAHHBIX. OTYETOB Mo | TTaBHBIE TIOJOXKEHUS B
PHUTEIHHO» MPOIYKTHI Ui | camocTosiTenbHas — pabota | 3. TexHonorun MIPAaKTUYEeCKUM paboTam N3y4YCHHOM MaTepuae
penieHus o0yyJaromuxcsi, HOATOTOBKA | 3alHTHI JUCTIATUTAHBI
MIPUKJIAIHBIX 33/1a4. | U1 C/Jada IPOMEXYTOUYHON | BBIUMCIUTEIHHBIX
aTTeCTallly, MOATOTOBKA M | CHCTEM.
caaya 3ayera 4. TexHonorun
oOHapyXeHUs
BTOP>KECHHM.
5. VYnpasnenue
0€3011acHOCTBIO.
bazoBbiii OIIK-8-1. JlekunoHHbIE u | 6. Beenenue B | Tekymuid KOHTpOJIb — | YMEET BOCIPOU3BECTH HE
YPOBEHb Ymeer: IIPaKTUYECKUE 3aHATHS, | THQOPMAIIMOHHYIO YCTHBIN onpoc, | meHee 50 % OCHOBHOTO
OneHka, npoektupoBath MC | pabota B Manbix rpymmax, | 6ezomnacHocts (Mb). KOHTPOJIbHAS pabora, | MaTepuaia Kypca, OJHAKO
«3aUTEHOY, W pa3pabarbiBaTh | MHTEPAKTUBHAS  JIEKIH, | /. Texnonorun TECTUPOBaHHE,  3alllTa | UCTIBITHIBACT 3aTPYIHCHUS
«yIIOBJIETBOPU | MPOrpaMMHBIE JTUCKYCCHS, 3alIUTHl JAHHBIX. OTYETOB 1o | npu peleHnn
TEJBHO» MPOIYKTHI Ui | camocTosiTenbHas — pabota | 8. TexHonorun MPaKTUYEeCKUM paboTam MPaKTUYECKUX 3a7a4
pemeHus 00y4aronmxcs, MOATOTOBKA | 3aIIHUTHI
MIPHUKJIATHBIX 33/1a4. | M Cada TMPOMEXYTOYHOW | BBIUMCIHUTEIHHBIX




aTTeCTalyy, TOATOTOBKA M | CHCTEM.
crayva 3adera 9. Texnonornn
oOHapyKeHHS
BTOP>KCHUM.
10. VYmpasnenue
0€30aCHOCTBIO.
Cpennamit Onk8.2. Ywmeer: | JleknuoHHBIE u |1l Brenenue Texymuii  KOHTponb — | YMeer pemraTh
YpOBEHb npoektupoBath MC | mpakTuueckue 3aHATHSL, | THQOPMAIIHOHHYIO YCTHBIN ompoc, | CTaHJApTHEIE
Orenka u  pazpabarpiBaTh | paboTa B MaibIX Tpymmax, | 6ezomacHocTh (MB). KOHTPOJIbHAS pabota, | mpodheccuoHaIbHBIE
«3aYTEHOY, MIPOTrpaMMHBIE MHTEpPAaKTUBHAs  JieKuus, | 2. TexHonoruu TECTUpOBaHME,  3alIWTa | 3aJa4d C M[PUMEHEHUEM
«XOPOILIO» MPOITYKTHI IUISL | TUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | TOJTy4eHHBIX 3HAHWH,
pernieHus camocTosiTeNibHass ~ paboTta | 3. Texnonorun NpaKkTUIEeCKUM paboTam WCIIBITHIBAET
MPUKIAIHBIX 330a4. | 00yJaroIIMXCs, TOATOTOBKA | 3alUThI HE3HAYUTEIIbHbIC
U cAada TPOMEKYTOUYHOH | BBIYMCIUTEIBHBIX 3aTpyIHCHHUS B pEIICHUH
aTTeCTalyy, TOATOTOBKA M | CHCTEM. 3aja4
caaya 3ayera 4. TexHonoruu
oOHapyKeHHS
BTOP>KCHHM.
5. VYnpasnenue
0€301acHOCTEIO.
Bricokuit Onx8.2. Ywmeer: | JIeKunoHHbIE u |1l Beenenue Tekymuii KOHTpoJib — | YMeeT peuathb
yYpOBEHb npoextupoBath UC | mpakTuueckue 3aHATHA, | HTHPOPMAIIMOHHYIO YCTHBIN oTpoc, | CTaHJapTHEIE
Onenka u  paspabareiBaTh | paboTa B Manblx rpymnmnax, | 6ezomnacHocts (Mb). KOHTPOJIbHAS pabota, | mpodeccuoHaIbHBIE
«3a4TEHOY, MpOTrpaMMHBIE WHTEpPAaKTHBHAs  Jiekuus, | 2. TexHonorun TECTUpOBaHME,  3allWTa | 33Ja4d C [PUMEHEHUEM
COTIIMYHO» MPOITYKTHI JUISL | TUCKYyCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | TOJTYy4EHHBIX 3HAHWH,
peneHus camocTosiTelIbHass ~ pabota | 3. TexHonorun MIPAaKTUYEeCKUM paboTam MOKa3bIBAET riybokoe
MPUKIIAIHBIX 330a4. | 00y4aroIMXCs, MOArOTOBKA | 3alUThI 3HaHWE W  IIOHHMMaHHUe
U cAada TPOMEXKYTOYHOH | BEIYMCIUTEIBHBIX Marepuaa, cnocoOeH
aTTeCTallly, TIOATOTOBKA H | CHCTEM. pemuTh  3ajady  IpH
caaya 3ayera 4. TexHonoruu N3MEHEHUH
oOHapyXeHuUs (bopMyITHPOBKH
BTOP>KECHMM.
5. VYnpasnenue
0€301aCHOCTBIO.
Brageer
Henocratoun | OIlIK 8.3 | JlexumoHHbIE u | 1. Beenenue B | Tekymuii KOHTposib — | He 3Haer 3HauuTeNbHOU




BIif yPOBEHB Brnaneert: MPaKTUYECKUE 3aHATHA, | UTHPOPMALIMOHHYIO YCTHBIN ompoc, | YacTd MaTepHuaia Kypca,
Orenka HaBBIKAMH pabora B MambIx Tpymmax, | 6e3omacHocts (Mb). KOHTPOJIbHAS paborta, | HE crioco0eH
«HE3aYTeHO», | AETaIbHOTO WHTEpAaKTHBHAS  JIeKIus, | 2. Texnomorun TECTUPOBAHHE,  3alllUTa | CAMOCTOSITEIHHO BBIIEISTh
«HEYIOBJETBO | OMHCAHUS JTUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB MO | TTIaBHBIE TIOJOXKEHUS B
PUTEIBHO MpeaMeTHON camocTosiTeNbHass ~ paboTta | 3. TexHonoruu MPaKTU4eCKUM paboTam H3yYCHHOM MaTepuaie

obmacru, 0o0yJaronmxcs, MOATOTOBKA | 3aIIHUTHI JACTIUTUTAHBI

WHPOPMALMOHHBIX | U cJada IPOMEKYTOYHOH | BEIYMCIUTEIHHBIX

cucTeM U | aTTecTalyH, MOJArOTOBKA U | CHCTEM.

MIPOTPaMMHBIX clada 3aJera 4. Texnomorun

MPOIYKTOB B oOHapyKeHHS

NIPUKIaAHBIX BTOP>KCHHM.

o0yacTsax 5. Ympasnenne

JIeSITeTLHOCTH. 0€301MacHOCTHIO.
bazoBniit OIIK 8.3 | JlekunoHHbBIE u| 6. Bgenenue Texkymuii koHTposib — | Brianeer HaBBIKAMH
YpOBEHb Bnaneert: MPaKTUYECKUE 3aHATHA, | HTHPOPMALIMOHHYIO YCTHBIN OTpOC, | TEOPETUUECKOTO "
Ornenka, HaBBIKAMHU pabota B MambIX Tpymmax, | 6e3omacHocTh (MB). KOHTPOJIbHAS paboTa, | PKCIIEpUMEHTAITEHOTO
«3aUTEHOY, JETATEHOTO WHTepaKTUBHAs  JIeKOWs, | /. Texnomorun TECTUPOBAHME,  3alllUTa | UCCIEAOBaHUS OOBEKTOB
«yIIOBIICTBOPU | OTIMCAHUS JUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB no | mpodeccuoHaTBEHOR
TEITHHO» MpeIMETHON camocrosTenpHas — pabora | 8. Texnomorun MIPaKTHIECKUM padoTaM JIeSATEIIEHOCTH, yCBOMII

obnacru, 00yJaromuxcs, MOATOTOBKA | 3aIIUTHI OCHOBHOE coziepiKaHue

WHPOPMALMOHHBIX | M cJada IPOMEKYTOYHOH | BEIYMCIUTEIHHBIX MaTepuana JUCUUILIAHEI,

cucTeM W | aTTecTaliu, IMOJrOTOBKA U | CHCTEM. HO wuMmeeT mpobensl B

MIPOTPaMMHBIX clada 3adyera 9. Texnomorun YCBOCHUH Martepuaia.

MPOTYKTOB B oOHapyXeHUs Nwmeer

MPUKIIAIHBIX BTOP>KEHUH. HECHCTEMAaTU3UPOBAHHBIC

obacTsx 10. VYnpasnenue 3HaHUSA OCHOBHBIX

JIeSITeTLHOCTH. 0€301acHOCTEIO. pa3JeNoB NUCIUTLTHHBL
Cpennuit OIIK 8.3 JIeKIInoHHbBIE u |l Bgenenue Texkymuii koHTposib — | Brianeer HaBBIKAMH
YPOBEHb Brnaneer: MPaKTUYECKUE 3aHATHSL, | THQOPMAIIHOHHYIO YCTHBIN OTpOC, | TEOPETUIECKOTO "
Onenka HaBBIKAMHU pabora B ManbIx rpymnnax, | 6esonacuocts (Ub). KOHTPOJIbHAS paborta, | SKCIEpUMEHTAIILHOTO
«3a4TEHOY, JIeTaIbHOTO WHTEpaKTHBHAS  JIeKuus, | 2. TexHonorun TECTUPOBaHHE,  3alllTa | UCCIIEAOBAaHUS OOBEKTOB
«XOPOIIIO» OTIMCAHHUS JTUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB no | mpodeccuoHaTEHON

MpeaIMETHON camocTosiTelIbHass  pabota | 3. TexHonorun MPAaKTUYEeCKUM paboTam JEeSITETBHOCTH, CIOCOOECH

obnactH, o0yyaromuxcsi, HOATOTOBKA | 3aIUTHI CaMOCTOSITENILHO BBIICISATD

WHPOPMAIMOHHBIX | U cJlada IPOMEKYTOYHOH | BEIYUCIUTEIHHBIX TTIaBHBIE  TOJIOXKCHUS B

cucTeM W | aTTecTaliy, IMOJI'OTOBKA W | CHCTEM. W3yYEeHHOM  MaTepHale.




MpOrpaMMHBIX c/aya 3ayera 4. Texunonorun HcmbiThIBaET
MPOYKTOB B oOHapyKeHUs HEe3HAYNTEIbHBIC
MPUKJIATHBIX BTOPKCHUIA. 3aTpyAHEHHS B PEIICHUN
obnacTsx 5. VYpasienue 3ajad.
JeSITEIbHOCTH. 0€301acHOCTBIO.
Bricoxwuit OIlIK 8.3 | Jlexunonusie u| L Beenenue Texymuit  xkoHTpoinb — | CBoOOmHO BIIa/IeET
YPOBEHb Brnaneer: HpaKTHYECKUE 3aHATHS, | HHPOPMATMOHHYIO YCTHBIN OIIpoC, | HaBBIKAMHU
Ouenka HaBBIKAMHU pabota B ManbIX rpymmnax, | 6ezomacuocts (MB). KOHTPOJIbHAS paboTa, | TEOpPEeTHYECKOTO u
«3aUTCHOY, JETaTbHOTO UHTEpaKTHBHAs  JIEKLWs, | 2. Texnonorun TECTHPOBAHME,  3allUTa | SKCIICPUMEHTATEHOTO
«OTIIMIHO» OTMCAHHS JICKYCCHS, 3aIIUTHI JaHHBIX. OTYETOB 10 | MCCIIeIOBaHMS,
peIMETHOM caMmocTosiTelIbHAs  paboTa | 3. Texunonoruu HPaKTHIECKUM paboTam MOKa3bIBaeT riyookoe
obacTy, 00yJaronmxcs, MOArOTOBKA | 3aIUTHI 3HaHWE W ITOHHMaHHe
MH()OPMAMOHHBIX | M cIada TNPOMEXYTOYHOH | BBIYHCIUTEIBHBIX U3y4EeHHOTO Marepuaa
CHUCTEM n | aTTeCTallii, IIOArOTOBKAa M | CUCTEM.
MPOTPaMMHBIX clada 3adera 4, Texnonoruu
MPOYKTOB B oOHapyKeHUs
TPUKJIATHBIX BTOPKCHUI.
o0macTsx 5. Ynpasnenue
JESTeILHOCTH. 0€30IMaCHOCTBIO.




4. MeTtoau4yeckue MaTepUaJibl, ONpeAesaonue Npoueaypbl

OlICHUBAHUHA PE3YJIbTAaTOB Oﬁy‘leHl/lﬂ

3ananus B gopme yCTHOIO ompoca:

VY CTHBIN OMPOC UCIIONB3YETCS ISl TEKYILIET0 KOHTPOJIS YCIEBAEMOCTH O0YYarOIIMXCS 110
JUCIUIUIMHE B KadyecTBE IMPOBEPKHU pe3yJIbTaTOB OCBOEHHUs Marepuana. Kaxaomy cryaeHty
BbIJIa€TCSl CBOM COOCTBEHHBIH, Y3KO C(OPMYIMPOBAHHBII Borpoc. OTBET JOJIKEH ObITh YETKUM
U KpaTKuM, cCoACpiKallluM BCC OCHOBHBIC XAPAKTCPHUCTHUKH OITMCBIBACMOI'O ITOHATHUA. B cBoem
OTBCTC CTYACHT OOJIKCH IIOKA3aTb YMCHHUA IPOCICKHBATL NMPHUYHMHHO-CICACTBCHHLIC CBA3U U
HAaBBIKHM PACCYKJICHUM U JI0Ka3aTeJIbCTBA.

3ananus B popme npakTuyeckux pador. KoMmiekT pa3HOypOBHEBBIX 33124
(3apanmii)

[IpakTuyeckas paboTa mpPEACTABISET COO0H KOHTPOJIBHOE MEPONPHUSITHE MO0 y4yeOHOMY
MaTepuanty KaxJI0u Tembl (pa3zaena) AMCUUILINHBI, COCTOSIIEE B MHANBUAYAIBHOM BbIIIOJTHEHUN
00y4aromuMcsl IPaKTUYECKUX 3aJaHUN I OLICHKH MOJTY4YEHHbIX 3HAHUN, YMEHUN U BIIaJICHUM
KOMIIETEHIIUSIMU, (POPMHUPYEMBIMU 110 TaHHOW AUCIUTINHE.

BbinmonHenue mnpakTHMYeCKMX pabOT  SBISETCS  CPEACTBOM  TEKYLIEro KOHTPOJIs
yCIIEBa€MOCTH O0Y4YaroIUXCsA MO AMCLUUIUIMHE U MOXET BKJIIOYaTh B ceOs CIEYIOLINE THUIIbI
3aJaHUi: 3aJaHus TUIIOBOIO BMJA W  3aJaHus TBOPUYECKOI'O XapakTepa, IO pe3ysbTraTaM
BBINOJIHEHUS MPAKTUYECKUX 3aJaHuil oOydaromue oGOpMIISIIOT OTYEThI, COJEpIKalllie aHallu3
IIOJIyYEHHBIX PE3YJIBTATOB U BBIBOJBI.

TecToBble 3a1anu. 3agaHus B opMe TeCTHPOBAHUS

Tect npeacrasnser co00M KOHTPOIBHOE MEPOIIPHUATHE MO YUEOHOMY MaTepHally Kaxa0i
TEMBI (pasj:[ena) JUCHUIIIIMHBI, COCTOSAIIECEC B  BBIIIOJIHCHHUU O6yT~IaI-OHII/IMC$I CHUCTEMBI
CTaHAapTU3UPOBAHHBIX 3alaHUH, KOTOPas MO3BOJISIET ABTOMAaTU3UPOBATh NPOLIENAYPY U3MEPEHUS
YPOBHSI 3HAHUH U yMEHUI 00y4aroierocs.

TectupoBanue sBIII€TCS CPEACTBOM TEKYLIETr0 KOHTPOJIS YCIIEBAEMOCTH O0Oy4aromIHUXCs
N0 JAMCUUIUIMHE W MOXET BKJIIOYaTh B ce0s Cleqyrole TUIbl 33JaHuil: 3aJaHue C
€MHCTBEHHBIM BBIOOPOM OTBETAa U3 MPEUIOKEHHBIX BapHAaHTOB, 3a/laHUE Ha OINpeiesieHue
BCPHBIX 1 HCBCPHEBIX CY)KHGHHfI; 3aJaHUC C MHOKE€CTBCHHBIM BI)I60p0M OTBETOB.

B KaXXJ10M 3alaHu HCO6XOI[I/IMO BI)I6paTI> BCC IMMPAaBUJIBHBIC OTBCTHI.



5. MarepuaJbl 1J1s1 IPOBeIeHHUA TEKYLIero KOHTPOJIS U MPOMEKYTOYHOM

aTrecralnmmnu
3ananus B gopme yCTHOIO ompoca

1. Beenenue B undopmanmonnyro 6e3omacHocts (Ub)

2. OcuHoBusble noustust Ub.

3. AHanu3 yrpos.

4. [TpoGsieMbl 0€3011aCHOCTH KOMIIBIOTEPHBIX CETEH.

5. [TonuTuka 6€30MaCHOCTH.

6. OCHOBHBIE COCTABJISIOLINE MOJTUTHKH O€30MAaCHOCTH.

7. HopwmatusHo-nipaBoBoe obecnieuenue Mb.

8. Cranpnapter Ub.

9. MexnayHnapoansie ctanaapthl B chepe Ub.

10.  Ilpunanumnes! 3amuTsl nHGopMaroHHbIX cucteM (HMC).

11. TexHOoIO0rnu 3aIuThl JaHHBIX.

12.  TIpuHIUIBI KPUTITO3AIINTHL.

13.  Kpunrorpadudeckue aropuTmel.

14.  Kpunroananus.

15. CummeTpuyHbIC U ACUMMETPHYHBIE CUCTEMBI TN POBAHUS.
16. TexHoIoTUM AEKTPOHHO-IU(PPOBON TTOAMHCH.

17. OYHKIUH X3IIUPOBAHUS.

18.  TexHonorum ayreHTU(UKALINH.

19.  buomerpuueckas ayTeHTU(DHUKAIHS.

1. TexHonmornu 3a1uThl BHIYUCIUTENBHBIX CUCTEM.

2. O6ecneuenue 6e3omacHocTu onepanuoHHbix cuctem (OC).
3. MesxceTeBble SKpaHBbI.

4, CepTudukanus u CTaHIaPTA3AIIHS.

5. 3amura B BUPTyaiabHbIX ceTsax VPN.

6. 3amura Ha ypoBHsx moaenu OSI.

7. TexHonoruu oOHapy)EHUS BTOPKEHUH.

8. Cpencto ananusa ceteBoro tpaduka Wireshark.

9. CkaHMpOBaHUE CETH.

10.  AHanu3 3aIUIICHHOCTH.

11.  OOHapyxeHue arax.

12.  TlporpaMMmHBIe CpeacTBa OOHAPYKEHHS BTOPKECHUS.

13. 3amura yaaJeHHOro TOCTYIA.

14. 3amura OT BUPYCOB U CIiama.

15.  VYmpaBnenue 6€30MacHOCTHIO.

16.  3amaum ynpasnenus Ub B uadopmarmonnsix cucremax (UC).
17.  Apxurekrypa u pyHkroHupoBanue cucreM ynpasienus Ub B (UC).
18.  Ayawut u monutopunr 6e3onactoctu (HUC).

19.  O0630p cuctem ympapieHHUs: 0€30MaCHOCTHIO.

TecToBBIC 3a1aHUA

1. KTo siBNisleTCcst OCHOBHBIM OTBETCTBEHHBIM 32 ONPE/IETICHNUE YPOBHS
kinaccudukanuu nHGpopManun?
PykoBoauTens cpeHero 3seHa
Briciiee pykoBoACTBO
Brnanenen
ITonp30BaTenn



2. Kakas kareropus siBisercst Hanbosee pUCKOBaHHOH JUIsl KOMIIAHUU C TOYKH
3peHUsl BEpOATHOTO MOLUIEHHUYECTBA U HapyLIeHHs 0€3011aCHOCTH?
CotpyaHuku
Xakepsl
Arakyroiue
KonTtparenTs! (Juia, paboTaromue 1mo J10roBopy)

3. Ecnu pa3nuuHpIM rpynnam rojib30BaTeed ¢ pa3Iu4yHbIM YPOBHEM J0CTyIa
TpeOyeTcst JOCTYI K OJHOW U TOH ke MH(OpMaIMK, KaKOe U3 yKa3aHHbIX HIDKE IeHCTBUM
ClIelyeT NPEeAIPUHATh PyKOBOJCTBY?

CHuU3UTh YpOoBEHb 0€30MaCHOCTH 3TONW HHPOPMALIUU JUIsl 0OecrieueH s ee
JOCTYITHOCTH M y100CTBA MCIIOJIb30BAHUS

TpeboBaTh noanucaHus CELUANIBHOTO pa3peLlieHns Kax bl pa3, Korjaa
4eJI0BEKY TpeOyeTcst JOCTYH K 3TOi HHpOopMauu

ViIydmuTe KOHTPOJIb 3a 0€30M1aCHOCTBIO 3TOW HHPOPMALUU

CHU3UTH YpOBEHb KJIACCH(PHUKALINHU 3TO HHPOPMALIUU

4, Kakoii (hakTop Hanbosee BaKeH JJI TOTO, YTOOBI OBITh YBEPEHHBIM B YCIICIITHOM
obecrieyeHHH OE30MTACHOCTH B KOMITAHUU?
[Toxnepsxka BBICIIETO PYKOBOJICTBA
D¢ dexTuBHBIC 3aIIUTHBIE MEPHI U METOJIbI UX BHEAPEHUS
AKTYyaJIbHBIC B aJICKBATHBIC IMOJIMTUKH U TIPOIEAYPHI OE30MMaCHOCTH
[IpoBeseHne TPEHUHTOB IO OE30MACHOCTH TSI BCEX COTPYIHUKOB

5. Korna nenecoobpa3Ho He NpeanpuHIMAaTh HUKAKUX JEHCTBUN B OTHOIIICHUU

BBISIBJICHHBIX pI/ICKOB?

Huxkornga. Jlns obecriedueHus: Xopouiei 0e30MacHOCTH HY)KHO YUYUTHIBATh U
CHHMIXATb BCC PUCKU

Korna prucku He MOTYT OBITh IPUHATHI BO BHUMAHHE O MOJTUTHUYECKUM
COOOpaKeHUSIM

Korna HeoOxoumbIe 3alIUTHBIE MEPHI CITUIIIKOM CIIOKHBI

Korna CTOUMOCTDb KOHTPMED MPEBLIIACT HEHHOCTL aKTHUBA U
MOTEHIIUATbHBIE TTOTEPH

6. Kakoe yTBepkieHHE ABISAETCS NPABUIBHBIM, €CJIN B3IJITHYTh Ha PAa3HUILY B LIEIAX

0€30MacHOCTH /I KOMMEPYECKON U BOEHHOM OopraHu3anuu?

Tonbko BOEHHBIE UMEIOT HACTOSIIYIO 0€30aCHOCTh

Kommepueckast komnanus 00bI9HO 00JIBIIIE 3a00TUTCS O IIEIOCTHOCTH U
JIOCTYITHOCTH JIaHHBIX, @ BOGHHBIE — O KOH(PHIEHIIMATBbHOCTH

BoennbiM TpeOyeTcst 60bLINi ypOBEHb O€30MACHOCTH, T.K. UX PUCKU
CYILLIECTBEHHO BBIIIIE

KommMmepueckas koMmnanus 00bI9HO O0uible 3200TUTCS O JOCTYITHOCTH U
KOH(HICHIIMATBHOCTH JAHHBIX, @ BOGHHBIE — O LIEJIOCTHOCTH

7. 3amuTa HHPOPMALIMHU OT YTEUKU — ATO AEATENILHOCTD 10 MPEA0TBPAIIECHUIO:
MOJIy4EHUS 3alUIaeMoil HHPOpMaIK 3aMHTEPECOBAHHBIM CYObEKTOM C
HapyLIEHUEM YCTAaHOBJICHHBIX IPABOBBIMHU JIOKYyMEHTAMHU WJIM COOCTBEHHUKOM, BIIAJIENbIEM
uH(pOpMalMY TIPaB WM MPaBUII JOCTYyIA K 3aIlIMIaeMON HH(OpMAaLIUK;
BO3/ICHCTBUS C HApyILIEHUEM YCTaHOBJICHHBIX MIPAB W/WJIM MPaBUII HA
M3MEHeHHe UHPOpMAIUH, IPUBOJAIIETO K UCKAXKEHHUIO, YHUUTOKEHHIO, KOTUPOBAHHUIO,



OJIOKMPOBAHUIO JOCTYNA K MHYOPMAITHH, a TAKXKE K yTpaTe, YHUUTOKEHUIO MU COO0I0
(GYHKIIMOHUPOBAHUS HOCUTENSI HHPOPMAIIHH;

BO3JICHCTBUS Ha 3aIIUIIACMYI0 HH()OPMAIIHIO OMIMOOK TIOJIB30BATEIS
uHpopManuei, cO0si TEXHUUECKUX U MPOTPaMMHBIX CPEJCTB HH(OPMAITHOHHBIX CUCTEM, a
TaKOKE MPUPOJIHBIX SIBIICHUN;

HEKOHTPOJIMPYEMOTO PACIIPOCTPAHCHHS 3alIHIAeMOi HH(DOPMAIIHH OT ee
pasriameHusi, HECAaHKIIMOHUPOBAHHOTO JOCTYIIA;

HECAaHKIIMOHHPOBAHHOTO JOBEACHUS 3allIUIIaeMOi WH(pOpMAIIHU 10
HEKOHTPOJIMPYEMOT0 KOJIMYECTBA Toyyaresield nHhopMaruu.

8. 3amuTa HHPOPMAIIH 3TO:

nporecc cOopa, HaKOIUIEHUs, 00pabOTKH, XPaHEHUS, PACTIPEICIICHUS 1
NOUCKa UHPOPMALIUY;

npeoOpa3oBanue HHYOPMAIIMH, B pe3yJIbTaTe KOTOPOTO COICPIKaHUE
UH(OPMALIUK CTAHOBHUTCS HETIOHSTHBIM ISl CYObEKTa, He UMEIOIETO JIOCTYIIA;

MOJTyYeHHEe CyObEKTOM BO3MOXKHOCTH O3HAKOMJICHUS ¢ WH(pOpMaIneH, B
TOM YHCJIE TP MOMOIIY TEXHHYECKUX CPEICTB;

COBOKYITHOCTb TIPABUJI, PETJIAMEHTUPYIOIIHUX TOPSIIOK M YCIOBUS JOCTYIIA
cyOBeKTa K MHPOPMAITUU M €€ HOCHTEIISIM;

JeSITeIbHOCTD IO MPEIOTBPALICHUIO YTEYKU HH(pOpMaIuy,
HECAaHKIIMOHUPOBAHHBIX U HETIPETHAMEPEHHBIX BO3CHCTBUI Ha HEE.

9. EcrecTBeHHBIE yrpo3bl 0€30MacHOCTH HH(OPMAIH BEI3BAHBIL:

NeSITeIbHOCTBIO YEIIOBEKa,

ommbOkamu npu npoexkrtupoannn ACOMU, ee 3neMeHTOB WK pa3paboTke
IPOrpaMMHOr0 00ecreueHus;

BO3JICHCTBUSAMU OOBEKTUBHBIX (PU3UUYECKUX MPOLIECCOB MIIM CTUXUUHBIX
HPUPOJHBIX SBJICHUHN, HE3aBUCSIIUX OT YEJIOBEKa;

KOPBICTHBIMU YCTPEMIJIEHUSIMU 3JI0YMBIIIJICHHUKOB;

olIMOKaMu IpH IEHCTBUAX MEepCOHAIA.

10.  HckyccTBeHHbIE yrpo3bl 0€30MacHOCTH HH(OPMAIK BHI3BAHBI:

JeSITeTbHOCTRIO YEIIOBEKa,

omnOkamu npu npoexktupoanun ACOMU, ee aeMeHTOB win pazpaboTke
MIPOrpaMMHOTO 00€CTICUEHHUS;

BO3/ICWCTBUSAMHI OOBEKTUBHBIX (PU3MYECKHUX MPOLIECCOB MIIM CTUXUHHBIX
NPUPOHBIX SBJICHUH, HE3aBUCSIINX OT YEJIOBEKa,

KOPBICTHBIMU YCTPEMIIEHUSIMU 3JI0yMBIIILIEHHUKOB;

omurOKaMH TP IEHCTBHUAX TEPCOHAIA.

11. K ocHOBHBIM HempeIHaMEPEHHbIM UCKyCcCTBEHHBIM yrpo3am ACOU otHocHUTCS:
¢dusnyeckoe pa3pyleHue CUCTEMbI yTeM B3pbIBa, MOAXKOTa U T.IL.;
nepexBar NOOOYHBIX AJIEKTPOMATHUTHBIX, aKYCTHUECKUX U APYTUX
U3JIy4CHUM YCTPOUCTB U JINHUU CBS3H;

W3MEHEHHE PEKUMOB pabOThI YCTPOICTB WIIM IIPOrpamMmM, 3a0acTOBKa,
ca0oTax rnepcoHasa, MOCTAHOBKA MOIIIHBIX aKTUBHBIX MOMEX U T.I1.;

YTEHHE OCTATOYHON MH(POPMAIIMK U3 ONIEPATUBHOMN MaMITH U C BHEIIHUX
3allOMUHAIOLINX YCTPONCTB;

HEyMBIIIJIEHHBIE JeHCTBUS, IPUBOAAIINE K YACTUYHOMY WIIH ITOJTHOMY
0TKa3y CHCTEMBI HJIM Pa3pyIICHUIO allapaTHbIX, IPOrPAMMHBIX, HHPOPMALMOHHBIX PECYPCOB
CUCTEMBI.



12. K nocTOpOHHHUM JHIIaM HapyHIIUTEIsIM HH(GOPMAIIMOHHON 0€30MacHOCTH
OTHOCHTCS:
MPECTaBUTENIN OPTaHU3AIMIA, B3aUMOICHCTBYIOIIUX IO BOIPOCaM
o0ecrieueHNs )KU3HEACATEIbHOCTH OpraHU3alNY;
HepcoHal, 00CIIyKUBAIOLUHA TEXHUIECKUE CPEJICTBA,;
TEeXHUYECKHUH TTepCOHAN, 00CTYKUBAIOIIUI 3/1aHHE;
HOJIb30BATENH;
COTPYJHHKH CITyKOBI 0€30IIaCHOCTH.
MPECTaBUTENN KOHKYPHUPYIOIINX OpraHU3aIUi.
JMIa, HAPYIIMBIINE TPOITYCKHOW PEXUM;

13.  Cnawm, KOTOpBIil UMEET 1IeJIb ONIOPOYUTH TY HIIK UHYIO (PUPMY, KOMITAaHUIO,
MOJIMTUYECKOI0 KaHIuaTa u T.I1:
YEpHBII nHap;
(bummHr;
HUTEepUICKHE TUChMA;
HCTOYHUK CIYXOB;
MyCThbIE MUCHMA.

14.  Cnam pacnpocTpaHsieT nojaJelbHble COOOIIEHUs! OT UMEHU 0aHKOB UJIH
(MHAHCOBBIX KOMIIAHUH, €TI0 KOTOPBIX SIBIISIETCS COOP JIOTMHOB, MAPOJICH M MUH-KOJIOB
10JIb30BATENICH:

YEpHBIN [THAP;
(bumuHr;
HUTEPUICKHE NTHCHMA;
HCTOYHUK CIIyXOB;
IIyCTBIE ITHCHhMA.

15.  AxTuBHBII nepexBaT HHGOPMAIIMH - 3TO MEPEXBAT, KOTOPHIIA:

3aKJII0YAETCsl B YCTAaHOBKE MOCTYIIMBAIOIIEr0 YCTPOICTBA B anmaparypy
cpeacTB 00paboOTKH MHPOpPMAIUY;

OCHOBAaH Ha (PUKCALUU 3JEKTPOMArHUTHBIX M3JIy4eHHH, BOSHUKAIOIINX
npu GYHKIMOHUPOBAHUH CPEJICTB KOMITBIOTEPHOM TEXHUKU ¥ KOMMYHHUKAITHIA;

HEMPaBOMEPHO HCIIOJIb3YET TEXHOJIOTHYECKUE OTXO0/1bI HH(OPMAIIMOHHOTO
nporecca;

OCYILECTBISETCS MyTEM HCII0JIb30BAaHHsI ONTUYECKON TEXHUKH;

OCYIIECTBISIETCS C TIOMOIIBIO TOJKITIOUEHHSI K TEIEKOMMYHHKAITHOHHOMY
000py/I0BaHUIO KOMITBIOTEPA.

16.  IlepexBar, KOTOpBIN 3aKIIFOYAETCS B YCTAaHOBKE MO/ICITYIINBAIOLIETO YCTPOUCTBA B
anmnaparypy cpeacTB 00padoTKH HH(OpPMALIUK HA3bIBACTCS:
aKTUBHBIN IepexBarT;
ITaCCUBHBIN ITEPEXBAT;
ayJHoInepexBar;
BHJICOTICPEXBAT;
IIPOCMOTP Mycopa.

17.  TlepexBart, KOTOpPBI OCHOBAH Ha (PUKCALUU PJIEKTPOMArHUTHBIX U3ITy4YSHHH,
BO3HUKAIOIIUX MPpU QYHKIIMOHUPOBAHUU CPEJICTB KOMIIBIOTEPHON TEXHUKHU U KOMMYHUKAIIUHA
Ha3bIBACTCS:

AKTHBHBIN [1EpEXBaT;
[IaCCUBHBIN IIEPEXBAT;



ayJuoIepexBar;
BU/JICOTIEPEXBAT;
IIPOCMOTP Mycopa.

18. [TepexBat, KOTOPBI OCYLIECTBIISIETCS IIYTEM HCIOJIb30BaHUS ONITUYECKOMN
TEXHUKH HA3bIBACTCS:
AKTUBHBIN I1IEpEXBAaT;
[aCCUBHBIN I1€PEXBAT;
ayMoIepexBar;
BHJIEOIIEPEXBAT;
IIPOCMOTP Mycopa.

19.  Crenenp 3aMIIEHHOCTH HHPOPMALIMU OT HETATUBHOTO BO3ACHUCTBUS HA HEE C
TOYKH 3pCHUS HApYIICHUs €€ PU3NUECKON U JIOTUUECKOH EIOCTHOCTH WU
HECAaHKIIMOHUPOBAHHOTO UCTIOIB30BaHUS — 3TO
YA3BHUMOCTb HH(OpMALIUH
HA/IKHOCTHh HH(POpMAIHN
3aIIMIIEHHOCTh H(OopManuu
0e30macHOCTh HH(POPMALIUU

20. [TpoBepka MOUTMHHOCTH CYOBEKTa IO MPEAbSIBICHHOMY UM HICHTU(UKATOPY IS
NPUHATHS PEIICHUS O MPEIOCTABICHUU MY JIOCTYIIa K pecypcam CUCTEMbI — 3TO
ayIuT
ayTeHTU(UKanUs
ABTOPHU3AIIHS
uaeHTHDUKAIHS

21.  CoBOKYITHOCTb CBOMCTB, O0YCJIOBIMBAIONIUX MMPUTOAHOCTH HHPOPMAITUU
YIIOBJICTBOPSATH ONPEICICHHBIC TOTPEOHOCTH B COOTBETCTBUH C €€ Ha3HAUCHUEM, Ha3bIBACTCS
aKTyallbHOCTHIO HH(pOpMAIUU
JOCTYITHOCTBIO
KauecTBOM HH(popManuu
[EJIOCTHOCTBIO

22.  IlepbM dTamom pa3zpabotku cucteMsl 3anuThl C sBusercs
aHaJIM3 TMOTEHIUAIbHO BO3MOXKHBIX YTP0O3 HH(pOpMauu
M3y4eHHe NH(OPMALIMOHHBIX TOTOKOB
CTaHJapTH3aLMsI IPOrPaMMHOTO 0OecreueHus
OILICHKA BO3MOJKHBIX IOTEPh

23. HanexuocTs cucTeMBI 32U THI HH()OPMAITUK OTIPeIeIsSeTCs
YCPEIHEHHBIM TOKa3aTeNIeM
CaMbIM CJ1a0BIM 3BEHOM
KOJIMYECTBOM OTPAKEHHBIX aTaK
CaMbIM CHJILHBIM 3BEHOM

24.  Tlonutuka nH(GOPMAIIMOHHON 0€301TaCHOCTH — JTO
pOoGUIIb 3aIIUTHI
HUTOTOBBII JOKYMCHT aHaJin3a puCKOB
CTaHJapT 0€30MacCHOCTH
COBOKYITHOCTB 3aKOHOB, IIPaBHJI, OTIPEIEIISIOMNX YIPABICHIECKUE U
NPOEKTHBIE pEeIIeHNs B 00IaCTH 3aIIUTHl HHPOPMALUU



25.  IlpucBoenue cyobekTaM U 00BbEKTaM JIOCTYyIAa YHUKAIBHOTO HOMepa, mudpa,
KOJa U T.II. C HENBIO MOTYYCHHS JOCTyIa K HHPOPMAITUU — 3TO
ayTeHTH(UKAIIIS
UICHTH(PUKAIISL
ayauT
aBTOPHU3AIIHS

26.  Kakoii i BO3IEHCTBUS OCYIIIECTBIISET MPOTrpaMMHast 3aKIaiKa, KOTopas
BHezpsiercs B [13Y, cucTteMHOe WiIH MPHUKIIQIHOE TPOrPaMMHOE 00ECIIEUeHUE U COXPAHSET BCIO
WX BBIOpaHHYIO0 HH(POPMALIMIO B CKPBITON 00JIACTH MAMSITH:

KOMITPOMETAITHSI
nepexsar
HaOJIroIeHNE
ybopka mycopa

27.  CopnepkaHueM mapamMeTpa yrpo3sl 0€30MacHOCTH HHPOpMAIIH
«KOH(PHICHIIUATIBHOCTD) ABJISETCS
HCCAaHKIIWUOHUPOBAaHHAA MOIII/I(bI/IKaIII/IH
HCKaKCHUE
HECaHKI[MOHMPOBAHHOE MOJTYYCHHE
YHUYTOXKCHUE

28. TpebGoBaHMs K TEXHUYECKOMY 00ECIIEUEHUIO CUCTEMBI 3alUThI:
anmapaTtypHbie U (PU3HICCKHE
yIPaBJICHYECKUE M JOKYMEHTAPHbBIE
MIPOLICTyPHBIC U pa3/ieIbHbIC
aJIMUHUCTPATHUBHBIC U alapaTypHbIe

29.  llenb nporecca BHEAPEHUS U TECTUPOBAHUS CPEICTB 3AIIUTHl —
OTpeICIUTh YPOBEHb PACXOJ0B HA CUCTEMY 3aIIUThI
BBISIBUTH HAPYLLIUTENSA
rapaHTUPOBATh NPABUILHOCTD peaIM3alluy CPEJICTB 3aLIUThI
BBIOOp Mep M CPEJCTB 3alUThI

30.  Bo03MOXHOCTH MOTy4eHHUs] HEOOXOMMBIX MOJIb30BATEINIO JAHHBIX HIJIU CEPBUCOB
3a pa3yMHOE BpeMsl XapaKTepHU3yeT CBOMCTBO
BOCCTAHABIIMBAEMOCTb
J€TEPMUPOBAHHOCTD
L[EJIOCTHOCTD
JOCTYITHOCTh

31.  Tposickue mporpaMmmbl — 3TO
MIPOrPaMMBbI-BUPYCHI, KOTOPbIE PACIIPOCTPAHSIIOTCS CaMOCTOSTEIbHO
BCE MPOTPaMMBI, COACPIKAIIHE OITHOKH
YacTh MPOTrPAMMBI C U3BECTHBIMU MOJIB30BATENIO (DYHKIMSIMHU, CIIOCOOHAS
BBITIOJTHATH ICHCTBHS C IIEIHIO MPUYNHEHHS OTIPENEIIEHHOTO yepoa
TEKCTOBBIE (hailIbl, pacpoCTpaHsIeMble [0 CeTH

32. Haubonee HagexHBIM MEXaHU3MOM IS 3aIIUTHI COJIEPKaHUsI COOOIIEHU I
SIBIISAETCS
CHeINabHBIA anmnapaTHbIi MOAYTb



CTELUATBHBIA PEKUM Iepeadn COOOIIeHUs
JOTOJTHUTEBHBIA XOCT
Kpunrorpadus

33. OCHOBHOMH 11I€/IbI0 CUCTEMBI OpaHMay3pa SBIIIETCS YIIpaBIECHUE JOCTYIIOM
K apX1UBaM
BHYTPH 3alIMIIAEMON CETH
K CEeKpeTHOM nH(popMauu
K 3allMIIaeMOM CETH

34.  IIpomecc UMHTAIIUH XaKEPOM JPY>KECTBEHHOTO ajjpeca Ha3bIBaeTCs
«KPIKOM»
MIPOHUKHOBEHUEM
B3JIOMOM
«cypuHrOM»

35. [TpemocrapieHue JierallbHBIM MOJIb30BaTeNeM (G depeHInPOBAHHBIX TIPAB
JOCTyTa K pecypcam CUCTEMBI — 3TO
UICHTH()UKAIIS
ayauT
ayTeHTU(PUKALIHS
aBTOPH3ALUS

36. [TpoBepka NOTMHHOCTH MOJIH30BATENS MO MPEIABIBICHHOMY UM
UACHTU(PUKATOPY — 3TO
aBTOPH3ALUS
ayTeHTU(PUKALIHS
ayauT
UICHTH(DUKAIIS

37.  CBOHCTBO, KOTOPOE TaPaHTUPYET, UTO WH(POPMAIHI HE MOXKET OBITH JOCTYITHA
WIN PACKpBITa JUIsl HEaBTOPU30BAHHBIX JIMYHOCTEH, 00BEKTOB MIIN MPOLIECCOB — ATO
NE€TEPMUHUPOBAHHOCTD
JOCTOBEPHOCTD
L[EJIOCTHOCTh
KOH(HIEHIIMATIBHOCTD

38.  Cucrema, Mo3BOJISIONIAs Pa3AeIUTh CETh HA JIBE MIIM OOJIee YyacTeil U peaqn30BaTh
Ha0Op MPaBUII, ONPEACISIONIMX YCIOBUS MPOXOXKICHUS MMAKETOB M3 OJTHON YacTH B JPYTYIO,
Ha3bIBACTCS
OpaHIMay’poM
Opay3epom
MapIIpyTH3aTOPOM
¢bubTpOM

39.  KoMmnbroTepHBIM BUPYCOM Ha3bIBACTCS:
mobas mporpamma, co3JjlaHHasi Ha S3bIKaX HU3KOrO YPOBHS
HeOoubIIast MporpamMma, CriocoOHast K CaMOKOIUPOBAHUIO, KOTOPAsi MOXKET
MPUIHCHIBATH ce0s K JPYTUM IIpOrpaMMamM
¢aiin, conepxamuii MaKpoChl
HET IIPaBUJIIBHOTO OTBETA



40. UTo U3 HIKETIePEUNCICHHOTO SBISIETCS OJJHUM H3 CIIOCOOOB 3aIUTHI
nH(popMaIuy Ha KOMITbIOTEpe?
3a1uTa MnapoJjIicM JaHHBbIX
nedparMeHTanus KeCTKOro TUCKa
MOJTHOE OTKJIFOYEHUE CUCTEMHOTO OJIOKa
nepeycTaHOBKa OTNEPAlMOHHON CHCTEMBI
HET MPaBUIBLHOTO OTBETA
BCE OTBETHI PABUIIbHBIC

41.  Yto Takoe pyTKUT?
BpPEJOHOCHAs [TPOrpaMMa, OTCIIEKHUBAOIAsA, KAKME CAaUThl TOCEIAET
I0JIb30BaTENb
IIporpaMma, OJIOKUPYIOLIas 1OCTYI K KOMIIBIOTEPY U Tpedyrolas AeHbIU
3a pa30JI0KUPOBKY
IIporpaMMma JJisi CKphITOTO B3SITHSI [10J1 KOHTPOJIb B3JIOMaHHOM CHCTEMBI
HET MPaBUJILHOI'O OTBETA
BCE OTBETHI BEPHBI

42. [Tox ¢pumuHroM MOHUMAIOT
PacChUTKHA OT UMEHHU TOMYJISIPHBIX KOMITAHUH WJIH OpTaHUu3aIuii,
COJICPIKAIINX CCHUIKU Ha JIOXKHBIE CAWTHI, BHEIITHE HEOTIIMYUMBIC OT HACTOSIIUX.
nepepacrpeseeHue GpaiioB 1 JOTHUECKON CTPYKTYPBI TUCKA
npeoOpa3oBanre HHHOPMAITUH B TIEJIIX CKPBITHS OT HEABTOPHU30BAHHBIX
JINII
HET MPaBUIBLHOTO OTBETA
BCE OTBETHI BEPHBI

43.  Kak Ha3bIBaeTcs MHPOpMALUs, KPYT JIML, UMEIOLIUX JTOCTYI K KOTOPOH
orpaHuyeH?
OTKpBITast
KOH(HACHITMATbHAS
3amuQpoBaHHas

44.  Iludpposanue uHHOpMAIMHU ITO - ...
npeoOpa3oBanne HHGOPMAIIH, TP KOTOPOM COJIEPKAHUE CTAHOBHUTCS
HETOHATHBIM JUI He 00J1a/1al0LINX COOTBETCTBYIOLUIMMH MOJTHOMOYUSAMH CyOBEKTOB
npeoOpa3oBanne HH(GOPMAIMH B JIBOUYHBIN KO
nporecc cxaTust MH(GopMaIiy, ¢ 11eJIbI0 YMEHbIICHHUS 3aHUMAaeMOoro el
o0bEeMa Ha JUCKe
BCE OTBETHI BEpHBI
HET MPaBWIFHOTO OTBETA

45.  Yro Ha3bIBAIOT 3aIIUTON MH(pOpMAaLIUN?
MpeJOTBpAIlEHHE YTeUKH HH(OpMAIUU
MpEeIOTBPAILIEHHE HECAHKIIMOHUPOBAHHBIX JIEUCTBUM
MIPEIOTBPALLEHUE HENTPETHAMEPEHHBIX BO3/ICHCTBUI Ha 3allUIIAEMYIO
nH(pOpMaLIHIO
BCE OTBETHI BEPHBI

46.  Yro mOHMMAIOT MO YT€UKOH nHpopManuu?
OECKOHTPOIBHBIN BBIXO KOHGUIECHIINATHFHON HH(POPMAIIUH 32 TIPEICIIBI
OpTaHMU3aIH UK Kpyra JUI], KOTOPBIM OHa ObLIa JOBepeHa.



IpeJHaMepeHHas TIopya WiIM YHHUTOXEeHHE HHPOPMaLuU
MpeIHaMepeHHOE OBJaIcHHE KOH(UIESHITNATBbHOM HHpOpMaIIel TUIoM,
HE UMEIOIIMM IIpaBa J10CTyla K JaHHbBIM.

1. Kakas u3 npuBeIeHHBIX TEXHUK SBIISIETCS CAMOM Ba)KHOM MPH BHIOOPE KOHKPETHBIX
3allIUTHBIX MepP?

AHanus puckoB

Amnanu3 3atpar / BBITOJbI

Pesynbratet ALE

BeIsiBicHNE YA3BUMOCTEN U YTPO3, ABJIAIOIINXCS IPUYMHON PUCKA

2. Yto myurie BCero onmuchiBaeT 1eitb pacueta ALE?
KonnuecTBeHHO OLIEHUTH YPOBEHBb O€30I1ACHOCTH CPEIbI
OueHUTh BO3MOXHBIE TOTEPH [Tl KAXK10i1 KOHTPMEPBI
KosmaecTBeHHO OIICHUTH 3aTpaThl / BBITOJIBI

OneHuTh NOTEHIHABHBIE TOTEPHU OT YIPO3bI B TOJ1

3. TakTH4eckoe IIaHUPOBAHUE — ITO:
CpennecpoyHoe MIIaHUPOBAHUE
JlonrocpodHoe miiaHupoOBaHUE
ExenHeBHOE TUIaHUpPOBaHKE
[TnanupoBanue Ha 6 MecALIEB

4. Yto siBNsieTCs ONpeieieHHeM BO3IeHCTBHS (exposure) Ha 0€301MacHOCTh?
Heuro, npuBoasmiee k ymepOy OT yrpo3sl

JIro0ast moTeHIMaIbHAsE ONTACHOCTH JIIst MHPOPMAIMU HITH CUCTEM

JIr060i1 HEOCTATOK WITH OTCYTCTBUE HH(POPMAITMOHHOM OE€301TaCHOCTH
[ToTeHnmanbHpIe TOTEPH OT YIPO3bI

5. Kak paccunrtats ocTaTOUHBIN PUCK?

Yrpo3sl X Pucku x LleHHOCT akTHBa

(Yrpo3sl x LlenHOCTh akTHBa X YS3BUMOCTH) X Prcku

SLE x Yacroty = ALE

(Vrpossl x Ysa3Bumoctu X LlenHocTh akTiBa) X HemoctaTok KOHTpOJIs

6. UTo U3 mepeurcIeHHOr0 He SBIISCTCS MEIbI0 IPOBEACHHS aHATN3a PUCKOB?

JenerupoBanue noJIHOMOYUI

KonmuecTBeHHas orieHKa BO3/ICMCTBUSI MOTEHIUAIBHBIX YTPO3

BrrsiBnenue puckos

Ompenenenue 6anaHca MEX1y BO3JIEHCTBUEM PUCKAa M CTOUMOCTBIO HEOOXOTUMBIX
KOHTpPMED

7. YTO U3 MepeunciieHHOT0 He ABISEeTCA 3ajaueii pyKOBOJICTBA B MPOLIECCE BHEAPEHUS U
COTPOBOXKACHUS 0€30MacHOCTH?

ITognepxka

BrinosiHeHue aHanusa prucKoB

Onpenenenne Uenu U rpaHuL]

JenernpoBanue MOJTHOMOYUI

8. Iloyemy mpu MpoBeZICHUN aHATTN3a HH()OPMAITMOHHBIX PICKOB CIIEAYET MPUBIIEKATH K
ATOMY CIIELUAIMCTOB U3 PA3IMUHBIX NOIpa3AcIECHUI KOMIIAaHUN?



YroObl yOeAUTHCS, YTO IPOBOIUTCS CIPABEJINBAs OLEHKA

Oto He TpeOyercs. [l aHanu3a pUCKOB CIEIyeT MPUBJIEKATh HEOOBIIYIO IPYIIITY
CHEIHUAJINCTOB, HE ABJISIOUINXCS COTPYIHUKAMU KOMIIAHUH, YTO MTO3BOJIUT O0ECIIEYNUTh
OecTpUCTPaCTHBIN U KAYECTBEHHBIN aHAIIN3

[TockobKy JI01M B Pa3IMUHBIX OAPA3ACICHUAX JTydllle IOHUMAIOT PUCKU B CBOUX
MOJIpa3IeNIeHUs X U CMOTYT MPEAOCTaBUTh MAKCUMAIIBHO MOJHYIO U JOCTOBEPHYIO HHPOPMAIUIO
JUIsl aHaJIu3a

[TockoabKy JIIOAM B pA3IMYHbBIX OAPA3ACICHUAX CAMU ABIISIFOTCS OAHOW U3 MPUYUH
PHCKOB, OHU JIOJIKHBI OBITh OTBETCTBEHHBI 33 MX OLEHKY

9. Yto sABILETCS HAWITYYIIUM OMMCAHUEM KOJIMYECTBEHHOTO aHAIN3a PUCKOB?

AHanu3, 0OCHOBaHHBIM Ha CIICHAPUSX, IPETHA3HAYCHHBIH JUIS BBISBICHUS PA3INYHBIX
yrpo3 6e30macHoCTH

Merton, NCTIONB3yEeMBIi ISl TOYHOM OLIEHKH MOTEHIUAIBHBIX TIOTEPh, BEPOSITHOCTH
NOTEPb U PUCKOB

Mertoz, COMOCTaBISAIOMNI ICHEKHOE 3HAUEHHE C KaXK/IbIM KOMIOHEHTOM OLICHKH PUCKOB

Meroa, OCHOBaHHBIN Ha CYXKACHUAX U UHTYULIUH

10. [Toyemy KOTMYECTBEHHBIN aHAIN3 PUCKOB B YACTOM BHUJIE HE TOCTHXKUM?

OH JOCTHKHUM U UCTIONB3YETCS

OH npucBanBaeT ypoBHH KPUTUYHOCTH. VIX CII0)KHO MEPEBECTH B I€HEKHBIN BUJI.
DTO CBA3aHO C TOYHOCTHIO KOJIMYECTBEHHBIX JIEMEHTOB

KonnyecTBeHHbBIE M13MEpPEHNs TOJKHBI IPUMEHATHCS K KAYECTBEHHBIM 3JIEMEHTAM

11. Ecnu ucnosb3yroTcs aBTOMaTU3UPOBaHHbIE HHCTPYMEHTHI JJIsl aHAJIM3a PUCKOB,
[OYeMy BCE PaBHO TpeOyeTcs TaKk MHOTO BPEMEHH JJIs IIPOBEICHHsI aHan3a?

MHoro nH(popMaIui Hy>)KHO COOpaTh ¥ BBECTH B IPOTPaMMy

PykoBoACTBO TOKHO 000OPUTH CO3AaHUE TPYIIIIBI

AHanu3 pucKoB HE MOXET ObITh aBTOMaTU3UPOBAH, YTO CBSI3aHO C CaMOW MPUPOAOH
OLICHKHU

MHOXECTBO JIFO/IEH TIOJDKHO OJI0OPUTDH TAHHBIE

12. Kaxkoii U3 cleayronmx 3aKOHOAATeIIbHBIX TEPMUHOB OTHOCHTCS K KOMITAHUH WITH
YeIIOBEKY, BBITIOIHSIONIEMY HEOOX0IUMBbIE EHCTBHS, U UCIIONIB3YETCS JIJIS ONpeIeIeHuUs!
00s13aTeNBCTB?

CranpapTtsl

Jomxusriit mporece (Due process)

Homxknas 3a60ta (Due care)

CHmkeHne 0053aTeNbCTB

13. Yto Takoe CobiT u kak OH OTHOCHTCS K pa3paboTKe cucTeM WHPOPMAIMOHHOM
0€30I1aCHOCTH U MporpaMm 0e30macHOCTU?

Crnucok cTaHIapTOB, IPOLEAYP U HOJUTHK Ui pa3pabOTKU MporpaMmbl O€30MMaCHOCTH

Texymas Bepcus [SO 17799

CrtpykTypa, KoTopast ObuTa pa3paboTaHa JIJisi CHUKEHHUS BHYTPEHHETO MOIIICHHUYECTBA B
KOMIIaHUSIX

OTKpBITBIN CTaHIAPT, ONPEAEIIAIOINHI eI KOHTPOJIA

14. U3 xakux yeTsipex 1oMeHOB cocTouT CobiT?
[TnanupoBanue u Opranuzanus, [Ipuobperenue u Bueapenne, Dkcrutyaraus u
Comnpooxnenue, Morutopusr u OrieHKa



[TnanupoBanue u Opranuzanus, [lonnepxka u Buenpenue, Jkcmyaranus u
ConpoBoxaenne, MoHuTopuHr 1 OeHka

[TnanupoBanue u Opranuzauus, [Ipuodperenue u Buenpenue, ConpoBoxaeHne U
[Tokynka, Monutopunr u OueHka

[Tpuobperenue u Bueapenne, Dxcruryaranus 1 ConpoBoxaeHne, MOHUTOPHHT U
OrneHka

15. Yto npencransier cobout ctangapt ISO/IEC 277997
CraHgapT 1o 3aIuTe MePCOHATBHBIX TaHHBIX O 3I0POBLE
Hosas Bepcus BS 17799

Onpenenenus 1uist HoBoi cepuu ISO 27000

Hogsas Bepcust NIST 800-60

16. CobiT 6bu1 pazpaboran Ha ocHOBE CTpYKTYphl COSO. UTo sABIsSE€TCS OCHOBHBIMU
nessimu 1 3agadamu COSO?

COSO - 310 noAXo K YIPaBICHUIO PUCKAMHU, KOTOPBI OTHOCUTCSI K KOHTPOJIbHBIM
00BeKTaM U OM3HEC-TIpoLeccaM

COSO oTHOCHUTCS K CTpaTern4eckoMy ypoBHIO, Torsa kak CobiT Oosibliie HampaBieH Ha
OIEPALMOHHBIN YPOBEHb

COSO yuuThIBaeT KOPHOPATUBHYIO KYJIbTYPY U Pa3pabOTKy NOIUTUK

COSO - 310 cucrema 0TKa30yCTOMUYUBOCTH

17. OCTAVE, NIST 800-30 u AS/NZS 4360 siBisiroTCS pa3IUnIHBIMHU TOIXOAaMH K
peanu3aluy yrpaBieHHs] pUCKaMy B KOMIAHUAX. B 4em 3akiIroqaroTcs pa3nudus Mexay dTUMU
METOIaMH?

NIST u OCTAVE sBist0TCS KOPHOPaTUBHBIMU

NIST u OCTAVE opuentupoBan Ha UT

AS/NZS opuentupoan Ha UT

NIST u AS/NZS sBasitoTCSI KOPIIOPaTUBHBIMU

18. Kaxkoii u3 clieayronmx MeTOI0B aHAJIN3a PUCKOB TIBITACTCS ONIPEICITHTD, TS
BEpOSATHEE BCEro Mpou3oiieT cooi?

AHanu3 CBA3YIOUIETO JepeBa

ASINZS

NIST

Ananu3 cboeB u 1eheKToB

20.  Yro 6bL10 pazpaboTaHO, YTOOBI IOMOYB CTPaHAM U MX MPABUTEIbCTBAM
MIOCTPOUTH 3aKOHOJATEIHCTBO T10 3AIIUTE MEPCOHATBFHBIX TaHHBIX MTOXO0KUM 00pa3omM?

besonacnas OECD

ISO\IEC

OECD

CPTED

21.  CumBoIIBI IIH(PPYEMOTO TEKCTA MEPEMEIIAIOTCS TI0 OTIPEIEIIEHHBIM TIPaBUIaM
BHYTpHU MM (pyeMoro 6J10Ka 3TOro TEKCTa, ITO METOJL:

raMMHUPOBaHHS;

MOJICTAHOBKH;

KOJMPOBaHUS;

NIEPECTaHOBKU;

aHAJIMTUYECKUX MTPe0Opa3OBaHUH.



22.  CuMmBoJIBI HIU(PPYEMOTO TEKCTa 3aMEHSIOTCS IPYTUMHU CUMBOJIAMH, B3SITHIMH U3
OJTHOTO MJIM HECKOJIBKUX ali(haBUTOB, 3TO METO:

raMMHUPOBAHHS;

M0JICTAaHOBKU;

KOJMPOBaHUS;

HIepECTaHOBKHY;

AHATTMTHYECKUX TPeoOpa3oBaHMii.

23.  CumBouibl IIH(PPYEeMOro TEKCTA MOCIEI0BATEIBHO CKIIAJIBIBAIOTCS ¢ CUMBOJIAMH
HEKOTOPOH crennaibHOM 1MoCIeJ0BaTeIbHOCTH, 3TO METO:

raMMHpOBaHHA;

MI0JICTAaHOBKU;

KOJIUPOBAHUS;

HepECTaHOBKHY;

AHATTMTHYECKUX TPeoOpa3oBaHUil.

24.  IIpoctpancTBo Kitoueit k — 3to0...
Ha0Op BO3MOXHBIX 3HAUCHUH KIT0YA
JUIMHA KITF0oYa
HET MPaBUIILHOTO OTBETA

25.  Kpunrocuctemsl pa3ieisioTcs Ha:
CUMMETPUYHbBIC
aCCUMETPUYHbIE
C OTKPBITHIM KITFOUOM

HE TIOJTHOCTHIO CHUMMETPHYHBIE

26.  CKOJbKO UCHOJIb3YyeTCs KI0Yed B CAMMETPUYHBIX KPUITOCHCTEMAX /IS
mmdpoBaHus U JemuppoOBaHHS
1
2
3

27. CKOJIIBKO KITIOUeH HCIIOJIB3YCTCA B CUCTEMAX C OTKPBITHIM KIIFOYOM
2

3
1

28. Kak cBs3aHBI KIIIOYH JPYT C IPYTOM B CUCTEME C OTKPBITHIM KIIFOUOM
MaTeMaTUYECKH
JIOTHYECKHU
aIrOPUTMHUYECKU

29. DNEeKTPOHHOH MOAMUCHIO HA3bIBACTCHA. . .
MIPUCOCTUHIEMOE K TEKCTY €ro Kpunrorpaduueckoe npeodpa3oBaHue
TEKCT
3amu(pOBaHHBIN TEKCT

30. KpunrocToikocTh — 3T0. ..
XapaKTepUCTHKA MPUQTA, ONMPEEIIAIONIas ero CTOUKOCTh K AemudpoBanuio 6e3
3HAHMS KJII04a
CBOMCTBO TaMMBbI



BCC OTBCTHI BCPHLI

31. Iloka3zaTenu KpUNTOCTORKOCTH:
KOJIMYECTBO BCEX BO3MOKHBIX KIIIOUEH
cpenHee BpeMsi, He00X0JUMOe ISl KpUIITOaHaIN3a
KOJIMYECTBO CUMBOJIOB B KJIIOYE

32. Jly11 COBpEMEHHBIX KPUNTOrpaduIECKUX CUCTEM 3aIUThl HHPOPMAITIH
c(hOpMyIIMPOBAHBI CIIEAYIOIINE OOIICTIPUHSATHIC TPEOOBAHMS:
3HaHUE aropuT™Ma MH(PPOBaHUS HE JJOJDKHO BIUATH HA HAJIS)KHOCTD 3AIIUATHI
CTPYKTYPHBIC DJIEMEHTBI aJITOpUTMa MIHM(PPOBAHUS JTOJKHBI ObITh HEM3MCHHBIMU
HE JIOJDKHO OBITh TIPOCTHIX M JIETKO YCTaHABIMBAEMBIX 3aBUCIMOCTBIO MEXKITY
KITFOYaMHU TTOCIIEIOBATENILHO HCIIOJIb3yEMBIMHE B Ipoiiecce mudpoBaHus
JUTMHA MU(PPOBAHHOTO TEKCTA JIOJHKHA OBITh PABHOM JIMHE UCXOIHOTO TEKCTa
3amupoOBaHHOE COOOIIEHUE TOJDKHO MO/IaBATHCS YTEHUIO TOJIBKO MIPH
HAJIMYHUU KITF0Ya
HET MPaBHJILHOIO OTBETA

33. OCHOBHBIE COBPEMEHHBIE METO/IbI N (POBAHUS:
aJIrOpUTMa raMMHUPOBAHUS
QJIITOPUTMBI CIIOKHBIX MATEMaTUYECKUX MTPe0Opa3oBaHuit
QJITOPUTM TIEPECTaHOBKHU

34. CuMBOJIBI HCXOJIHOTO TEKCTA CKIIAABIBAIOTCSA C CUMBOJIAMHU HEKOM ciTydaitHOM
II0CJIEI0BATEIBHOCTH — 3TO. ..
QJIITOPUTM TaMMHUPOBAHUS
QITOPUTM MEPECTAaHOBKHU
QITOPUTM aHATTUTUYECKUX MpeoOpazoBaHuUil

35. CuMBOJIBI OpPUTHHAJIBHOTI'O TECKCTAa MCHAIOTCA MECTaMU IO OIIPCACIICHHOMY
MNPUHIUITY, ABJIAIOIIEMYCA CCKPETHBIM KIIFOYOM — 3TO...
AJITOPUTM IIEPECTAaHOBKU
AJITOPUTM MMOACTAHOBKHU
AJITOPUTM I'aMMPOBAHU

36. Camoii pocToi pa3HOBUAHOCTH MOJCTAHOBKH SIBIISIETCS
MpocTasi 3aMeHa
nepecTaHoOBKa
MpoCTasi MepecTaHOBKa

37. VI3 CKOJIbKH TTOCIIeIOBATEILHOCTEH COCTOUT paciu(poBKa TEKCTA IO TaOIHIIe
Buxunepa

3
4
5

38. Kakwue Tabmuiel BroknHepa MOKHO MCTIOIB30BaTh JIJIS TIOBBIIICHUS CTOMKOCTH
mmdpoBanus
BO BceX (KpoMe MepBoii) CTpoKax TaOiuiibl OyKBbI pacloiaratoTcs B
MIPOU3BOJIBHOM TIOPSIIKE
B Ka4€CTBE KJII0Ya UCIOJIB3YETCS CIIY4alHOCTb MOCIIEA0BATEIbHBIX YACEI
HET MPABUIIBHOIO OTBETA



39. B ueM cyTh MeTO/1a IEPECTAaHOBKH
CHUMBOJIbI HII/I(I)pyeMOI‘O TCKCTA NCPCCTABIAIOTCA IO ONIPCACIICHHBIM ITpaBUJIaM
BHYTpH HiH(ppyeMoro 6JI0ka CHMBOJIOB
3aMeHa ajdaBuTa
BCE MPaBUIILHBIC

40. CKOJIBKO CYIIECTBYET CIIOCOOOB TaMMHPOBAHHMS
2
5
3

41. Yem ompenensercsi CTOMKOCTh MU(POBAHUSI METOJOM TaMMHUPOBAHHS
CBOMCTBOM I'aMMBbI
JUIMHA KIIt04a
HET IIPaBUIIBHOTO OTBETA

42. YUTo MOKET MCII0JIb30BaThCsl B KAUECTBE TaMMBI
1100as OCIEeI0BATENBHOCTD CIIy4aliHbIX CUMBOJIOB
YHCII0
BCE OTBETHI BEPHBI

43. Kakoii MeTOJ] KCIIOIB3yeTCsl IPH MU(PPOBAHUH C IIOMOIIBI0 aHATUTHYECKUX
npeoOpa3oBaHUA
anreOpsl MaTPHIL
MaTpuIa
bakxTopuain

44. Yto ncrosib3yeTcs B Ka4eCTBE KJItoUa Py MUPPOBAHUU C IIOMOILBIO aHATUTUYECKUX

npeoOpa3oBaHui
Marpuna A
BEKTOP
oOpaTHas MaTpuIa

45. Kak ocyuiectBisgercs AemindpoBaHie TeKCTa MPU aHATUTUYECKUX MPeoOpa3oBaHMIX
YMHOXXEHHE MaTPUIIbl HAa BEKTOP
JIeJIEHEe MaTpULbl Ha BEKTOP
MIEPEMHOKEHUE MaTpPHIL

46. KomOuHanuu KOMOMHUPOBAHHOTO METO/1a MU (DPOBAHHUS:
MOJICTAHOBKA+TaMMHUPOBaHHE
raMMHpOBaHHe+TaMMHUPOBAHHE
MMOACTaHOBKa+IIEPECTAHOBKA

47. 1t uero ucnonbsizoBasics DES-anropuT™ n3-3a HEOOIBIIOTO pa3Mep Kiroda
3aKpBITUSL KOMMEPUYECKOW HHpOpMaluu
mppoBaHUs CEKPETHON MHPOpMATUN
HET MPaBUIILHOTO OTBETA

48. OcHoBHble 00nactu npumenenuss DES-anropurma
XpaHEeHHE TaHHBIX Ha KOMITBIOTEPE
3JIEKTPOHHAs CUCTeMa TUIaTexel



ayTeHTU(UKALUS COOOIICHUH

49. Toctounctea 'OCTa 28147-89
BBICOKAsI CTOMKOCTH
LieHa
T'HOKOCTh

50. Yem oTimuaercs 6:ok-cxema anroput™ma ['OCT ot 61ok-cxembr DES-anroputma
OTCYTCTBHEM Ha4YaJIbHOH MEPECTAHOBKH M YUCIIOM IHKJIOB MH(PPOBAHUS
JUIMHOM KJIro4ua
METOAOM MHU(PPOBAHUS

51. Kimrou anropurma 'OCT — 370...
MAaCCHB, COCTOSIIIUN U3 32-MEPHBIX BEKTOPOB
I10CJIEI0BATEIBHOCTD YHCET
andaBut

52. Kaxkoii ko4 ucnonssyetcs B mugppe 'OCT
256-0HuTOBBII
246-0uToBBINI
356-0uToBBIN

53. [IpumMeps! MPOrpaMMHBIX MIUPPATOPOB:
PGP
BestCrypt 6.04
PTR

54. ITnrochl MpOrpaMMHBIX TG PATOPOB:
1eHa
ruOKOCTh
OBICTpOICHICTBHIE

55. YK3]I —aro0...
YCTPOMCTBO KpUNTOrpahuuecKoil 3aMUThI TaHHBIX
YCTPONCTBO KpUTITOTpadrueckoil 3aJaHHOCTH JJTAHHBIX
HET MPABUIIBHOIO OTBETA

56. brok ynpasieHus — 3T0...
OCHOBHOM MOJyJb IIH(paTopa, KOTOPHIH «3aBeayeT» paboToi BCEX OCTaIbHBIX
YCTPOHCTBO KpUNTOrpaduyeckoi 3a1aHHOCTH JTaHHBIX
MPOXOAHOM mudparop

57. Beraucanrenp — 3T0...

Ha0Op PETUCTPOB, CyMMATOPOB, OJIOKOB MOJCTAHOBKHU, CBSI3aHHBIX COOOM
[IMHAMH TIepeiadyl TaHHBIX

(aiiiibl, HCTIONB3YIOIINE PA3IMYHBIE METO/IbI K3ILIMPOBAHUS

SI3BIK OMTMCAHUS TaHHBIX

58. brok ynpasieHus — 3T0...
anmapaTHO peaJn30BaHHAs MPOTrpaMMa, YIIPABISIONAs BHIYUCITHTEIEM
S3BIK OTMCAHMSI JAaHHBIX



MIPOLIECC OIPEICTICHIS OTBEYAET HA TEKYIEE COCTOSIHUE pa3paboTKu
TpeOOBaHUSAM JAHHOTO dTara

59. Kakoit mmdparop MOKHO UCIIOJIB30BaTh IS 3alIUTHI iepenaBaemoii B CeThb
uHpopManun
OOBIYHBIN mUdpaTOP
MIPOXOTHOM MU pATOP
TaOIMYHBINA UG pATOP

60. U3 Kakux CTPYKTYpPHBIX €IUHHII COCTOUT IUPPOIPOIIECCOP
BBIYHCITUTEIb
0JIOK ympaBJIeHUS
Oydep BBOIa-BBIBOIA

61. Kpunrorpaduueckue 1eiCTBUS BBIIOJIHSET. . .
BBIYHCIIUTEIb
Oydep BBO1a-BBIBO/IA
OJIOK yIIpaBJICHUS

62. Hanbosee n3BeCTHBIC pa3HOBUIHOCTH MOJIHAI(DaBUTA:
OJTHOKOHTYpPHBIE
MHOTOKOHTYPHBIC
MTOJINKOHTYPHBIC

63. YcrpolicTBo, aroliee CTaTHYeCKH CIIyJalHbIA ITyM — 3TO. ..
reHepaTop CIyYalHbIX YHCEIT
KOHTPOJIb BBOZId HA KOMITBIOTCP
VK3

64. Kakue 10MOIHUTENbHBIE TOPTHI BBO/Ia-BbIBOIa coliepkuT Y K3/1:
COM
USB
FGR

65. CKOJIBKO CYIIIECTBYET MepecTaHoBOK B cTanmapte DES
3
4
2

66. Kakue nepecTaHOBKH CyIIecTBYIOT B cTanaapte DES
MIPOCTHIE
pacipeHHble
COKpalIeHHbIE

Bonpocsl k 3xk3ameny

OcHOBHBIE OHATHS 3alUTH MH)OpMAIK U HHPOPMAITMOHHON 6€30MaCHOCTH
AHanu3 yrpo3 nH(popMalroHHON 6€301MacHOCTH

AHanu3 yrpo3 ceTeBoil 6e301macHOCTH.

Crioco0s1 obecrieueHust HHPOPMAITMOHHOM 0e30MacHOCTH

o E



5} OcCHOBHBIE TIOHATHUS TTOJIMTUKHA OE30MTACHOCTH.

6 CtpyKTypa MOIUTHKHA Oe30MacHOCTH opranu3anuu. [Iporneaypsr 6e30macHOCTH

1. Pa3paboTrka nonutuku 0€300aCHOCTH.

8 CranmapTsl ”HPOPMAIIMOHHON 6€301IaCHOCTH

9. OcCHOBHBIE TIOHATHS KPUNTOrpapUIECKOM 3alTUThl HH(POpMAIUN

10.  CummeTpuYHBIC KPUIITOCUCTEMBI MU(PPOBAHUS

11.  AcumMmeTpuvHbIe KPUITOCHCTEMBI N (POBAHUS

12. KomOuHMpOBaHHAas KPUNTOCHCTEMA MMU(POBAHUS

13.  DOnexrponHas nudpoBas NOANUCH U PYHKIUSA XIIIUPOBAHHS

14. VYmpaBiaeHue KpUNTOKIIOYAMU

15.  Ayrenrudukanus, aBTOpHU3aLUs 51 aAMUHUCTPUPOBAHKE JNENCTBUN
M0JIb30BaTENEeH

16.  besomacnocts KUC.

17.  be3omacHOCTbh 00JIAYHBIX BHIYUCICHUH.

18.  Oobecneuenue 6e3omacHoct OC.

19. OyHKIHMH MEXKCETEBBIX IKPAaHOB

20.  OcobenHocty (HyHKIIMOHHPOBAHUS

21. CxeMEI ceTeBOH 3amuThl Ha 0aze MO

22. KoHuennus noctpoeHus BUPTYaIbHbIX 3alIMILIEHHBIX ceTel VPN

23. VPN-pemenus st TOCTPOCHUS 3alIUIIEHHBIX CeTer

24.  IIpotokoubl popMUPOBaHUS 3AIUIIEHHBIX KAHAIOB HA KaHAIBHOM YPOBHE

25.  Ilpotokomnsl hopMUPOBaAHHMS 3AIMIICHHBIX KaHAIOB HA CEAHCOBOM YPOBHE

26.  3ammrTa OECIPOBOIHBIX CETEH

27.  Apxwurextypa cpenactB 6e3omacHoctu [PSec. 3ammura nepenaBaeMbIX JaHHBIX C
nomoInkko nmporokosoB AH u ESP

28. IIpoTokon ynpasnenus kpunrokirodamu [KE

29.  OcuoBHble cxembl nmpuMeHeHus: [PSec. [IpeumyiecTBa cpeacTB 0€30mMacHOCTH
IPSec

30.  VYmpasnenue uneHTU(OUKAUECH U JOCTYIIOM

31.  Opranmzamus 3al0UIIEHHOTO  yJaleHHOro JaocTyma. lleHTpanu3oBaHHBIN
KOHTPOJIb YIaJCHHOTO JIOCTYTIA

32.  VYmnpaBieHue JOCTYIOM IO CXeMe OJAHOKPAaTHOro BXOAa C aBTopu3aiuen Single
Sign-On (SSO)

33.  IIpotokon Kerberos

34. Wndpactpykrypa ynpasieHus OTKpbITHIMU Kitouamu PKI

35.  Texuomorus aHaiu3a 3alIUIIIEHHOCTH

36.  Texuomormu oOHapy>KEHUS aTak

37.  KommbroTepHbIE BUPYCHI U MPOOIEMbI aHTUBUPYCHOU 3aIUTHI.

38.  Konmenmus aganTHBHOTO YIIPaBICHUS 0€30MAaCHOCTHIO.

3ananus B popme npakTuyeckux pador. Kommiekr pa3HOypoBHeBBIX

3a1a4 (3aaHui)
3amanne Ne 1
1 Undpopmanmonnas 6e3onacHOCTb. OCHOBHBIE OIpeIEIEHUsI.

2 Oco0eHHOCTH MapOJIBHBIX CUCTEM ayTeHTHU(UKALNN: PEKOMEHIALNHU 110 TPAKTUYECKOU

pcajm3an MapoJbHBIX CHUCTEM, OLICHKA CTOMKOCTH MMapoOJbHBIX CHCTEM, MCTOABI XPaHCHHUA

napoJiei.
3 IIpoToKoOIMpOBaHUE U AyAUT.

4 (I)OpMaJ'IBHBIe MOACIHU IECIOCTHOCTHU. .MOACIIb KJ'IapKa-BI/IJICOHa, MOACIb buba.



5  CrpykTypa  TOCYHapCTBEHHBIX  OpPraHOB,  OOECHECYMBAIOUIMX  IOJHUTUKY
uHpOpMaLMOHHOM Ge3omacHocTH B Poccuu.

3ananue No 2

1 Yrpo3sl nHpOpMAITMOHHOH OE30MACHOCTH.

2 Meronbl pa3rpaHUyYeHHs 1OCTYyIA.

3 [TocTpoenue cucTeM 3alIUTHI OT YIPO3 HAPYIICHUS LIETOCTHOCTH: TUIIOBAs
CTPYKTypa TaKOU CUCTEMBI.

4 PoneBast MOJieJIb YIIPABJICHUS TOCTYIIOM

5 CTpyKTypa rocy1apCTBEHHBIX OpPraHOB, 00ECIEYNBAIOIINX MTOJIUTUKY
nHpopMaMOHHOH Ge3omacHocTH B Poccun



JUCT PETUCTPAIIMA U3MEHEHUI

/o

Coneprxanue U3MEHEHUs

W3MeHeHHbIE TyHKTBI

Peumienue YueOHo-
METOAUYECKOTO
coBeTa




