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BBenenue

[TpakTiueckue 3aHATHS - onHA W3 (GOPM ayAUTOPHBIX 3aHATHM, HA KOTOPBIX
CTYJIEHTBI TIOJI PYKOBOJCTBOM IpEroAaBaTessi MpUOOPETaloT HEOOXOJIMMBbIE YMEHUS U
HABBIKU TI0 TOMY WJIM MHOMY pa3Jiely OMpEeeICHHON NUCIUIUIMHBI, BXOASIIEH B y4eOHBIH
IUIaH.

[enr mpakTHUeCKUX 3aHATHM MO JuCHUIUIMHE «OpraHu3alMoHHOE W IMPABOBOE
obecrieueHre MH(POPMALIMOHHON O€30MaCHOCTH» - MPEIOCTaBICHUE BO3MOXKHOCTEH ISt
yrayOJE€HHOTO UW3Y4YEHUsT TEOpUM W HOPMAaTUBHO-NPAaBOBOW 0a3pl B 00JacTu
OpraHU3allMOHHONW ¥ TPAaBOBOWM 3alUThl MHGOpPMAIMK, OBJIAJACHHUS NPAKTUYCCKUMU
HaBBIKAMH U BBIPAOOTKH CAMOCTOSITEIFHOTO TBOPUECKOTO MBIIIUICHUS Y CTY/ICHTOB.

3amaun MpaKTUYECKHUX 3aHATUN MO AUCHUILUIMHE «OpraHu3alioHHOE W MPaBOBOE
obecnieueHrne HHPOPMAITMOHHON 6€30ITaCHOCTIY:

— yriayOJieHHEe TEOPEeTUUECKONM U TPAKTUYECKOM TMOATOTOBKM CTYACHTOB IO
3HAHUSIM  OCHOBHBIX  HOPMAaTHUBHO-TIPABOBBIX  JIOKYMEHTOB,  PErIaAMEHTUPYIOIIUX
OpraHMU3aIMOHHYI0 0€3011aCHOCTb;

— npulmKkeHre yueOHOro mpolecca K pealbHbIM yCIOBUAM padOThl CHEIUATNCTA
B 00s1acTH MH()OPMAIIMOHHOW 0€30MacHOCTH;

— (opMHUpOBaHHME YMEHUS TMPUMEHATH T[IOJIYYEHHBIC 3HAHUS Ha MPaAKTHUKE,
OCYIIECTBIISATh aHaIM3 OE30MacHOCTH KOMIBIOTEPHBIX CHCTEM Ha COOTBETCTBHE
OTEUECTBEHHBIM M 3apyO0eXHBIM HOPMATHBHO-TIPABOBBIM JTOKYMEHTaM W CTaHAapTaM B
00J1aCTH KOMIIBIOTEPHOI 0€30MacHOCTH;

— MPOBOJIUTH aHAIU3 W Yy4YaCTBOBaTh B pa3pabOTKe MaTeMaTHYECKHX MoOJEeNei
0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM Ha OCHOBE HOPMATHBHO-TIPABOBON  0a3bl
PETyISTOPOB;

— CIIOCOOHOCTHIO PabOTaTh B KOJUIEKTUBE, TOJIEPAHTHO BOCIPUHKMAS COLMAJIbHBIE,
KyJIbTYpHbIE M WHBbIE pa3iuuus MpH aHajgu3e O0e30MacHOCTH KOMIBIOTEPHBIX CHCTEM Ha
COOTBETCTBUE OTEYECTBCHHBIM U 3apyOC)KHBIM HOPMATHBHO-TIPABOBBIM JTOKYMEHTaM U
CTaHJapTaM B 00J1aCTH KOMIILIOTEPHOU 0€30MacHOCTH;

4



— HCMOJB30BaTh OCHOBBI JIKOHOMHMYECKMX 3HAHMM TMpu pacyere yuiepOa
uH(OpPMAIMOHHONW 0€30MacHOCTH KOMIBIOTEPHBIM CHCTEMaM Ha OCHOBE HOPMAaTHBHO-
IPaBOBOM 0a3bl, ONPEAEIATH pallMOHATIBHBIE MEPBI IO OOECIICUEHUIO0 OPTaHU3AIIMOHHON U
MIPaBOBOM 3aIUTHI;

— (opmupoBaHHE  HABBIKOB  MYyOJWYHOTO  BBICTYIUIGHHS,  CIIOCOOHOCTH
MPEACTABIIATh PE3YIbTaThl MPOBEACHHOTO UCCIIEIOBAHUS, YMEHHS BECTU AUCKYCCHIO;

— (opmupoBanue 00X U MPO(HECCHOHATBHBIX KOMITETCHIINH];

— KOHTPOJIb 32 OCBOCHUEM YyUEOHOM TUCITUTIINHBI.

JInst 1OCTHMKEHUs TMOCTaBJICHHBIX IIeJied U pelieHus: TpedyeMoro mnepeyHst 3ajaad,
IPaKTUYECKUE 3aHATHS 1O JWCHMIUIMHE TPOBOAATCS C MCIOJB30BAHMEM HOBBIX
00pa3oBaTEIbHBIX TEXHOJOTHM.

[Ipaktnueckne 3aHATHS 10 AUCHUIUIMHE «OpraHu3alMOHHOE W IPaBOBOE
oOecnieueHre nHPOPMALIMOHHON 0€30MaCHOCTHY» MPOBOJATCS B CIEAYIOIIEM BUJIE:

— KOHTPOJBbHO-00YYaIOIUii CEMUHAP - 3aHATUE, B X0JI€ KOTOPOTO OCYIIECTBIISIETCS
(bpOoHTaNBHEIN OIPOC;

— oOyyaromuii ceMuHap - 53TO 3aHATHE, HAa KOTOPOM B LEHTPE BHUMAaHUS
CaMOCTOSITEJIbHBIE BBICTYIIJICHUS CTY/IEHTOB;

— TBOpYECKas AUCKYCCHS, TUCIYT, MyOJInyHas 3auiuTa pedeparos;

— MNPAKTUYECKOE 3aHATHE IO AaHaJIW3y CHUTyalud M BBINOJHEHUS paCyYETHO-

rpagu4ecKoro 3a/1aHusl.



1 IpakTuyeckoe 3ansitue Ne 1. HopmaTtuBHO-MeToqUYeckasi 0a3a B
o0siacTM HAUOHAJIBHOH Oe3omacHoctn P®. Meroguka OTHeceHHS
00bEKTOB TOCYJAPCTBEHHOH W HEroCyIapCTBEHHOH COOCTBEHHOCTH K
KPUTHYECKH BaXKHbIM O0beKTaM /I HANUOHAJIBbHOH 0e30IMACHOCTH

Poccuiickoit @eaepanuu.

®opma npoBeieHUsI MPAKTUYECKOT0 3aHITHSI:
— TepBas YacTh 3aHATHS TPOBOIUTCS B BHUJAC ONpPOcCa M PACCMOTPEHHUS 3aaad
(cutyaruii).

— BTOpPas 4acTh 3aHATHS NPOBOJIUTCS B BUJE BbIOJIHEHUs P13.

Ieab 3anaTHA:

N3yunutb  HOpPMAaTHUBHO-METOAMYECKYI0 0a3sy B  00JIaCTU  HAlMOHAJIBHOM
oezonacHocth P® u HayuuThCsd  BBIABIATH OOBEKTHl  T'OCYJIapCTBEHHOHM U
HEroCyJJapCTBEHHOM COOCTBEHHOCTH, KoTopble OTHOcATCS K KBO mng HaumoHasibHOM

oes3omnacHoctu PO

Bomnpocs! 1ist onpoca:

1. Mecto nndopmaloHHOM 0€30MacHOCTH B 00111eH cucteMe 6e3omacHocTu PO.

2. OCHOBHBIE 33JJa41 TOCYJaPCTBEHHON CUCTEMBI 3alIUThl UH(OpMaIUH.

3. OpraHu3allMOHHas  CTPYKTypa  TOCYAApCTBEHHOM  CHUCTEMbl  3alllUThl
uH(popMaLuu.

4. OyHKUMOHAIbHAST  CTPYKTypa  TOCYAAPCTBEHHOM  CHUCTEMBI  3alUThI
nH(GOpMAIIUH.

5. Uro takoe [Joktpuna Ub PO?

6. Ilepeunciure OCHOBHBIE COCTaBIIAIONIME HAIIMOHAIBHBIX HHTepecoB PO B
uH(popMaIMoHHOH cdepe.

7. Jaiite onpenenenue Mb.



8. CdopmymupyiiTe WHTEpEeChl TOCyIapCcTBa, OOIMEeCTBA W JUYHOCTA B WH-
dbopmanmoHHOM chepe.

9. CdopmymupyiiTe OCHOBHBIE HANPABJICHHUS MEXIYHAPOTHOTO COTPYIHHYECTBA
Poccutickoit ®enepannu B oomactu Ub.

10. [lepeuncaute ocHOBHBIE GYHKINMH cucTeMbl oOecrieueHus Ub.

11. Kak noapazaenstorcs obmue Mmetoapl odecnieueHus: Ub?

12. KakoBsl ocobennoctu obecneuennss Ub PO B cdepax 3KOHOMHKH, BHEIIHEH
MOJINTUKH, BHYTPEHHEHN MOJUTHKH, 00JIACTIX HAYKW M TEXHUKH, chepe TyXOBHOU KU3HU,
UHOOPMAIIMOHHBIX M  TEJIEKOMMYHHUKAIMOHHBIX CHUCTeMax, B cdepe 0OOpOHHI,
IPaBOOXPAHUTENILHON U CyJIe0HOM cepax, B yCIOBUAX YPE3BbIUAWHBIX CUTYyaLUN?

13. B gem 3akiro9aroTcs HallMOHAIBHBIE HHTEPECHI U 6€30macHOCTh PO.

14. Chopmynupyiite onpeeneHre 6e30nacHOCTH B cooTBeTcTBUM ¢ DenepanbHbIM
3akoHOM Ne 390 «O Ge30macHOCTIY.

15. Ha3zoBuTE OCHOBHBIE MPUHIUITBI 0OECcTICUeHHsI 0€30ITaCHOCTH.

16. Kakue pucku u yrpo3sl HECET HECOOJI0IEHUE YKOHOMUYECKOM, MOTUTHYECKOM,
COIMAJIbHOM, IKOJIOTUYECKOM, BOGHHOH, KyJIbTYPHOU, HH(OOPMAITMOHHOM O€30MacCHOCTEM?

17.B kakoM JOKyMEHTE OTpa)K€Ha 3ajJada yKperyieHus HWH(POpMaIMoOHHON
0e3omacHoCTH?

18. Kakue ca0XKHOCTH BO3HUKAIOT MPH PEIICHUH 33J1a4d 10 00SCIICUSHUIO 3alllUThI
rpakJaH ¥ rocyaapcTBa B UHPOpMaImoHHoO# cdhepe?

19. Kakue 3amaun mHOOPMAIIMOHHOW OE30MAaCHOCTH JOJDKHBI OBITH PEIICHBI Ha
nepuon 1o 2020 roga?

20. Kakue cymiecTBylOT MeTOAbI obOecrieueHnss WHGOPMAIMOHHONW 0€30MmacHOCTH B
cootBeTcTBUU ¢ JlokTpuHOW wuHpOpManMoHHON Oe3zonacHocTH? YUTo OHM B cels
BKJIFOYAIOT?

21. JlaiiTe omnpesiesieHne TePMUHAM «MH(DOPMAITMOHHBIC TEXHOJIOTHIY, «00Ia1aTelb
uHbOPMAITUNY, «IOCTYI K HHPOPMAINHNY, « IOKYMEHTHPOBAaHHAs HHGOPMAIIHS, «3aIIATa
uHopMaIuny, «3amura HWHPOpMAIMM OT YTEUKH», «3almuTa WH(QOpManuu OT
NPETHAMEPEHHOTO BO3JEHCTBUA», «3amuTta wuHpopmammu ot HCJl», «TexHMueckas

3amuTa KOHQUACHINAIbHOW MH(POpMALUN», «CUCTEMA 3alUThl HH()OPMALIUNY», «CPENCTBO
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3alUThl MHGOPMALIUNY, «CPENCTBO KOHTPOJA d()(PEKTUBHOCTH 3aIIUTHI MHPOPMALIUNY,
«00BbeKT WH(pOPMATU3ALUNY, «3ANMIIAEMBbIi O00BEKT HHGPOPMATH3ALUNY», «OCHOBHBIC
TEXHUUYECKHUE CPEJICTBA U CHUCTEMBI», «BCIIOMOTATEJIbHbIE TEXHUYECKHE CpEACTBA U
CUCTEMBI», «3alllUIIaeMble IOMELICHUS», <(WIMLEH3UPOBAHUE», «CEPTUPUKALMIY,
«arrecTalysi OOBEKTOB HMH(OpMATU3ALMM», «HEOTKA3yeMOCTb», «IOJ0TUYETHOCTHY,
«ayTEHTHYHOCTBY, «IOCTOBEPHOCTHY.

22. IlpaBoBas 3amuTa — HampaBieHHE 3aliuThl HH(popmauuu. ['ocynapcTBeHHOE
perynupoBaHve HMH(pOpManMOHHOM  Oe3omacHocTu. JlokTpuHa  MHQPOPMAIMOHHOM
oe3onacHoctu PO.

23. Opranu3alMoHHas 3allliTa — HalpaBjIeHue 3auThl nHpopManuu. CoaepxaHue
OCHOBHBIX  OpraHW3alMOHHBIX  Meponpustuil. DyHKIMOHAN  CIyKOBl  3aIIUTHI
uH(pOopMaLuu.

24. VIn)xeHepHO-TEXHUYECKasi 3allluTa — HalpaBiICHHUE 3allUThl HHPOPMAIUH.
Knaccudukanus cpeicTB MHXKEHEPHO-TEXHUYECKON 3amuThl. KpaTkas xapakrepucTuka

OCHOBHBIX KJIaCCOB.

PI'3 - O3nakomiieHue ¢ MeTOAUKONH OTHeCEHHS 00bEKTOB rOCyIapCTBEHHOU U
HEroCyIapCTBEHHONW COOCTBEHHOCTH K KPHUTHYECKM BAaKHBIM O0ObeKTaM JJIs
HAIMOHAJIbHOI 0e3onmacHocTH Poccuiickoit @enepanuu

Heas PI'3: UM3yuuTh METONMKY OTHECEHHS OOBEKTOB TIOCYIAapCTBEHHOH H
HEroCyJIapCTBEHHON  COOCTBEHHOCTM K  KPUTHYECKH BaXKHBIM  OOBEKTaM IS
HallMOHAJIbHOU Oe3omacHOCTH Poccutickon denepanum. CnpoeKkTupoBaTh
MH()OPMAIIMOHHYIO CUCTEMY U ONKCATh MOTEHIIUMAIIBHO OMACHBIE 0OBEKTHI, OTHOCSIIUECS K
roCyIapCTBEHHOW U HETOCYAapCTBEHHOW COOCTBEHHOCTH.

st BemmonHerust PI'3 HeoOxoammo BeIOpaTh 00BEKT il ucciaeaoBanusi. OOBEKT
BBIOMpPAETCS yHallUMCsI CAMOCTOSITEIbHO, TM00 BbIAAETCS MpPEnogaBaTeseM.

OOBEKT HEOOXOUMO OTHECTH K OJHOM MJIIM HECKOJIBKUM U3 CIIETYIOIIUX TPYIII:

1. CyObeKkTsl TPUPOTHBIX MOHOTONUN, KOTOpPhIE BEAYT JCATEIBHOCTh Ha

o011erocy1apcTBEHHOM pBIHKE TOBapa;



2. Opranmzanuu, 3aHUMAIONIAE MOHOIIOJIBHOE (JIOMHUHUPYIOINIEE) TOJOKECHHE Ha
00IIerocyJapCTBEHHOM PBIHKE TOBApOB IMPH YCIOBUHU, YTO 3TOT TOBap MMEET BaXKHOE
COLIMATIbHO-9KOHOMUYECKOE 3HAUCHUE;

3. Opranuzanuu TOIUTUBHO-PHEPTreTUYECKOTO KOMIUIEKCa, KOTOpbhIE BXOST B
00BETMHEHHYIO YHEPTETUYECKYIO CHCTEMY;

4. Opra"uzaiuy 000pOHHO-TIPOMBIIIJIEHHOTO KOMILJIEKCA, COCTABIISIONINE HAYYHO-
TEXHUYECKUN TOTEHIMAN CTpaHbl; UMEIOIINE 3HAYUTENbHBIN YACNbHBII BeC B 0O0beMe
CTOUMOCTH 3KCIIOPTa TOBapoOB, paboT, YCIYT;

5. Opranmzamuu, Ha KOTOPBIX padotaroT Oosiee 10 Thic. YenmoBek;

6. Opranuzaium, KOTOPIE BXOAT B KATETOPHIO KPYITHBIX HAJIOTOIUIATEBIIHKOB;

7. Opranmzanuu, oOecneunBaromue (YHKUMOHUPOBAHME  HH(PACTPYKTYpPHI
00LIerocy1apCTBEHHOTO 3HAYCHHUS, B YaCTHOCTH uHPOPMAIMOHHO-
TEJIEKOMMYHUKALMOHHBIE, 3JIEKTPOCBSA3H U MOYTHI, JKEIE3HOIOPOKHOTO, aBUALIMOHHOTO U
MOPCKOTO TpPAHCIOPTa, MAarucCTPaJbHBIX Ta30- M He(TEmpoBOAOB, HWH)KEHEPHBIC
COOPYKEHHUSI (MOCTBI, TOHHEJIH);

8. Opranuzanuu, A0OBIBAaOIIME U TepepadaThIBAOUIME IOJIE3HbIE HCKOIAeMble
0011Ierocy 1apCTBEHHOT'O 3HAYSHHS.

9. OObBexTh HHOOPMAITMOHHON U TEIEKOMMYHUKAITMOHHONW UHPPACTPYKTYPHI.

10. OOGBEKTHI KyJbTYpHOTO HACIICANS.

* ecnu OOBEKT HE yJajioch OTHECTH HU K OJHOM W3 TpyMI, JaHHBIM OOBEKT He
otHocuTcsa K KBO.

Xoa BbINOJIHEHUS] pA0OThI:

1. Ckauaiite mporpamMmy «ABTOMATH3WpOBaHHAs CHCTEMa OTHECEHUS OOBEKTOB
rOCYJIapCTBEHHOM M HEroCyJapCTBEHHOM COOCTBEHHOCTHM K KPUTHYECKH BaKHBIM
o0OBeKTaM s HaIllMOHAJIbHOU 0€e301acHOCTH Poccuiickoit denepanrm»
https://ufer.osu.ru/index.php?option=com_uferdbsearch&view=uferdbsearch&action=deta
ils&ufer_id=1660.



2. Otkpoimite mporpammy «Metoanka otHecenus k KBO_64bit.exe», B riaBHOM
OKHE BBEIUTE KOJMYECTBO OOBEKTOB, CYHIECTBYIOIIMX B Balieil HHPOPMAIMOHHOM

CHUCTEMC:

P Merogaes otwece

BOELITE e Lmed TR0 ofibam T 08 '

Pucynok 1.1 — BBeeHuEe KOIUYECTBA aHATTU3UPYEMBIX OOBEKTOB

HpuMeanue: O6paTI/ITe BHMMAaHHC, YTO B IIOJIC OOJ2KHO OBITH BBCACHO IIOJIOKHUTCIBHOC

YHCJIO — KOJINYECTBO 00BEKTOB. B IIPOTUBHOM CJIy4dac 6y,Z[CT IIOJIy4CHAa OIIOKa:

Nesgitre sonveceen ofisexTon [N

i By !

M AN DO SETRY [|ArTRe
NONyCrinmet O9mOMe - TOMD LoD

Pucynok 1.2 — Uudopmariust 06 ommodke

[lamee HaXMHUTE KHOIKY «OK», OTKPOETCS CIEAYIOIIEe OKHO C OCHOBHBIMU
KpUTEpHUsIMU OlICHKU. B Oenbie sueiiku HEeO0OXOIMMO BBECTH IOJIOKUTEIbHBIC 3HAUYCHMUS
(meticTBuTeNbHBIE yKcna, pumep: 4, 4.15 u T.1.). IlepBoHauanbHas OIleHKA MPOU3BOIUTCS
1o 6 KpUTEPUIM:

[11 — cToMMOCTb TOJIOBOTO BBIITYCKAa TOBAPHOU MPOAYKIIUY;

[12 — o01miast YuCIAEHHOCTh TPOU3BOICTBEHHOTO MEPCOHAA;

[13 — GanaHcoBasi CTOMMOCTh OCHOBHBIX ITPOU3BOICTBEHHBIX (DOHIOB;

[14 — nmoms oOcHOBHOW TpoAyKIMH OOBEKTa B TMPOAYKIIMA TOTO K€ BHJA,

BBIITYCKAEMOM B CTPaHE;
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[111 — TeppuTopus 3apaxkeHus (3arpsiI3HEHUS) B CIIydae aBapuu Ha 0ObEKTE;
[112 — 9yuCIEeHHOCTh HACENIEHUs, KOTOPOE MOXKET MOCTPaAaTh B CIy4yae aBapuu Ha

00BEKTE.

P Copas | Jawenie 20 paccwets suanot e céinenrs ?
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Pucynok 1.3 — JlanHble 1)1 pacuera BaXKHOCTH 00bEKTa

prweqaﬂue: €CJIM XOTS OBl OJIHO IT0JIC OCTAHCTCH ITYCTBIM WJINU 6y,H€T 3aI10JIHCHO
HCYHCJIOBBIM 3HAYCHHUCM, IIPOI'PaMMa BbIAACT OHII/I6Ky:
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Pucynok 1.4 — Cenenust 00 ommoke
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ITocne TOIro, KaK 3aIIOJJHCHbI BCC 3HAYCHUA MOXKHO BbIYUCINTL MHUHHUMYM H
MAaKCUMyYM JJIA 00BEKTOB IIO KaXXI0MYy M3 KpHTepHﬁ, L 3TOro AOCTAaTO4YHO HaA4daTb

KHOIIKY «HauMmeHblee u HauboJbpIIee 3HAUCHUE:

PI/ICYHOK 15— Hpe,Z[CTaBJ'ICHHe HAaMMEHBIIINX U HAHOOJIBIITNX 3HAYCHUH

3aKpOCM OKHO C HAaWMCHBIIMMH M HAHMOOJBIIMMHU 3HAYCHHUSIMHU. OTKpOGM OKHO C

OHGHKOﬁ Ba’>XHOCTH O6”b€KTa, KIIMKOB Ha KHOIIKY ((OHGHKa Ba*KHOCTH». I[J'IH BBCACHHBIX

00BEKTOB OTKPOETCS CIIEAYIOIIee OKHO:

DEvmers 2 STROGTICE € wrteT g K0

Pucynok 1.6 — CBoHas Tabiuiia O1EeHKH BaXKHOCTH 0OBbEKTOB
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KpacHbrit 11BeT yka3bIBaeT Ha TO, YTO OOBEKT HE OTHOCHUTCS K KPUTHYECKH BaYKHBIM.
3€JIeHBIM IIBETOM OTMEUYEHBI OOBEKTHI, KOTOPHIE OTHOCITCS K KPUTHUYCCKH BaKHBIM
00BEKTaM.

[To xa)xaOoMy W3 BBEJEHHBIX IMOKa3aTEICH NI KaKI0TO 00BEKTa BBIUMCIISAETCS €ro

BKJI]T B OIICHKY BaXHOCTH 110 (hOpMyJIE:

— (0O—0)
Op = g2a=D (L)
(=)
rae M 1 M — COOTBETCTBEHHO MUHHUMAJILHOE M MAaKCUMAJIbHOE 3HAYCHUS TTI0KA3aTeIIs

MHOKECTBA PACCUNTHIBAEMbIX 00bEKTOB;
X — (akTHUECKOE 3HaYEHUE MOKAa3aTeNs A1l paCCMAaTPUBAEMOT0 OOBEKTA;

K— KOB(l)(bHI_II/ICHT SHAYNMOCTH paCCMATPHUBACMOTI'O IIOKA3aTCJIA.

Ecnu 3nauenue nonyyaercs 6ompine 0.25 3HaYUT, 00bEKT OTHOCUTCS, K KPUTHYECKU
BaXHBIM, B IIPOTUBHOM Cllyua€ — HE OTHOCUTCA U TpeOyeT JOMOJHUTEIbHBIX
UCCIIEIOBAHUM.

W3 npumepa BHIHO, 4TO OOBEKT | TpeOyeT MOMOJHUTENbHBIX HCCIIECJOBAHUM.
[IpoBeaem HX, 3aKpblB OKHO MW B TJIABHOM OKHE HakaB KHONKY «Pacuer BaxHOCTH

00beKTOB». OTKpPOETCSI OKHO BHIOOPA 0OBEKTA AJI1 YTOUHEHUS:

' Buibop o6bexTa Ana yTONHEHMA., 7 X i ' Boibop 06bexTa AnA YTOUHEHUA. .. ? X
Boibepure Homep obbexTa: BuibepuTe HoMep obbexTa:
1 M, 1 Vi
2 I PaccunTaTtb ]
3

Pucynok 1.7 — Bei6op o0bekTa yToOUHEHUS

W3 packpbIBalomierocss CHUCKa BbIOEPEM HYXHBIA OOBEKT U HaXKMEM KHOIKY
«paccuuTaTH):

OTKpOGTCH OKHO C ITIOJIHBIM CITMCKOM KPUTCPHCB!:
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Pucynok 1.8— Pacyer BaxHOCTH 00BEKTa

B Oenbie aueliku HEOOXOIMMO BBECTH 3HaueHHE «0» €clii KpUTEpUll HE BaXKEH U
«1», ecnu kpuTepuit Anst 00beKTa BakeH. TakuM 00pa3oM 3amOIHUTH BCE MyCTHIE STYCUKH
B KOJIOHKE «(aKTHUECKOe 3HaUeHHEe Ha 00BEeKTe X».
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Pucynok 1.9 — Ommbka npu pacdere BaKHOCTH 00BbEKTa
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[Tocne 3amoHEeHMS TAOIHUIIBI HEOOXOAMMO HAXKaTh HA KHOIIKY «PAaCCUUTATh, BKIIA
B 3HAYCHUE BAXXHOCTH OYJCT pacCUMTaH aBTOMATHYECKH M KJIETKA CO 3HAYCHHEM OyneT
MOJICBEYCHA 3€JICHBIM — €CJTH O0BEKT CTall KPUTHIECCKU BaKHBIM, M KPACHBIM B TIPOTUBHOM
ciyyJae.

3. 3HaueHHe TMOKa3aTesid BaKHOCTH PacCMaTpUBAEMOro OOBEKTa OmpeesseTcs,
KaK CyMMa BKJIAJ0B B 3HAYEHUE BAXKHOCTH KaXKJI0I'0 U3 MMOKA3ATENEH.

[Ipoananu3upyiiTe nomxydeHHble pe3ynabTarbl. CrenaiTe BbIBOJBI MO MPOBEICHHON

paboTe B OTHOIIEHUU pa3pabOTaHHON MH(OPMAIITMOHHON CUCTEMBI.

CnucoK HCTOYHHUKOB JJI1 CAMOINIOATOTOBKH

1. Vka3 Ilpesunenta PO ot 31.12.2015 Ne 683 «O Ctparerun HaMOHAIBLHOMN
oe3onacHoctu Poccuiickoit denepauny;

2. VYxka3 llpesunenta PO ot 05.12.2016 Ne 646 «O6 yrBepxkaenun JlOKTpUHBI
nHpopManmorHoi 6e3onacHocty Poccuiickoit deaeparumy;

3. @enepanbhubii  3akoH or 27.07.2006 Neo 149-®3 «OO06 wunHbopmaiuu,
WH(POPMAITMOHHBIX TEXHOJIOTHAX U O 3alUTe HHPOpMAITUN;

4, denepanbhbiii 3ak0H 0T 28.12.2010 Ne 390-D3 «O Ge3omnacHOCTHY;

5. ®enepanpubii 3akoH oT 28.06.2014 Ne 172-®3 «O crparerndyeckom
IUIaHUpoBaHUM B Pocculickont denepanumny;

6. Vka3 Ilpesumenta P® ot 09.05.2017 Ne 203 «O Crparerun pa3BuUTHS
nHpopmanmornHoro obdmectBa B Poccuiickoit @eneparuu Ha 2017 - 2030 roap»;

7. OcHoBaMu rocyJaapcTBeHHON mnoiauTuku Poccuiickoit ®enepaunu B 00JIacTH
MEXAYHapoaHOM HWH(pOpMallMOHHOM Oe3omacHocT Ha mnepuon a0 2020 roga (yTs.
[Mpesunerrom PD 24.07.2013 Ne I1p-1753);

8. Meroguka oTHeceHUSI OOBEKTOB TIOCYJIapCTBEHHONM W HErocylapCTBEHHON
COOCTBEHHOCTH K KPUTHYECKM BaXHbIM OOBEKTaM [JIi HAIlMOHAJIBHOM O€30MacHOCTH

Poccuiickoit  ®enmepanmu (yrB. MUC Poccum  17.10.2012 Ne  2-4-87-23-14).
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2 IlpakTnueckoe 3ansitue Ne 2. CTpyKTypa OpPraHoB BJIACTH 10

3amure MHGopMmauuu. IoHsaTHA M BUABI 3alUIAeMOd MHGOpPMAUU

®opma npoBeeHUsI MPAKTHYECKOI0 3aHATHS
— mepBasl 4acThb 3aHATHS MPOBOJUTCS B BHJIE OIPOCA U PACCMOTPEHUSI CTPYKTYPhI
OpraHOB BIACTH M0 3aIIUTE UHPOPMALIUH.

— BTOpAas 4acTh 3aHATHUS MPOBOAUTCS B BHUJI€ BbioJqHeHus PI3.

Ieab 3anaTHA:
N3yunuTh CTPYKTYypy OpPraHOB BJIACTH IO 3aIllUTe MH(POpPMAIIUH, B3aUMOJICHCTBUE
opraHoB oOecnedeHus HWHPOPMAIIMOHHOW 0€30MacHOCTH, (YHKIUM KaXKJIOro U3

YY4aCTHHUKOB 3TOI0 IIponecca.

Bomnpocs! 1ist onpoca:
1. K xakuM mNOCIEACTBUSAM MOMKET TMPHUBECTH YyTpara KOH(HUIEHIUATbHON
uH(popMaLuu.
Ot koro Bbl 3amuinaere KOHQUASHIUAIBHYIO HH)OPMAIIHUIO.
YT0 HA3BIBAETCA KOMMEPUYECKON TAUHON?
Yro Takoe cinyxeOHas TaitHa?
Yro npeacrasiseT npopeccuoHaibHas TaiiHa?
Yro Takoe nH(popMaIus OrpaHUYeHHOTO PACTIPOCTPAHEHUS?

KakoBbl BUJIbI 10CTyIAa K UHPOpMALTUN?

o N o g k~ w0 DN

Yo Takoe nepcoHaNbHbIE TaHHbIE?

9. Yro Takoe kKoHpUACHLUUATbHAS UWH(GOPMALIMA, TOCYJApPCTBEHHAsI M KOM-
Mepueckas TaiiHa?

10. HazoBuTe Tpu KaTEropuu MEHHOCTH KOMMEPYECKON nH(DOpMaIvy.

11. YTo Takoe ToBapHas HEHHOCTh MHPOPMALIUU U KaKOBBI TyTH €€ TOTy4eHus1?

12. Ha ocHOBe, KakuX JTOKYMEHTOB MPOBOAUTCS aHAIN3 UH(OPMALIMOHHBIX aKTUBOB

PEANPUATHS?

16



13. Kakue Bunpl nundopmanuu orpanndeHHoro gocryna Bei 3naere? Ilepeuncnure
UX.

14. O6cyxneHue CTPYKTypbl OpPraHOB BJAcTH IO  3alluTe HMHGOpMAIUH,

ineppun o —>{CoseT be3onacHoctn
AT g p 1CNHIKE
=a= L LVJ TIIVY *
Pocdniickon Peaepalmn
OCTIK, dCB, CBP, dCO eKBeAOMCTBEHHAnA KOMMUCCUA NO .
5 pranuzanust Oo0beuHeHHBIX Harmii
CTU .
MesxxayHapoaHbIi Cy
o CoBeT] 6e3onmacHoctn OOH
waaoiiin no
bi
Hol1 cBAZM ¢
OpraHbl 6€30MaCHOCTU MUHWUCTEPCTB U
BEAOMCTB
KOHCTUTYLIMOH- Hbll cyA,
BepxoBHbIi cya,
FeHepanbHas NpoKypaTypa
KoHncTutyrinoHn-
HBIM cyn,
BepxoBHBIHI
cyn,
I'enepanbHast
IHpoKyparypa
Oprasbl HCITOJIHUTEIILHOM OpraHbsl MECTHOT'O
BJIACTHU CyOBbekTOB PD caMOyrpaBJICHHUSsL Cyner,

NIPOKypaTypbl

Mpeanpuatan uopranusaum - PrrcyHOK P L CrpyRTY pa opraHiOB BJIACTH MO 3aIUTE UHPOPMATUU

15. Yto Takoe Kommepueckas TaitHa? UTo HENb3s OTHECTH K KOMMEPUECKOU TaiiHe?

16. Uto Takoe cmyxxkeOHas mHbopmarus? Kakue Bunbl nndopmaiuu Bel MoxeTe
OTHECTH K CIIy’KE€OHOU TaiiHe?

17. Yto takoe npodeccuonanbuas taitHa? Kakue Buabsl nunopmaiuu Bel moxeTe
OTHECTH K NpodeccruoHaIbHOM TaiiHe?

18. Uto Takoe uHTEIeKTyalbHas coO0cTBeHHOCTh? Kakue Bubl uHpopmanu Bol
MO’KETE€ OTHECTH K MHTEJUIEKTYaIbHOW COOCTBEHHOCTH?

19. Yto Ttakoe akTuBHI npeAnpusTus? Yto Takoe nHPopManmoHHbie akTUBbI? Kak

MPAaBWJIBHO UX MPOAHATU3UPOBATH?

17



20. IlonsaTtue u BUABI HHPOPMALIMH, 3aIUIIAEMON 3aKOHOJaTeNIbCTBOM Poccuiickoi
®eneparmn. OCHOBHBIE KOHIIETITYaJIbHBIE TTOJT0XKEHHSI CHCTEMBI 3aIIUTHl HH()OPMALINH.

21. TlpaBoBoe pEryJIMpoBaHUe TEXHOJIOTHYECKOIO oOMeHa. 3amura
MHTEIJICKTYalbHOM cOOCTBEeHHOCTH. KpuTepun 11eHHOCTH JOKYMEHTOB.

22. IlpeanochlIKK K pas3rjalleHUuI0 CBEJCHUM, COCTaBISIOUIMX KOMMEPYECKYIO
TaliHy. DKCIepTu3a EHHOCTH TOKYMEHTOB.

23. HazoBuTe OCHOBHBIE MEPONPUATHAMU MO 3allUTe OT  pa3[iIalleHus

KOH(DHICHIINATEHON MH(GOPMAIIHH.

PI'3 - IlonsaTust 1 BUABI 3a1nuiaeMo nHgopManumn

Heaw PI'3: HayunTbest BBIABIATH BUIbI MHGOPMALMU OTPAaHUYEHHOTO JOCTYIa Ha
IPEANPUATANA U OTHOCUTD K OJHOM U3 TPy KOHPUACHIIUATBHOCTH JTMOO CEKPETHOCTH.

CryneHT BbIOMpaeT J1000€  MOpEeanpusiTe, HHPOPMALMUOHHYIO  CHCTEMY

KOTOporo OyzeT uccienoBarh B padore.

Nudopmariis aM@KET XpaHUTHCS |B pa3IMUHBIX (opMmax, BKJIIOYAsh Takhe Kak
|

=Y

Mep;—hatiish e—AaHHbIMI—epXPAaHCHHBIC HA JJICKTPOHHBIX WA

HemaTepuanbHble

%@%ﬁg K’g{%b 1%2“@‘;?{92\55”5 ‘thgqnpumep, Ha Oymare), a Takxke B

n

HEOHAX )

aKTUBbI

=

DTG EEX

obecneyeHune

EMaTEepUAIRHOM BUE |H

7

HaBbIKW M ONbIT UMUAXK
Popme i coryskampx. MH(opMAaIus OrpaHMueHHOTO

==,

3H

o

JIOCTYTIa Ha MPEANPUATHH OTPAKCHA B aKTUBAX MPEANPUITHSA. AKMUE — ITO YTO-IIN00, YTO
MMEET LIEHHOCTD IS OpFaHI/IBaHI/II/Il. B cootBerctBun ¢ 'OCT P MCO/MDK 27000-2012,

HMCIOTCS PA3JIMYHBIC TUIIBI AKTUBOB, ITPCACTABIICHHBIC HA PUCYHKC.

PucyHok 2.2 — Tumbl akTHBOB

I'OCT P MICO/MDK 27000-2012 «Hammonaneueiil crangapt Poccuiickoit ®@enepannu. MHpOpMannOHHAS TEXHOIOTHS.
Metomel u cpeactBa obecmeueHuss Oe3omacHOCTH. CHCTEMBI MEHEDKMEHTa HH(OpMaIrmoHHOH Oe3omacHOCTH. OOummii
0630p u TtepmuHOnorus» (yrB. u BBeAeH B jaeiictBue Ilpukazom Poccrammapra ot 15.11.2012 N 813-cT)
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Huppopmayuonnwviii axmus (information asset) - 3HaHUS WM JaHHBIC, KOTOPHIC
MMEIOT 3HAYCHHE IS OPraHM3aIii’.

Xo BbINOJIHEHNUSI padoThI:

1. [IpoananuzupoBath HH(POPMAITMOHHBIE AKTUBBI BLIOPAHHOTO BaMU MPEATIPUSITHS:

YKaXuTe MECTOPACTIONOKEHHE HH(POPMAITMOHHBIX aKTHBOB TI0 OT/AeJIaM

Tabnuna 2.1- Ananu3 nHQOPMAIIMOHHBIX aKTHBOB

WNudopmanmonnslii XapakTepuCTUKU MH(POPMAIIMOHHBIX AKTHBOB
akTuB (S) MecTo XpaHeHHUsI Bung xpanenus Cpok xpaHeHUs O06ocHoBaHME
HOPMaTUBHO-
MpaBoOBOH 0a3bl
S1

S2

Si

2.1lepeuens WH)OPMAITMOHHBIX AKTUBOB MPU IMOCTPOSHWU CHCTEMBI 3alllUThI
uH(OpMAIIUU MOXHO TIPEJICTaBUTh B BHUJEC OTHOIIEHHUS CBEACHUN S={Sj} M ypOBHS HUX
KOH(puAeHIIMaIbHOCTH A={ax}, TIe€ 1 — HOMEp OlICHMBaeMOro cmejeHus, a k -—
YIOPSIOYEHHOE MHOXECTBO 3HAYEHWW JIMHTBUCTUYECKOM IEPEMEHHOW «KaTEeropus
3akpeiTolt  umHbopmaruu» =  {<OTkpbiTas, HecekpeTHas uHpopmanus (ON)>,
<Ilepconansubie ganusie (I1[H)>, <Kommepueckas taitHa (KT)>, <CnyxeOHasa TaiiHa

(CT)>, <Cexkpetno (C)>, <Cosepuienno cekpetHo (CC)>, <Ocobo#t BaxxHoctu (OB)>,

<[lns cny>keOnoro nons3zoBanus (JIACIT)>, ....}.

Tabnuma 2.2 — YcnoBHOe npecTaBiIeHUE epedyHs HHPOPMAIIMOHHBIX aKTHBOB

HNuadopmarmonHbIi VYpoBHU KOH(UACHIMATHLHOCTH (A)
aktuB (S) a() a ax
S1 .. Sia1 .
So ... ... e Soa
Si Sidg

TOCT P UICO/MAK 27000-2012 «HauponasHsiit crammapt Poccuiickoii ®eneparn. MHGOPMAIMOHHAS TEXHOTIOTHSL.
Mertonsl 1 cpenicTBa obecnieyeHns 6esonacHocTH. CHCTEMBI MEHEKMEHTa MHPOPMAIMOHHOM 6e3omnacHocTu. O0muit
0030p u TepmuHONOTHS» (YTB. M BBeAieH B aeiictBue [Ipukazom Poccranmapra ot 15.11.2012 N 813-cT)
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3. Otpasure B3aMMOCBS3H MEXITYy HHPOPMAIIMOHHBIMU aKTUBAMHU U KPUTEPUAMU UX

0€30I1aCHOCTH.

Tabmuua 2.3 - OtTpakeHHe B3aUMOCBSI3M MeXAy HMH(GOPMAIMOHHBIMU aKTHBaMH H

KPpUTCPHUAMHU UX Oe3o1mmacHoCTH

Nudopmannon Kputepun 6e30macHOr0 cOCTOSHUS HH(MOPMAIIMOHHOTO aKTHBA
Hblit akTuB (S) | Kondunenumans | Henoctro | Jocrynuo | ITomoryern | Ayrentndn | JlocToBepH
HOCTH (€1) cTh (€7) cTh (€3) ocTh (€4) ocTh (€s) ocTh (&)
S1 S1a2€e1 ... S1€3
So Sodreq .
Si€3
Si Sjdoe1

ATpuOyTHI Sja€j OymyT O3Ha4aTh, YTO HMH(POPMALUS OrPAHUYEHHOIO OCTYHaA S
UMEET YPOBEHb KOH(DHUICHIHMAIBHOCTH ax W OTHOCUTCS K Kareropuu O€30MacHOro

COCTOAHU C;.

4. 3yunte TEXHOJIOTMYECKUN TMpolecc OO0pabOTKM W XpaHEHUs HH(OpMaIUH,
(¢u3nYECKUX YCIOBUHN U YCIOBUN OKPYXKarOIIeH cpesibl Ha BHIOPAaHHOM IPENNPUSITHH:

— BHEUIHHUE MOAKIIOYEHUS C IPYTUMU CUCTEMAMU — MIPOTOKOJIbI B3aUMOJIEHCTBUS;

— XpaHeHue HHpopMaluu — GpaiaoBast OpraHu3anus U apXuBalus;

— HakoIUIeHHe MWHPOpMaluu — KaHaJlbl, HOCUTEIH, HAKOMMUTEIH, OOMEH
uH(popmaimu, ¢akrorpapuueckas UHQOpMaLUA, pEIUIMKalUs, apXuBalusi, OOHOBIICHHUS,
npefocTaBlieHue MHPOpPMAIMK Pa3HbIM KaTeropusM MOJIb30BaTENEeH;

— crnoco0 mpenocTaBiieHuss MH(GOpMalWu — CalTbl, OYTAa U BBIBOJ Ha IEYaTh,
MOOMJIBHBIE TI0JIB30BATEIN, TPEOOBAHUS B pad0Te ¢ JOKYMEHTUPOBAHHOU MH(MOpMalneit

— cpeacTBa  00paboTkM W mepegayd  uHOpManuMM, — TEXHUYECKUE U
nporpammubie  cpeactBa BT, cpeactBa W JIMHUM  CBA3M, IPEJOCTABIISAIONIME
BO3MOXKHOCTH Kak Ui TepeMelleHus (mepeaaud, KOMMpOBaHHs) HH(OpPMALUUA MEXIY
pa3IMYHBIMK OOJIACTSMU MAMSATH W HUHPOPMALMOHHBIMU HOCHUTENISIMH, PpPa3IMYHBIMU
cpeactBamu 00paboTkH, ompenesneHHbIMU Wit AC, Tak M 1O BBIBOJY MH(MOpMAIUU U3

YCTaHOBJICHHOM TSt Hee chepbl oOparieHus.
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CHuUCOK HCTOYHUKOB VIS CAMONOATOTOBKH
1. ®enepanbubiit  3akoH  or  27.07.2006 Ne 149-03 «OO6 wunHpOpManuwy,
MH(GOPMAILIMOHHBIX TEXHOJIOTHIX U O 3alUTe UH(pOpMaLUN»;
2. ®enepanbhbliit 3ak0H 0T 21.07.1993 Ne 5485-1 «O rocynapcTBeHHOU TaifHEY;
3. Yka3 Ilpesumenta PO ot 30.11.1995 Ne 1203 (pem. ot 05.10.2017) «OO6
yTBepxkaeHnHu [lepedns cBeieHn, OTHECEHHBIX K TOCY1apCTBEHHON TalHEY;
4. Yka3 Ilpesunenra P® or 06.03.1997 Ne 188 (pem. or 13.07.2015) «O06

yTrBepkienun [lepeuns cBeeHuil KOH(OUIECHIIMATBLHOTO XapaKTepay.
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3 IlpakTtuyeckoe 3ansaTHe Ne 3. Pexxum 3amuThbl rocyaapcTBeHHOM

TAHHBI

®opma npoBeeHNsI NPAKTUYECKOT0 3aHATHS:
— TiepBas 4acTh 3aHATHS MPOBOJUTCS B BUJIE ONPOCa U PACCMOTPEHUEM 3ajiay
(cutyanuit).

— BTOpPas 4aCTb 3aHATHA IIPOBOANTCA B BUIC BBIITIOJITHCHHA U 3al1IUTHI pecbepaTa.

eab 3anATHA:

M3yunth uHGOPMAIMOHHOE 3aKOHOJATENIbCTBO, IOPHAMYECCKHEC MEXaHU3MBbI
obecrieueHus HH()OPMAITMOHHOM 0€30I1acHOCTH CBEJICHUM, COCTaBJISIOIIUX
rocyJlapcTBeHHYIO TaliHy. HayuuTbcst paboTaTh ¢ HOPMATUBHBIMHU aKTaMU, TPUMEHSTh UX
B TIPAKTUYECKON JEATEIbHOCTH; IPUMCHATh TIPABOBBIC MEXaHM3MBl OOECIICUCHHUS

UH(OPMAIMOHHOW O€301IaCHOCTH CBEACHHM, COCTABIISAIOIINX TOCYIAPCTBEHHYIO TaliHY.

Bomnpocs! 1ist onpoca:

1. Yto Takoe rocynapcTBeHHas TaitHa?

2. HazoBute Tpu cTeneHu CEKPETHOCTH.

3. Ilonatue rocy1apCcTBEHHOM TalHBI.

4. IlontHOMOYMSI OpPraHoB TOCYAApCTBEHHOM BiIacTM B  OOJAacTH  3alllUTHI
rOCyAapCTBEHHOW TANHBI.

5. Ilopsimok OTHECEHUsI CBEICHHM K TOCYIapCTBEHHOMN TaliHe, MX 3aCEKPEUMBAHUS U
pacceKpeUrBaHMUs.

6. Jlomyck k rocyaapCTBEHHOM TailHe.

7. 3amura rocyJapCTBEHHOM TaliHBbI.

8. KoHnenryanabHble OCHOBBI 3aIIUTHI TOCYAApPCTBEHHON TallHBI.

0. Tlonatue  mpaBOBOTO  peXHMMa  3allUThl  TOCYJApCTBEHHOW  TalHBI.
['ocymapcTBeHHas TaiiHa Kak OCOOBIM BHJI 3aluiliaeMoi MHGOPMAIKM U €€ XapaKTepHbIE
MIPU3HAKH.
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10. PexBu3UTHI HOCHUTEINEH CBEACHHUH, COCTABIISIFONIUX TOCYIaPCTBEHHYIO TalHY.

11. IlpuHUMIBI, MEXaHU3M U MPOLEAypa OTHECEHUS CBEACHUIN K rOCYJapCTBEHHOMN
TallHe, UX 3aCEKPEUMBAHUS U PACCEKPEUMBAHUS.

12. OcHOBHBIE KJIAacChl JOKYMEHTOB TIO 3allUTe TOCYJapCTBEHHOW TaWHBI:
IPaBOBBIC; OpTraHU3alMOHHO-PACTIOPSAUTEIbHBIC; HOpPMaTHBHBIE; IUTAHOBBIE;
uH(pOpMalMOHHBIE.

13. Opranbl rocy1apCTBEHHON BIIACTH, IPEANPUATHSA, YIPEKICHUS, OPTaHU3ALNN U
UX CTPYKTYPHBIE TIOJIpa3I€IEHUS 1O 3alIUTE FOCYJapCTBEHHOM TaliHbI

14. Tlopsinok nomycka JOMKHOCTHBIX JIMI] M TPaXAaH K TOCyJapCTBEHHOM TaliHe.

15. OcobeHHOCTH JAOIyCcKa JHIL, UMEIOUIMX JIBOMHOE TpaXkIaHCTBO, JHIl 0Oe3
TpaXMTAHCTBA, a TaKXe JMIl W3 YWCIAa WHOCTPAHHBIX TpaKIaH, SMUTPAHTOB W
PEIMUTPAHTOB, K TOCYJapCTBEHHOM TailHe.

16. OcoObli1 MOpsIIOK JOITyCKa K TOCYAapCTBEHHOM TaifHe.

17. OrpannyeHus paB JAODKHOCTHOTO JIUIA WM TPpaKJaHUHA, TOMYIICHHBIX WIN
paHee JIOMyCKaBIINXCs K TOCYJapCTBEHHOM TaliHe.

18. Opranuzanus 3amuTel HOOPMAIIMU, COCTABISAIONIEH rOCYAapCTBEHHYIO TaliHY,
Ha MPEANPUATHAX, B OPTAaHU3ALUAX U YIPEKICHUSAX.

19. OcobGeHnHoCTH 3aUTHI MH(POPMAITUU B YCIOBUSX PeaU3aIlii MEXTYHAPOTHBIX
JIOTOBOPOB IO COKPAILEHUIO BOOPYKEHUN U BOOPY>KEHHBIX CHIL

20. OcobenHnocT 3amuThl WHGOPMAIMKM B YCIOBHUSX CO3/IaHUS COBMECTHBIX
PEANPUATHIN.

21. OcobeHHOCTH 3amUThl HWHGOPMAIMM B YCIOBUSX HAYYHO-TEXHHUYECKOTO,

BOCHHO-TEXHUYECKOT0 ¥ IKOHOMHUYECKOTO COTPYJHUYECTBA C IPYTUMHU CTPAHAMH.

Tembl pedeparoB:

1. Kouctutyuus Poccutickoit denepannn o 3a1IUTe rOCy1apCTBEHHON TallHBI.

2. KoHuemnmus 3amuThl TocyaapcTBEHHOM TaiHbl B Poccuiickoit denepanmu.

3. 3akon Poccuiickoit ®@enepanuu «O 0€30MaCHOCTH» Kak MpaBOBas OCHOBA
3aIUTHI TOCYAAPCTBEHHOMN TAMHBL.

4. Tlonnomouus IIpesunenta PO B chepe 3ammThl rocy1apCTBEHHOMN TalHBbI.
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5. Oco0eHHOCTM 3amMTBhl TOCYJApPCTBEHHOM TalHbl B YCIOBHUSX HAay4yHO-
TEXHUYECKOTO, BOCHHO-TEXHHMYECKOTO M IKOHOMHUYECKOTO COTPYAHMYECTBA C JIPYTHMHU
CTpaHaMH.

6. Ilopsmok gomycka IOJDKHOCTHBIX JIML M rpaxaaH P® k rocynapcTBeHHOM
TalHe.

7. OcobeHHOCTH JAomycKa K TOCYyJapCTBEHHOW TalHE JMI, UMEIOUIMX JBOMHOE
TPaXXIaHCTBO, allaTPHUI0B, HHOCTPAHHBIX TPaXK/IaH, SMUTPAHTOB U PEIMUTPAHTOB.

8. Texuuueckue cpelncTBa 3alUThl MHOOPMALMKM M UX MPUMEHEHHE B 00JIACTH
3alUThI TOCYIapCTBEHHON TailHBbI.

9. TocymapcTBeHHas ITOJIUTUKA MH(OPMAIMOHHOU 0e30macHOCTH 151
OpraHM3allOHHAsl OCHOBA €€ 00ecTeueHUsl.

10. OcoOeHHOCTH 3alMThl TOCYIAapCTBEHHOM TaWHBI B YCIOBHUSX pealu3aluu
MEXIyHApOJHBIX JOTOBOPOB IO COKPAIICHUIO BOOPYKCHHI U BOOPYKEHHBIX CHIL.

11. OcobeHHOCTH 3alMThl TOCYJApPCTBEHHOM TallHbl B YCJIOBHUAX CO3JaHMS

COBMCCTHBIX HpGI[HpHHTHﬁ.

CnMcoK MCTOYHHUKOB JJIsl CAMOIIOATOTOBKH

1. ®enepanpubiii 3akoH oT 21 wumronst 1993 1. No 5485-1 «O rocynapcTBeHHOM
TaliHEe),

2. IlocranoBnenue mnpaBurenbctBa P® ot 18 centsadps 2006 r. Ne 573 .
O  §OpenocTaBIEHUMM ~ COLMAIBHBIX  TapaHTUM  TpaXaaHaMm,  JONYIIEHHBIM K
rOCyJJapCTBEHHOM TalWHE Ha IIOCTOSSHHOM OCHOBE, M COTPYAHUKAaM CTPYKTYPHBIX
MOAPA3ACIIEHUN 10 3alIUTE TOCYAapPCTBEHHOW TalHBbI;

3. Yka3 IIpesunenta PO ot 30 HOAOpst 1995 1. Ne 1203 «O06 yTBepkKIeHUU TIEpeyHs

CBEJICHUM, OTHECEHHBIX K rOCYyJapCTBEHHOU TAHEY.
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4 HpaKTI/I‘IeCKOG 3aHaTHE Ne 4, BamnTa IMEPCOHAJIBHbBIX JaHHBIX

dopma npoBeieHUs MPAKTHYECKOT0 3aHATHS:
— TmepBas 4YacTh 3aHATHS MPOBOJMUTCS B BUAE ONpOca U PACCMOTPEHHUEM 3aj]ad
(cutyanuit).

— BTOpasg 94aCTb 3aHATHA IIPOBOAUTCA B BUJIC BBIIIOJTHCHUS PI'3.

eab 3anaTHA:
N3yunTh HOpMaTUBHO-METOIMYECKYIO 0a3y B oOsactu 3auuThl UCIIJIH, n3yunTtsb

METOAUKY onpezaeneHus ypoBHs 3amuiessocty UCITIH.

Bonpocsl auist onpoca:

1. Yro Takoe [lepconansubie nanuvie? Kakue kareropuu [1/1n Bel 3Haete?

2. HopmaTuBHO-IIpaBOBOE 00€CTI€UEHHE 3aIUThI IEPCOHANBHBIX TaHHBIX

3. Cucrema TrOCyJapCTBEHHOIO KOHTpPOJII M Haa3opa 3a oOecrneueHueM
0€30I1acCHOCTH NEPCOHAIBHBIX JaHHbBIX

4. OO0s13aHHOCTU U OTBETCTBEHHOCTbH OIEPATOPOB NEPCOHAIBHBIX TAHHBIX

5. ¥Yrpo3bl HHPOPMALMOHHBIM CUCTEMAaM NIEPCOHATBHBIX TaHHBIX

6. Omnwucanne HHPOPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX JAHHBIX

7. Knaccuduxkanuys nHGOPMAIIMOHHBIX CUCTEM MTEPCOHABHBIX JJAHHBIX

8. baszoBas Mmogenp yrpo3 0€30MaCHOCTH TEPCOHAIbHBIX JAaHHBIX MPU HX
00paboTke B MH(GOPMAIIMOHHBIX CUCTEMAaX

9. Meronuka ompenenaeHus akTyaJdbHBIX YIpo3 0O€30MacHOCTH MNEPCOHATIBHBIX
JTAHHBIX TIPU UX 00paboTKe B MH(MOPMAIIMOHHBIX CUCTEMAX

10. Opranuzanus 3amuThl THPOPMALIMOHHBIX CUCTEM MEPCOHANbHBIX JTAHHBIX U
peanu3anus CUCTEMBI 3aLUThI IEPCOHABHBIX JTaHHBIX

11. MeponpusiTusi 1O 3alllUT€ NEPCOHAIBHBIX JaHHBIX TpU HUX 00paboTKe B

UH(OPMAITMOHHBIX CHCTEMAaX
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12. llopsnok ~ mpuUMeHeHHs  KpunTorpaduveckux  CpeACTB Ul 3aIlUTHI
NEPCOHANBHBIX JaHHBIX

13. OnTumMu3aiys CUCTEMBI 3aIlIUThI TIEPCOHATBHBIX JAHHBIX

14. Opranu3aluoOHHbIE W TEXHUYECKHME Mepbl 0€30MacHOCTH TpU  XpaHEHHE
NEPCOHAIIBHBIX JAHHBIX Ha HOCUTEIISIX

15. JlokymeHTapHOE OOECHEeUeHUEe JEATEIbHOCTH ONepaTopa MEePCOHAIBHBIX
JTAHHBIX

16. Anroput™m netictBuii omepatopa mo mpuBeneHuto VMCII/IH B cooTBeTcTBHE
3aKOHOATENLCTRY.

17. Kto moxer npoBeputh omeparopa? YUYTo, Kak U KOrja MOXKET MNPOBEPATH
Pockomuanzop? Urto, kak u korjga MoxeT npoBepats PCTIK?

18. Kaxoga mporeaypa rnposepku co ctopons PKH?

19. [IpumepHbIil nepedyeHb JOKYMEHTOB, OTpaOaThIBa€MbIX IPU MPUBEICHUU
NCIIJIH B COOTBETCTBUE 3aKOHOIATEIILCTRY.

20. Ocobennoctu obecrnieuenust 0e30MacHOCTH WH(OPMALMU TPU UCTOIB30BAHUHU
TUNOBBIX (POPM JOKYMEHTOB, XapakTep HH(OpPMAMM B KOTOPHIX MIpPEANoJaraeT WiId
JOMYCKAeT BKIIOYEHUE B HUX MEPCOHAIbHBIX JAHHBIX.

21. Ocobennoctn obecrieueHus 0e€30MacHOCTH MHGOPMAIMM TPU  BEJCHUU
KYpHAJIOB (PEECTPOB, KHUT), COJEPKAIIMX MEPCOHAIbHBIC AaHHBIC, HEOOXOIUMBIE IS
OJIHOKPATHOTO MPOIYCKa CYObEKTa NEPCOHANBHBIX JAHHBIX HAa TEPPUTOPHUIO, HA KOTOPOM
HaXOAMTCS ONEepaTop, UM B MHBIX AHAJIOTUYHBIX LENSX.

22. Mepel 1o o0ecriedueHnt0 0€30MacHOCTH TEPCOHANBHBIX JAaHHBIX MPH HUX
00paboTKe, OCYIIECTBIIsIEMOM 0€3 UCITOIh30BaHMS CPEACTB aBTOMATH3AIIHH.

23. CocTaB MEpONpHUATHI TI0O 00ECTIEYSHUIO OE30MaCHOCTH TEPCOHATBHBIX JAHHBIX
npu ux o0paboTke B HH(GOPMAIIMOHHBIX crucTeMax (B cooTBeTcTBUU C [ITTPD Ne 1119)

24. OCHOBHBIE TOJIOKEHUSI METOJUYECKUX PEKOMEHJAIUi M0 OOECIeYEHUI0 C
MOMOILBIO KPUNITOCPEJCTB O€30MaCHOCTH NMEPCOHAIBHBIX JTAHHBIX MpPU UX 00paboTKe B
MH(OPMAIIMOHHBIX CHUCTEMaxX MEPCOHANbHBIX JAHHBIX C HCIOJIb30BAHUEM CPEJICTB

aBTOMaTU3allun
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PI'3 - Meroanka onpenenenus aktyajabHbIX yrpo3 B UCII/In. TpeGoBanus k
cucrteme 3amutbl UCI1In

Heas PI'3: HayuuThCs CTPOUTH 4YacTHYIHO MOJENb YIpO3 W HapyLIUTENs B
COOTBETCTBUM C 0a30BOM MOJENBIO YTPO3 U METOJMKOW ONpPENEIEHUsI aKTyalbHbIX yIrpo3
UCIIIn, HayuuTbes ompenensTh ypoBeHb 3amuineHHoctd WCII[H u dopmupoBarth
TpeOOBaHUS MO WX 3aLIUTE B COOTBETCTBUH C HOPMAaTUBHO-MeToanueckon 6azoit ®CTOK
u OCb.

Jnsa Bemonnenus PI'3 HeoO6xoauMo BBIOpaTh 0OBEKT i uccienoBanus. OObeKT
BBIOMPAETCS yHAIIUMCSI CAMOCTOSITEIBHO, TU00 BBIAAETCS MPETOJaBaTEIEM.

OOBEKTOM HCCNeOBaHUS JIOJDKHA ObITh MHGOpPMAIIMOHHAS CUCTeMa O0pabOTKH
IIEPCOHAJBHBIX  JAaHHBIX TIOCyAapCcTBeHHOW opranm3aumu. Hampumep: HCIIIH
HajorominarensikoB, WCIIJAn wmunucrepcrBa, HWCIIJIH coTpyaHHUKOB JIFOOOTO
rOCYJapCTBEHHOI'0 YUPEXKIECHUSA U T. 1.

Xoa BbINOJIHEHUSI PA0OThI:

1. [IpoBenure ananu3 opranuzanuu Oe3onacHoctd II/IH B BbIOpanHOi Bamu

NCII/IH:

KakuM 00pa3oM npoucxoauT oopadbortka [THx;

- 1menb oopadotku I11H;

- TpaBoBOE OCHOBaHUE 00padboTku [1]1H;

- nepedeHb oOpabaTeiBaeMbIX [1JIH n o6bem I1JIH, mepedeHb OCYIIECTBISIEMBIX
neictBuil B otHouenuu [1/{n B UCIT/IH;

- cpoku xpanenus [1/1x;

- cnocoObl noctyrienus u BBoaa I11u B UCIT/IH;

- UCcTOYHMKHU nocTyruieHus [1]1H;

- unH(opManus 06 opranuzanuu nepenayuu [1J1H.

Ilpumep  mabauy  Ona  awanuza  OpeaAHU3AYUU besonachocmu  Il/[n
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Ta6muna 4.1 — Cnoco6 obpabotku [1/1x

WUCTI/In

Cnioco6 o6paboTku Ornucanwue mporecca 00pabOTKH

«KanpoBblil yuer» ABTOMaTHU3UPOBAaHHAS CoTpyIHUK COCTaBIISIET TPYAOBBIE TOTOBOPHI

Ta6nuna 4.2 —Ilens o6pabotku I1/1H

WUCTIIn

Lens

«Kagposbiii yuer» Benenue kaapoBoro yuera

Ta6muna 4.3 — [IpaBoBoe o6ocHOBaHue 00padoTku [1/]x

WUCTITn

IIpaBoBOE ocHoBaHue obOpabdoTkm I1/[H

«Kagposbiii yuer» Tpynosoil kogexkc PD

Ta6muna 4.4 — Kareropust u o6sem 110

HUCIIu Oo6pabateiBacmbie [1/1H Kareropus [1/1n Oo6swem [11u
«Kampossrit damMunus, UMsi, OTYECTBO, Kareropus 2:
yaer» nacnoptHsle nanuble, MHH, JlaHHbIE, TO3BOJIAIOLINE

CHUJIC, nomxHOCTb, JaHHBIE 00
oOpa3oBaHuH, TenedoH,
KBaJIM (UK.

UICHTUDUIIPOBATH
CyOBbeKTa U MOJIYYUTh O
HEM JIONOJTHUTEIBHYIO
nH(pOopMaIHIO

Ta6muma 4.5 -TIlepedyens ocymecTriasieMbix aeictBuid B oTHomenuu 111 B UCIT/x

WCTI

JleticTBust

«Kanposslil yuer»

Co6op, cucremaTusanus, HAaKOIJICHHE, XpaHEHUE, YTOUHEHNE (U3MEHEHUE,
0OHOBJIEHNUE), UCTIOIB30BAHNE, YHUUTOKEHHUE, ITepeIaJa.

Tabnuna 4.6— Cpoku XpaHeHHS

WUCTIIn

Cpok XpaHeHHUst

«KanpoBeiii yuer»

75 ner

Tabmuua 4.7— Beox [1on

WUCTIIn

Brox I11u

«Kanposslil yuer»

C knaBuarypsl

Tabnuua 4.8— Ucrounuku nocryruienns [1/1x

WUCTIIn

Ucrounnku nocrymnenus 111x

«Kagposblii yuer»

Ot COTPYAHUKOB OpraHu3alun

Tabnuna 4.9— [lepenaua [1/1n

WUCTI I

ITepenaua I1/1n O6nem mpenoctaBisieMbix [1/[H

«KagpoBbiii yuet» [Tepenarorcst B 00CITy KUBAOITUIH Besa BJ1
OpraHu3alnio 0aHK, HAJIOTOBYIO CIYXkOY,
TMEHCUOHHBIN (POHI.
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2. Otkpoiite [locranosnenue [IpaBurensctBa Poccuiickoii deaeparuu ot 1 HOSIOps
2012 r. Ne 1119r. «O06 yTBepx)aeHUU TPeOOBAaHUM K 3aIUTE NEPCOHAIBHBIX JAHHBIX MPU
ux o0OpaboTke B WMH(OPMALMOHHBIX CHUCTEMaX MEPCOHANBHBIX MaHHBIXY». Ompenenurte

Kakyto kareroputo [1J]IH oOpabaThiBaeT Balia cuctema.

3. IlpoBeaute aHanmM3 aBTOMATU3WPOBAHHON cucTeMbl o00pabotku IIJ[H B
BeiOpannoit Bamu UCII/Ina: JIBC, CereBoe 0060pymoBaHue, MPOTPAMMHOE U TEXHHUECKOE
obecnieuenue kaxnoit MCII[IH, cxema CTpyKTypbl ceTH, oOecredeHue Oe30MacHOCTU

paboTel B ceTn MHTEpHET.

Tabnuna 4.10 - Ananu3 aBTOMAaTU3UPOBAHHON cucTeMbl 00padoTku [1/[H

Hamnune ¢usnueckux
WUCIIOu Kongurypauus, nornaeckas Cocras TC | mnoaxmouenwuii (JIBC, Uarepher,
CTpyKtypa KaHaJIbl CBS3U MPOBAMICPOB)
«Kanposbrit CrenuanbHass aBTOHOMHas 7 APM HCII/IH He TOAKIIIOUEHA K CETAM
y4eT» MHOTOIIOJTb30BaTeIbCKas 0e3 0011IeTO MOJIB30BaAHMS
pasrpaHUYeHHS MIPaB IOCTyIa

Tabnuna 4.11 - Ananu3 aBTOMaTU3UPOBAHHON cUcTeMbI 00padoTku [1/[H

Haumenosanue, Bepcus OC | MecTopacnosnoxeHue [Ipumeuanue

Microsoft  Windows XP | r. Opeu6ypr, yia. M. T'opskoro, 1. | APM.

Professional SP 3 28, oT1eN KaJpoB, MPUEMHAs Ceprudukar OCTDOK HE
IpeJI0CTaBIIEH
BosmoxxHoctn
HaumenoBanue, Bepcus Pacriosioxxenue pecypca
POrPaMMHOTO CPEICTBA

NCTI/[In «KanpoBslil yueT»

Microsoft Office, mms nmoma wu | TekCTOBBIH pemakTop Otnen kaapoB
ouzneca 2010 CucreMHslii 6710k
MuB.Ne 013660053

4. OTkpolTe HOPMATUBHO-METONUYECKHM JOKyMEeHT «ba3oBasi Mojens yrpos
0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX MPH UX 00paboTke B MHMDOPMAITMOHHBIX CHCTEMAaxX
nepcoHanbHbIX JaHHbIX (Bbiucka)» DOCTIK Poccun, 2008 roax. Ha ero ocHoBe
MIPOBEAUTE aHAIN3 UCTOYHUKOB yrpo3 UCII/IH.

Ucrounukamu yrpo3 HCJ B WCIIJJlH moryt OBbITh: HApyUIUTENb; HOCUTEIb

BpPEJIOHOCHO MPOTPaMMBl; anmapartHast 3aKjIaiKa.
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Tabnuna 4.12 - Xapakrepuctuka pa3nnyHbix TUnoB HapymuTeneir UCITx

Tun Yrpo3sl [Tpuuunsb! (11€71) Kpamudukanus, HUcnonb3yemsbie
MOTEHLHAI METOJIbI U
cpencTBa
Buytpen | Hecankuunonuposa | Ilonyuenue auyHoil | PaGoraer ¢ II[u, | Mcnonb3yer
HUH HHOE BBITOJIBI; MMEEeT JOCTYyH K HHM. | HEIOCTaTKH
Hapylld | UCIIOJIb30BAHUE JInuneie mpocbObl | Moxet CKPBITh | HUCIIOIb3YEMBIX
TEJb I 1H; JIpy3€il, 3HAKOMBIX; HEIIPaBOMEPHYIO MH()OPMALIMOHHBI
Moaudukarys be30TBeTCTBEHHOCTS; JESITEIbHOCTb. X TEXHOJIOTHH,
JIOKyMEHTOB, Caborax; OIIMOKH II0IB30-
oOpabaTeiBaeMbIX | MecTb; BaTelei u
IT1n; HeynosneTBopeHHOE aJIMUHUCTPATOPO
Ilepenaya TpeTbUM| TLLIECTABHE. B.
JIULAM.

5. Ha ocHoBe HOpMaTI/IBHO-MeTOI[I/I“IeCKI/Iﬁ AOKYMCHT «bazoBas MOICIIb YyI'poO3

0e30IacHOCTH IICPCOHAJIBHBIX OAHHBIX IIPU HUX O6pa6OTK€ B I/IH(bOpMaI_[HOHHBIX CHCTCMaAx

MEPCOHAIBHBIX  JAHHBIX  (BBIMHCKA)»

kiaccuduxanuio yszsumocteit UCIT/IH.

Ta6nuna 4.13 - Ananus ysa3sumocteit UCIT/Ix

®CTDOK Poccunu,

2008 rom. mpoBeaUTE

HaunmenoBanue (xapakTepucTHKa) YS3BUMOCTH

CopepxaHue HapylIeHUs1 O€30MaCHOCTH

nHopManuu
1. Ayrentudukanus Ha 0a3ze OTKPBITOTO TeKCTa | BO3MOXKHOCTH mepexBara JaHHBIX YYETHOW 3aMUCU
(maponu mepechUIalOTCS B HE3alM(PPOBAHHOM | (MMEH  3aperMCTPUPOBAHHBIX  MOJIb30BaTEJEH,

BUJIC)
2. JlocTyI IO yMOJTYaHHIO
3. Hannune ABYX OTKPBITHIX MOPTOB

naposieit). [lomydyenue ynmameHHOTro HmOCTyma K
XocTaMm

6. OTtkpoiiTe HOPMATHBHO-METOIWYECKUN NTOKyMEHT «MeToAuKa OIpeneIeHHs

aKTyaJbHBIX YIpo3 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX MNpuU HX 00paboTKe B

nH(OPMAITMOHHBIX CUCTeMax nepcoHanbHbIX HaHHbIX» DCTIK Poccun, 2008 roa. Ha ero

OCHOBE BBIUHCIIMTE ypOoBeHb UcX0aHO0H 3ammuieHHoctd UCITIH (Yy).

7. CocTtaBbTe NepeyeHb yIrpo3, YUYUTHIBas UCTOYHUKH Yrpo3 U ys3BUMOCTH. [lpu

COCTaBJICHUH YTPO3 MCTOJB3yHTe baHk naHHBIX yrpo3 wHGOPMAIMOHHON 0€30MacHOCTH

OCTOK

https://bdu.fstec.ru/.
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Hcnonb3ys HOPMATUBHO-METOJMYECKUN JOKYMEHT «MeTtonuka onpeneneHus
aKTyaJIbHBIX YIPO3 OE30MacHOCTH TEPCOHANBHBIX JaHHBIX MpU HUX 00paboTKe B
UHGOPMAIIMOHHBIX cUCTeMax nepcoHanbHbIX JaHHBIX» PCTIK Poccuu:

- OINpeNeNnuTe 4YacToTy (BEpOATHOCTh) peanuzanuu yrpossl (Y;). Ilox yacroroit
(BEpOATHOCTHIO) peaM3alliid yTPO3bl MOHUMAETCS OMNpPEACNSIeMbId SKCHEPTHBIM MyTEM
[OKa3aTeab, XapaKTEePU3YIOIIUM, HACKOJBKO BEPOSTHBIM  SBJISCTCS  pealld3alus
KOHKpeTHOM yrpo3sl Oe3omacHoctu [IJIH mms gamnoit MCIIJIH B cKiaapIBarOIImMXCs
YCIIOBUSIX OOCTaHOBKH.

- paccuMTaiiTe BEPOSITHOCTh peanu3aiuu yrpo3bl (Y), OmpeaeiauTe OMacHOCTb
yrpo3bl. Koadduument peanuszyemMoctu yrpo3sl Y OyIeT ONpeaessiThCs COOTHOIIEHHEM

Y=(Y1+Y2)/20.

- OILICHUTE OMacHOCTh Kaxkaou yrposbl (O). Ilpu olieHKe OMacHOCTHM Ha OCHOBE
Orpoca H3KCHEPTOB (CHELMATUCTOB B 00JIACTH 3alIUThl MH(MOpPMAIMM) OIpereseTcs
BepOaIbHbIN MMOKa3aTeab ONACHOCTH JyIs paccMatpuBaemoit UCITIH.

- OIpPEIENUTEe aKTyallbHOCTh Yrpo3bl 1 qannou UCII/IH.

3anoyiHUTE TabIHITYy.

Tabnuna 4.14 - Ananuz akryansHoctu yrpo3 UCIIn

VYrposza PeanuzoBanHbIE KOHTPMEpPHI Y2 Y @) AKTyanbH
OCTb
YIpO3bI
VYrposa Hanmnuus | O6pabarsiBaembie B MCII/IH
HEJIOKYMEHTHPOBAHHBIX | IEPCOHAJbHBIC  JaHHBIE HE
(HeaeKIaprUpPOBAHHBIX) MPEJCTABISAIOT HHTEpeca JJis
BO3MOXKHOCTEH B | JIML, UMEIOIINX BO3MOXHOCTb
CHCTEMHOM [1O, | BHeapeHus MPOTPaMMHBIX MSH | 2’5 Hus. Heakr.
ucnoab3zyemoM B UUC 3aKJIaJ0K Ha JTanax ©) (Cp.)
pa3paboTKH,  TMOCTaBKH U
obHoBnenus cucremuoro I1O
NCIIdn.

8. Otkpoiite [locranosnenue [IpaBurenscTBa Poccuiickoit deneparuu ot 1 HOAOPs
2012 r. Ne 1119r. «O06 yTBepKaeHUN TPeOOBAHUM K 3alllUTE MEPCOHATBHBIX JAHHBIX MPU

ux 00paboTke B MHGOPMAIIMOHHBIX CHCTEMax MEPCOHAIBHBIX JaHHBIX». Ha ero ocHoBe
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ONpEIEIUTE K KAKOMY TUITY YIPO3 OTHOCSTCS BBISIBJIEHHbIE akTyanbHble yrpo3bl UCII/IH n

K KaKOMY YPOBHIO 3aIiiieHHOCTH oTHOcuTCs Bama MUCII/IH.

9. Ortxkpoitte Ilpukaz ®CTIK Poccuum ot 18 deppans 2013 r. Ne 21 «O6
YTBEPXKACHUM COCTaBa U COACPKAHUS OPraHU3aIMOHHBIX M TEXHHYECKHX Mep IO
obOecrieueHHI0  0€30MaCHOCTH  MEPCOHAIBHBIX  JAHHBIX TIpU HUX 00paboTke B
MH(OPMAIMOHHBIX CUCTEMAaX MEPCOHANBHBIX NaHHBIX» U [locTanoBnenue [IpaBuTenpcTBa
P® ot 15.09.2008 Ne 687 «O06 yrBepxkaeHuu Ilonoxenus o0 0COOEHHOCTSIX 00pabOTKU
MIEPCOHANIbHBIX JaHHBIX, OCYIIECTBIIsIEMON 0€3 HCTIOIb30BAHMS CPEACTB aBTOMATU3AIUNY.
Onpenenure C€OCTaB OPraHU3ALMOHHBIX M TEXHHMYECKMX Mep MO0 O00ECHeuYeHHIO

0€30MacHOCTH B COOTBETCTBUHU ¢ ypoBHEM 3ariuiieHHocTH Bameid MCIT/H.

10. OcymectBute BBIOOP CpeacTB 3aumThl nHPopmanuun ans UCIIJIH, ucnons3ys
["ocynapcTBeHHBIN peecTp cepTUPUUMPOBAHHBIX cpeacTB 3ammThl nHpopmaru N POCC
RU.0001.01bM00

sertifikatsii/153-sistema-sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-

(https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-

sredstv-zashchity-informatsii-n-ross-ru-0001-01bi00). /Ins Gojee TOYHOTO ONpeneIeHus

KJIacca CPEeJICTB 3aIUThl HHGOPMAIIH UCTIONB3YITE JaHHBIE, TPEICTABICHHbBIC B TAOJIHUIIE.

Tabnuua 4.15 - Bei6op cpeacts 3auuThl nHGopmanuu ans UCIT

3 VYporuu 3antumensoctu UCIT/Ia

CepTU(HUIMPOBAHHbIE IV ypoBeHns Il ypoBeHb 3anuIieHHOCTH | u Il ypoenn

no TpeGoBanusam 3alMIICHHOCTHA 3aIIMIICHHOCTH

GesonacHocT Bes Internet C Internet Bes Internet | C INnternet
1 2 3 4 5 6
Knaccer CpeJCTB 6 Kiacc 5 knacc 5 knacc 5 knacc 5 kiacc
BBIYUCIIUTETHLHON
texauku (CBT)
Kiaccrr CHUCTEM 5 kiace 5 kiace 4 xnacc 4 xnacc 4 xnacc
0oOHapyX eHus (akTyanbHbI (akTyasbHBI
Bropxkenuit (COB) yIrpo3sl 3-TO yYIpo3bl 2-TO
THTIA) THTIA)

Knaccer CpeICTB
AHTUBHPYCHOU
sammuThl (CAB3)
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https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-01bi00
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-01bi00
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/591-gosudarstvennyj-reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-01bi00

[Tponomxenue Taduist 4.15

1 2 3 4 5 6

Knaccel MmexceTeBBIX 5 Kiacc 4 knacc 3 xJacc 4 (aktyanbHbl | 3 (Wiu

skpanoB (MD) (akTyanbHBI (axTyanbHBI yrpo3sl  3-ro | aKTyajbH
yIrpo3bl 3-TO yIpo3bl 2-TO | THIIA) Bl yTPO3BI

THIIA) THIIA) 1-ro, 2-ro
THIIOB)

YpOBHH  KOHTPOJIA 4 xacc 4 xmacc 4 xmacc

OTCYTCTBUS (akTyanmbHBI YTPO3bI 2-TO THIIA)

HeJIeKJIapUPOBAHHBIX

BO3MOYXHOCTEM

(HAB)

11.Ecnu nepconanbublie qanubie B Bameit UCIIJIn nomiexar kpunrorpaduueckon
3aIllMTE B COOTBETCTBUM C 3aKoHOAATesNbcTBOM Poccuiickon Penepaunu wWid B
UH(OPMAITMOHHON CUCTEME CYIIECTBYIOT YIPO3bl, KOTOPbIE MOTYT OBITh HEHTPATIM30BaHbI
TOJIBKO C MOMOIIBIO CPEJICTB KpUNTOrpaPuueckoil 3anuThl HHOOpMAIUU, TO OTKPOUTE
«MeTonuueckue PEKOMEHIAIMK 10 pa3pad0TKEe HOPMATUBHBIX IPABOBBIX aKTOB,
OTIPENIEISIONUX YIPO3bl OE30MaCHOCTH TEPCOHANBHBIX JIAHHBIX, aKTyaJbHbIE MpU
00pab0OTKEe NEPCOHAIBHBIX JAHHBIX B HWH(POPMAIIMOHHBIX CHCTEMax MEPCOHAIBHBIX
JAHHBIX,  OKCIUIyaTUPYEMBIX TPU  OCYIIECTBICHUH  COOTBETCTBYIOIIUX  BHUIOB
nesrenbHocTH Ne 149/7/2/6-432 ot 31 mapra 2015 roma». HomosHuTe pa3zpabOTaHHYIO

Bamu yacTHyr0 MOJENb YyIpo3 JOMOJHUTEIBHBIM aHATTU30M.

Ta6numa 4.16 - Ananu3 Bo3MOXHOCTH UCTOUHMKOB aTak MCIIJIx

O00011IeHHbIC BO3MOXXHOCTH HMCTOYHHUKOB aTak Ja/Het

B03MOXHOCTb CaMOCTOSITEIBHO OCYLIECTBIIATH CO3/JaHUE CIIOCOOOB aTakK, NOArOTOBKY U
IIPOBEJICHUE aTaK TOJIBKO 32 Ipe/ieaMu KOHTPOJIUPYEMOM 30HbI

Tabnuna 4.17 - YTouHEHHbBIE BOBMOXHOCTH HapymuTenen u HanpasieHus arak UCIIIx

VYTOYHEHHBIE BO3MOYKHOCTH HAapyHIMTENEH U | AKTyaJIbHOCTh UCIIOJIb30BaHMs OGocHoBaHMe
HAmpaBJIeHUS] aTaK (COOTBETCTBYIOIIUE (mpuMeHeHusT) ISl IOCTPOSHUS 1 OTCYTCTBUA
aKTyaJIbHbIE YIPO3bI) peanu3anyy aTak

bonee moapoOHBIE pEKOMEHIAMM IO 3alOJHCHHUIO TaOJHWIl, IPEJCTAaBICHBI B

METOONMYCCKHUX PECKOMCHAALIUAX.
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12. Ecnu nmepconanpabie ganabie B Bamer UCIIIH mogiexar kpuntorpadudeckoit
3alllUTE B COOTBETCTBMU C 3aKOHOJATENbCTBOM Poccuiickoit @enepanuu wid B
UHGOPMAIIMOHHON CHCTEME CYIIECTBYIOT YIPO3bl, KOTOPbIE MOTYT OBITh HEMTpATH30BaHbI
TOJIBKO C TIOMOIIBIO CPEICTB KPUNTOrpapUUecKor 3amuThl HHPOPMALUHU, TO
OTpEJICJICHUN COCTaBa OPTaHU3AIMOHHBIX W TEXHUYECKUX MeEp 3aluThl HMH(OpManuu
Bameit UCIT/{n ucnons3yiite [Ipuka3 ®Cb Poccun ot 10 utons 2014 roga Ne 378 «O06
YTBEPKIECHUHU COCTAaBA W COJACPKAHUS OPraHU3alMOHHBIX W TEXHUYECKHX MeEp MO
oOecrieyeHnI0  OE30MACHOCTH TNEPCOHAIBHBIX JAaHHBIX MNpU HX 00paboTke B
WH()OPMAIIMOHHBIX CHCTEMaX IIEPCOHAJBHBIX JaHHBIX C HCIOJb30BAHUEM CPEJICTB
Kpunrorpadguyeckod  3amuThl  UHGOpPMAIMU, HEOOXOIMMBIX  JJii  BBITIOJIHEHUS
yctaHoBlIeHHbIX [IpaBuTenscTBOM Poccuiickoit ®enepanuu TpeOOBaHUI K 3alllUTe

IICPCOHAJIBHBIX JAHHBIX HJIS KAXKA0I'0 U3 ypOBHeﬁ 3alMTUIICHHOCTH)

13. OcymiectBuTe BBHIOOP CPEeACTB KpunTorpaduyeckon 3amuTbl HHGOPMAIIU IS
HUCTIIn, ucnonb3yst IlepeueHb cpencTB 3amuThl UHPOPMALUH, CEPTHPHUIIUPOBAHHBIX

®CB Poccun (http://clsz.fsb.ru/certification.htm).

CnMcoK MCTOYHHUKOB /ISl CAMOIIOATOTOBKH

1. PykoBogsmuii gokymeHT ®CTIK Poccum 15.02.2008 r. «ba3oBas monenb
yrpo3 0e30MacHOCTH TMEPCOHANBHBIX JaHHBIX NMPU UX 00paboTKe B HMH(POPMALMOHHBIX
CUCTEMaxX NEePCOHAIbHBIX JaHHBIX);

2. PykoBomsumii jgokymenT ®OCTOK Poccum 14.02.2008 1. «Mertonuka
ONpe/eNieHUs] AaKTyaJbHBIX YIpo3 O€30MacHOCTH MEPCOHANBHBIX JAaHHBIX NpPU HUX
00paboTke B MH(POPMALIMOHHBIX CHCTEMAaX MEPCOHABHBIX JAHHBIX);

3. PykoBomsammit mokymenr ®Cb Pd 31.03.2015 r. Ne 149/7/2/6-432
«Meroanueckue peKOMEHJIAlMU MO0 pa3padOTKe HOPMATHBHBIX IPABOBBIX AaKTOB,
ONPEACISAIONIUX YTPO3bl 0OE30MACHOCTH MEPCOHAJBHBIX JIAHHBIX, AaKTyaJbHbIE MpU
00paboTKe NEPCOHATBHBIX JAaHHBIX B HMH(POPMAIMOHHBIX CHCTEMaX MEePCOHAIBHBIX
JAHHBIX, OKCIUIyaTUPYEMBIX TMPHU  OCYIIECTBICHHMH  COOTBETCTBYIOIIMX  BHJIOB

ACATCIIBHOCTH,
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4. ®enepanbubiii 3akoH 0T 27.07.2006 Ne 152-D3 «O nepcoHaNbHBIX JaHHBIX);

5. Tlocranosnenue IlIpaButenbctBa Poccuiickoit ®enepaunu ot 21.03.2012 No
211 «OO0 yTBepXIeHWU TIEPEUHS MEp, HAMPABJICHHBIX HAa OOECIICUCHUE BBITIOJTHCHHUS
obsi3aHHOCTEH, TpeaycMoTpeHHBIX D3 «O TepCOHANBHBIX JTAaHHBIX» W TMPUHSATHIMH B
COOTBETCTBUU C HUM HOPMATHUBHBIMHU IPABOBBIMH aKTaMHU, ONIEpPATOpPaMHU, SIBIISIOIIUMHUCS
roCyapCTBEHHBIMU WU MYHHUIIUTIAIBHBIMUA OpTaHaAMU»;

6. Ilocranosnenue I[IpaButensctBa Poccuiickoit @eneparuu ot 15.09.2008 1. No
687 «O06 ytBepxkaeHun IlonoxeHuss o0 0COOEHHOCTSX OOpPabOTKM MEPCOHAIBHBIX
JAHHBIX, OCYIIECTBIIIEMOI 0€3 UCIIOJIb30BAHUS CPEJICTB ABTOMATHU3AINI;

7. IIpukaz ®CTIK Poccum ot 18 depans 2013 r. Ne 21 «OO0 yrBepx)aeHUU
COCTaBa M COJEp’KaHUS OPraHU3alUOHHBIX M TEXHUYECKHMX MeEp M0 OOeCHeYeHUI0
0€30MacHOCTH NEPCOHANBHBIX JAaHHBIX MPU UX 00pabOTKE B MHPOPMALIMOHHBIX CUCTEMAaX
MEPCOHANIBHBIX JTAHHBIX);

8. Tlocranosnenue IlpaBurensctBa Poccuiickoit denepanuu ot 1 HosiOps 2012 r.
No 1119 «OO0 ytBepxkaeHUM TpeOOBaHUM K 3allUTE MNEPCOHABHBIX JAHHBIX MPU HX
00paboTke B MH(OOPMAIIMOHHBIX CUCTEMAaX MEPCOHATIBHBIX JaHHBIX);

9. IIpukaz ®Cb Poccuu ot 10.07.2014 1. Ne 378 «OO6 yTBEp>KIECHUU COCTaBa U
COJIEp)KaHUsl OPraHU3alMOHHBIX M TEXHUYECKUX Mep IO 00eCreYeHHI0 Oe30MacHOCTH
NEPCOHANBHBIX JIaHHBIX MPU X 00pab0TKE B MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHATBHBIX
JAHHBIX C UCIIOJIb30BAaHUEM CPEACTB KpuUnTorpaduyueckord 3amuTbl HHGOpPMAIIIH,
HEOOXOJMMBIX JIJII  BBINOJHEHUsI ycTaHOBJIEHHBIX I[IpaButensctBoM Poccuiickoit
®denepaunu TpeOOBaHMI K 3alIUTE MEPCOHANBHBIX JAaHHBIX ISl KaXAOTO0 U3 YPOBHEH

3allIUIIICHHOCTH .
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5 [IIpaktudeckoe 3ansatue Ne 5. QOOciegoBaHMe KpPUTHYECKOM
uHpopmMannonHoi uHpacTpykTypsl B coorBercTBHM ¢ ®3 Ne 187.

Kareropuposanue 00bEKTOB KPUTUYECKOH UH(POPMALMOHHOM

HH(PPACTPYKTYPbI

dopma npoBeieHUs MPAKTHYECKOT0 3aHATHS:
— mepBas 4acTh 3aHSATHUS MPOBOJAMTCS B BUAE ONpPOCa U PACCMOTPEHHEM 3aad
(cutyanuit).

— BTOpasg 94aCTb 3aHATHA IIPOBOJAUTCA B BUJIC BBIIIOJTHCHUA PI’3.

Ieab 3anaTHA:
N3yunth HOPMAaTHUBHO-METOAMYECKYI0 0a3y B oOmactu 3amutbl KWW, u3yuuth

METOJUKY KaTErOpupOBaHUS O00OBEKTOB KPUTHYECKOMN uH(OPMAITMOHHON

UH(PACTPYKTYPHI.

Bomnpocs! 1ist onpoca:

1. OcHOBHBIE HaIpaBJEHUS! TOCTOJUTHKUA B 0o0iacTu oOecrieueHus: 0€30MacHOCTH
ACY II u TII KBO undpactpykrypsl PO. @3 Ne 187 ot 26.07.2017 «O Ge3omnacHocTH
KU PO».

2. Mepel 10 oOecredeHH0 OCE30MaCHOCTH KPUTHYECKOW HWH(OPMAIIMOHHOM
unppactpyktypsl Poccuiickoit denmeparuu ¥ O COCTOSHUM €€ 3alMIIEHHOCTH OT
KOMITBIOTEPHBIX aTaK.

3. Uro takoe ['ocCOITKA?

4. IlpaBuna xareropupoBanus 00bekToB KM PO, a Takke nepeyHst mokasaTenei
KpuTepueB 3HaUMMOCTH 00bekTOB KW P® 1 ux 3HaueHHi.

5. [IpaBuna ocymiecTBieHUs TOCKOHTPOJISL B 00JacTH obecrieueHus: 0e30MacHOCTH

3HAYUMBIX 00BEKTOB KN PO.
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6. TpeboBanus K co3gaHMIO cucTeM 0e30macHOCTH 3HAaUMMbIX 00bekTOB KM PD 1
obecrnieuennto ux ¢ynkuonupoanus. O HarmoHansHOM KOOPIMHAIIMOHHOM IIEHTPE 1O
KoMIboTepHbIM HHIMAeHTaM (HKIIKN).

7. Iopsinox  uHpopmupoBanuss PChb Poccur 0 KOMIBIOTEPHBIX WHIUJEHTAX,
pearupoBaHus Ha HUX, PUHSITUSL MEP IO JIMKBUAAIIUHU MOCIEACTBUN KOMITBIOTEPHBIX aTaK,

MIPOBEJICHHBIX B OTHOIIICHUH 3HAYUMBIX 00beKTOB KU PD.

PI'3 - KareropupoBanne o00beKTOB KPHUTHYECKON HH(OPMAIUOHHOMI

HH(PPACTPYKTYPHI

Heas PI'3: oBnanets HaBbikamu kaTeropupoBanus o0bekToB KM, HayuaTbcs
3anonHATh JgokymeHTanuio KWW, B coorBeTcTBUM ¢ TpeOOBaHUSIMH HOPMATHBHO-
meroanueckor 6azoit ®CTIK u OCBb.

Jns BeimonHenus: PI'3 HeoO6xomumo BeIOpath 00bexkT KWW nms uccnenoBanus.
OOBeKT BBIOMpAETCs yJallMMCsl CAaMOCTOSTENBHO, TU0O0 BELAAETCS PENoJaBaTeIeM.

Cornacio ®3-187, x oovekram KM moryt ObITh OTHEceHbI MH(DOpPMAIMOHHBIC
CUCTEMBl W CETH, a TaKKe aBTOMATU3UPOBAHHBIE CHCTEMBbI  yIPaBICHHUS,
byHKIHOHUPYIOMUE B cepe:

- 3/IpaBOOXPAHEHUS;

- HayKu;

- TPaHCIIOPTA;

- CBS3U;

- DHEPreTUKU;

- 0aHKOBCKOH U MHBIX cepax (MHAHCOBOTO PHIHKA;

- TOIUIMBHO-3HEPIeTUYECKOTO KOMILIEKCA;

- aTOMHOW SHEPIuy;

- 000POHHOM U PaKETHO-KOCMUYECKON MPOMBIIIJICHHOCTH;

- TOPHOJO0OBIBAIOIICH, METALTYPTUUECKON U XMMUYECKOU TPOMBIITUICHHOCTH.
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O0bexTel KMU, a Takke ceTu AJIEKTPOCBSI3U, UCIOJIb3yEMbIE JUIsl OpraHU3aluu
B3aMMOJCHCTBUSI MEXIY HUMH, COCTABIISIIOT MOHSATHE KPUTHUYECKON HMH(DOPMAIIMOHHON
UHPPACTPYKTYPHI.

Xon BbINOJIHEHUS padoThI:

1. Ckauwaiite mnporpammy «OOcnenoBaHMe KpPUTUYECKOW HH(OPMAIMOHHON
UHPPACTPYKTYPHI B COOTBETCTBUH c @3 Ne 187»
https://ufer.osu.ru/index.php?option=com_uferdbsearch&view=uferdbsearch&action=deta
ils&ufer id=1698

2. Ortkpoiite mnporpammy «OOcnegoBaHHe KpUTHYECKOW HH(DOPMAIIMOHHON
uHppacTpykTypel B cootrBeTcTBUM C¢ D3 Ne 187». Ilpuxnangnas mporpamma
«ABTOMAaTU3UPOBAHHAS CUCTEMA  KAaTeropupoBaHUsA  OOBEKTOB  KPUTHUUYECKOH
UH(OPMAIMOHHOW HWH(MPACTPYKTYpPhD» MO3BOJISET MNPUCBOUTH OOBEKTY KPUTHYECKOU
MH(POPMALIMOHHON UHPPACTPYKTYPHI KATETOPHUIO B 3aBUCUMOCTH OT BBE/ICHHBIX 3HAYECHMI,
a TaKxke c()OpMHPOBATH HA OCHOBE MOJYYEHHBIX TAHHBIX (POPMY HAIPABICHUS CBEACHUHN O
pe3ysipTaTax MPUCBOCHUS OOBEKTY KPUTUYECKOW HH(GOPMALMOHHONM HHPPACTPYKTYpPHI
OJIHOM M3 KaTeropuil 3Ha4MMOCTH, JTUO0 00 OTCYTCTBHUH HEOOXOAUMOCTH IPUCBOEHUS EMY

OJIHOM M3 TaKUX KaTErOpHM.

3. [l 3amycka mporpaMMbl ABaX A6l KIMKHATE Ha «CategorizeObjects.exe» B mamnke
«Release», TOSIBUTCSI OCHOBHOE OKHO MTPOrPaMMBbl.

OxHo «CBeneHust 0 CyObEKTE KpUTHUECKOW MHGOPMAIIMOHHON HUH(PPACTPYKTYPHI»
COJIEP’)KUT B ce0e TEKCTOBBIE MOJISI U COOTBETCTBYIOLIME MM Ha3BaHMs. JlaHHbBIE MO
HEOOXOJMMO 3alOJHUTH JJI TOTO, YTOObI B JajbHEHIEeM nepenarh 3Ty HHPOpMAIHIO B
dbopMy HampaBiIeHHs CBEICHHH O pe3yibTaTax NPHUCBOCHUS OOBEKTY KPHUTUIECKOU
uHOpPMAITMOHHOW HWHQPPACTPYKTYPhl OJHOW W3 KaTEropuil 3HAYMMOCTH, JUOO 00
OTCYTCTBUM HEOOXOJIMMOCTH TPUCBOEHUSI €My OJHOW H3 Takux Kareropui. Her
HEOOXOMMOCTH 3aMOJIHATH BCE IMOJIS, T.K. UX MOXHO OyAeT OTpeAaKTUPOBaTh B TOTOBOM

JIOKYMEHTE.
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Pucynok 5.1 — OCHOBHOE OKHO POTpaMMBbI

2. Ilpn Ha>kxaTuu Ha KHOTIKY «/Jlajee» mpoucxoauT mepexoa B okHO «CBemeHus 00
00BbEKTEe KPUTUYECKON MHPOPMALIMOHHON MHPPACTPYKTYPhI». 3a0IHUTE HH(DOPMALUIO O
BbIOpaHHOM Bamu oObekte. B BepxHel 4yacTM OKHA HAXOJSATCS CIEIYIONIUE BKJIAIKU:
«O0BEKT», «INEKTPOCBA3bY, «IKCILUTyaTupytoiiee auio», «IIporpammeny, «CeaeHus 06
yrpo3zax», «llocieacTBusi KOMIIBIOTEPHBIX HHIMACHTOBY», «OpraHu3allMOHHbBIE U
TexHndeckue wmepbsl» u  «llokasarenum kputepueB 3HauMmMocTW». Bo Bcex, Kpome
MOCJEAHEN BKJIIAJIKH, COAEPIKATCS TEKCTOBBIE IMOJS M COOTBETCTBYIOUIME MM HA3BAHUS.
JlanHble 1oJII HEOOXOIMMO 3alOJHUTH AJIS TOTO, 4TOObl B JalibHEHIIEM mepeaarb 3Ty
uHdopmaiuioo B (HOpMy HampaBlieHUs CBEACHUM O pe3yjbTaTaX HPHUCBOCHHS OOBEKTY
KPUTUYECKONH HH(POPMAIMOHHON WH(PPACTPYKTYphl OJHOW W3 KATErOpuil 3HAYMMOCTH,
1160 00 OTCYTCTBMM HEOOXOIMMOCTH NPUCBOCHHS €My OJHOW M3 Takux Kareropuid. Her
HEOOXOAMMOCTH 3aMOJHATH BCE MOJIS, T.K. UX MOKHO OYyZEeT OTpeIaKTUPOBATh B TOTOBOM

JIOKYMEHTE.
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LXNENEECIIND  MAMRASIE  H  ECHTPOIR  JRCTORASASIE  SoCTEND

FTPALRHIR e ADTITSETY DA

Hasan fctasers obteq YaATS OdbEKT JapEpuns

Pucynox 5.2 - Csenmenuss 00 O0O0BEKT€ KPUTHUECKOW HMHQPOPMALMOHHOM

UH(PaCTPYKTYpPHI

3.Bo Bkiaake «Iloka3zarenu KpUTepHUeB 3HAYMMOCTH» COJIEPIKATCS 5 TMOKa3aTeseH
KPUTEPUEB 3HAYMMOCTH. UTOOBI 3alONHWTH 3HAYCHUS TIOJEH COOTBETCTBYIOIIETO
KpUTEpHUsT HAJ0 TOCTaBUTh TaJOYKy pPsSAoM ¢ Ha3BaHueM (pucyHok 4). Ilomb3oBatenb
BBEIOMPAET TOJBKO TE€ KPUTEPHH, KOTOpbIE eMy HYyXHb. Ho B BBIOpaHHOM KpHUTEpUU
HEOOXOIMMO 3aIlOJHHUTL BCE MOJISA, WHAYEe MOSBUTCS OKHO C COOOIIeHHEM 00 OIIHMOKE.
TexcToBbIE TOJSL 3aMOJHSIOTCS JIOMYCTUMBIMU YHUCJIOBBIMU 3HAYECHUSIMH, COTJIACHO
noctaHoBieHnto ot 8 despana 2018 roma Ne 127 «O6 yrBepxkaenun IlpaBun
KaTerOpUPOBAaHUSI  OOBEKTOB  KPUTUYECKOW  HMH(DOpPMAIMOHHOW  HHQPPACTPYKTYpPHI
Poccuiickoii @enepannu, a TakKe IMEPEUHS TMOKA3aTeIe KPUTEPUEB 3HAYMMOCTH
00BEKTOB KpuTHYeCKON nH(popManmoHHo uHdpacTpykTypsl Poccuiickori denepanuu u

ux 3H3‘-ICHHI>1)), a JI1 OCTaJbHBIX BBI6paTI) 3HA4YCHHA U3 BBIIIAJAOIICIO CIIMCKA.
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Jlis mpocMoTpa BBIIIECKA3aHHOTO JOKYMEHTa HYXHO Ha)kKaTh Ha CCBUIKY BHH3Y
okHa «CBenmeHusi 006 OOBEKTE KPUTUYECKOW WHGOPMAIMOHHON HH(PACTPYKTYpBHD» BO

BKJIaIKEC «Ilokazarenu KpUTCPUCB 3HAYUMOCTH).
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Pucynox 5.3 - [lokazarenu kpuTeprueB 3HAYUMOCTH

B HmwxkHel yacTu OkHa pacroioxeHbl 4 kHomku: «Hazam», «J100aBUTh OOBEKTY,
«¥Y nanuth 00beKT» U «3aBepmuThy. [Ipu kimke Ha KHOMKY «Haszam nmporncxoaut Bo3Bpar
B Tmpenpiayniee okHo. Jlig no0aBieHHsT HOBOTO OOBEKTa HEOOXOJMMO HaxaTh Ha
«/lo6aBuTh 00BEKTY. [lOCITe ATOTO OTKpPOETCS HOBOE OKHO Kak Ha pucyHke 3. Eciu Bbr
XOTUTE YAAIUTh JAHHBIN 00BEKT, HAI0 HAXKATh KHOMKY «Y TalluTh 00BEKT.

[Tocne 3amonnHenus: Bcell HeoOXoAMMON HWHGOpPMAIMM, HAKMUTE HA KHOMKY
«3aBepIINTDY.

HamnpoTtuB kaxmoro o0bekTa pa3melnieHa kHomka «lIpeaBapurenbHblii TPOCMOTPY,
Ipy KJIMKE Ha KOTOPYIO OTKpPOETCS BpeMEHHBIM ¢aitn ¢ pacmmpenneMm «docx» ¢
3ar0JTHEHHOMN uHbopmaruein 0 cyOBeKTe u 00BeKTe (oOBeKTax).
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Jlisg coxpaHeHHs HMHTEPECYIOIMX ITaHHBIX 00 oObekTe B (aiin, HeoOXoauMo
MOCTABUTh TAJIOYKY PSAOM C COOTBETCTBYIOIIMM Ha3BaHUEM OOBEKTA U HAXKATh HA KHOIIKY
«CoxpaHuTh» B HWXKHEH dacTu okHa. [locime OTKpoeTcss AualioroBoe OKHO C BBIOOpOM
mecTa 11 coxpanenus nanku «KUW» ¢ chopmupoBanubiMu fokyMeHTamu. B 310l namnke
JUISL KaKJOTO BBIOPAHHOTO OOBEKTa CO3JACTCSl MalKa C MMEHEM COOTBETCTBYIOLIETO
o0BeKTa, B KOTOPOI HaxoAsaTcs ABa ¢aiina ¢ pacumpenueM «docxy». [lepBriit Ha3bIBaeTcH,
Kak M caM OOBEKT M COAECPKUT 3allOJIHEHHYIO (OpMy HANpaBiICHUs CBEICHUN O
pe3ynapTaTax MPHUCBOEHUS OOBEKTY KPUTHYECKOW WH(GOPMALMOHHONW HHPPACTPYKTYPHI
OJIHOM M3 KaTeropuili 3HaYMMOCTH, MO0 00 OTCYTCTBHH HEOOXOAMMOCTH IPUCBOCHUS EMY
ONMHOM M3 Takux Kareropuil. Brtopoit @daitn «Pekomennanuu.docx»  COIEPKUT
MUHUMAJIBHBIX ~ HAa0Op  mMoKa3aTened Mo  KjaccaM  3al[UIIEeHHOCTH  CPEJCTB

BBIUHMCIIMTEIbHON TEXHUKU U CpCACTB 3allIUThI I/IH(i)OpMaHI/II/I.

4. TIpoananu3upyite Bce MOTyYEHHBIE JaHHbIE.

Cnncoxk HCTOYHHMKOB /IJIsl CAMONIOATOTOBKH

1. ®3 Ne 187 o1 26.07.2017 «O 6e30onacHoct KU PDy;

2. VYxka3 Ilpesunenta PO Ne 569 ot 25.11.2017 «O BHeceHWM U3MEHEHUUN B
ITonoxenue o DCTOK»;

3. VYka3 IIpesupenra PO No 620 or 22.12.2017 «O coBepiieHCTBOBAaHUHU
I'ocCOIIKA¥;

4. Vka3z Ilpesugenta PO No 98 or 02.03.2018 «O BHeceHUM H3MEHEHHUS B
MepEYEHb CBEJACHUN, OTHECCHHBIX K TOCTAHEY;

5. Vxka3Ilpesunenta PO Ne 31c ot 15.01.2013 «O cozmarnu ['ocCOITKA»;

6. VYkas IIpesuaenta PO Ne K1274 ot 12.12.2014 «O Konnenmuu I'ocCOITKA»;

7. Tlocranosnenue IIpaButenbctBa PO No 127 ot 08.02.2018 «O6 yTBepkaeHun
[TpaBun kareropupoBanus 00bekToB KUU PD, a Takke mepeyHs mokazaTesieil KpuTepruen

3HAYUMOCTH 00BEKTOB KN P® u 1504 3HAUYCHUM
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8. Tlocranosnenue IlpaButensctBa PO No 162 ot 17.02.2018 «O6 yTBepxaeHun
[TpaBu ocymiecTBIEHUSI TOCKOHTPOJIA B 00JacTu obecriedeHusi 0€30MacHOCTH 3HAYMMBbIX
00bekToB KU POy,

9. Ilocranosnenue IlpaButenbctBa PD Ne 808 ot 11.07.2018 «O BHeceHuu
u3MeHeHus B [IpaBuia oprannsanuy MOBBIIICHUS KBaTU(PUKAIUU crienuanictoB mo 31 u
JOJDKHOCTHBIX JIMI], OTBETCTBEHHBIX 3a opranuzanuio 31 B OI'B, OMC, opranuzanusx c
rocydyactueM u opranuzanusax OITK»;

10. [Ipukaz ®CTIK Poccun Ne 227 ot 06.12.2017 «O6 yrBepxnenuu Ilopsiaka
BEJICHUS peecTpa 3HauuMbIX 00bekTOB KU PDy;

11. TIpuka3z ®CTIK Poccun Ne 229 ot 11.12.2017 «OO0 yTBepxkAeHUN (HOPMBI aKTa
IPOBEPKH, COCTABJISIEMOIO IO UTOraM IMPOBEIEHUSI TOCKOHTPOJIA B 001acTu o0ecnedeHus
Oe3omacHOCTH 3HAYUMBIX 00bekTOB KU PDy;

12. ITpukaz ®CTIK Poccun Ne 235 ot 21.12.2017 «O6 yrBepxaenuu TpeboBanuit
K CO3/IaHHI0 CUCTEM Oe3zomacHocTH 3HaA4MMbIX 00bekTOB KMU P® u obecnedyeHuto mx
(YHKIIMOHUPOBAHUS;

13. Tlpukaz ®CTIK Poccun No 236 ot 22.12.2017 «O6 yTBepx)aecHUU (HOPMbI
HaIpaBJIeHUs] CBEJIEHUU O pe3ynbrarax npucBoeHus oowvekty KW onHolt w3 kareropuid
3HAYUMOCTH JHOO0 00 OTCYTCTBMM HEOOXOIMMOCTH TNPUCBOCHUS €My OJIHOM M3 TaKHX
KaTEropu»;

14. TIpuka3z ®CTIK Poccun Ne 239 ot 25.12.2017 «O0 yrBepxkaenuu TpedoBanmii
110 00ecIIeUueHNI0 0e30ITaCHOCTH 3HAYNMBIX 00bekTOB KU PDy);

15. ITpukaz ®CTIK Poccum Ne 72 ot 26.04.2018 «O BHeceHMU H3MEHEHUU B
Pernmament ®CTOKy;

16. ITpukaz ®CTIK Poccum Ne 138 ot 09.08.2018 «O BHeceHMM W3MEHCHHH B
TpeboBanus k obecneuenuto 31 B ACY Il u TII ma KBO, moTeHImaibHO OMACHBIX
00BeKTaxX, a TakkKe 00bEKTaX, MPEICTABISIIOMINX MOBBIIICHHYIO OMACHOCTh JJISl KHU3HU U
30pPOBbSl JIIOJEW W ISl OKpYy)Karouled MNPUPOIHON Cpebl, YTBEP>KIEHHBIE MPUKA30M
OCTOK No31, u B Tpeboanusa 1o obOecneuenuto OezomacHoctu 30 KU PO,
YTBEPKJICHHBIE MIPUKA30M OCTOK No 239»;
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17. Ilpukaz ®CB Poccum ot 24 wmrona 2018 r. Ne 366 «O HaumonHampHOM
KOOPAMHAIMOHHOM LIEHTpE 1Mo KoMnbioTepHbIM uHIIMAeHTaM (HKIIKI)»;

18. [Ipuka3 ®Cb Poccuu ot 24 urons 2018 r. Ne 367 «O0 yrBepxnenun Ilepeuns
unpopmaruu, npeacrasisgemoit B 'ocCOIIKA u IMopsinka mpencraBieHust HHPOpMAIIHU B
I'ocCOIIKA¥;

19. IIpukaz ®Cb Poccuu ot 24 urons 2018 r. Ne 368 «O0 yrBepxnenun Ilopsaka
obmeHa WHQopMarer 0 KOMITBIOTEPHBIX HHIIMJEHTax Mexay cyobektamu KUN PO,
mexay cyobektamu KUU PO 1 yronHOMOYeHHBIMU OpraHaMi HHOCTPAHHBIX TOCYAapCTB,
MEXIYHAPOJHBIMU, MEXAYHAPOJHBIMUA HENPABUTEIIbCTBEHHbIMH OPTaHU3aUUsMU U
MHOCTPaHHBIMU ~ OpPraHMU3AlMSIMM, OCYUIECTBIIOIIMMHU  JAESITEIBHOCT B  00JIAaCTH
pearupoBaHusl Ha KOMIIbIOTEpHbIE MHIMACHTHI, U [lopsaka nomyuenus cyobexkramu KM
P® undopmanuu o cpeacTBax u cnocodax MpoBEACHUS KOMIIBIOTEPHBIX aTak U 0 METOAax
UX MPEAyNpexACHNUS U OOHAPYKEHUSD;

20. IIpoext mpukaza ®Cb Poccun «O06 yTBepkaeHHH TpeOOBaHWUN K CPEACTBAM,
OpeIHa3HAYeHHbIM U1 OOHAapy)KEHUs, MPEeNyNpexaeHUs U JUKBUJIALUUU NOCIEACTBUN
KOMITBIOTEPHBIX aTaK U pEarupoOBaHMs HA KOMIIBIOTEPHBIE HHIIUICHTHDY;

21. Tlpoext mpukaza ®Cb Poccunm «OO0 yTBep)KIEeHUU TMOPSAIKA, TEXHHUUECKUX
YCIOBUI YCTAaHOBKM M SKCIUTyaTallUd CPENCTB, MpEIHAa3HAYEHHBIX AJii OOHapy’KeHus,
OpeaynpexIeHUs U JUKBUAALMU MOCIEACTBUN KOMIIBIOTEPHBIX aTaK U pearupoBaHUs Ha
KOMITBIOTEPHBIE UHIIUJEHTBD;

22. Tlpoext mpukaza ®Cb Poccun «OO6 yrBepxkaeanu llopsaka nabopMupoBaHUs
@®Cb Poccum 0 KOMIBIOTEPHBIX MHUMIAEHTAX, PEarnpoOBaHUs HA HUX, MPUHATUS MEp IO
JMKBUJIALMM TTOCJIEACTBUI KOMIBIOTEPHBIX aTaK, MPOBEACHHBIX B OTHOLIEHUH 3HAYMMBIX
00nekToB KU POy,

23. Pexomenmammu Ne 149/2/7-200 ot 24.12.2016 «MeToaudeckue peKOMEHIAIIUH
M0 CO3JJaHUIO BEIOMCTBEHHBIX U KOpropaTuBHBIX HEHTPOB ['ocCOIIKAY;

24. «BpemeHHBIN TOPSAIOK BKIIOYEHUS KoprnopaTuBHBIX HEHTPOB B ['ocCOITKA»
Nudopmarmonnoe coobmenne DCTIK Poccum No 240/22/2339 ot 04.05.2018 «O
METOJMYECKMX JOKYMEHTaX MO BompocaM oOecrieueHusi 0e30macHOCTH MHGOpMAIU B

KCHUU PDy;
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25. Undopmanmonnoe coodmenne @CTOK Poccun Ne 240/25/3752 ot 24.08.2018
«Ilo  Bompocam  mpencraBieHuss —TepeuHerr  oobekToB  KHU,  mommiexamumx
KaTerOPUPOBAHUIO, M HAIIPaBJICHUS CBEICHUM O pe3ysibTaTax mpucBoeHus oowbekty KNU
OJTHOM W3 KaTeropuil 3HAUMMOCTH JIUOO 00 OTCYTCTBUHM HEOOXOJIUMOCTH IIPUCBOCHHS €MY

OJTHOU u3 TaKUX KATETOPUID».
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6 HpaKTI/I‘IeCKOE 3anaTHe Ne 6. Pexxum 3alUThI IT'OCyIapCTBCHHbBIX

uHpopMmaunoHHbIXx cucteM. IlocTtpoenue cucremsnl 3amurtsl 'HC

®opma npoBeeHNsI NPAKTUYECKOT0 3aHATHS:
— TiepBas 4acTh 3aHATHS MPOBOJUTCS B BUJIE ONPOCa U PACCMOTPEHUEM 3ajiay
(cutyanuit).

— BTOpAas 4acTh 3aHATHUS MPOBOAUTCS B BHUJI€ BbioJqHeHus PI3.

Leanb 3aHATHSA: U3YYUTh HOPMATUBHO-TIPABOBYIO 0a3y B o0nactu 3ammtsl I UC.

Bonpocsl auist onpoca:

1. ITopsimok pa3paOOTKH, COTJIACOBAaHUS W YTBEPXKICHUS IUJIAHOB IPOBEIACHHUS
MEPOTIPUATHIN T10 3aITUTE TOCYIAPCTBEHHBIX MHPOPMAIIMOHHBIX CUCTEM.

2. Co3nanue M GyHKIIMOHUPOBAHUE CHCTEMBI 3aIIUTHI HHPOPMAIIUH, KaK COCTABHBIC
4acTu padoT MO CO3JAHUI0 M IKCIUTyaTallii 00bEKTOB MH(GOPMATH3aLUN YUPEKICHUN U
MIPEIIIPUATHM.

3.Cragum W 9JTambl  CO3J@HUS  CHCTEMBI  3allUTBI  TOCYIapCTBEHHBIX
uHOpMaIMOHHBIX  cucTeM ((popmupoBaHue TpeOOBaHMI K CHUCTEME  3alUThHI
uHpopmaIuu; pazpaboTka (MPOESKTUPOBAHUE) CUCTEMBI 3alTUTHI HHGOPMAILIUN; BHEPECHHE
CUCTEMBI 3aIUThl HH(OPMALIUHU; aTTecTalus 00bekTa HHPOPMATHU3AIMK Ha COOTBETCTBHE
TpeboBaHMsIM 0€30MacHOCTU WH(OpPMAIMM W BBOJ €ro B JICHCTBUE; COMPOBOXKICHUE
CHUCTEMBI 3alIUThl UHGOPMAIIUU B XOJ€ IKCIUTyaTalluu 00bekTa MHGOpMaTHU3aIUN ).

4. PazpaboTka  OKCIUTyaTallMOHHOW  JOKyMEHTAllMd HA CHCTEMY  3alllUThI

uH(pOopMaLnu.

PI'3 - IlocTpoenue cucremsl 3ammuthl I'UC
Heas PI'3: nayuuthcs GopMHUpPOBATH YACTHYIO MOJEIb YTPO3 U HAPYLIUTENS IS
['MC Ha ocHOBE HOPMAaTHUBHO-METOJIMYECKUX HJOKYMEHTOB. HayuuTbcs QopMupoBaTh

TpeOOBaHHUS o 3aIuTe I'nc.
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Jannoe PI'3 ocHoBano Ha manHbix PI'3 - Mertonuka omnpeneneHus akTyalbHBIX
yrpo3 B UCII/In. TpeboBanus k cucteme 3amutel MCII/IH.

Xo/1 BbINOJIHEHHSI pa0oThI:

1. OTkpolite nanHble nonydeHHsle B PI'3 - Meronuka onpeneneHus aKTyalbHbIX
yrpo3 B UCII/In. TpeboBanus k cucreme 3amutbl UCIIIH. O0bEKT, HcciieqoBaHus Bamia

NCIIH, koTopasi IpUHAJICKUT TOCYAaPCTBEHHOM OpraHU3allny.

2. Otkporite Ilpukaz OCTIK Poccum ot 11 despans 2013 r. Ne 17 «O6
yTBepxkaeHun TpeboBanuii o 3U, He cocraBmatomert [I'T, comepxkarmeiica B [MCy.
Onpenenute ypoBeHb 3HAUMMOCTH MH(OpPMALIUK BalIero 00BbEKTAa. YPOBEHb 3HAUUMOCTH
uH(hoOpMaIMU  OMpeEJeNsieTcsl CTENeHbI0 BO3MOXKHOTO yiiepba s oOjamarens
uHpopmanuu (3akazuuka) U (WIU) olmepaTopa OT HapylWEeHUs KOHPUACHIMAIbHOCTU
(HempaBOMEpHBIE JOCTYI, KONMWPOBAaHUE, TMPEIOCTABICHUE UM PaCIpPOCTPaHEHUE),
[IEJIOCTHOCTH (HEMPaBOMEPHbBIE YHUUYTOKEHUE WIIM MOJIU(DUIIMPOBAHKE) U TOCTYITHOCTH
(HenmpaBoMepHOe OiokupoBaHue) uHpopmaruu. Y3 = [(KOHGUIECHIHAIBHOCTh, CTEIECHb

yiiep0a) (11eI0CTHOCTh, CTENEHb yIepoa) (I0CTyImMHOCTh, CTENEeHb yiepoa)].

3. Ha ocnoBe mpuxkaza omnpeaenure macmrad ['MC. WMudopmanronnas cucrema
uMeeT (denepaibHbI MacmTad, eciau oHa (YHKIHOHUPYET Ha TeppuTopun Poccuiickoi
®enepauuu (B mpenenax (enepanbHOro OKpyra) M HMMEET CErMEHThl B CyOBEKTax
Poccuiickoii ®denepanvy, MYHUIUNAIBHBIX OOpa3oBaHUSX H (WJIM) OpTaHU3AIUX.
NudopmanmonHas cucteMa MMEET pPEerMOHANIbHBIA MacuTad, eciu OHa (DYHKIHOHUPYET
Ha Tepputopun cyobekta Poccuiickoit denepanvii U MMEET CErMEHTHI B OJHOM WJIU
HECKOJIbKMX MYHUIMNAIbHBIX 00pa3oBaHUAX W (WIM) IMOJBEIOMCTBEHHBIX W HHBIX
opraam3anusax. MHpopmammonHas cuctemMa uMeeT OOBEKTOBBIM MacmiTad, eciu OHa
GbyHKIHOHUPYET HAa 00BEKTaX OJHOTO (hemepansbHOr0 OpraHa roCyJapCTBEHHOW BIIACTH,
opraHa rocyAapcTBEHHOW BiacTu cyObekTa Poccuiickoit @eneparnu, MyHUIIUIAIEHOTO
oOpa3oBaHUs U (UIM) OPTaHU3AIMN U HE UMEET CETMEHTOB B TEPPUTOPHATBHBIX OpraHax,

npcacCTaBUTCIbCTBAX, (bHJIPI ajlax, IIOABCIOMCTBCHHBIX n HHbIX opraHmn3anusiax.
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4. OnpenenuTte kiace 3amuiensocta ['NC

Taomuma 6.1 — Knace 3ammumenaoctu ['C

YpoBeHb 3HAUUMOCTH Macmrad MHPOPMAIIMOHHONW CHUCTEMBbI
nHGopMatH ®denepanbHbII MyHuMnmaneHbII OOBEKTOBBIN
V31 K1 K1 K1
V32 K2 K2 K2
V33 K3 K3 K3

5. Ompenenute CoctaB Mep 3alIMThl MHPOpPMAIMM M HX 0a30Bble HAOOPHI IS

KJIaCcCa 3allIMIIICHHOCTH HH(bOpMaHI/IOHHOﬁ CHCTEMBI Balllero 00ObEKTa.

6. OcymecTBuTe BBIOOP CpEACTB oOecmedeHus Oe3omacHOCTH WHOOpPMAUA B
cootBercTBUU ¢ mpukazoM OCTOK Poccum ot 11 despans 2013 r. Ne 17 «OO6
yTBepxkaeHun TpeboBanuit o 3U, He cocrapmstomert I'T, comepxkareiicas B ['ICy,
ucnosib3ys  ['ocymapCTBEHHBIM  peecTp  CepTHU(PUIMPOBAHHBIX  CPENICTB
uapopmarmr N POCC  RU.0001.016M00  (https:/fstec.ru/tekhnicheskaya-zashchita-

informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii/591-gosudarstvennyj-

3alllUThI

reestr-sertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-ru-0001-01bi00).

Tabnuma 6.2 — Knaccs! cpeacTs 3amuTsl nHGopMatuu ams [TC

CpenctBa 3amuThl HHGOpMAITUH NC1u?2xmacca | UIC 3  xmacca | MC 4  kmacca
3alMIIEHHOCTH | 3alUIIEHHOCTH 3aIIMIIEHHOCTH
CpenctBa BBIYMCIUTENBHON TEXHUKU He wmxe 5 | He Hmxe Skiacca He mmxe Sxrnacca
KJ1acca
Cucremsl obnapyxenus | Ectp He wmxe 4 | He Hmxe 4xnacca He nmxe Sknacca
BTOP’)KEHMII M  CpeICTBA | MHTEpHET | Kilacca
AHTUBUPYCHOM 3aITUTHI Her He nmxe Sknacca
WHTEpHETa
MeskceTeBble HKpaHbI Ectpb He wmxe 3 | Hewnwmxe 3 knacca | He nuxe 4 xiacca
MHTEpHEeT | KJlacca
Her He wmwxe 4 | He nmxe 4 knacca
MHTEpHeTa | Kjiacca
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CnucoK MCTOYHUKOB /1J151 CAMOMOATOTOBKH

1. ®enepanpubiii 3akoH  or  27.07.2006 Ne 149-®3 «O6 wuHpOpMaHH,
MH(OPMAIMOHHBIX TEXHOJIOTHUSAX U O 3alUTe HH(DOPMAITUNY,;

2. Ilpuka3z ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yrBepxkaenun TpeboBanuii o
3amuTe WH(POpPMAIMK, HE COCTABISAIONICH TOCYJapCTBEHHYIO TaiHYy, COJEpXKAIIeHcs B
roCyapCTBEHHBIX MH(GOPMAIIMOHHBIX CHCTEMAaX»;

3. Undopmanmonnoe coobmienne ot 22 utons 2017 r. Ne 240/22/3031 O nopsiake
pPacCMOTPEHUST H COTJIaCOBaHHWS MojeNield yrpo3 0Oe3omacHOCTH uWHGOpMAIMK U
TEXHUYECKUX 3aJaHUil Ha CO3/IaHUE TOCYJapPCTBEHHBIX HH(DOPMAIMOHHBIX CUCTEM;

4. ITocranosnenue IIpaBurensctBa Poccuiickoit @eaepauun ot 11 mas 2017 1. Ne
555 «O BHeceHUMH HU3MEHEHUW B TpeOOBaHUsS K MOPAJKY CO3/IaHUS, PAa3BUTHUS, BBOJA B
OKCIUTyaTalMio, SKCIUTyaTalldd W BBIBOJA W3 OJKCIUIyaTallid TOCYAapCTBEHHBIX
WH()OPMAITMOHHBIX CHCTEM M JTAJTbHEHIIIETO XpaHSHUS COACpIKaIIehcs B UX 0a3ax JaHHBIX
uH(pOpMaILIINY;

5. Meronnueckuii gokymeHT ®CTOK Poccum ot 11.02.2014. Mepbl 3amiuThl
nH(OpPMAITUHU B TOCYIaPCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMAX;

6. [TocranoBnEHUE [IpaButensctBa P®  or  06.07.2015 Ne 676
O TpeOoBaHMSIX K MOPSIAKY CO3AaHUS, PA3BUTHSI, BBOJA B DKCIUTYaTaIMIO, SKCIUTyaTalluud
BBIBO/IA W3 DKCIUIyaTallMd TOCYIapCTBEHHBIX WH(OPMAITMOHHBIX CUCTEM W JATBHEHUIIEro
XpaHEeHUs cojiepKaIieiics B X 0a3ax JTaHHBIX HH(PpOpMaIUH;

7. Ilpukas MUHKOMCBSI3H Poccun oT 11.08.2016 No 375
OO0 yTBepKJICHHH TIOpPSIIKA BHECEHWS CBEICHUN O BBIOJTHCHHHM TPEOOBAHHWH K MOPSIKY
CO3JaHus, pa3BUTHS, BBOJA B DKCILIyaTaIlMIO, SKCIUTyaTallid U BBIBOJA W3 KCIUTyaTalluu
roCyapCTBEHHBIX WH(GOPMAIIMOHHBIX CUCTEM U JAJIBHEUINIET0 XpaHEHUs COIepIKaIICCs B
ux 0azax HmaHHbIX HHPOPMAIMHM, a TaKKE€ COCTaBa CBEACHHWM, KOTOpbIE TMOJIJIEKAT
BHECCHHIO, M CPOKA UX MPEACTABICHUS;

8. Ilpukas PockomHazopa oT 20.10.2017 No 213
OO0 yrBepkaenun TpeOoBaHUI K TEXHOJIOTHYECKUM, TPOTPAMMHBIM, JIHHTBUCTHUCCKUM,
MPABOBBIM W OPTaHM3AIMOHHBIM CPEJICTBAM O0OECTICUEHHUs IMOJIb30BaHUs (eaepanbHON

rOCyAapCTBEHHOW  MH(POPMALMOHHOM  cHUCTEeMOW  MH(OPMAIIMOHHBIX  PECYPCOB,
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UH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETeH, JOCTyHm K KOTOPHIM OTpaHHuYeH Ha
tepputopun Poccuiickoit denepanuu B cooTBeTcTBUH ¢ DenepanbHbM 3aKoHOM «O0
uHpOopMaIuu, THPOPMAIIMOHHBIX TEXHOJIOTUAX U O 3alIUTE WH(OPMALIUNY,;

9. Ilpukaz ®CTIK Poccum ot 15.02.2017 1. Ne 27 O BHeceHUH H3MEHEHUHN B
TpebGoBanust o 3amuTe HHPOPMAIMH, HE COCTABISIONIEH TOCYIApCTBEHHYIO TalHY,
coJiepKalleiicss B TOCYJapCTBEHHBIX HWH(MOPMALMOHHBIX CHCTEMAaxX, YTBEP)KJICHHBIE
npukazoM @PenepanbHOl CIyKObl MO TEXHUYECKOMY M 3KCHOPTHOMY KOHTPOJIIO OT

11.02.2013 T. Ne 17.
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7 IIpakTnyeckoe 3ansaTHe Ne 7. Arrectauusi 00bEKTOB
uHopMaTH3auuu 10  TpeOOBaHUSIM  0e30macHOCTH  MH(POPMALMH.

Jlunensupopanue M cucremMa  cepruUKANUM  CPeICTB  3aIMTHI

uHdopMaLHU

dopma npoBeieHUs MPAKTHYECKOT0 3aHATHS:
— mepBas 4acTh 3aHSATHUS MPOBOJAMTCS B BUAE ONpPOCa U PACCMOTPEHHEM 3aad
(cutyanuit).

— BTOpasd 4aCTb 3aHATHA IIPOBOIUTCA B BUAC BBIIIOJIHCHUA U 3alIIUThI peq)epaTa.

Leab padoThi:

3aKkperieHue TEOPEeTUYECKUX 3HAHUM 10 BOIpPOCaM aTTeCTallud OOBEKTOB
uH(popMaTU3allMd MO TpeOoBaHUSAM O€30MacHOCTH  MH(OpMaluu, 3aKpeIieHue
TEOPETUYECKUX 3HAHMUI 10 BOMPOCAM T'OCYJIapCTBEHHOIO JIMIIEH3UPOBAHUS JIESITEIIbHOCTU

B 00J1aCTH 3aIIUTHI HHGOPMALIHH.

Bonpocsl auist onpoca:

1. TlepeueHb BHUIOB JAEATEIBHOCTH, Ha OCYIIECTBICHHE KOTOPBIX TpedyeTcs
JIULEH3USL.

2. Oprasbl, yIOJIJHOMOYECHHbBIC Ha BEJICHUE JINIICH3NOHHON JICSITETLHOCTH.

3. OcHOBHBIC TIPUHITUITEI, OPTaHWU3ANMOHHAS CTPYKTYpa W TOPSIOK MPOBEICHHUS
aTTecTaluu.

4. Kakue 00beKThl HH()OPMATU3AIIUU TTOJICKAT 0053aTEILHOM aTTeCTallUH.

5. OCHOBHBIE TPHUHILHUIBI, OPTaHU3ALMOHHAS CTPYKTYpa CHUCTEMBbI aTTECTalUU
00bekTOoB MHpOpMaTH3aIMK MO0 TpeboBaHusIM Oe3omacHocTu wHpopMarmu. OpraH o
arrectauuu. l[lopsimok mnpoBeAeHUs aTTeCTallMd, a TakKKe KOHTPOJsS M HaA3opa 3a
aTTecTallMel M HKCIUTyaTalrel aTTeCTOBAaHHBIX O0OBEKTOB MH(popMaruzanuu. [IpaBoBoii
CTaTyc aTTecrara COOTBETCTBHSI. ITonaua anesuIsIuu.
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6. Meroanueckue ykazaHus O TOPSAKE aTTecTallud OOBEKTOB MH(POpMaTH3ALUU
o TpeOOBaHUSAM O€30TTaCHOCTH HH(OPMAITUH.

7. AHamu3 UCXOAHBIX JaHHBIX IO aTTeCTyeMoOMy OOBEKTy WH(OpPMATHU3ALNM;
NpeIBapUTEIbHOE O3HAKOMJICHHE C aTTeCTyeMbIM OOBEKTOM  HMH(OpMAaTH3AIIH.
ITpoBenenne »skcrepTHOro oOcienoBaHUS O0bEKTa HHGMOpPMATH3ALMM U aHAIU3
pa3paboTaHHOHN JOKYMEHTAIMH T10 3aIIUTe HHPOPMAIIUU Ha 3TOM 00BEKTE C TOUKU 3PEHUS
€€ COOTBETCTBUA TPEOOBAHUSAM HOPMATUBHON U METOANUYECKOMN TOKYMEHTALIUH.

8. IlpoBeneHue uCHbITAaHUIN OTACIBHBIX CPEJICTB M CHCTEM 3alUTHl HHGOPMAIIUU
Ha aTTecTyeMoM oOOBeKTe HMH(OpMATHU3ALMKU C MOMOUIBIO CIEHUATbHON KOHTPOJIBHOU
anmnapaTypbl U TECTOBBIX CPEJICTB; POBEACHUE UCIIBITAHUN OTAEIBHBIX CPEJICTB U CUCTEM
3alMThl MHPOPMALIMM B MCHBITATEIBHBIX LEHTpax (1adopaTopusix) Mo cepTU(PUKALMH
CPEICTB 3alIUThl HHPOPMALMH 110 TPeOOBAHUAM 0€30MaCHOCTH UH(OPMALIHH.

9. IlpoBeneHMe  KOMIUIEKCHBIX  QTTECTAllMOHHBIX  HCHOBITAaHUH  OOBEKTa
uHpOpMaTU3allud B pealbHbIX YCIOBUAX OKCIUTyaTaluu. AHalu3 pe3ysibTaToB
HKCIEPTHOTO OOCIENOBaHUsI M KOMIUIEKCHBIX AaTTECTAllMOHHBIX HCIBITAHUN OOBEKTa
uHGOpPMATU3ALIMU U YTBEP)KIICHUE 3aKITIOYCHHSI 110 pe3yIbTaTaM aTTECTAIHH.

10. JloxymeHTaIus, COMpOBOXKIAIOIIAs aTTECTAI[MOHHBIE HWCIBITAaHUA. 3asBKa Ha
OpOBEJCHUE  aTTecTalliM  00beKkTa uH(popMaTtu3auuu. ATTeCTaT  COOTBETCTBUS
TpeOoBaHMsIM Oe3omacHOocTH HH(opMmanuu. TumnoBas ¢opma akTa KiaccuUKaIuu.
Tunosas popma matpuipsl goctyna. Pekomenayemsie Gopmbl mpuka3zoB. MHCTpYKIHS MO
yuery nunl. Pexomenayemass dopma moxaenu yrpos. TumoBas dopma TpeboBaHHl 1O
o0ecreueHn0 0e30MacHOCTH MEPCOHANIBHBIX JaHHBIX. TurmoBas ¢opma XypHaja ydera
CpeacTB 3aumThl MHGopManuu. TumoBas ¢opMa 3aKIOYEHUS O BO3MOXKHOCTH
SKCIUTyaTallMM CpeACTB 3amiuThl uH(popmauuu. TumoBas ¢opMa HUHCTPYKUUHU IO
OopraHmM3alyu pesepBupoBanus. Tumosas (Gopma >KypHajda ydyeTa MAIIMHHBIX HOCUTEICH.
TunoBass dopma akrta obOciemoBaHus. TumoBas (GopMa 3aKIIOYCHHUS MO pPe3yJibTaTaMm
aTTeCTAIlMOHHBIX HWCIBITaHUN. TumoBas (opma ONMMCaHWS CHUCTEMBI 3aIUTHI. TUOBas
dbopma arrectara cooTBeTcTBUA. IlepeueHb BOMpPOCOB MO obOecTmeYeHU0 0e30MacHOCTH

IICPCOHAJIBHBIX JaHHBIX.
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11. OkcmryaTarusi aTTeCTOBaHHBIX 00BEKTOB mH(popMaTusamuu. [lepearrecramms.
OTBETCTBEHHOCTh BIIAJIENIblla ATTECTOBAHHOIO 00bekTa HHpopMatuzanuu. JelcTBus B
CIydae W3MEHEHHUS YCIOBHUA M TEXHOJIOTHH 0OpabdOTKH 3ammuimaeMord WH(GOPMAIIHH.
Ocy1ecTBiieHHEe TOCYAAPCTBEHHOTO KOHTPOJISI U HAJ30pa, MHCIIEKIIMOHHOTO KOHTPOJIS 32
IIPOBEICHUEM aTTECTAIlMU U DKCIUTyaTalluei aTTeCTOBAHHBIX 0OBEKTOB MH(POPMATU3ALIHH.
[IpuocTanoBIeHNE WM AaHHYJIMPOBAHHUE ICUCTBUE aTTECTaTa COOTBETCTBUSI.

12. Opranu3anioHHasi CTPYKTypa CUCTEMbl TOCYIapCTBEHHOIO JIMIIEH3UPOBAHUS B
00J1acTH 3anTUThl HHQOPMAIIUH.

13. O0muii TOpPSIOK TMPOBEACHUS JIMIICH3UPOBAHUS B  O00JIACTH  3AIUTHI
uH(pOpMAaIIUH.

14. KoHTpob 32 AeSATEIbHOCTBIO JIUIIEH3UATOB.

15. 3yueHue nepeyHs BUIOB JACSATEILHOCTH MPEANPUATUN B 00JACTU 3alUTHI
uHGOpMAITUH, TTOJICKAIINX JINIICH3UPOBAHHUIO.

16. Chopmynupyiite OCHOBHBIEC MOHSTHS, IPUHATHIE B chepe rocyqapCTBEHHOTO
JIUIIEH3UPOBAHUS B 00JIaCTU 3aIIUTHl HTHGOPMAIIUH.

17. Opranu3anroHHas CTPYKTypa CUCTEMBI TOCYIapCTBEHHOTO JINIICH3UPOBAHMS B
00JacTu 3auThl HHPOpPMAITUH.

18. ®dyHKIMH roCyJapCTBEHHBIX OPTraHOB O JUIEH3UPOBAHUIO B 00JIACTH 3aIUTHI
uH(popMaLuu.

19. ®yHKIMM JTUIIEH3WOHHBIX IIEHTPOB IO JIMIICH3UPOBAHHUIO B OOJACTH 3aIHUTHI
uH(popMaLuu.

20. ITpaBa 1 00513aHHOCTH JIMIIEH3UATOB.

21. Tlopsamok TpOBENEHUS JIMIIEH3UPOBAHMSI M KOHTPOJS 32 JIEATEIbHOCTHIO
JIMIICH3UATOB.

22. HazoBwuTe City4au MPUOCTAHOBJICHUSI UJTU TIPEKPAIEHUS TCHUCTBUS JINIICH3UH.

23. B xakux ciaydasx MpeanpHusITHIO OTKa3bIBAIOT B BBIAAYEC JTUIICH3UH .

24. Kakue TOKyMEHTHI TPEIOCTABIISIOTCS JIJIS IOTYYEHUS JTUIICH3UH?

25. KakoBbl OCOOCHHOCTH  JIUIIEH3UPOBAHMSI  JICSITEIIBHOCTA IO  BBISBIICHUIO
AJIEKTPOHHBIX YCTPOWCTB, MIPEAHA3HAYEHHBIX JJII HETJIIACHOTO MOJMy4YeHus uHpopmaiuu, B

IIOMCIICHUAX U TCXHUYCCKHUX CpeI[CTBaX?
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26. Kakue cpeacTBa OTHOCATCS K MU(POBATIHHBIM?

27. KakoBbl OCOOCHHOCTH IHUIICH3UPOBAHUS BHUJIOB JEATEIHHOCTH, CBS3aHHBIX C
U poBaIbHBIMU (KpUOTOTpa@UUIECKUMH) CpeicTBaMu?

28. HazoBuTe NHIICH3WOHHBICE TPEOOBAHMUS M YCIOBHUS MPH PaCIPOCTPAHCHUH
M PPOBATBHBIX (KPUNTOrPpahUUECKUX) CPEICTB.

29. Ha3oBuTe JUIICH3MOHHBIE TpPEOOBaHMWSI W YCIOBUS TIPH  OCYIIECTBICHHUH
pa3paboTKu,  TOPOM3BOACTBA  IMU(POBAIBHBIX  (KpUOTOrpaHUuecKux)  CpEACTB,
3alIUIICHHBIX C HCIIOJIb30BaHUEM IMU(POBATBHBIX (KpUNTOrpaUUYECKuX) CpeICTB
UHPOPMAITMOHHBIX U TEIIEKOMMYHHKAITMOHHBIX CUCTEM.

30. HazoBuTe nuiieH3nOHHBIE TPEOOBAHUS U YCIOBUS MPH MPEAOCTABICHUH YCIYT B
obnactu mm@ppoBaHus UHPOPMAIIUH.

31. HazoBuTe JUIEH3MOHHBIE TpPEeOOBaHWS H YCJIOBHUA TMPH OCYIIECTBICHUH
JESATEIBHOCTH [0 TEXHUYECKOMY OOCITYKHBAHUIO IU(POBATIBHBIX (KPUIITOrpapUUeCKHX)

CpPEICTB.

Tembl pedeparos:

1. JluneH3upoBaHHE JEATEIHHOCTU B 00IACTH 3aIIUTHI TOCYaPCTBEHHOM TalHBI.

2. OcoOEHHOCTH  JIMIICH3UPOBAaHUS  JEATEJIBHOCTH B  O0OJacTH  3allUThl
nH(pOpMaIIK, COCTABISIONICH TOCY1apCTBEHHYIO TalHY.

3. OOmmii TOpSJIOK TPOBEACHUS  JIMIICH3UPOBAaHUS B  OOJACTH  3aIlUThHI
uH(popMaLuu.

4. Cucrema cepTH(pUKALMHU CPEACTB 3allUThl HMHGOpMalUUMU MO0 TPeOOBAHUSIM
6e3omacHOCTH UH(OPMAITUH.

5. Cucrema cepTuduKaiiu CPeACTB KPUNTOTPAPUIECKON 3aIUTh HHPOpMAIIH

6. Buael arTectanuu noMenieHui no TpeboBaHusIM 0€30MacHOCTH UH(POPMALIUH.

CnmcoK MCTOYHHUKOB /1JIS1 CAMONIOATOTOBKH
1. TlonoxeHue mo arTecTalMd OOBEKTOB MH(MOpPMATH3ALUU MO TPEOOBAHMIM

6e3onacHoctu nHpopmanuu (yrB. ['ocrexkomuccueit PO 25.11.1994);
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2. TOCT P 50922-2006. 3ammra wuH@opmauuu. OCHOBHbIE TEPMHHBI U
OTIpE/ICTICHHUS;

3. Pexomenganmu no crangaptuzanuu P 50.1.056-2005. Texuuueckas 3amiura
uHpopMmaruu. OCHOBHBIE TEPMHUHBI U OIIPEICICHHUS,;

4. Tloctanosnenue IIpaButennctBa Poccuiickoit @eneparun ot 03.02.2012 Ne 79
«O JNMIEH3UpPOBAHUU JESATEIBHOCTH MO TEXHUYECKOW 3aIuTe KOH(UIAEHIINAIBbHOMI
uHpOpMaIUNY;

5. @®enepanbubiii 3ak0H 0T 04.05.2011 Ne 99-D3 «O nunieH3upOBaHUH OTACTBHBIX
BUJIOB JICATEIBHOCTIY;

6. Ilocranomnenue IlpaButennscTBa Poccuiickoit deneparuu ot 26.01.2006 Ne 45
«O0 opranu3anuy TUIEH3NPOBAHUS OTJEIbHBIX BUIOB JEATEILHOCTI;

7. TlocranoBnenue IIpaButensctBa P® ot 29 npexabps 2007 r. Ne 957 «OO0
YTBEPXKACHUM TIOJOXKEHUH O JIMIICH3WPOBAHUH OTIACIBHBIX BHIOB JCSTEIBHOCTH,
CBA3aHHBIX C MU(PPOBATBHBIMU (KpUNTOrpa)MuECKUMHU) CPEACTBAMUY;

8.  Ilpuxkas OCTIK Poccun ot 03.04.2018 Ne 55 «O0

yTBepkIeHun IlooxkeHuss o cucreme cepTU(PUKALMKU CPEACTB 3alIUTHl MHPOpPMALUN».
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8 IIpakTnueckoe 3ansiTie Ne 8. OTBeTCTBEHHOCTH 3a

NMPAaBOHAPYUICHUS B 00J1acTH MH(OPMALMOHHON 0€30MACHOCTH

®opma npoBeeHNsI NPAKTUYECKOT0 3aHATHS:
— TiepBas 4acThb 3aHATHS MPOBOJUTCS B BUJIE ONpPOCa U PACCMOTPEHHEM 3aaad
(cutyanuit).

— BTOpPas 4aCTb 3aHATHA IIPOBOANTCA B BUIC BBIITIOJITHCHHA U 3al1IUTHI pecbepaTa.

eab 3anaTHA:
N3y4nuTh OCHOBHBIC CTaThU IO MPABOHAPYIIECHUSIM B 007acTH MH(GOPMAIMOHHON

0e301acHOCTH YI'OJIOBHOI'0, aAIMUHHUCTPATUBHOI'O, H TPYAOBOI'O KOJACKCOB.

Bonpocsl auist onpoca:

1. TloHsTHe W BUABI IOPUAMYECKOW OTBETCTBEHHOCTH 3a HapyLIEHUE MPAaBOBBIX
HOPM II0 3a1UTe UH(POpMALIUH.

2. Mepsl AMCIUTIIMHAPHOW OTBETCTBEHHOCTH.

3. AIMMHHCTpaTUBHAsI OTBETCTBEHHOCTH 3@ MPaBOHAPYIICHUS B 00JACTH 3aIUTHI
WHTEJUICKTYaJbHOM COOCTBEHHOCTH ¥ MH(GOPMAIIMOHHON 0€30MacHOCTH.

4. VYronoBHas OTBETCTBEHHOCTb 3a IIpaBOHAPYLIEHUS B oOnacTu

KOH(UIESHIIUAIBHONW UH(POPMAITUH.

Tembl pedeparoB:

1. [lonsiTHe ¥ BUJIBI IOPUTUIECKON OTBETCTBEHHOCTH 3a HAPYIICHHE MPABOBBIX
HOPM I10 3a1TuTe NHHOPMAIIHH.

2. Mephbl AUCIUTUTMHAPHON OTBETCTBEHHOCTH coTiiacHO TpymoBoro kojaekca PO.

3. AIMMHHCTpAaTUBHAsI OTBETCTBEHHOCTH 3a MPABOHAPYIICHUS B OOJACTH 3aIlIUThI
WHTEJJIEKTYaJIbHOM COOCTBEHHOCTH M MH(GOPMAIIMOHHON O€30MaCHOCTH.

4. YronoBHas OTBETCTBEHHOCTh 3a MpaBOHAPYUICHUS B obnacTu

KOH(UIEHIIUATIBHOU UH(POPMAITUH.
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CnMcoK MCTOYHHMKOB JJIs1 CAMOINIOATOTOBKH
1. I'paxxnanckuii konexc Poccuiickoit denepainuu (I'K PO);
2. Tpynosoii konexc Poccuiickoit @enepannu (TK POD);
3. Konekc 06 agmuaucTpaTuBHBIX paBoHapymeHusx (KoAll PO);

4. YronoBHbi kojgiekc Poccuiickoit @eneparuu (YK PO).
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