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1.  OPTAHM3AIIMOHHO-METOIMYECKHUI PA3IEJ

1.1. Uenp u 3a7aun u3ydeHus: yueOHON AUCIUIUIMHBI (MOIYJIs)

Heab0 wu3ydyeHHs MUCHUIUIMHBI SBISETCS MOArOTOBKAa CTYACHTOB K OCBOCHHIO
OpraHU3aIMOHHBIX, TEXHUYECKUX, AITOPUTMUYECKUX M JPYTUX METOJOB U CPEACTB 3aLIUTHI
KOMIBIOTEPHOH WH(pOPMALNU, O3HAKOMIIEHHE C 3aKOHOJATEICTBOM W CTaHIApTaAMH B ITOMN
00acTH, C COBPEMEHHBIMH KPHUIITOCUCTEMaMH, HW3y4eHHE METOJOB HICHTU(UKAIIUH
MoJIb30BaTeNe, OOphOBI C BHpyCaMM, H3YYEHHE CIIOCOOOB IPUMEHEHHS] METOJIOB 3allUTHI
nHGOpPMAIMY TIPU MPOSKTUPOBAHUM aBTOMATH3MPOBAHHBIX CUCTEM 00pabOTKM WH(pOpMAIUU H

ynpasnenus (ACOUY).

3agauu:
e PACKpHITHE

OCHOBHBIX

IMPUHIIUIIOB n METOJ0B MOCTPOCHUA

MH(POPMAITMOHHOMN O€30TTACHOCTH

e OIPECACICHUC OCHOBHBIX JTallOB H 0a30BBIX KOHLCITYaJIbHBIX ITOJAXO0J0B

K

CO3JIAaHUI0 cUCTeM HWH(OPMAIMOHHOW B paMKax HCTOPUYECKOTO Pa3BUTHUS OTECYECTBEHHOW M

3apyOeKHOM HAYKH;
e O3HaKOMJIGHHE C

HOPMAaTUBHO-TIPAaBOBBIMU ~ MH(OpPMALlMOHHONW  0€301acHOCTH

aBTOMAaTU3UPOBAHHBIX CHCTEM 00pabOTKU MH(GOPMAIUY;
e O03HAaKOMJIGHHE CO CIOCO0AMH U OCOOEHHOCTSMM CO3JaHHsA CHUCTEM 3alIUTHI
KOMIIBIOTEPHBIX CETEN Ha PA3IMYHBIX YPOBHAX B3aUMOJICUCTBUS C OKPYKEHUEM;

e T1puOOpeTeHue

CTy/ICHTaMHU

HaBBIKOB AHAJIUTUYECKOTO u SMITUPUYCCKOT'O

HCCJICJIOBAHUS CHCTEM KOMIIBIOTEPHOU 3aLUTHI CETEM;

e BbIpPa0OTKA LEJIOCTHOTO TMPEACTABICHUS O PA3IUYHBIX acleKkTax CTPOeHUs u
(YHKIIMOHUPOBAHUS CUCTEM KOMIIBIOTEPHOM 3aIlIUThHI CETEH Ha BCEX €€ YPOBHSX.

1.2. TpebGoBanHwus K pe3yiabTaTaM OCBOCHUS JUCIIUTLIMHBI
H3yuenue oOannoii OucyuniuHvl HANPAGIEHO HA Gopmuposanue CaeoOyruUx
KoMnemeHuyuiL:
Kox u HamMeHOBaHuUe Ilnanupyemblie pe3yibTaTbhl 00y4eHUs MO UCHUIINHE
KOMIIeTEeHIIM U (MoayJ110), XapaKkTepu3yolue 3Tanbl (OPpMHUPOBAHUSA

KOMIIEeTEHII M

OIIK-3. CmocobeHn pemars

CTaHJapTHbBIE 3aauu
poheccHOHATLHOU
NEATEIbHOCTH HAa  OCHOBE
UHGOPMAIIMOHHOM u
oubmunorpaduaeckoit
KYJbTYpbl C TPUMEHCHUEM
MH(POPMAITMOHHO-
KOMMYHUKAITHOHHBIX
TEXHOJIOTHH W C  Y4eTOM
OCHOBHBIX TpeOOBaHMIA
MH(GOPMALMOHHOM
0€301acHOCTH

OIIK-3.1. 3HaeT NPUHIMUIIBI, METOABI M CPEICTBA pEIICHUS
CTaHJAPTHBIX 3a/Jay Npo(ecCHOHANBHOW JEATEIBHOCTH Ha
OCHOBE MH(OPMAITMOHHOW U OMOIHOTrpaduIecCKON KyJIbTYPHI C

PUMEHEHHEM UH(POPMAITTOHHO-KOMMYHUKAITHOHHBIX
TEXHOJOTHH W C  y4eTOM  OCHOBHBIX  TpeOOBaHMIA
nHpOpMaIMOHHONW 6€30MaCHOCTH.

OIIK-3.2. Ymeer pelaTh CTaHJapTHBIC 3aaun
npodeccHOHATLHOU JeSITeIIbHOCTH Ha OCHOBE
uHGOPMAIMOHHOW W OuOIMorpaduueckoil  KyapTypel C
PUMEHCHHEM UHPOPMAITHOHHO-KOMMYHUKAITHOHHBIX
TEXHOJOTHH W C  y4eTOM  OCHOBHBIX  TpeOOBaHMIA
UH(POPMAIMOHHOM 0€301aCHOCTH.

OIIK-3.3. Brnageer HaBbIKaMH MOATOTOBKH  0030pOB,

aHHOTAllUH, cocTaBieHUs pedepaToB, HAyYHBIX JOKJIA/IOB,
nyonuKanuii, u Oubanorpaduu Mo Hay4HO-MCCIe10BATEIbCKON

pabore ¢ yuetoM  TpeboBaHMIl  HMH(MOPMALMOHHOMN
0€30M1aCHOCTH.
[1IK-7. Cnoco6en npoBoauts | [IK-7.1. 3HaeT WHCTPYMEHTHI M METOABI MOETHPOBAHUS
OTHCaHKe MPUKIAAHBIX | HTHPOPMAITMOHHBIX IPOIIECCOB; CHocoOBI OTIMCaHUs
POIIECCOB U | IPUKIATHBIX  T[POIECCOB U MPOTPAaMMHBIX  MPOJYKTOB;

MH(POPMAIIMOHHOTO

CTPOCHHUC COBPCMCHHBIX OINCPANHWOHHBIX CHUCTCM; IPUHIUIILL

CUCTEM




obOecreueHus

MPUKJIAAHBIX 3a1a4

peurenus | GyHKIIMOHUpPOBaHUs coBpeMeHHbIX MC; MeTO10/10THN BEIeHUS

o0ecneueHus.

JOKYMEHTOO0OpOTa B OpraHu3anusx B cdepe mporpaMMHOTO

[IK-7.2. VYmeer mpoektupoBatb MC wu pa3pabarbiBaTh
IPOTpaMMHBIE TIPOIYKTHI ISl PEIICHHSI TPUKIIAJHBIX 3a/1a4.

TIK-7.3. Bnaneer HaBBIKAMH  JETAJIILHOTO

IMporpaMMHBIX IMPOAYKTOB B MPUKJIAAHBIX
JACATCIIBHOCTH.

OIMKUCaHusA

npeaMeTHOW — oOmacTH, WHQPOPMALMOHHBIX  CHCTEM H

oOacTax

1.3.

Hanpasienus noarorosku 09.03.03 [Mpuknagnas napopMaTrKa (6akagaBpuaT)

MecTto aucuMIUIMHBL (MOIYNA) B CTPYKTYpe 00pa3oBaTelbHOM MpPOrpamMMbl

VYuebnas mucrurnHa «ubopmanmonHas 0€301MacHOCTh» OTHOCUTCSI K OCHOBHOM 4acTu
6noka b1. M3yuenue yueOHOM nuctumiunel «MHpopmarionHas 0e30nacHOCTh» Oasupyercs Ha
3HAHUSX, YMEHUSAX M HABBIKAX, MOJYYEHHBIX 0OYUYAIOMIUMUCS MTPH U3yYEHUH TMPEIISCTBYIOIIX
KypcoB: «BpIYHMCIHMTENBHBIE CHCTEMBI, CETH U TeJIeKOMMYHHKamum», «MH(popMaTHKay.
N3yuenne yueOHoM mucnumuiuHbl «MHpOpMannoHHas 6€30MacHOCTb) HEOOXOAWMO st
OCBOGHHS TaKHX MAWCIUIUINH, Kak «OmeparMoHHBIE CHCTEMB», «AIMUHHCTPHPOBAHUE B
MH(OPMALIMOHHBIX CUCTEMAX).

2. CTPYKTYPA U COAEP) KAHUE JUCHUIIJINHBI

2.1.O6beM AUCUHUITIMHBI ¥ BUJIbI Y4€OHOM pabOThl B COOTBETCTBUH € (hopMaMu O0yUEHHS
O6bem mucuumuabl «MHPOpManronHas 6€301acHOCTh» cocTaBiseT 7 3.€./ 252 yaca:

Bun yue6noit paboTel Bcero, | Kypc, gacos
4acoB
Ouynast | 2 Kypc 2 Kypc
dopma | 3 cem. 4 cem.
AynutopHas paboTa 00yJaronuxcs ¢ npenogaBatesiemM (1Mo Bujaam 114 46 68
Y4E€OHBIX 3aHATHI ), BCETO B TOM YHCIIC:
Jlexkmn 42 18 24
[IpakTrueckue 3aHATUS 72 28 44
JlaGopatopHble 3aHATHS
CamocrosTenbHas padoTa 00yJarommuXxcs 102 62 40
[Ipomexyrounas aTTectanus (IOJArOTOBKA U cJjada), BCEro:
KounTpomnsnas pabota
Kypcosas pabota
3auer +
DK3aMeH 36
Wroro: OO1as Tpya0eMKOCTh yueOHON AUCHUIIINHBI (B Yacax, 25217 108/3 144/4
3a4ETHBIX €TMHUIAX)
2.2.  CopepskaHue IUCIUIUIMHEI IO TeMaM (pa3jienam)
Ne HarMeHoBaHHe Conepxanue pasaena dopma
TEKYILEro
paznena pazzena, Tema
KOHTPOJIS
1. Bsenenue B | OcHOBHBIE MIOHATHS. AHanmu3  yrpos. YcrHbii
MH(OPMAIIMOHHYIO [IpoGnembl  6€30MaCHOCTH  KOMIBIOTEPHBIX oTpoc
oe3onacHocTh (MB) cereii. [lonutrka Oe3omacHOCTH. OCHOBHBIE
COCTaBIIIONINE TOJUTUKA  OE30MaCHOCTH.
HopwmatuBHo-npaBoBoe  oGecneuenue Ub.




CranngapTsl Ub. [IpunHumnBL 3alIUThI
uHpopmannonnsix cuctem (MC).
2. Texnonornu 3aumThl | [IpuHIUITEL KPUIITO3AIIUTHI. YcTHBIN
TTAHHBIX Kpunrorpaduueckue ITOPUTMBL. | OIPOC, OTYET
CHUMMeTpUYHbIE U aCUMMETPUYHBIE CHCTEMBbI 1o
mmdpoBanus. TexHONOTHH ayTeHTU(UKAUH. | TPAKTUIECKON
Buomerpuueckasi ayreHTHHUKAIHS. paboTe
3. TexHoIornu 3amuThl OGecnieuenre 0€30MACHOCTH OTEPAIMOHHBIX VcTHBIT
BBIYUCIIUTEIBHBIX cucteM (OC). MexcereBble SKpaHbl. 3alIUTa B | OMPOC, OTUET
CUCTEM BUpTyasibHbIX ceTsax VPN. 3amura Ha o
ypoBHsx mojemu OSI. MIPAKTUYECKOM
pabote
4, Texuonornu Ananu3 3ammumeHHoctd. OOHapyKeHHe aTak. Y crHBIT
0oOHapyKeHHUs [IporpammHsIe cpeacTBa  OOHApYKEHHUS | OINpOC, OTYET
BTOPIKECHUH BTOp)KEHHUE. 3alMTa YAaJIeHHOIo JIOCTYIIA. 1o
3aiuTa OT BUPYCOB U cllama. MPaKTHYECKON
pabote
S5. VYmpasnenue 3amaun ynpasienuss b B uHpopManmoHHbBIX YcTHbIi
0€30MacHOCTHIO cucTeMax (HC). ApxuTekTypa U | ONpOC, OTYET
¢byHKUMOHUpOBaHHE cucTeM yrpasienus Wb o
B (MC). Ayomut u MOHUTOPUHT OE30MACHOCTH | MPAKTHYECKON
(UC). O630p cuctem ynpaBieHHUs pabote
0€30MacCHOCTHIO.

2.3. Pa3nensl JUCIIUIUINHE U BUOLI 3aHSITHNA

No HaunmeHnoBanue Tembl Jleknmon | IIpaktu- | Camoc | Bceero | @opmbl TeKyliero

n/m JTUCIUTUTAHBI HBIE YECKUE | TOSTEN | 4acoB KOHTPOJIS
3aHATUSA | 3aHATUS | bHas yCIIeBaeMOCTHU
pabora

1. | Beeneunue B b 8 30 38 YcTHBII onpoc
OcHoOBHbIE NOHATHS. AHAIN3
yrpo3. [Ipobiemsr
0€30MacHOCTH
KOMITBIOTEPHBIX CETEH.

2. | TexHomoruu 3amuThl 10 26 32 68 YcTHBIM onpoc,
naHHbIX. [[puHIHIBL OTYeT 10
KPUIITO3AIIUTHI. MPAKTUYECKOU
Kpunrorpadpuyeckue pabote
QJITOPUTMBI.

3auer 2 2
Hroro: 18 28 62 108

3. | TexHonoruu 3amuThHI 8 12 10 30 YcrHblii onpoc,

BBIUHCIIUTEIIBHBIX CUCTEM. OTYET 10
MIPaKTUYECKOU
pabote

4. | Texnomoruu oOHAPYKEHHS 8 14 14 36 VYerHslil onpoc,
BTOpKEHUH. AHAIIN3 OTYET 10
3alUIIEHHOCTH. IIPAKTUYECKON

pabote

5. | YnopaBnenue 8 18 16 42 VYcTHslii onpoc,
0€e301acHOCTbI0. 3a/1aun OTYET 10
ynpasyienus 1b B IIPAKTHUYECKOU




MH(GOPMAIIMOHHBIX CHCTEMAX

(HC).

pabote

36

IK3aMeH

Hroro: 24 44 40 144

Bcero: 42 72 102 252

24.

[1nansl TeopeTnyeckux (JIEKLIMOHHBIX) 3aHATHH

No

HaunmenoBanue tem nexkiuii

Koi-Bo
yacos B 3,4
cemecTpax

3 cemectp

PA3JIEJI 1. Beenenue B 11b

1.

OcHoBHble MOHATHS. AHanu3 yrpo3. [Ipo6iembl 0e30macHOCTH KOMITBIOTEPHBIX
cereil. Ilomutuka ©Oe3omacHocTH. (OCHOBHBIE COCTABIIAIONINE TMOJUTHKU
6e3onacHoct. HopmaruBHo-tipaBoBoe oOecnieuenue Mb. Cranmapter Ub.
[Tpunanune! 3ammTel nHGopmannoHHbIX cucteM (MC).

PA3JIEJI 2. TexHONIOTHH 3alIUThI TaHHbIX

1.

[punnune! kpunto3amutel. Kpunrorpapuueckue anroputmsl. Kpunroananms.
CuMMeTpHYHbIE U aCUMMETpPUYHbIE CHCTEeMBbI mupoBanus. TexHosoruu
ANEKTPOHHO-IM(PpoBOH moanucu. DYHKIUU XIIMUPOBAHMS. T EXHOJIOTUN
ayreHTHUKauu. buomerpuyeckas ayreHTH(PHUKALUS.

10

4 cemecTp

PA3JIEJI 3. TexHOJIOruH 3aIUThl BEIYUCIIUTEIIBHBIX CHCTEM

1.

Ob6ecneuenne 6e3omacHoCcTH onepannoHHbIX cucteM (OC). MexcereBbie
SKpaHBbI. HopmaTtuBHO-TIpaBoBOE  obecrieueHue. Ceprudukanus  u
cTaHfapTu3ainus. 3amurta B BUPTyalnbHbIX ceTsax VPN. 3amura Ha ypoBHSIX
mozaenu OSI.

PA3JIEJI 4. Texunonoruu oOHapyXKEHUS BTOPKEHUI

1.

Ananu3 3ammuiieHHocTd. OOHapyXeHue aTak. 3alluTa yAaJeHHOTO JOCTYIIA.
3amura OT BUPYCOB U CIlama.

PA3JIEJI 5. YnpaBiienne 6€3011acHOCTBIO

1.

3anmaun ynpasienus b B uadopmanmonnsix cucremax (MC). Apxutekrypa u
¢dbyakuuonupoBanue cucreM ynpasienus Wb B (MC). Aynmut u MOHUTOpPUHT
oe3omnacHocTH (MC). O630p cucteM ympapiieHHs] 6€30T1aCHOCTHIO.

2.5.

[Tnanbl npakTHYECKUX (CEMUHAPCKUX) 3aHITHIA

No

HaumenoBanue tem MMPAKTHYICCKUX 3aHATUH

Koi-Bo
yacoB B 3,4
cemecTpax

3 cemecTp

PA3JIEJI 2. TexHOJIOTUHY 3aIlUThI JaHHBIX

1.

YcrpoiicTBO U pUHIMT pabOThI LIM(PPOBATEHON MAITHHBI « JHUTMay.

Metoap! 3alUThl TEKCTOBOW MH(POPMALUU M UX CTOUKOCTb. CHMMETpHUHBIE
kpunrorpaduueckuit mpotokonsl DES, 3DES, 'OCT. Crannapt mudpoBaHus
AES Rijndael. T'enepaiiss mpocThIX YHCEN B ACCHMETPHYHBIX aJTrOPUTMAaX
m@poBaHus. DNEeKTpoHHAas LU(POBasi MOAINUCH.

Nzyuenne nporpammsl 3amuthl HHGopmarmu PGP. Koppektupytomue Kobl.

26

4 cemectp

PA3JIEJI 3. TexHoIOruy 3aUThl BEIYUCITMTEIIBHBIX CHCTEM

1.

Mexaunsmsl 3amutel B OC Microsoft Windows. 3axBar ¥ aHaiau3 CETEBOTO
Tpaduka. MexcereBble skpanbl. Opranuzanus u 3ammra VPN. Cauddepsr.

12




PA3/IEJI 4. Texnosioruu 0OHapy>KEHUsI BTOPKEHHUN

1. BrisiBiieHue ceTeBbIX aTak myreM aHaim3a Tpaduka. CucreMbl 0OHapyKEeHHUs 14
atak. TexHONOTMM TEPMUHAIBHOTO JOCTyNa. AyauT HHPOPMAIMOHHON
0€30I1aCHOCTH KOMIIBIOTEPHBIX cucTeM. Ciy>kObI KaTaloros.

PA3JIEJI 5. YupaBienue 6€301acHOCThIO

1. | Cosnanue u MouduKanys BUPTyalTbHOM 3aIMIERHOM ceTu ¢ nomorkio 110, | 18

2.6. [Tnaner 1abopaTopHBIX pabOT — HE TPETYCMOTPEHO.
2.7.  Ilnansl caMOCTOSITENIHFHOM pabOTHI O0YUYAIOMIETOCs IO IUCHUILITHHE (MOIYIIO)
No HaszBanue pa3nenoB u tem Buner Tpynoe | ®@opmupyembie Dopmbl
CaMOCTOATENILHOM | MKOCTh | KOMIICTCHIIMH | KOHTPOJIA
paboThl

1. Beenenue B uH(popmaimonnyio | Pabota c 30 OIIK-3 Yerabii
6e3onacHocth (Mb). IlonuTHka | ncTOUHHKaMH IK-7 ompoc
6e3omacHoct.  HopmaTtuBHO-
npaBoBoe obOecneueHue Mb.

MexayHapoaHble CTaHIAPTHl B
ctepe Mb. CpaBHenue.

2. TexXHOIOrnM 3aIMThl JaHHBIX. PaGora ¢ 32 OIIK-3 YcrHBIT
CHMMeTpUYHBIE UCTOYHUKAMU orpoc
KPHITOIIPOTOKOJBbI. CpaBHEHHE.

3. TeXHOIOr M 3aIATHI Pabora ¢ 10 OIIK-3 VY cTHEI
BBIYHCITUTEIIbHBIX CUCTEM. HUCTOYHUKAMU [K-7 orpoc
MesxceTeBble SKpaHBbI.

Crangaptuzanus u
cepTuduKaIms.

4. TexHoIOTHH OOHAPYKCHHS Pa6ora ¢ 14 OIlK-3 YcTHBIN
BTOp>KeHMIl. CpeJICTBO aHA/IM3a | UICTOYHUKAMU IK-7 O1poc
cereBoro tpaduxa Wireshark.

CkaHMpOBaHUE CETH.

5. VYmpasiaeHue 6€30MaCHOCTBIO. Pa6oTa c 16 OIIK-3 YcTHbII
CpenctBo aHanu3a CETEBOrO HMCTOYHHUKAMHU IK-7 O1poc
tpaduka Wireshark.

CkaHMpOBaHUE CETH.
HactpauBanue napamerpoB
0€30MaCHOCTH CETH C
ucnosib3oBanueM [10
Wireshark.

3. OCOBEHHOCTHU OBYYEHMNA JIUI C OB3 (ITIOJA)
IIpu opraHmzaium 0OydYeHHsI CTYJEHTOB C WHBAIMIHOCTBIO U

CJICAYIOIIUEC HCO 6XOI[I/IMBIC YCJIOBUA:

OB3 o0OecneunBarorcs

- y‘le6HLIe 3aHATUS OPraHU3YRKOTCA HCXOIASd U3 HCI/IXO(I)I/ISI/ILIGCKOFO Pa3BUTHA U COCTOSHUA

310poBbst Jul; ¢ OB3 coBMEecTHO ¢ ApyrMMH OOyyarolIMMHUCS B OOLIMX TIpymmax, a Takke
WH/IMBUYAJIbHO, B COOTBETCTBUU C I'pa)MKOM MHAMBUAYAIbHBIX 3aHATUH;

- IIpU OpraHU3alMy y4eOHBIX 3aHATHH B OOIIUX IPYMIax UCIOJIb3YIOTCS COIIMAIbHO-aKTUBHBIE
U pedIieKCUBHBIE METOJbl 00YyUeHHsI, TEXHOJOIMU COLMOKYJIbTYPHOH pEeadMIUTALMU C LENbIO
OKa3aHMsl MOMOIIM B YCTAaHOBJICHHM IOJHOIICHHBIX MEXJIMYHOCTHBIX OTHOIIEHUH, CO3IaHMS
KOM(pOPTHOTO IMCUXOJIOTUYECKOT0 KIMMaTa B IPYIIIIE;

- B 1mpolecce 00pa30BaTENbHONW JESATEILHOCTH NPUMEHSIOTCS MaTepHalbHO-TEXHUYECKOe
OCHAIIICHUE, CIEeUUAIN3UPOBAaHHbBIE TEXHUYECKUE CpeACTBa IpueMa-mepenadyd  y4eOHOM
MH(pOpPMAIIUU B IOCTYIHBIX (popMax Ui CTYIEHTOB C pa3IMYHBIMHU HAPYIICHUSMH, JICKTPOHHbIE
oOpa3oBaTesibHbIE PECYPChl B aIalTUPOBAHHBIX (popMax.



- moabop W pa3paboTKa y4yeOHBIX MaTepUajoB NPEMOJaBATENIMU MPOU3BOJUTCA C yICTOM
NCUXO(HU3UUECKOTO Pa3BUTHS U COCTOSIHUS 310poBbs ull ¢ OB3;

- HCIIOJB30BAaHME DHIIEMEHTOB JAWUCTAHIMOHHOTO OOy4YeHHMs mpu paboTe CO CTyACHTaMH,
UMEIOIIMMU 3aTPYAHEHUS] C MOTOPUKOM;

- obecnieueHme CTYJCHTOB TEKCTaMHU KOHCIIEKTOB (IIPH 3aTPYAHEHUH ¢ KOHCTIEKTHUPOBAHUEM);

- WCIOJIB30BAHUE MPH MPOBEPKE YCBOCHHS MaTepHalia METOJIMK, HE TPEOYIOIINX BHITIOJHEHUS
PYKOIHMCHBIX pabOT WM HW3JOXKEHHS BCIyX (TMPH 3aTPyIHEHHSX C MHCBMOM H pPEYbI0) —
HanpuMep, TECTOBBIX OJIAHKOB.

[Ipu mpoBeneHHH NPOLEAYPHl OLIGHUBAHHUS DPE3yAbTAaTOB OOYUEHHS] WHBAIWIOB M JIUI[ C
OTPaHUYECHHBIMH BO3MOKHOCTSIMH 3/I0POBBSl IO IHCUMIUIMHE OOECIIEYMBAETCS BBITIOJHEHUE
CIIEAYIOMINX JOTIOJHUTEIBHBIX TPEOOBAHHI B 3aBUCUMOCTH OT WHAWBUAYAIBHBIX OCOOCHHOCTEH
00yJaroImxcsi:

1. WHCTpyKIIMST TO TOPSAKY TPOBEACHHUS IMPOIEIyphl OIECHUBAHHS MPEIOCTABISIETCS B
noctynHoi opme (YCTHO, B MUCbMEHHOM (hopMe, Ha AIEKTPOHHOM HOCUTEIE, B IEYaTHON Gopme
YBEJIMYEHHBIM LIPUPTOM U T.11.);

2. HloctynHas (gopma MpeloCTaBlIeHUs 33JaHUl OLIEHOYHBIX CPEJCTB (B MedaTHOM ¢dopme, B
nevyaTHo ¢popMe yBETMUYEHHBIM IPUPTOM, B GOopMe dJIEKTPOHHOTO JTOKYMEHTA);

3. JoctymHas ¢gopMa mpeaocTaBieHHs] OTBETOB Ha 3aJaHus (MHUChMEHHO Ha Oymare, HaOOp
OTBETOB Ha KOMIbIOTEPE, YCTHO, Jp.).

[Tpu HEOOXOMUMOCTH TSI 00YYAFOIIUXCS ¢ OTPAaHHYSHHBIMU BO3MOKHOCTSIMH 3/I0POBBS U
WHBAINJIOB MIPOIIEIypa OLEHUBAHUS PE3YTBTATOB OOYUEHHS TI0 JUCIUTUINHE MOXKET TPOBOTUTHCS
B HECKOJILKO ATAroB.

B ocBoeHMM IUCHMIUIMHBI WHBAJUAAMU M JIMIAMU C OIPAaHUYEHHBIMH BO3MOXHOCTSIMH
3JI0pOBbs 0OJIBIIOE 3HAUEHHE MMEET MHIMBHMyalbHas padora. [lon uHauBHIyanbHON paboTOi
nozpasymeBaercsi ABe (popMbl B3aUMOJICHCTBUS C IpENojaBaTesieM: MHIUBUAYyaldbHAs ydeOHas
pabota (KOHCYJIbTAIlMH), T.€. JOTOJHUTEIBHOEC pa3bsCHEHHE YJYECOHOTO MaTephajlia u
yri1yOJeHHOE N3ydeHHe MaTepuaia ¢ TeMH 00y4arolMMHUCs, KOTOPbIE B 3TOM 3aUHTEPECOBAHbI, U
WHAMBUyaJIbHAs BOCHNHUTaTeNbHas paboTa. VHIuBuAyalbHbIE KOHCYJIBTAallMM IO MPEAMETY
ABJIIOTCSL  BaXHBIM  (AKTOPOM,  CIOCOOCTBYIOIIMM  MHIMBHUAyadu3alMu OOydeHHS U
YCTaHOBJICHUIO BOCIMTATEIbHOIO KOHTAKTa MEXJIy MpernojaBareieM M o0ydarolmumes
MHBAJIMJOM WM 00Y4aIOUIMMCS ¢ OFPaHUYEHHBIMH BO3MOKHOCTSIMU 3/10POBbSI.

4. YYEBHO-METOJAYECKOE OBECHEYEHHUE CAMOCTOSTEJIbHOM
PABOTbBI OB YYAIOIIUXCHA

YuyeOHO-MeTOoAUYEeCKOe U HHGPOPMALMOHHOE o0ecrevyeHUe AUCUMIUIMHBI IS
OpPraHu3alii CaMOCTOSTEJbHOI padoThl CTYAEeHTOB (COJCPKHUT TNEpPEeYeHb OCHOBHOU
JTUTEPaTyphl, JOMOJHUTEIBHON JIMTEPATyphl, MPOrpaMMHOr0 obOecrneueHuss u HWHTepHET-

pecypchl).

5. YYEBHO-METOJMYECKOE U UH®OPMAIIMOHHOE OBECHEYEHUS
YYEBHOM JUCHUNIUHBI (MOIY.JIS)

5.1  IlepeyeHb OCHOBHON JIUTEPATYPHI
1. Wudopmanronnas 6e3omacHOCTs KOHCTpYKIMit OBM u cucrem : yue0. nmocobue /
E.B. I'nmunckas, H.B. UnuBapun. — Mocksa : UTHOPA-M, 2019. — 118 c. + Jlon. marepuaisl

[DnexTpoHHBIH pecype; Pexum noctyna: https://new.znanium.com]. — (Bsiciiee oO6pa3oBanue:

bakamaBpuar). — www.dx.doi.org/10.12737/13571. - Tekcr : osnektponHbi. - URL:
https://new.znanium.com/catalog/product/991792 .
2. Hecrepos, C. A. NudopmarmonHas 6€300aCHOCTb : Y4eOHMK U MPAKTUKYM IS

akazemuueckoro Oakanaspuara / C. A. HecrepoB. — Mocksa : U3narensctBo HOpaiit, 2019, —
321 c. — (YuuBepcuretsl Poccun). — ISBN 978-5-534-00258-4. — TekcT : 3MeKTPOHHBIN //


http://www.dx.doi.org/10.12737/13571
https://new.znanium.com/catalog/product/991792

3BC IOpaiit [caiit]. — URL: https://biblio-online.ru/bcode/434171.

5.2  IlepeyeHb AONMOTHUTEIbHOI JIUTEPATYPHI
1. 3amuta nHGOopManmu : yaed. mocobue / A.IL. XKyk, E.IT. XKyk, O.M. JlenemkwuH,
AWM. TumomikuH. - 2-¢ m3a. - MockBa : PUOP : UH®PA-M, 2018. - 392 c. - (Beicmiee

oOpazoBanue: bakamaBpuar; Maructparypa). — https://doi.org/10.12737/4868. - Tekct
anextponHbiid. - URL: https://new.znanium.com/catalog/product/937469 .
2. Opranu3anroHHOE M TpaBoOBOE obecreueHne MH(OOPMAIMOHHONW 0€301acHOCTH :

Y4eOHUK M TIPAKTUKyM Ui OakanaBpuara u maructpatypsl / T. A. TlossikoBa, A. A. CTpemnbIoB,
C. I'. Uy6ykoBa, B. A. HuecoB ; non pemakumeir T. A. IlonskoBoii, A. A. CrpenbuoBa. —
Mocksa : UsnarensctBo HOpaiiT, 2019. — 325 ¢. — (bakanaBp u maructp. AkaJeMHUYECKHii
kypc). — ISBN 978-5-534-03600-8. — Tekcr : anekrponnsiii // 3BC FOpaiir [caiir]. — URL:
https://biblio-online.ru/bcode/432966.

3. Kazapun, O. B. HagexHocTh U 0€30MacCHOCTh MPOTPAMMHOTO OOECIICYCHUS :
yaeOHoe mocobue mis GakanaBpuata u maructpatypsl / O. B. Kazapun, U. b. lllyounckmii. —
Mocksa : U3narensctBo FOpaiit, 2019. — 342 c. — (bakanaBp u maructp. Moayns). — ISBN
978-5-534-05142-1. — Texkcr : snexkrponnsiii // DBC IOpaiir [caiit]. — URL.: https://biblio-
online.ru/bcode/441287.

5.3 IIporpammMHoe oGecrieueHue

1. CereBoif KOMITBIOTEPHBIN KJIACC, OCHAIICHHBI COBPEMEHHOM TEXHUKON

2. OdwucHerit mporpammublil maket (Hanpumep, Microsoft Office 2003 uam Goaee
MO3/THUX BEPCHUH).

3. Web-6payzep Mozilla Firefox nam Google Chrome

4. DkpaH U1 TpoeKTopa

5.4 DJIeKTPOHHBIE PecypChl

1. Ortkperreiii IIT SiLab.

2. Harnpionansusiii oTKpeITEIH YHUBepcuTeT « MHTYUT» www. intuit.ru

3. Ounuknoneaus Kpyrocser. YHuBepcaabHas HaydHO-TIOMYJIsipHAs OHJIANH-
SHIMKIOIeaus. WWw.Krugosvet.ru

4. DnekTponHas oubimoTeka: https://biblio-online.ru/

5. DnekTpoHHas oubnuoteka: https://new.znanium.com/

6. MATEPUAJIbHO-TEXHUYECKOE OBECIIEYEHUE YYEBHOHN

ANCHUIIVIMHBI MOAYJISA)
Ne HaumenoBanue 000pynoBaHHBIX [epeuens 000pyHOBaHUS U TEXHUUECKUX CPEIICTB OOyUCHUS
n/n y4eOHBIX KaOWHETOB, JTabopaTopuit

VYuebnas aynuropus 1-109

Kon-Bo mocagounsix mect — 24

OcHarmeHna y4aeOHON MeOenbo

PaGouee MecTo npenonaBarens

Mynsrumenuitasiii npoektop Epson EH-TW535W
WuaTepaktiBHas nocka Smart Board

1. Aynutopus Nel09 11 KoMmErOTEpOB
CucreMHBIi OJIOK:

Ipoueccop Intel(R) Core(TM) i5-6400 CPU @ 2.70GHz
4096 Mb O3Y

SSD O6sem: 120 I'b

Monutop Philips PHL 243V5 - 24 moiima
Akycruueckas cucreMa Sven



https://biblio-online.ru/bcode/434171
https://new.znanium.com/catalog/product/937469
http://www.intuit.ru/
http://www.krugosvet.ru/
https://biblio-online.ru/
https://new.znanium.com/

JIMIeH3NOHHOE TIPOrpaMMHOe obecreueHHe:

Microsoft Office 2007 (roc. KonTtpakt Ne 14/09 ot 14.04.2009);
Microsoft Windows 7 Professional (Cy6niuiieH3u0HHBIH 10r0BOp
Ne Tr000419452);

Koncynbrant [Inroc ([Jorosop Ne 40814-64034/01.2020 ot
22.01.2020);

Kaspersky Endpoint Security 10 (Cy6muieH3HoHHbII 10roBOp Ne
11-05/19);

Visual Studio 2017 (Cy0murieH3HOHHBIH 10roBop Ne
Tr000419452);

CB00OOIIHO pacmpocTpaHseMoe MPOrpaMMHOe 00eCIIeUeHHE:

1C Mpeanpusitue § (yaeOHast Bepcus);

AnyLogic 7;

Bloodshell Dev C++;

Cisco Packet Tracer;

Oracle VM VirtualBox;

PSPP;

Python 3.7;

scilab 5.5.2;

Scribus 1.4.7;

Turbo Pascal 7;

Vmware Workstation.

Aynutopus Ne308

VYuebnas ayauropus 1-308

Kon-Bo nocamoussix MecT — 24

OcHaiena yaeOHOM MeOenbio

Pabouee mecTo mpernoaBarens

OxpaH

WnrepaktuBHas nocka Elite Panaboard UB-T880W ¢
AKYCTHMUYECKON CHCTEMOM

[Mpoekrop Epson EB-440W

11 xoMIBIOTEpOB

CucTeMHBIN OJI0K:

Iporeccop Intel(R) Core(TM) i5-2400 CPU @ 3.10GHz

8192 O3y

HDD O6wem: 500 I'b

Monutop DELL EX231W - 24 nroiima

JIuieH3MOHHOE MPOrpaMMHOe o0ecTiedeHue:

Koncynpranr [ntoc (JJorosop Ne 40814-64034/01.2020 ot
22.01.2020);

Visual Studio 2017 (Cy0mnuiieH31uoHHbIH 10roBop Ne
Tr000419452);

Microsoft Office 2007 (roc. Kontpakt Ne 14/09 ot 14.04.2009);
Microsoft Windows 7 Professional (CyGnuiieH3noHHBII T0roBOp
Ne Tr000419452);

Kaspersky Endpoint Security 10 (Cy6nuiieH3HoHHBIH 10r0BOp No
11-05/19);

CB00OIHO pacmpocTpaHsieMoe MporpaMMHoe obecriedeHue:
Oracle VM VirtualBox;

scilab 5.5.2.

Aynutopus Ne306

VYuebnas ayauropus 1-306

Kon-Bo nmocamounsix mect — 19

OcHarmeHna y4aeOHON MeOenbo

PaGouee MecTo npenomaBarens

WnrepaktuBHas gocka Elite Panaboard UB-T880W ¢
AKyCTHYECKOU CUCTEMOM

IIpoextop Epson EB-440W

12 xoMITEIOTEpOB

CucTeMHBIN OJIOK:

Ipoueccop Intel(R) Core(TM) i5-2400 CPU @ 3.10GHz
8192 O3y

HDD O6sem: 500 I'b




Monutop DELL EX231W — 24 nroiima

JIMIeH3NOHHOE IPOrpaMMHOe obecreueHHe:

Adobe Design Standart CS5.5 (lorosop-odepra Ne Tr017922 ot
06.04.2011);

CorelDRAW Graphics Suite X5 Classroom License ML 15+1
(HdoroBop-odepra Ne Tr017922 ot 06.04.2011);

Koncynerant [nroc (Jorosop Ne 40814-64034/01.2020 ot
22.01.2020);

Visual Studio 2017 (Cy6auiieH3nOHHBIH 1oroBop Ne
Tr000419452);

Microsoft Office Plus 2007 (roc. Konrpakr Ne 14/09 ot
14.04.2009);

Microsoft Windows 7 Professional (CybnuiieH3n0oHHBIH 10roBOp
Ne Tr000419452);

Kaspersky Endpoint Security 10 (Cy0OnuiieH3uoHHbIH 10roBop No
11-05/19);

CB000IHO pacmpocTpaHseMoe MPOrpaMMHOe 00eCIIeueHHE:

1C Mpeanpusitue § (yaeOHast Bepcus);

Oracle VM VirtualBox;

Python 3.7;

Cisco Packet Tracer.

Aymutopus Ne402

VYuebnas ayautopus 1-402

Kon-Bo nocamounsix Mect — 34
OcHaena yaeOHOH MeOenbio
Pabouee mecTo nmpenogaBaTess
WnrepaktuBHas nqocka Smart Board
[Mpoexrop Epson EH-TW535W

11 xoMIBIOTEpOB

CuctemHsIi 670K 1:

ITporeccop Intel(R) Core(TM) i5-4570 CPU @ 3.20GHz
8192 O3y

HDD O6wem: 500 I'b

MonuTtop Viewsonic 23.6

CucremHbIi 010K 2:

Iporeccop Intel(R) Core(TM) i5-8400 CPU @ 2.80GHz
8192 O3V

SSD O6wem: 240 I'b

Axkyctruueckas cucrema 2.0

JInneH3NOHHOE IPOrpaMMHOe obecriedeHHe:

Visual Studio 2017 (Cy0muiieH3uoHHBIH 10roBop Ne
Tr000419452);

Microsoft Office 2010 (CybnumeH3noHHBIH J0oroBOp No
Tr000419452);

Microsoft Windows 10 J{mst 06pa3oBaTeNbHBIX yapeKIeHUH
(Cy6munensnonnsrii morosop Ne Tr000419452);
Koncynerant [nroc (Jorosop Ne 40814-64034/01.2020 ot
22.01.2020);

Kaspersky Endpoint Security 10 (CyGnuieH3HOHHbIIH 10roBOp Ne
11-05/19);

CB00OIHO pacmpocTpaHsieMoe MporpaMMHoe obecriedeHue:
1C Ipenmpusitue 8.2 (yueOHas BepcHsi);

Bloodshell Dev C++;

NetBeans;

Notepad++;

Python 3.7;

scilab 6.0.2;

Scribus 1.4.7.




OIIEHKA KOMIIETEHIIUH 11O U3YYAEMOM JUCIIUILINHE

Kpurepun onenku

«HE3AYTCHO»

«3aYTECHO»

3HATDH

CryneHT He crnocoOeH CaMOCTOSATENBHO BBIACTSATH TJIABHBIC TOJIOKEHUS
B M3YYEHHOM MaTepuaie JTUCHUILINHBL.
He 3maer ocuoBuble moHsATHS Wb,
0€30MaCHOCTH  KOMIIBIOTEPHBIX  CETEH.
Crangapte! Ub.

He 3naer mnpunHuunel 3anmutsel uHGopMmanuoHHBIX cucteM (MC),
KpUNTOrpaQuuecKux METO/IbI 3alIUThl HH(OPMAIIUH.

aHaJIu3 yrpos3., MpoOJIeMbl
[Tonutnka Ge30mMacHOCTH.

CTyneHT caMOCTOSATEIbHO
U3Y4YEHHOM MaTepuae.
3Haer ocHoBHble moHATHS Wb, aHamm3 yrpo3, mpobiembl
0€30MacHOCTH KOMITbIOTEpHBIX ceTeil. [lonuTrka Oe3omacHOCTH.
Crannaptst Ub.

[Toka3biBaeT Tiy0OKO€ 3HaHME W MOHMMAHWE NPUHLIMIIOB 3aIUTHI
uHpopmanmonusix cucreM (MC), kpuntorpaguueckux MeETOI0B
3allUTl  MHQOpPMAMM, 3HaHHE  CTAHAApTOB  IIM(POBAHUS
JJIEKTpOHHAs IM(PpoBasi MOAMNKCH,

BBIACIIACT TIJIaBHBIC IIOJIOKCHHUSI B

YMETbH

CTyneHT UCHBITBIBAET 3aTPyAHEHUS NP aHain3e yrpo3 b, nomntrku
6e3onacnoctu UC.
CryneHT He ymeer
6e3onacaoctu MC

CaMOCTOSITENIbHO ~ pa3pabaThiBaTh  MOJUTUKY

CryneHT  ymeeT  aHauM3upoBaTh  MpobieM  Oe30MaCHOCTH
KoMMbIOTepHBIX ceTel. [lomutuku 6e3omacHoctu. Ctangaptel Ub.
CTyeHT yMeeT CcaMOCTOATEIbHO  pa3padaTbiBaTh  MOJUTHUKY
6e3omacnoctu MC,

BJIAJIETDH

CTy,Z[eHT HE BJI1agceT HaBbIKaMH KOHICITYaJIbHO-II0 HATHIHBIM
arrapaToM, Hay4YHbIM SA3bIKOM H TepMHHOHOFHeﬁ KpI/IHTOFpa(bI/I‘ICCKI/IX

METO/IOB 3alllUThl TEKCTOBOIl MHGOpMAIUMM CTaHIApTOB MIK(POBAHUA,
SUIL

CryneHT  BiajgeeT  KOHUENTYAIbHO-MOHSATUMHBIM  alaparom,
HAy4YHBIM $I3bIKOM M TEPMHHOJOTHEH KpUNTOrpaguuecKux MeTOJ0B
3amuThl TeKCTOBOM mHpopmaruu. CranmaptoB mmdposanus, I1II1.
CryzeHT BiajieeT 3HaHUSIMU BCEro M3y4EHHOTO MaTepHalia, BiaJeeT
HaBbIKaMU

Kpurepun ouenku

«HEYIOBJIETBOPUTECJIBHO» ‘ «YAOBJICTBOPUTEJIbHO»

«XOpomIo» ‘ «OTIHYIHO»

3HATD

CryneHt HE CrocoOeH
CaMOCTOSITEIILHO BBIJICIIATh
TJIABHBIC TIOJIOXKEHUS B M3YUYCHHOM

Crynent OCHOBHOE€
coJiepKaHHe MaTepuana
JMCUUIUIMHBI, HO UMEET MpoOesbl

YCBOWIT

CryneHt CrocoOeH
CaMOCTOSTEIBHO BBIJICIIATh
TJIAaBHBIC TIOJIOXKCHHSI B

CTYI[eHT 3HacT, IIOHUMAcCT,
BBIJICIIACT I''TAaBHBIC ITOJIOKCHUA B
HN3YUCHHOM MaTcepurajc u




MaTepuae IUCHUIUIHHBIL. B YCBOEHMM Marepuana. lmeer | u3ydeHHOM MaTepuale. crocoOeH JaTh KpaTKyto
He 3Haer OCHOBHBIE METOJBI M | HECHCTEMAaTU3UPOBAaHHBIC 3HAHUS | 3HAET OCHOBHBIE METOJBI M | XapaKTEPUCTHKY OCHOBHBIM
CPEACTBA pEIIEHUs CTAaHJAPTHBIX | 00  OCHOBHBIX  METOAAaX W | CPEICTBA PEUIEHUs CTAHIAPTHBIX | UAEAM IpopabOTaHHOTO
3aja4 npo(ecCHOHANBHON | CpeACTBax PEIICHHs CTAHIAPTHBIX | 3a7a4 1po(heCcCHOHAIBHON | MaTepuasa JUCIUILIHHBL.
NESITEIbBHOCTH C Y4€TOM OCHOBHBIX | 3a7a4 po(eCCHOHANBHON | JAEATEILHOCTH c y4eToM | 3HaeT OCHOBHBIE METOAbl MU
TpeOoBaHMIA UH(OPMAIIMOHHOH | IESITEIFHOCTH C YY€TOM OCHOBHBIX | OCHOBHBIX TpeOOBaHUM | cpeCcTBA PEIICHHS CTaHIAPTHBIX
0€301MacHOCTH, CTPOEHUE | TpeOOBaHMIA uH(GOPMAIIMOHHON | UH(OPMAITMOHHOM 3amad npoeccHoHaTbHON
COBpPEMEHHBIX OIIEpAllMOHHBIX | OE30MaCHOCTH, cTpoenue | Oe30macHoOCTH, CTPOECHHE | IEATSIIHBHOCTH C y4eToM
CHUCTEM; IIPUHIIMIIBL | COBPEMEHHBIX OTIePAIIMOHHBIX | COBPEMEHHBIX  ONEPAlMOHHBIX | OCHOBHBIX TpeOOBaHMIA
(b YHKIIMOHUPOBAHUSI COBPEMEHHBIX | CHCTEM; MPUHITUTIBL | CUCTEM; MPUHIUIIEL | HHOOPMAITMOHHOM
nc. (GYHKIIMOHHPOBAHUS COBPEMEHHBIX | (DYHKIIMOHUPOBAHUS 0e30MacHOCTH, CTpOCHHE
OTCyTCTBYIOT 3HaHUSA n | UC. coBpemenHbix MC. COBPEMEHHBIX  ONEPALMOHHBIX
MOHMMaHWe OCHOB M MeToJoB | [loka3bpiBaeT noBepxHocTHOE | [loka3piBaeT 3HAaHUME METOJOB | CHCTEM; TIPUHITHUIIET
obecrnieueHus 0€30MaCHOCTH | 3HAHWE METOJZOB olecredeHus | oOecredeHus 0€3011aCHOCTH | (YHKIIHOHUPOBAHUS
KOMIBIOTEPHBIX CETeH, TOJUTUKU | 0€30TaCHOCTH KOMIIBIOTEPHBIX | KOMIIBIOTEPHBIX cerel, | coBpemenHbix UC.
Oe3onmacHoctH, craHaaptel Wb, | cereit, monuTHku 0€30MacCHOCTH, | TOIUTUKU Oe3zomacHocTy, | [Toka3piBaeT riy0OKOe 3HAHUE U
HPUHLUIIBI 3aLIUTHI | CTAaHAAPTHI Ub. OPUHLMUIEI | cTaHgapTel b,  npuHOUDBI | HOHUMAaHUE OCHOB H  METOJIOB
MH(POPMAITMOHHBIX CUCTEM 3aIUTHI WH()OPMAIIMOHHBIX | 3ALLHUTHI WH()OPMAITMOHHBIX | 00eCIIEYEHH 0e30macHOCTH
CUCTEM CUCTEM. KOMIIbIOTEPHBIX CETEH, NOJTUTUKU
6e3omacHocTH, craHgaptel UBb.
HPUHIUIIBI 3aIUThI
MH(POPMALMOHHBIX CHCTEM,
KpHUITOrpapuueckue METO/Ibl
3alMThl  MH(pOpManMu. 3HaeT
aApXUTEKTYpy u
(bYHKIMOHUPOBAaHUE cucTeM
ynpasnenus: Ub B (MC).
YMETb
CryneHt He ymeer pemath 3agauu | CTyAeHT ucnbiThiBaeT | CTyaeHT ymeeT camocTosTeNbHO | CTyneHT yMeeT pelarThb
npoeccCHOHANBbHON JEATENbHOCTHU | 3aTPYJHEHUsl  PEUIeHMH  3ajady | peliath CTaHAApTHbIE 3ajJjaydl | CTaHJapTHBIE 3aaun
Ha  OCHOBE  HMH(OPMAIMOHHOHU | MPO(PECCHOHANBHOM AEATENBHOCTH | MPO(pecCHOHATBHON npogeccuoHaIbHON
KYJIBTYpBI C IPUMEHEHHEM C Y4ETOM OCHOBHBIX TPEOOBAaHUI | JEATEIHHOCTH Ha OCHOBE | JIeSITEIbHOCTH Ha OCHOBE
H(pOPMaIMOHHO- Ub, uHGhOPMAMOHHON U | ”HQOPMAIITMOHHON KYJIBTYpPBI C




KOMMYHHUKAIIMOHHBIX ~ TEXHOJIOTHI
U C YUETOM OCHOBHBIX TpeOOBaHUI
MH(POPMAIMOHHON  OE30MaCHOCTH.
He ymeer mnpoBOmuTh aHamm3
samuuieHHoct UC, oOHapykeHue
aTax, 3aIIUTY yIaJIEHHOTO
JOCTyIa, 3alIUTy OT BHPYCOB H
criama.

HACHBITHLIBAET
MPOBEICHUU

CryneHt
3aTpyaHEHUS  TIPU
aHanu3a  3ammiieHHoctd  UC,
OOHApYy)KEHMHM  arak,  3allluTe
YIQJIEHHOTO JIOCTYIa, 3alllUTe OT
BHUPYCOB U CllaMa

O6ubmorpaguuecKoi KyabTyphI C
pUMEHEHHEeM HH()OPMaIMOHHO-

KOMMYHUKaIIMOHHBIX
TEXHOJIOTMH M C  Y4eTOM
OCHOBHBIX TpeOoBaHMt
UH(POPMALMOHHOM

6e3onacHOCTH. CTYIEHT MOKET
IPOBOAMTD aHaIN3
3aMUIIECHHOCTU UC,

0OHapy)XE€HHE aTak, 3alluTy OT
BHUPYCOB U CIIaMa.

pUMEHEHHEM HH(POPMALMOHHO-

KOMMYHHUKAITHOHHBIX
TEXHOJIOTMH M €  Y4eTOM
OCHOBHBIX TpeOOBaHMIA
MH(pOPMaLMOHHON

0€30MacHOCTH. Ymeer
IPOBOJTUTH aHanu3
3alIUIICHHOCTHU HC,
oOHapyKeHHEe  aTak, 3alluTy

yaJEHHOTO JIOCTYIA, 3alllUTy OT
BHUPYCOB U CIIaMa.

BJIAJIETH

Crynent He BrageeT HaBbikamu | CTymeHT BiageeTr OCHOBHBIMHU | CTyneHT  Biageer 3HaHUSMH | CTyIEeHT  BiIajgeeT  HaBBIKAMH
obecrieuenne Oe3omacHoctTd OC, | HaBBIKAMH obecrieueHne | BCEro MW3YYEHHOTO0 Marepuana, | ooecneuenne oOe3omacHoctu OC,
YIpaBJICHUS b B | OezonmacHoct OC, ympaBieHHs | BiaJeeT HaBbIKaMU OOecrieyeHHe | ynpaBiIeHUs b B
unpopmannonusix cucremax (MC). | Ub B undopmanmonssix cucremax | 6esonacioctu OC, ympaBieHHs | HHPOPMAIIMOHHBIX cUCTEMAax
He Bnaneer 3nanmsimu 06 aynute u | (MC). Bmageer 3nammsmu 00 | b B nnpopmarnmonnsix | (MC). Bnmameer 3HaHusMu 00
Mouutopunre 6e3omacHoctu (MC). | aynure " MOHUTOPHUHTE | CHCTEMax (1C). (AC). | aymute u MOHUTOPUHTE
HaBBIKAMHU ynpasnenus | 6ezomacuoctu (MC). Hawikamu ynpasienust | 6e3onacHoctu (MC). Happikamu
oe3zomacHocThi0 MC, BBISBICHHUSA 6e3onacHocTeio MIC, BbIsBIICHHS | ympaBiaeHus: 6e3omacHocThio NC,
CeTeBBIX aTaKk IyTeM aHaju3a CETeBBIX aTaK IIyTeM AaHaJK3a | BHIABICHUS CETEBBIX aTak IyTeM
Tpaduka., ayauTa Tpaduka. WcneiThiBaeT | ananu3za  Tpaduka.,  ayaura
uHpopMalMOHHOKW  0€30IacHOCTH 3aTpyIQHEHHs] TpPH MPOBeIECHUHU | UHPOPMAILIMOHHONW 0€30MacHOCTH
KOMITBIOTEPHBIX CUCTEM ayauTa MH(OPMALMOHHON | KOMIIBIOTEPHBIX CUCTEM

0€e30I1aCHOCTH KOMIIBIOTCPHBIX
CHUCTEM

KomnereHius uiu ee 4acThb HEe
chopmupoBaHa

KomnereHus nim ee 4yacthb
chopmupoBaHa Ha 6a30BOM
YpPOBHE

Komnerenuus uinm ee 4actb
chopMHpOoBaHa Ha CPETHEM
ypOBHE

Kommerenmus unu ee 4yacTb
chopMHpoBaHa Ha BHICOKOM
YpOBHE




8. OBPA3OBATEJIbHBIE TEXHOJIOI'MN
8.1. MnTepakTuBHBIE 00pa30BaTEIbHBIE TEXHOIOTHH, HCIIOB3yEeMbIE B AyIUTOPHBIX
3aHATHUSAX U CAMOCTOSITEIBHOM paboTe 00yyaromuxcs — He IPeayCMOTPEHBI.

9. OHEHOYHBIE CPEJACTBA [JIsA TEKYIIEI'O KOHTPOJISA YCIIEBAEMOCTHA
U IIPOMEXYTOYHOM ATTECTAIIAM

9.1. Opraﬂmauuﬂ BXOJHOI'0, TECKYHIECI'0O U MPOMEKYTOYHOI'0 KOHTPOJIHA oﬁyqe}mﬂ

BxonHo€e TeCTUPOBAHKE — HE NPEAYCMOTPEHO.
Texyiuit KOHTPOJIb — YCTHBIN ONPOC, 3aIUTAa [0 MPAKTUYECKUM pabOTaM.
IIpomexyrodHas arTecTanys — 3a4€T, JK3aMEH.

9.2. TemaTuka pepepaToB, NPOEKTOB, TBOPYECKHUX 3a/1aHUIi, Icce U T.1I.
He npenycmoTtpeHo.

9.3. KypcoBas pa6ora
He npenycmotpeHo.

9.4. Bonpocsl K 3a4eTy
OcHOBHbIE MOHATHUSA 3aIIUTH HHPOPMAIMK U HHPOPMALIMOHHOM 06e30MacHOCTH
AHanu3 yrpo3 nuHpOpMamoHHOM 0€301MacHOCTH
[Tpo6nemsr 6e3omacHocTu IP-cereit
YTrpo3bl U yI3BUMOCTH MTPOBOJHBIX KOPIOPATUBHBIX CETEH
YTpo3sl U yA3BUMOCTH OECITPOBOIHBIX CeTe
Crioco6s1 obecrieueHrst ”HPOPMAIMOHHOM 0€301MacHOCTH
OcHOBHbIE OHATHS TOJTUTHKU 0€30MaCHOCTH
CrpykTypa NONMTHKM 0Oe30macHOCTH  opraHu3anuu. ba3zoBas monuTHka
6e3omacHocTu. Crienuaiiu3upoBaHHbIe MOJUTUKU Oe3omacHocTU. [Iponeaypsl 6e3onacHocTr
9. Ponb ctangapToB nHpOpMaIMOHHONW 6€30MacHOCTH
10.  Cranmaptsr ISO/IEC 17799:2002 (BS 7799:2000)
11. Crannapt BSI
12. Mexnynapoanbiii crannapt 1ISO 15408 «Oo6mue kpurepun 6€301MacHOCTH
UH(OPMALMOHHBIX TEXHOJIOTUI»

ONoa~wNE

13. CranmapTsl 1 OECIIPOBOIHBIX CETCH

14.  Crangaptsl unopmaionHoi 6ezomacuoct B UnTepHere

15.  OredecTBEeHHbIE CTAaHIAPTHI OE30MACHOCTH UH(DOPMALIMOHHBIX TEXHOJIOTUI

16.  OcHoBHBIEC NOHATUS KPUNTOrpaUIECKOM 3aUTHI HH(OPMALIUN

17. CummeTpuyHbBIE KPUNITOCUCTEMBI TU(POBAHUS

18.  AcumMMeTpUYHBIC KPUIITOCUCTEMBI U (PPOBAHUS

19.  KomOuHMpOBaHHas KpUNTOCUCTEMA IIU(PPOBAHUS

20.  DnexrpoHHas uudpoBas NOANMCH U QPYHKIMS XIIHUPOBAHUS

21.  VYmpaBieHue KpUNTOKIIOUYAMHU

22.  Knaccudukanus Kpunrorpapuueckux alropuTMoB

23.  CumMmeTpuyHble adrOpUTMbI U poBaHus. biodyHble anropuT™bl MUppPOBaAHUS
TTAHHBIX

24.  AcuMMeTpUYHBIE KPUIITOAITOPUTMBIL. AJIroput™ mudpoanus RSA. AnroputMsl
upOoBON NOAMHCH

25.  Ayrenrudukanus, aBTOpHM3alMs U a/IMUHUCTPUPOBAHHE JeUCTBUM
[10J1b30BaTEIEN

26. Mertobl ayTeHTU(UKALNY, UCTIONB3YIoIKe napoiu u PIN-ko bl



27.

Crporas ayreHTH)HUKAITHSL

28.  buomerpuueckas ayreHTH(QHKAINS TOIb30BATENS

29.  VYrpo3sl 6e3omacHocti OC

30.  Tlonsrue 3anmmenHoit OC

31.  OcHoBHbIE QPyHKIIUHU TOACUCTEMBI 3aUThHl OC

32.  HWpentnduxanus, ayTeHTU(UKAMS U aBTOPHU3ALUSI CYOBEKTOB JOCTYIA

33.  Pasrpanmuenue nocryna k oobexkram OC

34.  Aynur 6e3omacHocti B OC.

9.5. Bonpocsl K 3K3aMeHy

1. OcCHOBHBIE TIOHATHS 3aIIUTHI MHPOPMALIMU U HHPOPMAITUOHHOM O€30MaCHOCTH

2. Ananu3 yrpo3 nHhpopMalmoHHON 0€301acHOCTH

3. AHanu3 yrpo3 ceTeBoi 6€30TacHOCTH.

4. Crnioco6s1 obecnieueHust ”HPOPMAIIMOHHOM 0€301MacHOCTH

5. OcHOBHBIE TIOHSTHS TIOTUTHKUA O€30TTACHOCTH.

6. CrpykTypa noJutuku 6e3onacHoctu opranuzanuu. [Ipouenypsr 0e3onacHocTu

7. Pa3paboTka noimTuky 6€30MacHOCTH.

8. CrannapTsl HHPOPMAIIMOHHOM 6€30TaCHOCTH

9. OCHOBHBIC IOHATHS KPUNTOTPahUICCKOM 3aNTUTHI HHPOPMAITUH

10.  CumMmeTpHyYHBIC KPUTITOCUCTEMBI IIM(PPOBAHUS

11.  AcumMeTpuUYHBIE KPUIITOCUCTEMBI IIHUPPOBAHUS

12. KoMOuHHMpOBaHHAs KpUNTOCUCTEMA MTU(PPOBAHHS

13. DnexrpoHHas UGPOBaAs MOAMHUCH U PYHKIIHS XIITHPOBAHUS

14,  VYnpapneHue KpUNTOKIIOYaMH

15.  Ayrentudukanus, aBTOPHU3AIIHS u aIMUHUCTPUPOBAHHUE NeHCTBUI
M0JIb30BaTENEH

16.  bezomacnocts KUC.

17.  be3omacHOCTb 00JaUHBIX BHIYMCICHUI.

18.  OG6ecneuenue 6ezonacHoctu OC.

19.  ®OyHKIUU MEXKCETEBBIX IKPAHOB

20.  OcobGenHoCTH (PYHKIITMOHUPOBAHHS

21. CxeMBI ceTeBOM 3ammuThl Ha Oaze MD

22. Konnenms noctpoeHus: BUPTYaIbHBIX 3amuieHHbIX ceTeit VPN

23. VPN-pemenus st TOCTPOCHUS 3alUIIICHHBIX CETCH

24.  Ilpotokomsl GOpMUPOBAHHUS 3aUIUIIEHHBIX KaHAIOB HAa KAHAJIbHOM YPOBHE

25.  IIpotokomsl GOpMUPOBAHHUS 3aUIUIIEHHBIX KAHAIOB HAa CEAHCOBOM YPOBHE

26. 3ammuTa 6eCIPOBOIHBIX ceTel

27. ApxutekTypa cpenctB 6e3zonacHoctu IPSec. 3ammra nepenaBaeMbIX JaHHBIX C
nomol1pio mpotokosioB AH u ESP

28.  Ilpotokon ynpasienus kpunrtokitodamu |KE

29.  OcuoBubie cxembl npumenenusi IPSec. IIpeumymiectBa cpencts 6e3omacHOCTH
IPSec

30.  VYmpaBneHue uaeHTU(UKAUEH U TOCTYIIOM

31.  Opranuzanusi 3al0UMIIEHHOTO  yJAJIEHHOTO jAocTyma. LleHTpann3oBaHHBIN
KOHTPOJIb Y/IaJIEHHOTO JIOCTYIa

32.  VmpaBieHue JOCTYIIOM MO CXeMe€ OJHOKPAaTHOrO BXoja ¢ aBTopm3aimei Single
Sign-On (SSO)

33.  IIporokon Kerberos

34.  Hudpactpykrypa yrnpasiieHUs! OTKpbIThIMH Kitoyamu PKI

35.  TexHonorus aHanu3a 3alIUIIIEHHOCTH

36.  TexHonoruu oOHapyXeHHs aTaKk

37.  KommbloTepHbIE BUPYCHI U TPOOIEMbl AHTUBUPYCHOM 3aIIUTHI.



38.  Konnenmus aganTUBHOTO YIPaBJICHUs O€30TaCHOCTHIO

9.6. KoHTpPOJIb 0CBOEHUSI KOMIIETEHIHii

Bujx koHTpOJIS

KOHTPOJII/IpyeMLIe TEMBbI

KOMHeTeHIII/II/I, KOMITIOHCHTBI

(pa3aeibl) KOTOPBIX KOHTPOJHPYHOTCH
Yemuwtii onpoc 1,2,3,4,5 OIIK-3, [IK-7
Omuem no npaxmuueckoi 2,3,45 OIIK-3, [IK-7

pabome
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