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Meroandeckue peKOMEHIAINH K JICKIIASIM

Meroanueckue peKOMEHIalUK K TPAKTUYECKUM 3aHATUSAM
Meroandeckue peKOMEH/IalMKA K CaMOCTOSTEIbHOM paboTe



AHHOTALNMA

Hacrosmue Meronuueckue peKOMEHAAUUU pa3paboTaHbl A OOYYAIOIIUXCS OYHOMN
dhopmel 00yuenus ¢ yuerom @I'OC BO u paboueii mporpaMmbl TACIUILTAHEI.
enps Kypca COCTOUT B MOJTYYEHUU CTYACHTAMH MIPOYHBIX TEOPETHUECKUX 3HAHUHU U
MPAKTUYECKUX HABBIKOB B 00JIACTU MPOEKTUPOBAHUS CUCTEM O0ECIIeUeHUs HIKOJIOTHUECKOI

0€30MacHOCTH.
3amauy JUCHUIUIUHEL:

1) u3ydeHne METOJ0JI0rMUYSCKUX TOIX0/I0B U OCHOBHBIX MPHHIIUIIOB PACYCTOB U
MPOEKTUPOBAHUS CUCTEM OOecrieueHus: 6€30IacCHOCTH, OCHOB MPOSKTHUPOBAHUS COOPYKEHUM IS
OUYMCTKH BO3TyXa, CTOYHBIX BOJ, EPEPAOOTKH TEXHOTCHHBIX OTXOJIOB;

2) OCBOCHHE MPHUMEHECHHUSI OCHOBHBIX MPUHIIUIIOB CO3/IAHUS CHCTEM 3KOJIOTHYECKOM
0€30MacHOCTH B MPO(PECCHOHAITBHON IeATEIbHOCTH, BBIITOJIHEHUS PACYETOB OCHOBHBIX
TEXHOJOTHYECKHUX MapaMeTPOB CUCTEM OOECTICUCHHs HKOJIOTHUECKOM 0€301acCHOCTH TEXHOTC€HHBIX

00BEKTOB;

3) MOJIYYCHHNEC HABBIKOB UCIIOJIB30BaHUA METOJ0B (I)YHI[aMeHTaJIBHBIX H IIPUKJIAJJHBIX
C€CTCCTBCHHO-HAYUYHLIX JUCHUIIJINH B HpO(l)GCCHOHaJIBHOfI JACATCIIBHOCTH.

[Tponecc ocBoeHUsT Y4eOHON NTUCIMILIMHBI HAIPABJICH Ha (POPMHUPOBAHUE Y O0OYJAIOIINXCS

CIEAYIOIIMX KOMIETECHIINM:

Koa n HanmeHoBanue
KOMITeTeHIIMH

Ko 1 HauMeHOBaHHE HHIUKATOPA TOCTHIKEHUS
KOMITeTeHIINH

ITK-5 Croco6en ucciaeaoBaTh
MPUMEHCHUE PA3JINYHBIX HAYYHBIX
ITOX0JIOB K aBTOMATH3ALHH
WH(POPMAITMOHHBIX ITPOIIECCOB U
HHGOPMATH3AIUY TTPEINPUITUHHN U
OpraHu3anun

[IK-5.1 3naer pa3nuuHble HAay4YHbIE TOAXOABI K
aBTOMaTU3alMid  WHOOPMAIMOHHBIX  MPOIECCOB M
nH(pOpMaTH3AIUN TPEANPUATANR U OpraHU3AIMK; MPOIECC
MOATOTOBKH MH(OPMAIMKM K TPUHSATHIO YIIPABICHYCCKUX
peuieHuit; TEHJEHUMU  PA3BUTHUS  aBTOMATHU3aLUU
YIPABJIECHUS POMBIILIEHHBIMU TPEIPUSITUSIMH.

[IK-5.2 VYmeer mpoBecTH alropuTMHU3ALUI0 KOHKPETHOU
YIPaBIEHYECKON 3aa4ul; IPUMEHSATh PAa3JINYHbIC HAYUHbIE
MOJIXO/bI K aBTOMAaTHU3allMi HHPOPMALIMOHHBIX IPOLIECCOB
1 MH(opMaTH3aMK TPEANPUATAN U OpraHU3aLuil.

[IK-5.3 Bnageer HaBbIKaMH IMPUMEHEHHS] TUIOBBIX MOAXOOB,
NPUMEHSEMbIX TPU aHAIU3€, IUIAHUPOBAHUU U ONEPATHUBHOM
VIPABJICHUH JEATETHHOCTHIO MPOMBINIICHHOTO TMPEANPUITHS,
HaBBbIKAMHU HUCCJIEIOBAHUS NPUMEHEHUS Pa3IMYHBIX HAYUYHBIX
MMOJIXOJIOB K aBTOMATH3allMKd WH(POPMAIIMOHHBIX POIIECCOB U
WHPOpPMATU3AIMK TPEANIPUATHA W OpraHW3aluii Ha OCHOBE
MPUOOPETEHHBIX 3HAHWA W yYMEHHH W WX TNPUMEHEHHS B
HETUMTNYHBIX CUTYaIHSX.

[IK-7 Crnoco0eH mpoeKTHpOBaTh
apxutektypy UC npennpusaruii u
OpraHM3alyi B IPUKIATHON
obJsactu

[IK-7.1 3maer mpormecc NOATOTOBKM WH(POpMAUA K
MPUHATHAIO YIPABICHUYECKUX pEIICHUN cuctemMy coOopa,
00paboOTKK M MOATOTOBKH MH(OpMALIMK TIO MPEAPUITHIO
U €ro CTPYKTYPHBIM TOJPA3JeICHUSIM; BHABI U
0COOEHHOCTH apxuTeKTyp u cepBucos MC npeanpusituii u
OpraHM3alii B TPUKIATHOW OO0NAaCTH; METOABl OIEHKU
SKOHOMMYECKOM 3¢ heKTUBHOCTH i KayecTBa
MH(POPMAIIMOHHBIX CHUCTEM, B T.4. NIl y4eTa MPOEKTHHIX
PHCKOB.

I[IK-7.2  Ymeer  ¢QopmupoBath  oOmuii  OrOKET
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OPEANpHUATHS. B pa3pe3e ero COCTaBHBIX  YacTeif;
HOATOTOBHUTH PEJICBAaHTHYIO WH()OPMALUIO ISl TPUHSTHS
YIPABICHUYECKOIO PEIICHUS; BBIOMpPATh METOJO0JIOTUS U
TEXHOJIOTUIO MPOEKTUPOBAHUS APXUTEKTYpPhl U CEPBUCOB
UH()OPMAIIOHHON CUCTEMBI IPEANPUATHIL U OpraHU3alUil
B IIPUKJIaIHON 00JIacTH.

T1K-7.3 Bnaneer HaBBIKaMH HUCIIOJIB30BaHUA
COBPEMEHHBIX MHCTPYMEHTAIbHBIX CpeACTB npu
paspabotke MC pa3znuuHOro Ha3HAYCHHS, TPAKTHUECKUMU
HaBBIKAMH MIPOCKTUPOBAHUS APXUTEKTYPbI
WH(POPMAIIMOHHBIX CHCTEM M CEPBHCOB Ha OCHOBE
COBPEMEHHBIX METOAOB UM TEXHOJOIWH; HAaBBIKAMH
WHTETPUPOBAHUS KOMITOHCHTOB u CEpPBUCOB
MH(POPMAIIMOHHBIX CHUCTEM; TMPAKTUYCCKUMU HaBBIKAMHU
HCIIOJIb30BaHU COBPEMEHHBIX MHCTPYMEHTAIbHBIX
CPEACTB, MPUMEHAEMBIX Ha CTAAMAX JKU3HCHHOIO LIMKJIA
MH(POPMAIIMOHHBIX CUCTEM Pa3IMYHBIX KJIaCCOB.

[TK-8 CriocobeH npoeKTupoBaTh
nHGOPMALMOHHBIE TPOLIECCH
CHUCTEMBI C UCTIOJIb30BaHUEM
WHHOBAIIMOHHBIX
MHCTPYMEHTAIbHBIX CPEJICTB
agantupoBath coBpeMeHHble UKT k
3amavyam npukiagasix UC

[IK-8.1 3HaeT MNPUHIMUIIBI, METOJbI, IOJOXKECHUS,
onpeeacHus MIPOCKTUPOBAHUS MH(pOPMAITMOHHBIX
MPOIIECCOB U CUCTEM C HCIOJb30BaHUEM MHHOBAIMOHHBIX
WHCTPYMEHTAJBHBIX CPEJICTB; MOAXOABI U METOIBl K
MMPOCKTUPOBAHUIO HHPOPMAITMOHHBIX IPOIIECCOB U CUCTEM
C HUCIOJIb30BAHUEM HHHOBAIIMOHHBIX WHCTPYMEHTAIBHBIX
cpenctB; moaxoabl K amanTaruu coBpemMeHHbIX MKT k
3aga4yam npukiaaabix UC.

IIK-8.2  Ymeer  pa3pabareiBaTh,  IPOCKTHPOBATH,
TECTUPOBaTh,  AJAMHUHUCTPUPOBATh  WH(POPMALMOHHEIC
HPOLIECCHI U CHCTEMBI c UCTOJIb30BaHUEM
WHHOBAITMOHHBIX WHCTPYMEHTAIBHBIX CpPEACTB;

MPUHUMATh PELICHUs M0 MH(OPMATU3ALUU TPEIIpUITU
U OpraHu3anil MpHUKIaAHOM o00JacTh B YCIOBHUAX
HEONPENEIICHHOCTH U PUCKA; NHTETPUPOBATH KOMIIOHEHTHI
U CepBUCHl HH(OPMALMOHHBIX CHCTEM; MPOBOJUTH
MOJICIIUPOBaHUE MH(POPMAIIMOHHBIX CHUCTEM;
MIPOEKTUPOBATH HH(POPMAITMOHHBIE CUCTEMBI.

[IK-8.3 Brageer HaBbIKaMU aJanTaiud COBPEMEHHBIX
UKT « 3amavam npuknagaeix HWMC  Ha  ocHOBe
MPUOOPETEHHBIX 3HAHWW U YMEHUM M MX MPUMEHECHHS B
HETUNUYHBIX CHUTYalMsX; NPAKTHYECKUMH HaBbIKAMU
MPOEKTUPOBAHMS UH(DOPMALIMOHHBIX MPOIIECCOB U CUCTEM
C HCMOJIb30BAHUEM HHHOBAIIMOHHBIX HMHCTPYMEHTAJIbHBIX
CPEICTB; MPaKTUYECKUMU HaBBIKAMH ajanTanun
copemenHeix MWKT « 3amavam npuknagaeix UC;
HaBBIKAMH  BBIOOpAa  TEXHOJIOTMM  TPOEKTUPOBAHUS
MH(POPMAITMOHHBIX CUCTEM.




METOAUYECKHUE PEKOMEHJIAIINU K JIEKIIUAM

Jlekuus 1 o Teme: «HpeleeT, HEeJaH M 3aJa9Yi JUCHUIIJIMHBI . OcHOBHbBIE ONpPEaACTCHUA U
IMOHATHUSNA»

Bonpocsbr:

1. ApXUTEKTypa CUCTEMBI 3alTUThI HHPOPMAITIH
2. Oransl coznagus C3U.

3. Bunasl o6ecnieuenus C3U1U

MeToauuecKkue PEeKOMEHIalN

Jlexuus mpoBOAUTCSA KaK ¢ MPUMEHEHHWEM TPaJUIMOHHBIX TEXHOJIOTUH (0030pHas JeKIus),
TaK ¥ UHTEPAKTUBHBIX TEXHOJIOTHH (ITpOOIeMHAs JICKITHs).

B Xxozme NEKIMOHHBIX 3aHATHH CTYyJIEHTaM pPEKOMEHJIOBAaHO BECTH KOHCIEKTHUPOBAHUE
yueOHOro Marepuana. OOpam@aTh BHUMAaHHE Ha KaTeropuu, (GOPMYIUPOBKH, PaCKPHIBAIOIINE
Collep’)KaHHWE TeX WIM HWHBIX SBJICHHUM U TPOLECCOB, HAy4yHbI€ BBIBOJBI U IPAKTHYECKHE
PEKOMEHIaINH.

Pexkomenmyercss 3amaBaTh NpPENOJABATEII0 YTOYHSIONIME BOIMPOCHI C IETBIO YSICHEHUS
TEOPETUUECKHUX TOJOXKEHHUH, pa3pelieHusi CIOPHBIX cUTyauuid. JKemarenbHO OCTaBUTH B pabodmx
KOHCIIEKTaX ITOJIsI, Ha KOTOPBIX JeJIaTh TIOMETKH U3 PEKOMEHJIOBAHHOM JIMTEPATYPHI, TOTIOTHSIIOIIHEC
MaTepuan MPOCIYIIaHHON JIEKIHH, a TaKXKe MOJUYEePKUBAIONIME OCOO0YI0 BKHOCTh TEX WU HHBIX
TEOPETUYECKUX TOJIOKECHHI.

JlopabaTbiBaTh KOHCHEKT JIGKIIMM PEKOMEHJOBAHO B COOTBETCTBHH pabodeil mporpammon
JUCIIATLTIHEL.

HcToyHUKH N Jureparypa AJsl NoAroToBKH:

Ilepeyenb 0CHOBHOM JINTEPATYPHI

1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017

2. ®omuueB B.M. Kpunrorpadpudeckune meroasl 3amutsl nHGopmaryn B 2 H. YACTh
1. MaremaTnueckue aciekThl. Y 4eOHHK I akajeMudeckoro 6akanaspuat/B.M.domuyes,
J.A.MenbpaukoBa; o pen. B.M.®@omuuesa.- M.: U3natensctBo FOpaiiT,2018 - 209 c.

IlepeyeHb 10MOJIHHUTEIBLHOM JUTEPATYPbI

1. ®omuueB B.M.Kpunrorpadpuueckue metozs! 3amutsl nHGpopmanuu B 2 Y. YACTD 2.
CucreMHble U IPUKIJIAHbIE ACIIEKThI. YUEOHUK Ui akajemMudeckoro 6akanaspuat/B.M.@omuyes,
J.A.MenbaukoBa; noa pea. B.M.®@omuuesa.- M.: U3natensctBo FOpaiit,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018
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Jlekuuss 2 mo Teme: «OO0masi mnpodsemMa WHEPOPMAUMOHHOW  0e30MACHOCTH
HHG(POPMAIIMOHHBIX CHCTEM)

Bonpocsr:

1. Knaccugukanus nHpOpMalMOHHBIX PECYypPCOB, XapaKTEPUCTHKA U OCHOBHBIE
CBOMCTBA

2. HHdopMannoHHbIE PeCypCchl B COBPEMEHHBIX YCIOBHUIX

MeToauuyecKkue PEKOMEHIaAIUA

Jlexiust MPOBOAUTCS KaK ¢ MPUMEHEHHUEM TPATUIIMOHHBIX TEXHOJIOTHH (0030pHAas JEKIus),
TaK U UHTEPAKTUBHBIX TEXHOJIOTHH (IIpo0ieMHas JeKIus).

B Xxope nEKIMOHHBIX 3aHATHM CTYAEHTaM PEKOMEHJOBAHO BECTU KOHCIIEKTUPOBAHUE
yuebHoro Martepuana. OOpamaTh BHHUMaHHME Ha KaTeropuu, (GOPMYIUPOBKH, PaCKPHIBAIOIINE
COIEp)KAHUE TE€X WJIM MHBIX SBICHUM U IPOLECCOB, HAYYHbIE BBIBOJbI W IPAKTUYECKUE
PEKOMEHIaLUU.

Pekomenayercss 3aaBarh MPENOAABATEN0 YTOYHSIONIME BONPOCHI C LEJIbIO YSICHEHUS
TEOPETUUECKHUX TMOJOXKEHHUH, pa3pelieHusi CIOPHBIX cUTyauui. JKemarenpHO OCTaBUTH B pabodmx
KOHCIIEKTaX MOJIsI, HA KOTOPBIX JI€JIaTh MTOMETKH U3 PEKOMEHIOBAHHOM JUTEPATypbl, JOTOJIHSIOIINE
MaTepuan MpPOCIYIIaHHON JIEKIMH, a TaKKe MOJUYEePKUBAIONINE OCOO0YI0 BAKHOCTh TEX WU WHBIX
TEOPETUYECKUX TOJIOKECHHI.

JlopabaTbiBaTh KOHCHIEKT JIGKIIMM PEKOMEHJOBAHO B COOTBETCTBHH paboyeil mporpammon
JIMCUUTUIAHBI.

HcToyHUKH N Jureparypa AJsl NoAroToBKM:

Ilepeyenb 0CHOBHOM JIMTEPATYPHI

1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017

2. ®omuueB B.M. Kpunrorpadpudeckne meroas! 3amuts! nHGopmarim B 2 H. YACTh
1. MaremaTnueckue acieKThl. Y 4eOHUK I akajeMudeckoro 6akanaspuat/B.M.domuyes,
J.A.MenbpaukoBa; noa pea. B.M.®@omuuera.- M.: U3natensctBo OpaiiT,2018 - 209 c.

IlepeyeHb 10MOJIHHUTEIBHOM JIUTEPATYPbI

1. ®omuueB B.M.Kpunrorpaduueckue metozs 3amutsl uHGpopmanuu B 2 Y. YACTH 2.
CucreMHbIe U IPUKIIATHBIC ACTIEKTHL. Y UeOHUK JUIsl akajieMuyeckoro Oakanaspuatr/B.M.Domuues,
J.A.MenbpaukoBa; o pen. B.M.®@omuuesa.- M.: U3natensctBo OpaiiT,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018



Jlekuus 3 mo TeMe «ANNapaTHONPOrpaMMHbIe pelieHHs 3alMThl HH(pOPMALUM B
HH(GOPMALMOHHBIX CHCTEMAX»»

Bonpocsr:

1. Knaccudukanus u ananus yrpo3 HHGOpPMAIIMOHHOW 0€30MTaCHOCTH KOPIIOPATHBHBIM
cucremMam

2. YpoBHH 3aITUTHI HHPOPMAITUH: IPABOBOIA; OPraHU3aIlMOHHBIH

MeToauuecKkue PEKOMEHIalMIN

Jlexuus mpoBOAMUTCSA KaK ¢ MPUMEHEHHWEM TPaJUIMOHHBIX TEXHOJIOTUH (0030pHas JeKius),
TaK U UHTEPAKTUBHBIX TEXHOJIOTHH (ITpoOieMHas JeKIus).

B xope nEKIMOHHBIX 3aHATHM CTYACHTaM PEKOMEHJOBAHO BECTU KOHCIIEKTUPOBAHUE
yuebHoro Marepuana. OOpamaTh BHHUMaHHME Ha KaTeropuu, GOPMYIUPOBKH, PACKPHIBAIOIINE
COAEp)KAHUE TE€X MWJIM MHBIX SBICHUA U IPOLECCOB, HAYYHbIE BBIBOJbI W IPAKTUYECKUE
PEKOMEHIaLlUN.

Pexomenayercss 3amaBaTh IMPENOJABATENIO YTOUHSIOIIME BOMPOCHI C ULEIBKO YSICHEHHUS
TEOPETUUECKHUX IOJO0XKEHHM, pa3pelieHusi CIOpHbIX cuTyauui. KemarenbHO OCTaBUTH B pabodmx
KOHCIIEKTaX MOJIsI, HA KOTOPBIX JI€JIaTh TOMETKH U3 PEKOMEH/IOBAHHOM JUTEPATypbl, JOTOJIHSIOIINE
MaTepuan MPOCIYIIaHHON JIEKIHH, a TaKKe MOAYEPKUBAIOLIUE OCOO0YI0 BAXKHOCTh TEX WU WHBIX
TEOPETUYECKUX TTOJIOKECHHIA.

JlopabaTbiBaTh KOHCHIEKT JIGKIIMM PEKOMEHJOBAHO B COOTBETCTBHM pabodeil mporpammoin
JIMCUUTUIAHBI.

HcTOoyHUKH N Jureparypa AJsl NoAroToBKH:

IlepeyeHb OCHOBHO¥ JIMTEPATYPHI

1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017

2. ®omuueB B.M. Kpunrorpadpudeckue meroasl 3amutsl nHGopmarmu B 2 H. YACThb
1. MaremaTu4ecKue aclieKThl. Y UYeOHUK /TS akajieMudeckoro 6akanaspuat/B.M.domuues,
J.A.MenbpaukoBa; o pen. B.M.®omuuesa.- M.: U3natensctBo FOpaiiT,2018 - 209 c.

IlepeyeHb 10MOJHHUTEIBHOM JIUTEPATYPbI

1. ®omuueB B.M.Kpunrorpaduueckue metozs 3amutsl nHGpopmanuu B 2 Y. YACTD 2.
CucreMHBIE U MMPUKJIAAHBIC aCTICKTHI. YV4ueOHuK JJI1 aKaJEMHUYCECKOI'O 6aKaJIaBpI/IaT/B.M.CDOMI/I‘leB,
J.A . MenbpaukoBa; o pea. B.M.®@omudera.- M.: U3natensctBo HOpaiiT,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018



Jlekuus 4 no teme «Me:kcereBoe 3kpanupoBanue. [IpyHIMNBI HOCTPOCHHUS U
(PYHKIMOHHPOBAHHUSA MEKCETEBbIX IJKPAHOB)»

Bonpocsr:

1. Hudopmarinonnasi 6€30macHOCTh B T7100aTbHOM HHPOPMAITHOHHOM IIPOCTPAHCTBE
HNurtepuer

2. besonacHas unrerpanus B IHTepHeT

3. [TporpaMMHBbI€ U TEXHOJOTUYECKUE PEILICHUS

MeToanuyeckne peKoMeHIauu

Jlexuust IPOBOJIUTCS KaK C MPUMEHEHHUEM TPATUIMOHHBIX TEXHOJOTHH (0030pHAast JEKIH),
TaK U HHTEPAKTUBHBIX TEXHOJIOTHH (IpOOIeMHAs JICKITHs).

B Xxozme JEKIUMOHHBIX 3aHATHH CTyJIEHTaM pPEKOMEHJIOBAaHO BECTU KOHCIEKTHUPOBAHUE
yueOHOro Martepuana. OOpam@aTh BHHUMAaHHE Ha KaTeropuu, (GOPMYIUPOBKH, PACKPHIBAIOIINE
Collep’)kKaHHWE TeX WIM UWHBIX SBJICHHUM U TPOLECCOB, HAy4yHbI€ BBIBOJBI U IPAKTHYECKHE
PEKOMEHIALIUH.

PekoMenayercss 3amaBaTh NPENOAABATENI0 YTOUHSIONIME BOIPOCH C LEIbIO0 YSCHEHUS
TEOPETUYECKHUX IOJIOKEHHH, pa3pelIeHus] CIOPHBIX CHTyanui. JKemaTeabHO OCTaBUTh B pabOdMX
KOHCIIEKTaX IOJIsI, Ha KOTOPBIX JeNaTh MOMETKH U3 PEKOMEHJOBAHHOM JIMTEPATyphl, TOMOIHSIIONINE
MaTepHuai MPOCITYIIaHHON JIEKIUH, a TaKXKe IMOAYEPKHUBAIONINE OCOOYI0 BaKHOCTh TEX WJIM WHBIX
TEOPETUUECKHUX MOJIOKEHUH.

JlopabaTbIBaTh KOHCHEKT JIEKIIMH PEKOMEHIOBAHO B COOTBETCTBUHU pabodell MporpaMMoit
JTUCHUTLINHBL.

HcTouyHuKH U Jurepartrypa JJis NOAT0OTOBKH:

Ilepeuenb 0CHOBHOI JINTEPATYPHI

1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017

2. ®omuueB B.M. Kpunrorpadguueckue meto sl 3amutsel nuapopmanuu B 2 Y. HACTh
1. MaremaTuueckue acieKThl. Y YeOHUK /ISl akajemMudeckoro 0akanaspuat/B.M.domuues,
J.A.Menbaukosa; nog pen. B.M.®@omuuesa.- M.: M3natensctBo FOpaiiT,2018 - 209 c.

IlepeyeHb 10MOJIHHUTEIBLHOM JUTEPATYPbI

1. ®omuueB B.M.Kpunrorpapuueckue metos! 3amutel nHpopmanuu B 2 Y. HACTD 2.
CucreMHbIe U IPUKIJIATHbIE ACIIEKThl. YUEOHUK Ui akajeMuueckoro 6akanaspuat/B.M.@omuues,
J.A.MenbaukoBa; noa pea. B.M.®@omuuesa.- M.: M3natensctBo FOpaiiT,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018
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METOANMYECKHUE PEKOMEHJALIMU K ITIPAKTHYECKHUM 3AHATUAM

IIpakTuyeckoe 3ansitue 1 mo teme 1: «Ilpeamer, neau u 3a7a4u AUCUMUIJIMHBI .
OcHoBHbI€ onpe/ieJieHUs] U MOHATHS

Bonpocsr:
1. [Tonsitue nabOpMaIu 1 HHGOPMAITMOHHOM 0€30ITaCHOCTH.
2. Nudopmanus,  cooOmieHusi,  WHPOPMAIIMOHHBIE  MPOILECChI  KaK  OOBEKTHI

UH(POPMALIMOHHOHN 0€30MaCHOCTH.
IpakTnyeckue 3aganus:
1. OCHOBHBIE TApaMETPbI CUCTEMBI 3aIUThl HH)OpPMAIIUH.
2. Pazpaborka Konnenmu obecnieuenrst nHGOPMAIMOHHON 0€30MacHOCTH

MeToanueckue peKoMeHIaIun

[Ipu moAroToBKE K MPAKTUUECKUM 3aHATHUSIM CTYJEHT JAOJKEH MPUIEPKUBATHCACICIYIOIINX
PEKOMEHIAlN:

- BHUMATEJIbHO U3YYUTh OCHOBHBIE BOIPOCHI TEMBI U IIJIaH MPAKTUUYECKOTO 3aHSITHS,

- ONpeAeNuTh MECTO TeMBbI 3aHITH B 00IIEM COJIep KaHUHU, €€ CBA3h C IPYTUMU TEMaMU;

- HalTH ¥ IpopaboTaTh COOTBETCTBYIOIIHME Pa3/iebl B PEKOMEHJOBAHHBIX HOPMATHBHBIX
JIOKYMEHTaX, YUeOHHKaX U JOMOJIHUTEIbHOMN JINTEPATYPE;

- TIOCJI€ O3HAKOMJICHUS C TEOPETHUYECKHUM MaTepuajioM OTBETUTHb HA BOIMPOCHI MO TEME
Kypca;

-IPOAYMATh MYTH U CIIOCOOBI pellieHus MPOOIEMHBIX BOIIPOCOB;

- -IPOJyMaTh pa3BEPHYTHIC OTBETHl Ha MPEJIOKEHHBIE BOMPOCHI TEMBI,
ONHUpasICh Ha

JIEKIIMOHHBIE MaTEPHUAJIbI, PACIITUPSIS U JOMOIHSISA UX TAaHHBIMU U3 Y4€OHUKOB,
JOTIOJTHUTETLHOMITUTEPATYPBHI.

B xo/1e npakTH4ecKoro 3aHATHs HEOOXOIMMO BBITIOJHUTH MPAKTUUECKOE 3a/IaHHE, a3aTeM
O00BSACHUTH METOAMKY €r0 PEeIICHUSI.

HcTOoYHUKH N Jureparypa AJsl mNoAroToBKu:

Ilepeyenb OCHOBHOM JINTEPATYPbI

1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017

2. ®omuueB B.M. Kpunrorpapudeckue meroas! 3amutsl vHGopmaruu B 2 H. YACTh
1. MaremaTu4eckue acieKThl. Y 4eOHUK /Tl akajeMudeckoro 0akanaspuar/B.M.domuues,
J.A.MenbaukoBa; noa pea. B.M.®@omuuesa.- M.: M3natensctBo FOpaiiT,2018 - 209 c.

IlepeyeHb 10MOJIHHUTEIBLHOM JUTEPATYPbI

1. ®omuueB B.M.Kpunrorpadguueckue metos! 3amutel nHpopmanuu B 2 Y. HACTD 2.
CucreMHble U IPUKIJIATHbIE ACIIEKThI. YUEOHUK Ui akajeMuieckoro 6akanaspuat/B.M.@omuyes,
J.A.MenbHukoBa; noa pea. B.M.®@omuuea.- M.: M3natensctBo FOpaiiT,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

IMpakTHyeckoe 3ansaTHe 2 no TeMe «O0mAas mpodjaemMa HHPOPMANIMOHHOK 0€30MACHOCTH
HHGPOPMALIMOHHBIX CHCTEM»
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Bonpocsr:

1. JKu3neHnHbIe IMKIIBI KOH(OUICHIIMATEHON HH(GOPMAIINH B MPOIIECCE €€ CO3TAHMS

2. Lenu u 3a7a4m 3amIMTHI KHGOPMAITUH.

3. [Tousitue ITonuTrku 0€30IMaCHOCTH.

IpakTnyeckue 3aganus:

1. HccienoBath MPoIECC BEIYUCIICHUS KITIOYCH B OJIOYHOM MU(PE C UCIIOTH30BAaHHEM

IIPOrpaMMHOM peanu3aiyi.
2. [Tpoextupoanune CONb
HcTouyHUKH M TUTEpaTypa AJs NOATOTOBKH:

IlepeyeHb OCHOBHOM JIUTEPATYPHI

1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017

2. ®domuuer B.M. Kpunrtorpaduueckue merozs! 3amutsl nHbopmaruu B 2 H. HACTb
1. MaremaTH4ecKkre aclieKThl. Y UeOHHK JIJIs akaieMudeckoro Oakanaspuat/B.M.domuyes,
J.A.MenbHukoBa; o pea. B.M.®@omuuena.- M.: U3narensctBo FOpaiiT,2018 - 209 c.

IlepeyeHb 10MOJHUTEIBLHOM JUTEPATYPbI

1. ®domuuer B.M.Kpunrorpadhuueckue meto sl 3amutsl nHGopmaruu B 2 Y. HACTD 2.
CucreMHbIe U IPUKJIAIHBIC aCTIEKTHI. YUeOHHUK Ui akajeMuyeckoro 6akanaspuat/B.M.domuues,
J.A.MenbaukoBa; o pea. B.M.®omuuena.- M.: U3narensctBo FOpaiiT,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

IIpakTHyeckoe 3aHATHE 3 N0 TeMe «ANNAPATHONPOrpaMMHBbI€e pPellleHUs 3aIUThI
nHPoOpMAIMHU B HH(POPMALMOHHBIX CHCTEMAX))

Bomnpocsr:
1. AHanu3 CynecTBYIOUIMX METOIUK ONpeieNieHus: TpeOOBaHUM K 3aluTe nHGOopMaLun
2. [TapameTpsr 3ammiiaemMoil uHGOpMAMM ¥ OIEHKA (PAKTOpOB, BIMAIOIIUX Ha

TpeOyeMblil ypOBEHb 3aIUThI HH(OpMALIUU

IIpakTuyeckue 3aganus:

1. Pa3pabotka Texunuecko-padouero npoekrta (TPII) co3panus cuctemst b u
apXUTEKTypshl cuctemsl b

Meroan4yeckue peKoMeHAal U1

ITpy MOATOTOBKE K MPAKTUYECKUM 3aHATUSAM CTYAEHT JOJKEH NPUACPKUBATHCICIETYIOINX
PEKOMEH TALIMIA:

- BHUMATEJIbHO U3yYUTh OCHOBHBIE BOIIPOCHI TEMBI U IIJIaH MPAKTUYECKOTO 3aHATHS,

- ONpeAeNuTh MECTO TEMBI 3aHATHS B OOLIEM COJIEP)KAHUH, €€ CBA3b C IPYTUMU TEMaMU;

- HaliTu U MpopaboTaTh COOTBETCTBYIOIINE Pa3/IeNibl B PEKOMEHJOBAHHBIX HOPMAaTHBHBIX
JIOKYMEHTaX, yUeOHHKaX U JOMOJIHUTEIbHOMN JINTEPATYPE;

- TI0CJ€ O3HAKOMJIEHHUS C TEOPETHMUECKUM MAaTEpUAJIOM OTBETHTH HA BOIIPOCHI IO TEME
Kypca;

- IPOAYMAaTh MYTH U CIIOCOOBI peIIeHuUs TPOOJIEMHBIX BOIIPOCOB;

- IIPOAYMaTh Pa3BEPHYTHIE OTBETHI HA MPENJIOKEHHBIE BOIPOCHI TEMBI, ONUPASICh Ha

JEKIIMOHHBbIE MaTepHuajbl, pacldpsisi W JOMOJHAS MX JaHHBIMM U3  Y4€OHMKOB,
JIOTIOTHUTEIbHON JINTEPATYPBI.

B Xxozme mpakTHueckoro 3aHsATHS HEOOXOAWMO BBINNOJHUTH MPAKTUYECKOE 3aJaHHe, a 3aTeM
OOBSICHUTh METOJIUKY €T0 PELICHUSI.

Hcrouynuku u auTepaTypa AJisi HOATOTOBKH:

IlepeyeHb OCHOBHOM JIUTEPATYPbI
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1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017

2. ®omuueB B.M. Kpunrorpapudeckue meroast 3amutsl nHGopmarmu B 2 H. YACThb
1. MaremaTu4ecKkue actieKThl. Y UYeOHUK /Il akajeMudeckoro 6akaiaspuar/B.M.domuues,
J.A.Menbaukosa; noja pen. B.M.®omuuesa.- M.: U3natensctBo HOpaiiT,2018 - 209 c.

IlepeyeHb 10MOJIHHUTEIBHOM JUTEPATYPbI

1. ®omuueB B.M.Kpunrorpaduueckue metozs! 3amutsl uHGpopmanuu B 2 Y. YACTD 2.
CucTeMHBIC U IPUKIIATHBIC aCTICKThI. Y YCOHUK Tl akajgeMudeckoro oakanaBpuat/B.M.domuues,
J.A.Menbaukosa; noja pea. B.M.®@omuuesa.- M.: U3natensctBo HOpaiiT,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

IIpakTuyeckoe 3ansitue 4 no teme «Me:kcereBoe 3kpanupoBanue. [lpuHIHNIBI
NMOCTPOeHHs U PYHKIMOHHPOBAHUS MeEKCETEBBIX IKPAHOB)

Bomnpocsbr:

1. OCHOBHBIE MEXaHU3MBI 3aLUTH UH(OPMALIUH

2. Cucrema 3amuThl HHGOpPMALTUU

3. [TporpamMMHBIe ¥ IPOrpaMMHO-aINIApaTHBIE CPEJICTBA 3aLUTHI MH(OPMALIUH

I[IpakTuyeckne 3agaHuA:

Pa3zpaboTka paboueit 1 SKCIUTyaTallMOHHOM TOKYMEHTAIIUU

MeToanueckue pekoMeHIaIun

[Ipu moAroTOBKE K MPAKTUUYECKUM 3aHATHUSIM CTYJEHT AOJKEH MPUIEPKUBATHCACIEIYIOIINX
PEKOMEH Il H:

- BHUMATEJIbHO U3YYUTH OCHOBHBIC BOIPOCHI TEMBI U TIJIaH MPAKTUYECKOTO 3aHSITHSI,

- OMpeAeNuTh MECTO TeMBI 3aHITH B 00IIEM COJIepKaHUHU, €€ CBA3h C IPYTUMHU TEMaMUu;

- HalTH ¥ IpopaboTaTh COOTBETCTBYIOIIHME Pa3/Iebl B PEKOMEHJOBAHHBIX HOPMATHBHBIX
JIOKYMEHTaX, YUeOHHKaX U JOMOJIHUTEIbHOMN JIUTEPATYPE;

- TIOCJIe O3HAKOMJICHHUS C TEOPETHUYECKHUM MaTepuajioM OTBETUTHh Ha BOIPOCHI MO TEME

Kypca;

- IPOJIyMaTh MIYTH U CITOCOOBI peIIeHUsI TPOOIEMHBIX BOIIPOCOB;
-IPOJyMaTh pa3BEPHYTHIC OTBETHI HA MPEIJIOKECHHBIE BOMPOCHI TEMBI, ONMUPAsSCh Ha

JICKIIMOHHBIE ~ MaTepHasbl, paclupsisi U JOMONHSAS WX JaHHBIMH U3  Y4eOHHKOB,
JIOTIOJIHUTEIILHOM JINTEpaTyphI.

B xoxe mpakTH4ecKOoro 3aHATHS HEOOXOIMMO BBIMOJIHHUTH MPAKTHYECKOE 3a/laHue, a 3aTeM
OOBSICHUTH METOJIUKY €TI0 PEIICHUSI.

HcTOoYHUKH N Jureparypa AJsl mNoAroToBKu:

IlepeyeHb OCHOBHOM JIMTEPATyPbI

1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017

2. ®omuueB B.M. Kpunrorpapudeckue meroas! 3amuts nHpopmaruu B 2 H. YACTb
1. MaremaTu4eckue acieKThl. Y YeOHUK /TSl akajeMuaeckoro 6akanaspuat/B.M.domuues,
J.A.MenbpaukoBa; nox pen. B.M.®omuuesa.- M.: U3narensctso FOpaiit,2018 - 209 c.

IlepeyeHb 10MOJIHHUTEIBHOM JIUTEPATYPbI

1. ®omuueB B.M.Kpunrorpadpudaeckue merosr 3ammTthl nHpopmarnmu B 2 U. HACTD 2.
CucreMHbIe U MMPUKJIAAHBIC aCTICKTHI. YueOHUK JJI1 aKaJEMHUYECCKOI'O 6aKaJIaBpI/IaT/B.M.(DOMI/I‘{eB,
J.A . MenpaukoBa; o pea. B.M.®omudera.- M.: U3gatensctBo FOpaiiT,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010
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3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

METOJIAYECKHE PEKOMEHJIAIIMA K CAMOCTOSTEJBbHOM PABOTE

CamocrosiTeabHasi paﬁoTa Imo Teme «Hpe):[MeT, meJn 1 3aJJa4Ym JTHCHHUIIJIMHbBI . OcHOBHbBIE
onpeacjicHusl U NOHATHSA.>

Bonpochsr:

1. [TporpamMMHBI€ 1 TPOrpaMMHO-AIIAPAaTHBIE CPEICTBA 3aIUTH HH)OpMALUH

2. WuxeHepHas 3aluTa U TEXHUYEeCKast OXpaHa 00beKTOB HH(POPMATH3ALUU

3. Opranu3anMoOHHO-pacIOpAAUTENbHAs 3amuTa HHpopManuu. Pabora ¢ kagpamu u

BHYTPUOOBEKTOBBII PEKUM

MeTtoauyeckue peKoMeHAalMU

AynuTopHas caMocCTOsITelbHass pabdora IO y4yeOHOM AMCHUUIUIMHE OCYILIECTBISAETCS Ha
y4€OHBIX 3aHATUAX [10/] HENOCPEACTBEHHBIM PYKOBOJICTBOM IIPEINOIaBATEINSI U 10 €T0 3a/1aHuIO.

BHeaynuropHas camocTosTenbHas paboTa BBIIOIHAETCA 10 3a/laHUIO IIpernoiaBaTess 6e3 ero
HEINOCPEJACTBEHHOI'O yYacTHsI.

CamocrosTenbHas paboTa CTYJIEHTOB IpU IOATOTOBKE K JIEKIMM 3aKJIOYaeTcsl B
pacCMOTpPEHHM OOIIMX HaydyHbIX OCHOB U aHAJM3€ KOHKPETHBIX IPOIECCOB U (aKTOPOB,
OTIPENIENISIOUX COAEPKAHUE TEMBI.

CamocTosTenbHas paboTa CTYyI€HTOB IPU MOATOTOBKE K MPAKTUYECKOMY 3aHATHIO BKIHOYAET
noa0op Marepuaia, JaHHbIX U CHEIMaIbHBIX HCTOYHUKOB, C KOTOPBIMH IPEACTOUT yueOHas paboTa,
a TaKKe pEIICHWE CUTYallMOHHBIX M TPAaKTUYECKUX 3aJaHuil. B cBsA3u c 3TUM CTyaeHTaMm
pEKOMEH/yeTCs JeTalbHO pPa300paTh TEOPETUUECKUE BOIPOCHl JIEKIMOHHOIO Kypca, a 3aTeM
3aKpenuTh MaTepuai B POLEcce PeleHusl IPOOJIEMHBIX CUTYalUil, 3a1a4.

[Ipy camMOCTOSTENPHOM pELIEHUH 337ad HY)XHO OOOCHOBBIBATH KaXKIbl 3Tall pELICHu,
UCXOJS U3 TEOPETUYECKUX IOJIOKEHUH Kypca. Eciau CTyleHT BUAMT HECKOJIBKO IyTEH pelIeHUs
po0JIeMbl, TO HY’)KHO CPaBHUTh MX U BBIOpaTh CaMbliil paliMioHaJIbHBINA. Perenne npoOiaeMHbIX 3a1a4
clenyeT u3Nararb MOoApPOOHO, BBIYUCIEHHS pacrojiaraTb B CTPOrOM HOPSJKE, OTIEISs
BCIIOMOTATeIbHbIE BHIUMCIIEHUS! OT OCHOBHBIX. PerieHus mpu HeoOX0JUMOCTH HYKHO COIIPOBOXKIATh
KOMMEHTapusMu U cxemamu. ClielyeT MOMHMTb, YTO pEIlIeHUE KaXAOW yuyeOHOW 3alayd JOJKHO
JIOBOJIUTBCS 1O OKOHYATEJILHOTO JIOTMYECKOTO OTBETa, KOTOpOro TpedyeT YCIoBUE, U IO
BO3MO>XHOCTH C BBIBOJIOM.

CamocTosTenpHas IOArOTOBKA K 3a4€Ty JOJDKHA OCYLIECTBIIATHCA B TEUEHUE BCEIO CEMECTPA,
a He 3a HECKOJIbKO JIHEH 10 ero npoBeaeHus. [Ipu moAroToBke K 3a4eTy CTy/I€HTaM PEKOMEHyeTCs:

- IEepeuuTaTh BCE JIEKIIMM, a TaKXKE MaTepuajbl, KOTOPbIE TOTOBWJINCH K NPAKTUYECKUM
3aHATHUSIM B TEYECHHE CEMECTPA.

- COOTHECTHU 3Ty MH(POPMAIIHIO C BOIPOCAMHU, KOTOpbIE JaHbl K 3aueTy. Eciau undopmarum
HEJ0CTAaTOYHO, OTBETHI HAXOJAT B MIPEJIOKEHHON IIPEroaaBaTeIeM JINTepaType.

[Ipy moAroToBKE K 3ayeTy PEKOMEHAYeTCs JeslaTh KpaTKHe 3amucu A (POpMUPOBAHMS
YETKOM JIOTUYECKOUN CXEMBbI OTBETA Ha BOIIPOC.

HceTouynuku u JuTrepartypa 1Jis moArorToBKu:

IlepeyeHb OCHOBHOM JIUTEPATYPbI
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1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017

2. ®omuueB B.M. Kpunrorpapudeckue meroast 3amutsl nHGopmarmu B 2 H. YACThb
1. MaremaTu4eckue acieKThl. Y YeOHUK /IS akajeMudeckoro 6akanaspuat/B.M.domuues,
J.A.MenbaukoBa; noja pena. B.M.®omuuesa.- M.: U3natensctBo HO0paiiT,2018 - 209 c.

IlepeyeHb 10MOJIHHUTEIBHOM JUTEPATYPbI

1. ®omuueB B.M.Kpunrorpadguueckue metos! 3amutel nHGopmanuu B 2 Y. HACTD 2.
CucTeMHBIC U NIPUKIIATHBIC aCTIEKThI. Y YeOHUK IS aKkajgeMudeckoro 6akanaBpuat/B.M.domuues,
J.A.Menbaukosa; noja pea. B.M.®@omuuesa.- M.: U3natensctBo HOpaiiT,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

CamocrosiTesibHas padoTa no teme «Oo0masi npodaema uHpopMannoOHHON 0€30MACHOCTH
HH(POPMAIMOHHBIX CHCTEM»

Bonpocer:

1. CucreMHas knaccuduxaius yrpo3 6e30macHoCTH HHPOPMALUU

2. [{eoCTHOCTD, TOCTYITHOCTh ¥ KOH(DHICHITHAIEHOCT WH()OPMAIIHH.
3. VYsa3BuMocTd. METOIbI OIICHKH YSI3BUMOCTH WH(POPMAIHU

MeToanueckue peKOMeHIaANu

AynuropHas camocCToOsITellbHas paboTa 1O y4yeOHOW JAMCLUMIUIMHE OCYIIECTBISETCS Ha
y4€OHBIX 3aHATUSAX [10/] HEOCPEACTBEHHBIM PYKOBOJICTBOM IIPENOIABATEINSI U IO €r0 3a/IaHuIO.

BHeaynuropHas camocTosiTenbHas paboTa BBIOIHSAETCS 10 33/1aHUI0 TperoaaBaress 0e3 ero
HEIOCPEICTBEHHOTO Y4acCTHSI.

CamocTosTenpHass paboTa CTYIEHTOB TMPH TMOATOTOBKE K JIGKIIMM 3aKJII04aeTcs B
pacCMOTpPEHHHM OOIIMX Hay4yHbIX OCHOB U aHaJM3€ KOHKPETHBIX MPOIECCOB U (HaKTOPOB,
ONPEAEISIOMINX COAEPKAHNUE TEMBIL.

CamocrosiTenpHas pa60Ta CTYACHTOB IIpX NOJATOTOBKE K MPAKTUYCCKOMY 3aHATHUIO BKIIIOYACT
nox0op Marepualna, TaHHBIX U CHEIUATBHBIX UCTOYHUKOB, C KOTOPBIMH MPEACTOUT yueOHas paboTa,
a TaKXKC pCIICHUEC CUTYAllMOHHBIX W MPAKTHUYCCKUX SaI[aHHﬁ. B c¢Bsm3u ¢ 3THM CTyACHTaM
PEKOMEHIyeTCcsl JIeTalbHO pa3o0paTh TEOPETHUYECKHWE BOMPOCHI JIEKIIMOHHOTO Kypca, a 3aTeM
3aKpEenuTh MaTepUal B MPOIECCEe PEIICHUs] POOJIEMHBIX CUTYaIlUi, 3a/1a4.

HpI/I CaMOCTOATCIIBHOM PCHICHUH 3aJa4d HYXHO 000CHOBBIBATH Ka}I(I[BIfI oTamn pelcHud,
UCXOl M3 TEOPETHMYECKUX IOJOKEHHM Kypca. EciM CTyA€HT BUAMT HECKOJBKO ITYyTEH pelleHUs
po0OJIeMBl, TO HY)KHO CPAaBHUTH UX U BBIOPATh CaMblil pallMoOHANbHBIN. Perenne npobieMHbIX 3a/1a4
clemyeT W3JaraTh TMOAPOOHO, BBIUMCIEHHUS pacroyiaraTh B CTPOrOM  TOPANKE, OTIENss
BCIIOMOTaTeNbHbIE BBIUMCICHUS OT OCHOBHBIX. Perienus npu HeoOX0JMMOCTH HYKHO COTIPOBOKIATH
KOMMEHTapusaMH U cxemamu. CleayeT MOMHHTH, YTO PEIICHHWE KaXJIoW y4eOHOW 3amaud JTOJDKHO
JOBOJUTHCS 10 OKOHYATEIBHOTO JIOTMYECKOTO OTBETa, KOTOPOTrO TpedyeT YyCloBHUE, H TIO
BO3MOXHOCTH C BBEIBOJIOM.

CamocrosiTenpHas MOArOTOBKA K 3a4ETy JIOJKHA OCYIIECTBIISITHCS B TEUEHUE BCETO CEMECTPA,
a HE 3a HECKOJIBKO JTHEH 10 ero nposeAeHus. [Ipu moaroToBke K 3a4eTy cTyAeHTaM peKOMEHAYETCS:

- IepeuyuTaTh BCE JIEKUMH, a TAK)KE€ MaTepUAIbl, KOTOPbIE TOTOBUIUCH K IMPAKTUYECKUM
3aHATUAM B TCUCHHUE CEMECTpaA.

- COOTHECTH 3Ty MH(POPMAIUIO C BOIIPOCAMH, KOTOpBIE JaHbl K 3a4ery. Ecnu nndopmanun
HEJIOCTaTOYHO, OTBETHI HAXOAST B MPEJI0KEHHOMN penoaaBaTesieM JINTepaType.

[Ipy MOATrOTOBKE K 3a4eTy PEKOMEHAYEeTCs JeNaTh KpaTKhe 3amuch A (GopMUpOBaHUS
YETKOM JIOTUYECKOUN CXEMBbI OTBETA Ha BOIPOC.

HcTouyHuku M JInTepaTypa AJisi NOATOTOBKU:
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IlepeyeHb OCHOBHOM JIUTEPATYPHI

1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017

2. ®domuuer B.M. Kpunrorpaduueckue merozs! 3amutsl nHbopmaruu B 2 H. HACTb
1. MaremaTu4eckue aclieKThl. Y 9eOHUK sl akajieMudeckoro Oakanaspuar/B.M.domuues,
H.A.MenbaukoBa; o pea. B.M.®@omuuena.- M.: U3narensctBo FOpaiit,2018 - 209 c.

IlepeyeHb 10NMOTHUTEILHOM JIUTEPATYPHI

1. ®omuueB B.M.Kpunrorpaduueckue metoas! 3amutsl nHGopmanuu B 2 Y. HACTD 2.
CucTemMHbBIC U IPUKIIATHBIC aCTICKThI. Y YCOHUK Tl akajgeMudeckoro OakanaBpuat/B.M.domuues,
J.A.Menbaukosa; noja pea. B.M.®@omuuesa.- M.: U3natensctBo O0paiiT,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

CamocrosiTe/ibHAsi padoTa N0 TeMe «ANNAPATHONPOrPpaMMHbIE pellleHNs] 3alUThI
uHpopManuu B UHPOPMAINMOHHBIX CHCTEMAX.»

Bomnpocer:
1. Bubl Mep 1 OCHOBHBIE IPUHIIUIIBI 3AIUTHI THPOPMALIUU
2. [Tpumeps! pectyruieHnii B chepe HHPOpMAIUU 1 HTHPOPMALMOHHBIX TEXHOJIOTHIA

MeToanuyeckue peKoMeHIauuu

AynutopHas camoCTOsITellbHas pa0boTa 1O y4yeOHOW MAMCHUUIUIMHE OCYIIECTBISETCS Ha
y4€OHBIX 3aHATUAX [10/] HEMTOCPEACTBEHHBIM PYKOBOJICTBOM MPEIOIAaBATENS U 110 €T0 33/1aHHUI0.

BHeaynuropHas camocTosiTenbHasi paboTa BBIIOTHSAETCS 0 33/1aHUI0 TperoiaBareis 0e3 ero
HEIIOCPEICTBEHHOT'O Y4acCTHSI.

CamocTosTenbHass paboTa CTYIEHTOB TMPH TMOATOTOBKE K JIGKIIMM 3aKJII0YaeTcs B
pacCMOTpPEHHHM OOIIMX Hay4YHbIX OCHOB U aHAJINW3€ KOHKPETHBIX MPOIEcCCOB U (aKTOPOB,
ONPEAEISIOIINX COAEPKAHNUE TEMBIL.

CamocrosTenbHas pa60Ta CTYACHTOB IPU IMOATOTOBKEC K NPAKTHYCCKOMY 3aHATUIO BKIHOYACT
nox0op Marepualna, JTaHHBIX U CHEeIHAIbHBIX UCTOYHUKOB, C KOTOPBIMH MPEICTOUT y4ueOHas pabora,
a TaKXKC pCIICHUEC CUTYAllMOHHBIX W MPAKTHUYCCKUX SaI[aHHﬁ. B c¢Bm3u ¢ a>THM CTyACHTaM
PEKOMEHIyeTcsl JIeTalbHO pa3o0paTh TEOPETHUUECKHE BOIPOCHI JIEKIIMOHHOTO Kypca, a 3aTeM
3aKpEenuTh MaTepHal B MPOIECCEe PEIICHUs] POOJIEMHBIX CUTYaIlUi, 3a/1a4.

[Ipy caMOCTOSATENHHOM pEIIEHUH 3a7ady HY>KHO OOOCHOBBIBATH K&Kl STal pELICHHS,
UCXOJ M3 TEOPETHMYECKUX IOJOKEHHM Kypca. EciM CTyleHT BHJIWUT HECKOJIbKO IyTeW pelIeHus
po0OJIeMBl, TO HY)KHO CPAaBHUTh UX U BBIOPATh CaMblil pallMoOHANbHBIN. Perenne npobieMHbIX 3a/1a4
clenyeT u3NaraTh MOAPOOHO, BBIUMCIEHUS pacrojaratb B CTPOTOM  TOPSAKE, OTAEIsA
BCIIOMOTaTeNbHbIE BBIUMCICHHUS OT OCHOBHBIX. Perienus npu HeoOX0AUMOCTH HY>KHO CONPOBOXKAATh
KOMMEHTapusaMH U cxemamu. CleayeT MOMHHTH, UYTO PEIICHHE KaXJI0W y4eOHOW 3amaud JTOJDKHO
JOBOJUTBHCS JI0 OKOHYATEIHHOTO JIOTHYECKOTO OTBETa, KOTOpPOro TpeOyeT ycIoBHE, U TO
BO3MOXHOCTH C BBEIBOJOM.

CamocrosiTenpHas MOArOTOBKA K 3a4eTy JIOJKHA OCYIIECTBIISITHCSL B TEUEHHE BCETO CEMECTPA,
a HE 3a HECKOJIBKO JTHEH 10 ero nposeAeHus. [Ipy moaroToBke K 3a4eTy cTyAeHTaM peKOMEHAYETCS:

- IepeuyuTaTh BCE JIEKLUMH, & TAK)KE MATepHalIbl, KOTOPHIE TOTOBUJIMCH K IPAKTUYECKUM
3aHATUAM B TCUCHHUE CEMECTpaA.

- COOTHECTH 3Ty MH(POPMAIUIO C BOIIPOCAMU, KOTOPBIE JaHbl K 3a4eTy. Ecnu nndopmanun
HEJIOCTaTOYHO, OTBETHI HAXOAST B MPEJI0KEHHOMN penoaaBaTesieM JINTepaType.

[Ipy moOATOTOBKE K 3a4eTy pPEeKOMEHAYETCS NeNaTh KpaTKhe 3amucu Juis (HOpMHUPOBAHUS
YETKOM JIOTUYECKOUN CXEMBbI OTBETA Ha BOIPOC.

HcTouyHNKH U Jureparypa AJs moaAroToBKu:
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IlepeyeHb OCHOBHOM JIUTEPATYPHI

1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017

2. ®omuueB B.M. Kpunrorpadpudeckne meroasl 3amutsl nHGopmarmu B 2 H. YACThb
1. MaremaTu4ecKkue acieKThl. Y UYeOHUK /TS akajeMudeckoro 6akanaspuat/B.M.domuues,
J.A . Menbaukosa; noja pen. B.M.®omuuesa.- M.: U3natensctBo FO0paiiT,2018 - 209 c.

IlepedyeHb 1ONOJTHUTEIbHOM JIUTEPATYPbI

1. ®domuue B.M.Kpunrorpadpuueckue metosl 3amutsl nHGopmaruu B 2 Y. HACTD 2.
CucreMHbIe U IPUKJIaIHBIC ACTIEKTHL. YUeOHUK Ui akageMuieckoro Oakanaspuat/B.M.domuues,
J.A.MenbaukoBa; o pea. B.M.®@omuuena.- M.: U3narensctBo FOpaiiT,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

CamocrosiTenbHas padora no teme «MeskcereBoe 3kpaHupoBanue. [IpuHIunbI
NOCTPOEeHNsI M PYHKIMOHMPOBAHUS MeKCeTeBbIX IKPAHOB)

Bomnpocer:

1. Kanassl 1 MeTo1bl HECAHKIITMOHUPOBAHHOTO JIOCTYIA K HHPOPMAIIUU

2. AHanu3 CylecTBYIOUIMX METOIUK OMpeieNieHus: TpeOOBaHUM K 3aluTe nHpOopMaLun
3. Mepsl 3aIHATEI uHpOpMAIHH, peanuzyemsble B aBTOMAaTU3UPOBAHHBIX

(MHGOPMAIIMOHHBIX ) CHCTEMaxX

Meroan4yeckue peKoMeHAal U1

AynuTopHas caMocTosiTeNbHas pabora MO y4yeOHOM AMCHUUIUIMHE OCYIIECTBISETCS Ha
y4€OHBIX 3aHATHUAX [10]] HEMOCPEACTBEHHBIM PYKOBOJICTBOM IPEMNOIaBaTENsl U 10 €ro 3aJaHMIo.

BHeaynutopHas camocTosiTenbHasi paboTa BBIMOJIHSAETCS 10 3a/1aHUI0 MpernoaaBartens 0e3ero
HEIOCPEICTBEHHOTO Y4acCTHSI.

CamocrosTenbHas paboTa CTYJISHTOB TMpU TOATOTOBKE K JIEKIMM 3aKJIOYaeTCsl B
pacCMOTpPEHHHM OOIIMX HAay4YHbIX OCHOB U aHAJINW3€ KOHKPETHBIX IMpoleccoB M (hakTopos,
OIIPEIEIAIOIINX CONEPKAHUE TEMBI.

CamocrosTenbHas paboTa CTYJAEHTOB MIPHU MOJATOTOBKE K MPAKTUUECKOMY 3aHATUIO BKJIHOYAET
noa00p Marepuaia, JaHHBIX U CHEIHMaIbHBIX HCTOYHUKOB, C KOTOPBIMH HPEACTOUT yueOHas paboTa,
a TaKXKe pEUICHUWE CHUTYallMOHHBIX M MPAKTUYECKUX 3alaHuil. B CBiI3M C 3TUM CTyJIeHTaMm
peKOMeHyeTcs JeTalbHO pPa300paTh TEOPETHUYECKHE BOMPOCH JIEKIIMOHHOTO Kypca, a 3aTeM
3aKpenuTh MaTepual B Mpoliecce petieHus MpoOIeMHBIX CUTYallUi, 3a1a4.

[Ipy camMoOCTOSTENPHOM pELICHWH 33/a4 HYKHO OOOCHOBBIBATH KaKIbIH 3Tam peLIeHus,
UCXOJ M3 TEOPETHMYECKUX IOJOKEHHU Kypca. Ecim CTyleHT BHIWUT HECKOJIBKO NyTEW pelIeHUs
po0JIeMbl, TO HY>)KHO CPaBHHUTh MX U BBIOpaTh CaMblii paliMioHaIbHBINA. Perenue npoOiaeMHbIX 3a1a4
clenyeT u3naratb MOApPOOHO, BBIYMCIEHHUS pacroyiaraTb B CTPOrOM TOpSAKE, OTHEIAs
BCIIOMOTaTeNIbHbIE BHIUMCIIEHUS! OT OCHOBHBIX. PerieHus mpu HeoOX0JMMOCTH HYKHO COIIPOBOXKIATh
KOMMeHTapusMu U cxemamu. ClielyeT MOMHMTb, YTO pElIeHHEe KaXAOW yuyeOHOW 3alaydl JOJKHO
JIOBOJIUTHCS IO OKOHYATENBHOIO JIOTMYECKOTO OTBETa, KOTOpPOro TpeldyeT YCIOBHE, M IO
BO3MOKHOCTH C BBIBOJIOM.

CamocrosiTenpHas MOArOTOBKA K 3a4€TY JIOJKHA OCYILECTBISITHCS B TEUEHHE BCEIO CEMECTPA,
a He 3a HECKOJIbKO JHEH 0 ero nposefeHus. IIpu moaroroBke k 3a4ery CTyAeHTaM pEKOMEHAYETCs:

- [epeuyuTaTh BCE JIEKIUH, & TAKXE MAaTepuajbl, KOTOPbIE N'OTOBWIMCH K MPAKTHYECKUM
3aHATUSAM B TCUCHUE CEMECTpa.
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- COOTHECTHU 3Ty UH(OPMAIIMIO C BOIPOCAMH, KOTOPBIE TaHbI K 3aueTy. Ecnu nndopmarin
HEZ0CTaTOYHO, OTBETHI HAXOAAT B IIPEIJIOKEHHON IIPENIOAABATEIIEM JINTEPATYPE.

[Tpr MOArOoTOBKE K 3aueTy PEKOMEHIYEeTCs JeNlaTh KpaTKUE 3aruc s (OpMHPOBAHUS
YETKOM JIOTUYECKON CXEMBI OTBETA Ha BOIIPOC.

HcToyHuKu M JIMTEpaTypa AJisi NOATOTOBKU:

IlepeyeHb OCHOBHOM JIUTEPATYPHI

1. Algebraic Geometry for Coding Theory and Cryptography: IPAM, Los Angeles, CA,
February 2016 / Howe, Everett W; Lauter, Kristin E; Walker, Judy L. Springer. 2017

2. ®domuuer B.M. Kpunrorpaduueckue merozs! 3amutsl nHbopmaruu B 2 H. HACTb
1. MaremaTu4eckne aclieKThl. Y UeOHHK JIJIs akaieMudeckoro Oakanaspuat/B.M.domuyes,
J.A.MenbaukoBa; o pea. B.M.®@omuuena.- M.: U3narensctBo FOpaiiT,2018 - 209 c.

IlepeyeHb 10MOJHUTEIBLHOM JUTEPATYPbBI

1. ®domuue B.M.Kpunrorpadhuueckue metosl 3amutsl nHGopmarmu B 2 Y. HACTD 2.
CucrteMHbIe U IPUKJIaIHBIC aCTIEKTHI. Y UeOHUK I akageMuyeckoro OakanaBpuat/B.M.domuues,
J.A.MenbHukoBa; oz pea. B.M.®@omuuena.- M.: U3narensctBo FOpaiiT,2018 - 245 c.

2. Understanding Cryptography / Christof Paar; Jan Pelzl; Nugent. Springer Berlin
Heidelberg. 2010

3. Cryptography / Rubinstein-Salzedo; Amzad. Springer International Publishing. 2018

JUCT PETUCTPALIMU U3MEHEHUIA

Ne CopepxaHue U3MEHEHUS W3MeHeHHbIe TyHKTBI Pemenne YuebHo-
/i METOTMYECKOTO
coBeTa




18



	Разработчик:
	АННОТАЦИЯ
	Методические рекомендации
	Источники и литература для подготовки:
	Перечень дополнительной литературы
	Лекция 2 по теме: «Общая проблема информационной безопасности информационных систем»
	Методические рекомендации
	Источники и литература для подготовки:
	Перечень дополнительной литературы
	Лекция 3 по теме «Аппаратнопрограммные решения защиты информации в информационных системах»»
	Методические рекомендации
	Источники и литература для подготовки:
	Перечень дополнительной литературы
	Лекция 4 по теме «Межсетевое экранирование. Принципы построения и функционирования межсетевых экранов»
	Методические рекомендации
	Источники и литература для подготовки:
	Перечень дополнительной литературы
	Практические задания:
	Методические рекомендации
	Источники и литература для подготовки:
	Перечень дополнительной литературы
	Практическое занятие 2 по теме «Общая проблема информационной безопасности информационных систем»
	Практические задания:
	Источники и литература для подготовки:
	Перечень дополнительной литературы
	Практическое занятие 3 по теме «Аппаратнопрограммные решения защиты информации в информационных системах»
	Практические задания:
	Методические рекомендации
	Источники и литература для подготовки: Перечень основной литературы
	Перечень дополнительной литературы
	Практическое занятие 4 по теме «Межсетевое экранирование. Принципы построения и функционирования межсетевых экранов»
	Практические задания:
	Методические рекомендации
	Источники и литература для подготовки:
	Перечень дополнительной литературы
	Методические рекомендации
	Источники и литература для подготовки: Перечень основной литературы
	Перечень дополнительной литературы
	Самостоятельная работа по теме «Общая проблема информационной безопасности информационных систем»
	Методические рекомендации
	Источники и литература для подготовки:
	Перечень дополнительной литературы
	Самостоятельная работа по теме «Аппаратнопрограммные решения защиты информации в информационных системах.»
	Методические рекомендации
	Источники и литература для подготовки:
	Перечень дополнительной литературы
	Самостоятельная работа по теме «Межсетевое экранирование. Принципы построения и функционирования межсетевых экранов»
	Методические рекомендации
	Источники и литература для подготовки:
	Перечень дополнительной литературы



