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1. MACHHOPT ®OHIA OOEHOYHbIX CPEACTB
10 TUCLUIUIAHE «3aluTa KOMIIBIOTEPOB U CETEN»

OneHouyHBIE CpEJICTBA COCTaBISIIOTCA B COOTBETCTBMM ¢ pabodeil mporpamMmoi
JUCITUTUIMHBL U TIPEICTABISIOT COO0M COBOKYITHOCTh KOHTPOJIBHO-U3MEPHUTEIBHBIX MaTePUAIOB
(TunoBble 3amauM (3a7aHUsI), KOHTPOJbHBIE PAOOTHI, TECTHl M Jp.), MpeIHA3HAYCHHBIX IS
U3MEPEHUS YPOBHS JOCTIKEHUS O0yUJaIONTUMHUCS YCTAaHOBICHHBIX PE3yIhbTaTOB O0YUCHUSI.

OneHouyHbIE CpelCTBA HUCIOJB3YIOTCS MpPH MPOBEACHUU TEKYIIEr0  KOHTPOJS
YCIIEBAEMOCTHU U MTPOMEKYTOUHOM aTTECTAIUH.

Tabmuua 1 - [lepeyenb komneTeHIHiA, POPMUPYEMBIX B IPOLIECCE OCBOCHHMSI TUCIUTUIHHBI

Koxa

KOMIIETEeH HaumeHoBaHue pe3yJibTaTa 00y4yeHust
U
OIIK-4 Crnoco0eH MoHUMAaTh MPUHIUIIBL PA0OTHI COBPEMEHHBIX HH(POPMAITHOHHBIX

TEXHOJIOTUH M UCTIONB30BaTh UX JIJIsl pEIICHHs 3a/1a9 PO eCCHOHATBHON
NEeATEIbHOCTH

KoHeuHbIMU pe3ynbTaTaMu OCBOCHUS JUCIUILTUHBI SBISIOTCS CHOPMHUPOBAHHBIC
KOTHUTHBHBIE JIECKPUIITOPBI «3HATh», KYMETbY», «BJIIEThY», PACIUCAHHBIE IO OTJEIIbHBIM
KoMneTeHIUsIM. PopMUPOBaHUE AECKPUIITOPOB IPOUCXOAUT B TEUEHUE BCETO CEMECTpA
[0 ATaraM B paMKaX KOHTaKTHOM paOoThl, BKIIOYAIOLIEH pa3inyHble BUJIbI 3aHATHH 1
CaMOCTOSITENIbHOM pabOThl, C IPUMEHEHUEM PA3INYHBIX POPM U METO/10B OOyUEHUSI.



Tabauna 2

2. IEPEYEHb OIIEHOYHBIX CPEJICTB!

Ne | HaumeHnoBanue
OLICHOYHOT'O
CpeJICTBA

XapakTepHucTUKa OLIEHOYHOTO CPEJICTBA

[Ipencrasnenue oueHouHoro cpeacrsa B POC

1 | Ycraslii onpoc

CpencTtBo KOHTpOJIE yCBOGHHUSI Y4eOHOro wmarepuana TEeMbl, pasjena WU
pa3neNioB JAMCHMILINHBI, OPraHW30BaHHOEC Kak Yy4eOHOEe 3aHsATHE B BHJC
co0eceloBaHuUs penoaaBaTess ¢ 00y4arouMucs.

BOHpOCI)I 10 TeMaM/pa3,I[eJ'[aM JAUCHUITIINHBI

2 | Tect

CpencrBo, MO3BOJSIONICE OICHUTh YPOBEHb 3HAHMK OOydaromerocs IyTeM
BbIOOpa MM OJHOTO M3 HECKOJbKMX BapUaHTOB OTBETOB Ha I1OCTABJIECHHBIN
BoIpoc. Bo3MOXXKHO MCNOIb30BaHUE TECTOBBIX BOIIPOCOB, MPEAYCMAaTPUBAIOIINX
BBOJI OOYyYaroIMMCS KOPOTKOI'O M OJIHO3HAYHOIO OTBETa Ha I1OCTaBJICHHBIN
BOIIPOC.

TectoBbIe 3amanHus

3 | KonrpoapHas
pabora, 3amura
OTYETOB I10
MPAKTHICCKUM
pabotam

PaznuuaroT 3amaun u 3agaHus:

a) peNpOIYyKTUBHOTO YPOBHSI, MO3BOJISIONINE OIICHUBATh M IMAarHOCTUPOBATh 3HAHUE
¢dakTuueckoro marepuana (0a30Bble TOHSATHSA, aNTOPUTMBI, (DAKThI) M yMEHHE
MPaBUIBHO HCIOJIB30BAThH CIICIHATIBHBIC TEPMUHBI U TIOHATHS, Y3HABaHHE 00BEKTOB
M3YYCHHUS B paMKaX OMPEAENICHHOTO pa3jesia IUCIUIUINHBL,

0) pPEKOHCTPYKTHMBHOTO YPOBHS, TO3BOJISIONIME OIIEHWBATh W JIUArHOCTHUPOBATH
YMEHHsI CHHTE3UPOBATh, aHAIM3UPOBATh, 00001IaTh (AKTUIECKUI U TEOPETUIECKHIA
MaTtepuai ¢ GopMyJIMpPOBaHUEM KOHKPETHBIX BBIBOJIOB, YCTAHOBICHHEM MPUYUHHO-
CIICICTBEHHBIX CBSI3€il;

B) TBOPYECKOI'O YPOBHS, IMO3BOJISIOIINE OLEHHBATH M JHATHOCTHPOBATH YMEHHS,
WHTETPUPOBATh 3HAHUS PpaA3IMYHBIX 00JacTedl, apryMeHTHPOBaTh COOCTBEHHYIO
TOYKY 3PEHHS.

KommuiekT pa3HOypOBHEBBIX 3a1a4 (3aJaHHi)

1 YkasbiBatoTca OuUeHO4YHble CpeacTea, NpumeHAemble B Xo4e peannsaumm pa6oqel7| nporpammbl AaHHOﬁ ANCcUunnanHbl.




3. OMMUCAHUE MOKA3ATEJIEA U KPUTEPUEB OLIEHUBAHUA KOMIIETEHIIUA

OrneHuBanue pe3yIbTaToOB OOYYCHHUS MO AUCHUIUIMHE «3alluTa KOMIBIOTEPOB U CETE» OCYIIECTBISIECTCS B cOoTBeTcTBUU ¢ [lookeHueM o
TEKYIIEM KOHTPOJIE YCIIEBAEMOCTH U IPOMEKYTOUYHOM aTTeCTallMi 00y4aroIIuXCsl.

[IpenycMoTpeHbl CleAyOIMKe BUABI KOHTPOJIS: TEKYIIMI KOHTPOJb (OCYIIECTBICHHWE KOHTPOJIA BCEX BUIOB ayJUTOPHOM M BHEAYJIUTOPHOU
NeSITeIbHOCTH 00Y4YaloIIerocs ¢ LeJbI0 MOMyuyeHus: IepBUYHOM MH(OPMAIIMU O XOJ€ YCBOCHHUS OTIEIbHBIX JIEMEHTOB COJCPKAHUS NUCUUIUIMHBI) U
MIPOMEXKYTOUHAsI aTTeCTALMs (OLIEHUBACTCS] YPOBEHb U KaU4€CTBO MOATOTOBKH IO JUCLMIUIUHE B LIEJIOM).

[Toka3zarenu ¥ KPUTEPUU OLICHUBAHHS KOMIICTCHIIHI, ()OPMUPYEMBIX B MPOIIECCE OCBOCHUS TaHHOW JTUCIMILTNHBI, OMHMCAHBI B Ta0JI. 3.
Tabauia 3.



Kon YpoBeHb HNuaukatopsl Bun  yuebHbIX  3aHaTHii?, | KonTponupyeMsle pasiensl | OLEHOYHBIE CpPEICTBA, Kpurepuu orieHnBanus
KOMIIET | OCBOCHUS JIOCTHKEHUS paboThl, (GOPMBI U METOIBI | M TEMBI AUCLUILTHHEL HCIIOJIb3yEeMbIe JUTSt pe3yNbTaToB 00yUeHUs
CHIIUU KOMIIETCHIINU KOMIIETCHIIUU o0yueHus1, CIOCOOCTBYIOIINE OIICHKH YpOBHSA
(hopMHpPOBaHUIO M PA3BUTHIO cthopMupOBaHHOCTH
KOMIIETEHIIHIA® KOMIIETCHIINN®
OIIK-4 3Haet
Henocratoun OIIK-4.4-1. JIek1inoHHbBIC u| l. Beenenue B | Tekymuid koHTposib — | He 3Haer 3HauuTenbHOMN
BIil YpOBEHB 3Haer: MIPaKTHIECKHe 3aHTHSA, | HTHPOPMAITHOHHYIO YCTHBIN OTIpoC, | YacTH Marepuaja Kypca,
Ornenka TIPHHLIHIIB, CaMOCTOSITEeIIbHAS pabota | 6e3omacHocts (MB). KOHTpOJIbHAsE paboTa, | HE criocobeH
«HE3AYTCHO», | PaGoThI 00yJaronmxcs, MOATOTOBKA | 2. TexHomoruu TECTUPOBAHUE, 3allIUTA | CAMOCTOSITEILHO BBIICISATh
«HEYIOBIICTBO | cOBpEMEHHBIX W cJada MPOMEXKYTOYHOH | 3alIMTHI JaHHBIX. OTYETOB 1O | TJIABHBIE IIOJIOKEHHUS B
PUTETBHO» HHpOpPMAIMOHHbl | TTECTALlMH, IOArOTOBKA H | 3. Texnomorun MPaKTHIECKAM W3YYEHHOM Marepuaie
X TeXHOJIOrmi m | clada 3adera 3alUTHl BBIYUCIIUTENIBHBIX | paboTaM JIACUUTLTAHBI
BO3MOXXHOCTH HUX CUCTCM.
HCMOJIb30BaHUS 4. Texuomnoruu
ISt peleHus OoOHapyXeHHUsI BTOPKCHUH.
3ama4 5. VYupasienue
npodeccuoHaabH 0€e3011acHOCTEIO.
Ol 1eSATEIBbHOCTH.
ba3zoBsrit OIlIK-4.4-1. JlexunoHHBIE u |l Beenenune B | Texymuii konTpons — | 3Haer He Menee 50 %
YpOBEHB 3HaeT: MPaKTUYECKHE 3aHSTHSA, | THPOPMAIIMOHHYIO YCTHBIH OTIpOC, | OCHOBHOTO MaTepuana
Orenka, HPUHIIAIIBL, CaMOCTOSITeNTbHAS pabota | 6e3onacuocts (MB). KOHTpOJIbHAsE paboTa, | Kypca, OJTHAKO
«3aUTEHOY, pa6oTsI o0OyJarommxcs, MOJATOTOBKA | 2. Texnonorun TECTUPOBAHHE, 3alllNTa | UCTIHITBIBAET 3aTPyTHEHHUS
«yZIOBIICTBOPU | cOBpEMEHHBIX U cJada TPOMEXKYTOUYHOH | 3alIUTHI JaHHBIX. OTYETOB 0 | B €ro NpUMEHEeHUH
TEIHLHOY vHpOpPMAIMOHHEl | ATTECTAllMH, TOArOTOBKA H | 3. TexHomoruu MPaKTUYECKUM
X TexXHOJIOrmi m | cllada 3adera 3alIUThl BBIYUCIIUTENBHBIX | paboTaM
BO3MOJKHOCTH UX CHCTEM.
HUCIIOJIb30BaHUS 4. Texuomnoruu
s peleHus O0OHapyXeHUsI BTOPKCHUH.
3a/1au 5. VYnpasnenue

2 JIeKUMOHHbIE 3aHATUSA, NPaKTUUYECKUE 3aHATUA, NabopaTopHbIE 3aHATMA, CaMOCTOATebHan paboTa...
3 Heo6x0AMMO yKa3aTb aKTMBHbIE M MHTEPAKTUBHbIE METOAbI 0byYeHMa (Hanpumep, MHTEPAKTMBHAA NeKLMA, paboTa B Masbix rpynnax, MeToAbl MO3roBOro WTYpMa 1 T.4,),
cnocobcTaytoLMe Pa3BUTUIO Y 0O6YYaKOLMXCA HAaBbIKOB KOMaHAHOM PaboTbl, MEXJAUYHOCTHON KOMMYHUKALMU, MPUHATUA PELEeHUI, TMOEPCKUX KauecTB.

4 HaumeHoBaHue Tembl (pa3aena) 6epeTca n3 pabouelt NPorpammbl AUCLMNANHBI.
5> OueHoOUYHOE CPeaCcTBO AOMKHO BbIBUPaATLCA C YYETOM 3aM1aHNPOBaHHbIX PE3Y/IbTaTOB OCBOEHMA AUCLMNAUHDI, Hanpumep:

«3HaTb» — cobeceioBaHWE, KONNOKBUYM, TECT...

«YMeTb», «Bnagetb» — MHANBUAYAbHbIA UM FPYNMNOBOM NPOEKT, Keilc-3aaaya, Aenosas (posiesas)

urpa, noptédoauo...




npogeccuoHanbH 0€301acHOCTBIO.

Ol IeATEIBbHOCTH.
Cpenanit OIIK-4.4-1. JlexmoHHBIE u|l Beenenne B | Texymuii KOHTpoNb — | 3Ha€T OCHOBHYIO 4YacTh
YPOBEHB 3Haer: MIPAKTHICCKUC 3aHSTUSA, | THPOPMAIIMOHHYIO YCTHBIN ompoc, | MaTepuaa Kypca,
OrneHka HPUHIIHIIBL, pabota B Malbix Tpymmax, | 6ezomacHocth (MB). KOHTpOJIbHAs paboTa, | cnocobeH MPUMEHUTH
«3aUTEHOY, paboTe MHTEPaKTHBHAS TeKIms, | 2. Texnomorun TECTUPOBAHME, 3alllUTa | U3yUYEHHBIH MaTepuayl Ha
«XOPOIIIO» COBPEMEHHBIX JTUCKYCCHS, 3aIUTH] JAHHBIX. OTYETOB MO | MPaKTHUKE,  HWCIBITHIBAET

MH(GOPMAIHOHHEI | CAMOCTOSTEIbHAS pabora | 3. TexHonoruu MPAKTHYECKUM HE3HAYHUTEIbHBIC

X TeXHOIOr M 1 00yJaronmxcs, IIOATOTOBKA | 3aIIUTHl BBIYHCIUTENHHBIX | paboTam 3aTpyOHEHHUS B pEIICHUH

BO3MOKHOCTH MX | A Clada TPOMEXYTOYHOW | CHCTEM. 3aaq

HCIIOIb30BAHMS aTTeCTalliy, MOJATrOTOBKa W | 4. Texnonoruu

JUTSL pEeIICHHS c/ava 3adera 0OHapyKCHUS BTOPKCHUM.

3a1a4 5. Ynpasnenue

podecCHOHAIBH 0€30IacHOCTBIO.

Ol IeATEBbHOCTH.
Bricokuii OIlIK-4.4-1. JlexunoHHBIE u |l Benenue B | Texymuii koHTpons — | Iloka3bpiBaeT rIyooKOe
YPOBEHb 3Haer: MIPaKTUYCCKUC 3aHATUS, | MTHOOPMALIMOHHYIO YCTHBIN ONpoC, | 3HAHUE U TIOHUMaHHE
Ouenka TPUHIIAIIBI, pabota B MambIx Tpymmax, | 6ezomacHocTh (MB). KOHTpOJIbHAs paboTa, | MaTepuana, criocobeH
«3aUTEHOY, paboTe WHTEpaKTHBHAS neKus, | 2. Texnonorun TECTUPOBaHHE, 3alllUTa | IPUMEHUTh  W3YYCHHBIH
COTIIMYHO» COBPEMEHHBIX JICKYCCHS, 3alIUTHI JAHHBIX. OTYETOB Mo | MaTepuas Ha MPAKTHKE

MH(QOPMAIHOHHEI | CAMOCTOSTEIbHAS pabora | 3. TexHonorun MPAKTHYCCKUM

X TeXHOJIOT I 1 00ydJarommxcs, ITOATOTOBKA | 3aIIUTHl BBIYMCIUTENHHBIX | paboTam

BO3MOJKHOCTH MXx | A CHlada IPOMEXYTOYHOH | CUCTEM.

HCIIOb30BAHMS aTTeCTalliy, TMOJATrOTOBKa W | 4. Texnosorun

JUTS PeIIICHHS clada 3a4era oOHapyXKeHUsT BTOP)KEHUH.

3aj1au 5. VYnpasnenue

podecCHOHAIBH 0€301MaCHOCTHIO.

Ol 1€ TENbHOCTH.

Ymeer

Henocratoun OIIK-4.4-2. JIek1InoHHbBIE ul l. BBenenue B | Tekymuid xkoHTposib — | He 3Haer 3HauMTENbHOMN
bIil YpOBEHB VYmMeer: MIPaKTHIECKUE 3aHATUSA, | THPOPMAIIMOHHYIO YCTHBII OTpocC, | YacTH Marepuaia Kypca,
Ouenka HCIIONTB30BaTh pabota B Manbix Tpymmax, | 6ezomacHocTh (MB). KOHTpPOJIbHAasi paborTa, | He crocoOeH
«HE3aYTE€HO», | TIPUHIIUIIBI WHTEpaKTHBHAS nekuys, | 2. TexHonorun TECTHPOBaHKE, 3aIUTa | CAMOCTOSITEILHO BBIJIENSATH
«HEYIIOBJIETBO | paboTHI JTUCKYCCHS, 3aIUTHI JaHHBIX. OTYETOB MO | TJIABHBIE  IIOJIOKEHUS B
PUTEITBHOY» COBpPEMEHHBIX camocCTosITeTbHas pabota | 3. Texnonorun MPaKTHIECKUM M3Y4EHHOM MaTepuaie

uH(pOpPMAIMOHHEl | O0YYalOIMXCs, IOArOTOBKA | 3aIMThl BBIYMCIMTENBHBIX | paboTam JUCITUILTAHBI




X TEXHOJOTMH W | M cJjaya MPOMEKYTOUYHOM | CUCTEM.

MIPUMEHSET X | aTTecTallu, IIOJrOTOBKa H | 4. TexHonoruu

JUISE perieHus | caada 3adera o0OHapyKeHHS BTOP)KCHUH.

3aga4 5. VYupasienue

npogeccuoHanbH 0€301acHOCTBIO.

O IeATCITHLHOCTH.
bazoBsrit OIIK-4.4-2. JlexmoHHBIC u| 6. Brenenmne B | Texymuii KOHTpOIb — | YMEET BOCHPOM3BECTH HE
YPOBEHB Vwmeer: MIPaKTHICCKUC 3aHSTUSA, | THPOPMAIIMOHHYIO YCTHBIN ompoc, | meHee 50 % OCHOBHOTO
Ornenka, HCIIOB30BATh pabota B MambIx Tpymmax, | 6ezomacHocTh (MB). KOHTpOJIbHAas paboTa, | Marepualia Kypca, OTHAKO
«3a4TEHOY, HPHMHLIUITBL WHTEpaKTHBHAS jJekuus, | 7. TexHoyoruu TECTUPOBAHHE, 3allTa | UCTIBITBIBACT 3aTPyTHEHHS
«YIIOBIETBOPH | paGoTHI JTUCKYCCHS, 3aIUTH JaHHBIX. OTYETOB o | mpu pelieHuu
TEJIBHO» COBPEMEHHBIX CaMOCTOSATEIbLHAS pabota | 8. Texnonorun MPAKTHYCCKUM MPAKTHYECKUX 3a/1a4

UHPOPMALMOHHEI | OOYYalOIMXCs, IIOATOTOBKA | 3aIMThl BBIYMCIMTENBHBIX | paboTam

X TEXHOJOTHH W | U cJada IPOMEXKYTOYHOU | CUCTEM.

HpI/IMCHSIeT ux | arreécraiguu, IOoAroToBKa H 9. Texnonoruu

1A pemeHns caadya 3a4deTra 06Hapy>1<eHI/m BTOp)I(eHI/IfI.

3amau 10. YnpasneHnue

mpodeCCHOHATbH 0€30I1aCHOCTHIO.

OH JIeITEIBLHOCTH.
Cpennuit OIlK-4.4-2. JleknoHHbBIE u| l. BBenenue B | Tekymuii KOHTpoib — | YMeeT pewarb
YPOBEHb VMeer: MIPAKTUUECKUC 3aHATHUS, | MTHOOPMALIMOHHYIO YCTHBIN OTpOC, | CTaHIAPTHHIC
Orenka HUCIOJIb30BaTh pabota B MambIx Tpymmax, | 6ezomacHocTh (MB). KOHTpPOJIbHAas pabora, | mpodeccruoHaTbHbIC
«3a4TEHOY, HPHMHIIUITBL WHTEPaKTHBHAS Jekuus, | 2. TexHoyoruu TECTUPOBaHHE, 3alllUTa | 33]]a4d  C MPUMEHEHHEM
«XOPOIIIO» paboThI JTIUCKYCCHS, 3aIUTH JaHHBIX. OTYETOB 0 | MOJIyYEHHBIX 3HAHUH,

COBPEMCHHBIX CaMOCTOATCIIbHAA pa60Ta 3. Texnosoruu MMPAKTUYCCKUM HUCIIBITBIBACT

UHPOPMALMOHHEI | OOYYalOIMXCs, IIOATOTOBKA | 3alMThl BBIYMCIMTENBHBIX | paboTam HE3HAUYUTEIbHBIE

X TEXHOJIOrMHh u | U cJada HpOMe)KyTOlIHOP'I CUCTEM. 3aTpyaAHCHUSA B PCHICHUHN

IpUMEHSET ux | arrecraguu, IOAroroBKa un 4, TexHoMornu 3a1a4

TUTSI peleHus | cava 3adeTa 00OHapyKEHUST BTOPKCHUH.

3amaq 5. VYnpasnenue

poecCHoHaIbH 0€301MacCHOCTHIO.

Ol IeATEILHOCTHU.
Bricokuit OIlIK-4.4-2. JlexumoHHBIE u |l BBenenne B | Texymuil kKoHTponb — | YMeer pewarb
YPOBEHBb VMeer: MIPAKTUYECKUE 3aHATUSA, | THPOPMAIIMOHHYIO YCTHBIN OIpOC, | CTaHIAPTHBIC
Orenka HUCIOJIb30BaTh pabota B Manbix Tpymmax, | 6ezomacHocTh (MB). KOHTpOJIbHAsE paboTa, | mpodeccruoHalbHbIC
«3aYTEHOY, HPHMHLUITI WHTEPaKTHBHAS ek, | 2. Texuonoruu TECTUPOBAHME, 3alllUTa | 33]]a4d C NPUMCHEHHEM




COTJINYHO» paboTh JTUCKYCCHA, 3alUTH! JAHHBIX. OTYETOB O | MOJIyYEHHBIX 3HaHUH,
COBPEMEHHBIX caMoCTOSITeTTbHAas pabota | 3. Texnomorun MPAKTHIECKAM MTOKa3bIBaeT riryookoe
WH(OPMAITMOHHBI | OOYYarOIIUXCs, TIOATOTOBKA | 3alTUTHl BBIYUCIUTENBHBIX | paboTaMm 3HaHWE ©  [TOHWMaHHUe
X TEXHOJNOTMH W | U cJada TPOMEKYTOUYHOM | CUCTEM. MaTepuana, cnocoOeH
MIPUMEHSET WX | aTTecTallud, NOATOTOBKa U | 4. Texnonorun pemIuTh,  3ajady  INpH
TUTS pemieHus | ciava 3adera oOHapyKeHHS BTOP)KEHUH. W3MEHEHUHN
3a1a4 5. VYpasnenue ($hopMyTHPOBKH
npogeccuoHanbH 0€301acHOCTBIO.

Ol IeATEBHOCTH.
Bnageer

Henocraroun OIIK-4.4-3. JlekoHHbIE ul l. Beenenue B | Texymuit kouTponb — | He 3Haer 3HaunTenbHOU

bl YPOBEHB Bnapeer: MPAKTUYECKUE 3aHATHUS, | MTHOOPMALIMOHHYIO YCTHBIN OIIpOC, | 4aCTU Marepuana Kypca,

Orenka HaBBIKAMHU pabota B MambIx Tpymmax, | 6ezomacHocTh (MB). KOHTpPOJIbHasi pabora, | HE crocobeH

«HE3aYTeHO», | PabOTHI WHTEpaKTHBHAS neKIms, | 2. Texnomorun TECTUPOBAHHE, 3allTa | CAMOCTOSITEIHLHO BBIIEISTh

«HEYNIOBJIETBO | COBPEMEHHBIX JUCKYCCHA, 3alUTHl JAHHBIX. OTYETOB MO | IVIaBHbIE IIOJIOKEHUS B

PUTETBHOY» WH(OPMAITMOHHBI | CAMOCTOSTENbHAS pabota | 3. Texnomorun MPaKTHIECKAM W3YYEHHOM Marepuaie
X TEXHOJIOTHH JUTsl | OOYYaroIIUXCsl, TIOATOTOBKA | 3alTUTHl BBIYUCIUTEIBHBIX | paboTaMm JACTTUTUTAHBI
pemieHrs  3aJa4y | M clada MPOMEKYTOYHOH | CHCTEM.
npodecCHOHANBH | aTTecTallM, IOATOTOBKA U | 4. Texnonoruu
Oif IeATENFHOCTH. | clada 3a4yera oOHapyXKeHUsT BTOP)KCHUH.

5. Yupasnenue
0€301aCHOCTBIO.

BazoBrrit OIlK-4.4-3. JleknoHHbBIE u| 6. BBenenue B | Texymuii koHTpons — | Bnaneer HaBbIKAMU

YpOBEHB Brnaneer: MIPaKTHIECKUE 3aHTUSA, | THPOPMAIIMOHHYIO YCTHBIH OTIPOC, | TEOPETHYECKOTO "

Orenka, HaBbIKAMU pabora B ManbIx Trpymmnax, | 6ezonacHocts (MB). KOHTpOJIbHAs PpaboTa, | SKCIIEPUMEHTAILHOTO

«3aUTEHOY, paboTsI MHTEpaKTUBHAA nexuus, | 7. Texnonorun TECTHPOBAHME, 3aIUTa | UCCIEOBaHUs  00BEKTOB

«YIOBJIETBOPH | COBPEMEHHBIX JTUCKYCCHS, 3aIUTHI JaHHBIX. OTYETOB 1o | mpodeccuoHaIbHON

TEITHHOY WH(OPMAITMOHHBI | CAMOCTOSTENIbHAS pabora | 8. Texnonorun MPaKTHYECKUM JIeSATEIbHOCTH, yCBOMI
X TEXHOJIOTHH JUTsl | 00yJaroImuXxcs, TOATOTOBKA | 3alTUTHl BBIYUCIWTENBHBIX | paboTaM OCHOBHOE conepkaHue
pemieHns  3aJad | M crada  pPOMEKYTOYHOH | cCHCTEM. MaTepuaia JUCLUIUIUHEI,
npodecCuoHaNbH | aTTecTaluM, IOATOTOBKa U | 9. Texnonorun HO wuMeeT mpolensl B
O IeSITENFHOCTH. | cAada 3a4era oOHapy)XKeHHS BTOP)KEHUH. YCBOCHUHU Martepuaia.

10. VYnpasnenue Nwmeer
0€3011aCHOCTBIO. HECUCTEMAaTU3NPOBaHHbIC
3HAHUSA OCHOBHBIX

pa3aesioB AUCIUILIUHBI.




Cpennuit OIIK-4.4-3. JIeK1moHHbBIC u|l. Bgenenue B | Tekymuii koHTposip — | Bnageer HaBBIKAMH
YpOBEHB Brnaneer: MIPaKTHIECKHe 3aHATHSA, | HTHPOPMAIIHOHHYIO YCTHBII OTIPOC, | TEOPETHYECKOTO u
Orenka HaBBIKAMH pabota B MambIx Tpymmax, | 6ezomacHocTh (MB). KOHTpOJIbHAST padoTa, | SKCIIEPUMEHTAITBHOTO
«3aUTCHOY, paboThI WHTEPaKTHBHAS nekuys, | 2. TexHonoruu TECTHPOBAHME, 3aIUTa | HCCIEJOBAaHUSI  O0BEKTOB
«XOPOIIIOY» COBPEMEHHBIX JTIUCKYCCHS, 3alIUTHI JAHHBIX. OTYETOB no | nmpodeccuoHaTBEHOR
MH()OPMAITHOHHBI | CAMOCTOSTEIIbHAS pabora | 3. Texuomornu MPaKTHYECKAM NEATeTLHOCTH, CIIOCOOCH
X TEXHOJIOTHH JUTsl | OOYYarOIIUXCsl, TIOATOTOBKA | 3alIUTHl BBIYUCIIUTEIBHBIX | paboTaM CaMOCTOSITEIILHO BBIACISATh
pemieHHs  3amad | ¥ cJada IPOMEXKYTOUHOW | CHCTEM. TJIABHBIC  TOJIOKEHUS B
nmpo(ecCHOHaNbH | aTTeCTallMd, MOATOTOBKa W | 4. Texnomorun W3y4eHHOM  MaTepuale.
Ol IeATENBHOCTH. | coaya 3a4era 0o0HapyKeHUST BTOPKCHUH. UcneiTeiBaeT
5. VYupasienue HE3HAYUTEIIbHbIE
0€e3011acHOCTEIO. 3aTpyOHEHHUS B pEIICHUH
3aad.
Bricokuii OIIK-4.4-3. JlekumoHHbIe u| l. Beenenue B | Tekymuii koHTpoib — | CBOOOIHO BJIJICET
YPOBEHD Buaneer: MIPaKTHYECKHUE 3aHATHS, | HTHPOPMALIMOHHYIO YCTHBIN OIIpOC, | HaBBIKAMU
Orenka HaBBIKAMHU pabota B ManbIx Tpymmax, | 6ezomacHocTh (MB). KOHTpPOJIbHAs pPaboTa, | TEOPEeTHIECKOTO "
«3aUTEHOY, padoTsI WHTEpaKTHBHAS neKIms, | 2. Texnomorun TECTUPOBAHHE, 3alUTa | IKCIEPUMEHTAITEHOTO
«OTJIIMYHO» COBPEMCHHBIX OUCKYyCCuUs, 3alIUThl JaHHBIX. OTUYCTOB 10 | UCCIICAOBaHMU,
WH(OPMAITMOHHBI | CAMOCTOSITENbHAS pabota | 3. Texnonorun MPaKTHIECKAM MTOKAa3bIBaeT riryookoe
X TEXHOJIOTHH JUTsl | 0OyYaroIIuXcsl, TIOATOTOBKA | 3alIUTHl BBIYUCIUTENBHBIX | paboTaM 3HaHWE ©  [OHWMaHUe
pemieHus  3a1a4 | ¥ cJada IPOMEXKYTOYHOW | CHCTEM. W3yYeHHOT0 MaTepHraia
npo(ecCUOHabH | aTTecTalluy, MOJArOTOBKa H | 4. TexHonoruu
Oif IeATENFHOCTH. | clada 3a4yera oOHapyXKeHUsT BTOP)KCHUH.
5. Yupasnenue

0€30I1aCHOCTBIO.




4. MeToauyeckne MaTepPUAaJibl, ONpeae/siiolye npouexypbl

OlleHNBAHMS Pe3yJIbTATOB 00y4YeHH s

3ananus B gopme yCTHOIO ompoca:

YCTHBIN OMPOC UCIIONB3YETCS ISl TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH O0y4YaroUIuXcs 0
JUCIUIUIMHE B KadyecTBE IMPOBEPKHU pe3yJIbTaTOB OCBOEHHUs Marepuana. Kaxaomy cryaeHty
BbIJIa€TCSl CBOM COOCTBEHHBIH, Y3KO C(OPMYIMPOBAHHBII Borpoc. OTBET JOJIKEH ObITh YETKUM
U KpaTKuM, COACpKAIlUM BCC OCHOBHBIC XAPAKTCPHUCTUKH OITMCBIBACMOT'O IMOHATHA. B cBoem
OTBCTC CTYACHT JOJUKCH IMOKAa3aTb YMCHHUA IHPOCICIKHUBATL NMPHUYHUHHO-CICICTBCHHLIC CBA3U U
HAaBBIKHM PACCYKJICHUM U JI0Ka3aTeJIbCTBA.

3ananus B popme npakTuyeckux pador. KoMmiekT pa3HOypOBHEBBIX 33124
(3agaHmuii)

[IpakTuueckas pabota MpeACTABISIET COOOM KOHTPOJIBHOE MEPONPUITHE MO Yy4eOHOMY
MaTepuanty KaxJI0u Tembl (pa3zaena) AMCUUILINHBI, COCTOSIIEE B MHANBUAYAIBHOM BbIIIOJTHEHUN
00y4aromuMcsl IPaKTUYECKUX 3aJaHUN I OLICHKH MOJTY4YEHHbIX 3HAHUN, YMEHUN U BIIaJICHUM
KOMIIETEHIIUSIMU, (POPMHUPYEMBIMU 110 TaHHOW AUCIUTINHE.

BoimonHenue mpakTUYecKUX paboOT  SABISETCS CPEACTBOM  TEKYIIEro KOHTPOIS
yCIIeBAEMOCTH OOYYAIOIIUXCs MO AUCHUILIMHE U MOXKET BKJIIOYATh B ceOsl CIEAYIOIIUE THIIbI
3alaHUi: 3aJlaHds. TUIOBOTO BHUJIA M 3aJlaHUsl TBOPUYECKOTO XapakTepa, MO pe3yjbTaTaM
BBIMIOJTHEHHS] TPAKTHUYECKUX 3aJlaHuil oOydaromire ohOpMIISIOT OTYETHI, COAEpIKAIlMe aHaIu3
MIOJIyYEHHBIX PE3YyIbTaTOB U BBIBOJIBI.

TecToBble 3a1anus. 3agaHus B opMe TeCTHPOBAHUS

Tect npeacrasnseT co00N KOHTPOIBHOE MEPOIIPHUATHE MO YUEOHOMY MaTepHay Kaxa0i
TEMBI (pasj:[ena) JUCHUIIIIMHBI, COCTOSAIIECEC B  BBIIIOJIHCHHUU O6yanOHIHMCH CHUCTEMBI
CTaHapTU3UPOBAHHBIX 3a/laHUi, KOTOpas MO3BOJISIET AaBTOMAaTU3UPOBATh MPOLIEAYPY U3MEPEHUS
YPOBHSI 3HAHUH U yMEHUI 00y4aroierocs.

TectupoBanue sBIII€TCS CPEACTBOM TEKYLIETr0 KOHTPOJIS YCIIEBAEMOCTH O0Oy4aromIHUXCs
N0 JAMCUUIUIMHE W MOXET BKJIIOYaTh B ce0sl Cleaylolde TUIbl 33JaHui: 3aJaHue C
€MHCTBEHHBIM BBIOOPOM OTBETAa U3 MPEUIOKEHHBIX BapHAHTOB, 3a/laHUE Ha OIpeiesieHue
BCPHBIX 1 HCBCPHEBIX CY)KHGHHfI; 3aJaHUC C MHOKE€CTBCHHBIM BI)I60p0M OTBETOB.

B KaXXJ10M 3alaHu HCO6XOI[I/IMO BI)I6paTI> BCC IMMPAaBUJIBHBIC OTBCTHI.



5. MarepuaJsl 11 POBEACHUS TEKYLIEr0 KOHTPOJS U POMEKYTOYHOMI

arrecranmun

3aganus B ¢popme ycTHOrO onpoca

5 cemecTp

S A o e

Beenenne B unpopmannonnyro 6ezomnacuocts (1b)
OcHoBuble nonsatus Ub.

AHanu3z yrpos.

[Tpo6ieMbl 6€30MaCHOCTH KOMIIBIOTEPHBIX CETEH.
[TonmuTrka 6E30MACHOCTH.

OcHOBHBIE COCTaBJISIOUINE MOJTUTUKH 0€30IaCHOCTH.
Hopmarusno-npaBoBoe obecnieuenue Ub.
Crangapte Ub.

9. MesxayHapoanbie cTannaptsl B chepe Ub.

10.  Ilpunuunst 3amuThl nHGOpManmoHHbIX cucteM (MC).

11. TexHonornu 3aUThl JaHHBIX.

12. [IpUHIMIIBI KPUTITO3AITUTHI.

13. Kpunrorpaduueckue anropuTMsl.

14. Kpunroananus.

15. CuMMeTpuuHbIE U ACUMMETPUYHbBIE CUCTEMBI LU (DPOBAHMUSL.
16. TexHoIoTUH IEKTPOHHO-IIU(PPOBOK TTOIHCH.

17. DyHKIHUH XOUIMPOBAHMUSL.

18. TexHonoruu ayTeHTUQUKAITIH.

19.  buomerpuueckas ayTeHTU(PUKALUS.

6 cemectp

1. TexHonoruu 3a1uThl BBIUUCIUTEIbHBIX CUCTEM.

2. Obecneuenme 6ezonacHocTu oneparoHHbix cucteM (OC).
3. Me:xceTeBble SKpaHBbI.

4. Ceprudukanus 1 cTaH1apTU3ALMS.

5. 3amuTa B BUPTyalbHbIX ceTsix VPN.

6. 3amura Ha ypoBHsIX mogenu OSI.

7. TexHomorMM 0OHAPY>KEHHS BTOPKEHUH.

8. Cpencto ananusa ceteBoro tpaduka Wireshark.

9. CkaHMpOBaHUE CETH.

10.  Amnanu3 3alIMIIEHHOCTH.

11.  OGHapyxeHHE aTaK.

12.  IlporpammHBbIE CpelicTBa OOHAPYKEHUS BTOPKEHHUSL.

13.  3ammTa ymaneHHOro JOCTyIa.

14. 3anmTa OT BUPYCOB U CIlama.

15. VYmpaieHnue 6€30MacHOCTHIO.

16.  3anmauu ynpasnenus b B unpopmanmonnsix cucremax (MC).
17. ApxutekTypa u QpyHkimonupoBanue cucreM ynpasienus Ub B (UC).
18.  Aynut u MmonuTopuHT 6e3omacHoctu (UC).

19.  O0630p cuctem ynpasieHHs 6€30MaCHOCTHIO.

TecToBBIC 3a1aHUA

S cemecTp



1. KToO siBISIeTCS OCHOBHBIM OTBETCTBEHHBIM 3a OIIPE/ICIICHNE YPOBHS
Kiaccupukanuu uHpopmaru’?

a) PykoBoauTens cpeaHero 3seHa

b) Bpriciee pykoBo1cTBO

C) Biagenen

d) [Tonk30BaTenb

2. Kakas kaTeropus siBisieTcsi HanboJyiee pUCKOBAHHOM JIJIsi KOMIIAHUH C TOYKU

3pEHUS BEPOSTHOTO MOLICHHUYECTBA U HAPYIICHHUS 0€30ITacHOCTH?
a) CoTtpyaHuku

b) Xakepsl

C) ATtakyronue

d) Kontparents! (Jinira, paboTaroiue 1mo 10roBopy)

3. Ecnu paziauyHbIM rpynmnaM mojb30BaTesieid ¢ pa3InyHbIM YPOBHEM JIOCTYIIA

TpeOyeTcst OCTYI K OJTHOW U TOH ke MH(OpMaIiH, KaKoe U3 YKa3aHHBIX HIDKE JICHCTBHMA
clelyeT IPEeaIPUHATh PyKOBOJACTBY?

a) CHU3UTH YPOBEHb 0€30MaCHOCTH 3TOW MHPOPMALIUH TSl 00eCTIeUeHHs ee
JOCTYITHOCTH M YA0OCTBA HCIIOIb30BAHUS

b) TpeboBaTh MoANMCaHHS CHICIUATBHOTO pa3pelieHNs KaXIblii pa3, Koraa
YeNoBeKy TpeOyeTcs TOCTYI K AToN nH(pOpMalun

C) YAydimuTh KOHTPOJIb 32 0€30MaCHOCTHIO ATON MHPOPMAITUU

d) CHM3UTH ypOBEHb KIaccHu(PHUKAIUHU 3TOM nHpopManuu

4. Kakoii hakTop Hanbomnee BaskeH AJis TOTO, YTOOBI OBITH YBEPEHHBIM B YCIICITHOM
oOecrieueHny Oe30MacHOCTH B KOMITaHUN?

a) [Tonnepskka BBICIIETO PYKOBOJICTBA

b) OddekTrBHBIC 3aIUTHBIC MEPHI U METObI UX BHEIPCHUS

C) AKXTyasbHbIE U a/IeKBaTHBIE IOJIUTHUKU U MPOLEAYPbI 0€301MaCHOCTH

d) [TpoBeaeHne TPEHUHTOB 1O O€30MACHOCTH JIJISl BCEX COTPYIHUKOB

5. Korpaa nenecooOpa3Ho He TpeANPUHUMATh HUKAKUX JCHCTBUN B OTHOIICHUU
BBISIBJICHHBIX PUCKOB?

a) Hukorna. Jlns oGecnedyenus xopoiieil 0e30MacHOCTH HYKHO YUYUTBHIBaTh U
CHUXATbh BCE PUCKHU

b) Korna pucku He MOTYT OBITH IPUHSTHI BO BHUMAHUE 10 MOJIUTUYECKUM
COO00paXeHHUsIM

c) Korna HeoOxoumble 3alUTHBIE MEPBI CIUIIKOM CIOKHBI

d) Koraa cronMocTs KOHTpMEp NMPEBBIIIAET LIEHHOCTh aKTHUBA U OTEHIMAIbHbIE
noTepu

6. Kakoe yTBepkieHHe SIBISETCS MPABUIBHBIM, €CIIH B3TJIIHYTh Ha Pa3HUILY B IIEJSX
0€30IMaCHOCTH I KOMMEPUECKOH U BOGHHOW OpraHu3anu?

a) TonbpKO BOCHHBIE UMEIOT HACTOSIIYIO 0€30TTaCHOCTD

b) Kommepueckas KoMmaHusi 0OBIYHO OOJIbIIIE 3a00TUTCS O IIENIOCTHOCTH U
JOCTYITHOCTH JTaHHBIX, @ BOCHHBIE — O KOH(PHICHIIHATHHOCTH

C) Boennbim TpeOyetcst 00bIIMiA ypoBeHb 0€30MaCHOCTH, T.K. UX PUCKU
CYIIIECTBEHHO BBIIIIE

d) Kommepueckas koMmaHusi 0OBIYHO 0OJIbIIIE 3a00TUTCS O JOCTYITHOCTH U

KOH(bI/IHeHHI/IaIH)HOCTI/I JaHHBIX, a BOCHHBIC — O IICJIOCTHOCTH

7. 3amuTa UHPOPMAIIUK OT YTEUKH — ITO JAEATEILHOCTH MO MPEJOTBPAIICHHUIO:



a) MOJTYYCHUS 3aIUIIAeMON HHGOPMAIK 3aHHTEPECOBAHHBIM CYOBEKTOM C
HapyLICHUEM yCTAaHOBJICHHBIX MPAaBOBBIMHU TOKYMEHTAMHU HJIM COOCTBEHHHKOM, BJIAJEIIbIIEM
UH(pOpPMAIMK NPaB WM MPABWII JOCTYIIA K 3aIUIAeMOi HHpOpMaIHY;

b) BO3/ICUCTBUS C HAPYIICHHEM YCTAaHOBJICHHBIX MPaB M/WIIH MPaBHJI HAa U3MEHEHHE
uH(pOpMaINH, MPUBOJIAIIETO K UCKAKCHUIO, YHUITOKCHHIO, KOMTUPOBAHUIO, OJIOKMPOBAHHIO
J0CTyTa K MH(POPMAIUH, a TAKXKE K YTpaTe, YHUYTOKESHUIO WK cO0I0 (PYHKIIMOHUPOBAHUS
HocHTens nHdopmanuy;

c) BO3/ICUCTBUS Ha 3aIMIIAEMYI0 HH(OPMAIIHIO OMHUOOK MOJIH30BaTENs
uH(opManuei, cO0st TEXHUYECKHUX U MIPOrPAMMHBIX CPEACTB HH(POPMAIIMOHHBIX CHCTEM, a
TaKXe MPUPOTHBIX SIBICHU;

d) HEKOHTPOJIUPYEMOTO PACIPOCTPAHEHUS 3aIUIIAeMO HH(POPMAIIH OT ee
pasriaiieHus, HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA;
e) HECaHKIIMOHUPOBAHHOIO JOBEICHUS 3alluiaeMoil nHpopmanuu 10

HEKOHTPOJIMPYEMOT'0 KOJIMYECTBA MoTydaTeneil nHopMarim.

8. 3amuTa HHPOPMAITUH ITO:

a) nporiecc cOopa, HaKOTUIEHHs, 00pabOTKH, XPAaHEHUS, PACTIPEIICIICHUS M TTOUCKA
uH(popMaLuu;

b) npeoOpa3oBanue HHMOOPMAIIMH, B PE3YJbTaTe KOTOPOTO COICPIKAHHE
UH(POPMALIUK CTAHOBHUTCS HETIOHSTHBIM ISl CYObEKTa, He UMEIOIETO JIOCTYIIA;

c) NOJIyYeHUE CYOEKTOM BO3MOYKHOCTH O3HAKOMIICHUS ¢ MHPOpPMAaLIUEH, B TOM
YHCIIe TIPH TOMOIIN TEXHUYECKUX CPEJICTB;

d) COBOKYITHOCTb MTPABUJI, PETJIAMEHTHPYIOLIMX TOPSIOK M YCIOBHS JOCTYIIA
cyOBeKTa K MHPOPMAITUU M €€ HOCHTEIISIM;

e) JESITeIILHOCTD IO MPEIOTBPAICHHIO YTEUKH HH()OpMAIUH,

HECAaHKI[MOHMPOBAHHBIX U HENPEIHAMEPEHHBIX BO3/ICUCTBUI Ha HEE.

9. EctecTBeHHbIE yrpo3bl 6€301aCHOCTH MH(POPMAIH BbI3BaHbI:

a) JEATEIIBHOCTBIO YETIOBEKA;

b) ommbkamu nipu nnpoektupoBanuu ACOU, ee reMeHTOB WiIn pa3paboTke
POTPaMMHOTr0 00ecreueHus;

C) BO3/JICHCTBUSAMU OOBEKTUBHBIX (PU3NYECKUX MTPOLIECCOB UM CTUXUHHBIX
IIPUPOJHBIX SIBJICHUH, HE3aBUCSILUX OT YEJIOBEKa;

d) KOPBICTHBIMU YCTPEMIIEHUSMHU 3JI0YMBIIIIEHHUKOB;

e) OLIMOKaMU TpH IEHCTBUAX MEpCOHAIA.

10.  HckyccTBeHHBIE YIpo3bl 6€30MaCHOCTH HH(POPMALIUU BBI3BAHBI:

a) NeSATeTLHOCTHIO YEIOBEKA;

b) omnOkamu npu npoexkrupoanu ACOMU, ee aeMeHTOB Hin pa3paboTke
MIPOrpaMMHOTO 00€CTICUCHHUST;

c) BO3/CUCTBUSAMH OOBEKTHUBHBIX (DU3NYECKHUX MPOLIECCOB WM CTUXUHHBIX
MPUPOJIHBIX SBJIEHU, HE3aBUCSIINX OT YEJIOBEKa;

d) KOPBICTHBIMU YCTPEMIIEHUSIMHU 3JI0YMBILIEHHUKOB;

e) omunOKaMu Ipy AEHCTBUSIX NEpCOHAA.

1. K OoCHOBHBIM HenpeHAMEPEHHBIM UCKYCCTBEHHBIM yrpo3am ACOM oTHOCHUTCS:

a) ¢du3nueckoe paspylieHHe CUCTEMBI ITyTeM B3pbIBa, MMOXKOTa U T.I1.;

b) nepexBaT NOOOYHBIX AJIEKTPOMArHUTHBIX, aKYCTHUECKUX U IPYTUX U3Ty4YeHUN
YCTPOMCTB U JINHUH CBSI3H;

c) M3MEHEHHE PEKUMOB pabOThl YCTPOMCTB UM MPOTrpamMm, 3a0aCTOBKa, caboTax

MepcoHalia, NOCTaHOBKA MOUIHBIX dAKTUBHBIX ITOMCX U T.II.,



d) YTEHUE OCTATOYHOW MH(POPMAIIMK U3 OTIEPATUBHON MaMSTH U C BHEIITHUX
3alIOMUHAIOLUX YCTPOUCTB;

e) HEYMBIIIIJICHHbIE AEMCTBUS, IPUBOIALINE K YACTUYHOMY WM MTOJIHOMY OTKa3y
CHCTEMBI WIIN PAa3pyLICHUIO allllapaTHBIX, IPOTPAMMHBIX, HH(POPMAIIMOHHBIX PECYPCOB
CUCTEMBI.

12. K mocropoHHuM nu1iaM HapymuTeasaM HHOOpMaIMOHHON 0€30MMacHOCTH
OTHOCHUTCSI:

a) MPEJICTAaBUTENIN OpraHu3aliii, B3aUMOJICHCTBYIOIIUX 110 BOIPOcaM 0OecreyeHus
KHU3HEIEATSIILHOCTH OpraHu3allny;

b) MepCOHaJI, 00CTYKUBAIOITUH TEXHUUYECKUE CPEICTBA;

C) TEXHUUYECKUN NIEpCcOoHall, 00CITYKMBAIOIIMN 3/1aHUE;

d) MOJI30BATEIH;

e) COTPYIHUKH CITYKObI 0€30M1aCHOCTH.

f) MPEJICTAaBUTENIN KOHKYPUPYIOIIHUX OpraHU3alHi.

) JIWIIa, HAPYIIMBIIHUE MTPOMYCKHOMN PEXUM;

13.  Cnam, KOTOpBIN UMEET IeTTh OMOPOYHTH Ty WIIM HHYIO GHPMY, KOMITAaHUIO,
MOJIMTUYECKOTO KaHIuaaTa U T.1:

a) YEepHBII nuap;

b) (GUIIUHT;

C) HUTEPUICKHE ITUCHbMA;

d) UCTOYHUK CIIyXOB;

e) IIyCTHIC IUCHMA.

14.  Cnam pacnpocTpaHsieT HoAaeIbHbIe COOOIIEHUSI OT UMEHU OaHKOB WJIH

(MHAHCOBBIX KOMIIAHUH, IICJIBI0 KOTOPBIX SIBIISIETCS COOP JIOTHHOB, ITAPOJICH U IMMUH-KOJIOB
OJIL30BATENIEH:

a) YEepHBIN Nuap;

b) (GuuHr;

c) HUTE€PUHCKHE THCHMA;

d) UCTOYHUK CIIyXOB;

e) MyCThIE MHCHMA.

15.  AkTuBHBIH nepexBaT HHGOPMAIUH - 3TO IEPEXBaAT, KOTOPBII:

a) 3aKJII0YAETCsl B YCTAHOBKE TOJCITYIIHBAIOIIETO YCTPOICTBA B almaparypy
cpeacTB 00paboTKH HH(POPMAILINH;

b) OCHOBaH Ha (PMKCAIUH 3JIEKTPOMAarHUTHBIX U3JIyY€HUH, BOSHUKAIOLIUX MIPU
(YHKLIIMOHUPOBAHUM CPEJICTB KOMITBIOTEPHON TEXHUKU U KOMMYHHUKAIIHIA;

C) HETPAaBOMEPHO HCIOJIb3YET TEXHOJIOTHIECKUE OTXOIbI HH(OPMAITHOHHOTO
nporecca;

d) OCYIIECTBIISIETCS MTyTEM HCITOIH30BAHUS ONTUYECKON TEXHHUKH;

€) OCYILIECTBIISETCS C IOMOIIBIO TOJKITIOUEHHS K TEIEKOMMYHUKAITUOHHOMY

000pyTIOBaHUIO KOMITBIOTEPA.

16. ITepexBaT, KOTOPBIN 3aKJIFOYAETCSA B YCTAHOBKE MMOJCITYIIMBAIOIIETO YCTPOMCTBA B
anmaparypy cpelicTB 00paboTKu HH(OpMaIMK Ha3bIBAETCS:

a) AKTHBHBIN [1€pEXBAT;

b) [IaCCHUBHBIN MEpeXBar;

C) ayIuorepexBar;

d) BUJICOTIEPEXBAT;

e) MIPOCMOTP Mycopa.



17. [TepexBar, KOTOPBI OCHOBAaH Ha (PUKCALUU STEKTPOMATHUTHBIX M3ITy4YCHHH,
BO3HHUKAIOIIUX NPU (PYHKIIMOHUPOBAHUHU CPEICTB KOMIIBIOTEPHOIN TEXHUKHU M KOMMYHUKAIIUI
Ha3bIBACTCS:

a) aKTHUBHBIN MEepexBar;

b) NIACCHBHBIN MEPEXBAT;

C) ayIuoIepexBar;

d) BUICOTIEPEXBAT;

e) IPOCMOTP Mycopa.

18. [TepexBat, KOTOPBI OCYHIECTBIISIETCS TYTEM MCIIOJIb30BaHUS ONTUYECKOMN
TEXHUKU Ha3bIBACTCS:

a) aKTHUBHBIN MepexBar;

b) NIACCHBHBIN MEPEXBAT;

C) ayIuoIepexBar;

d) BUJICOTICPEXBAT;

e) IPOCMOTP MycCopa.

19.  Crenens 3alIMIIEHHOCTH HHPOPMAIIMKM OT HETATUBHOTO BO3JICHCTBUS HAa HEE C

TOYKHU 3pEHUsS HapylieHus e€ (PU3MuecKoi U JIOTHIECKON [EIIOCTHOCTH HITN
HECaHKLMOHUPOBAHHOT'O UCIIOJIb30BaHUSA — ITO

a) ySI3BUMOCTH HH(OpMaIuu

b) HaJKHOCTh HHPOPMAIIHH

C) 3alMIIEHHOCTh UH(POpMAaLUU

d) 06e30macHOCTh HH(GOPMAITIH

20.  IIpoBepka HOATMHHOCTH CyOBEKTA IO MPEABSIBICHHOMY UM HICHTU(DHUKATOPY IS
TIPUHSATHS PEIISHHS O PEIOCTABICHUN MY JIOCTYIIa K pecypcam CUCTEMBI — 3TO

a) ayquT

b) ayTeHTHUKAIUS

c) aBTOpH3aLHs

d) uACHTU(DUKAIS

21.  CoBOKYNHOCTb CBOWCTB, 00YCIOBIHMBAIOIINX IPUTOJHOCTb HH(OpMALIUN
YJIOBJIETBOPSATH ONpeETICHHbIE TOTPEOHOCTU B COOTBETCTBUHU C €€ Ha3HAUEHUEM, Ha3bIBAETCS

a) aKTyaJIbHOCTbIO MH(pOpMAIIUU

b) JIOCTYITHOCTBIO

c) KayecTBOM MH(pOpMaluu

d) LEJIO0CTHOCTBIO

22.  IlepsbiM 3Tanom pazpabotku cuctemsl 3amuTsl MC sBiseTcs

a) aHaJIN3 TIOTEHIIMATBHO BO3MOXKHBIX YIPO3 HH(MOpMAIHH

b) u3ydeHne HHPOPMAIMOHHbBIX TTOTOKOB

c) CTaHJAPTHU3AIHSI TPOTPAMMHOTO 00eCIIeUeHUs

d) OlIEHKa BO3MOXHBIX MTOTEPh

23.  HapmeXHOCTb CHCTEMBI 3aIlUThl HHPOPMALIUU ONpeaeseTcs

a) YCpPEITHEHHBIM ITOKa3aTelIeM

b) CaMbIM CJIa0bIM 3BEHOM

c) KOJIMYECTBOM OTPaKEHHBIX aTak

d) CaMbIM CHJIbHBIM 3BEHOM



24.
a)
b)
©)
d)

[Tonmutrka nHGOpPMAITMOHHOM 0€301TaCHOCTH — 3TO

pO(UITH 3aIUTHI

UTOTOBBII JJOKYMECHT aHaJIN3a PUCKOB

CTaHAapT 0€30MaCHOCTH

COBOKYITHOCTb 3aKOHOB, TIPABHJI, ONIPEIEIISIONINX YITPABICHUECKUE U TPOCKTHBIE

peeHus B 001aCTH 3aIUTHl HHPOpPMAUU

25.

[TpucBoeHue CyObeKTaM B 00bEKTaM JOCTYIa YHUKAIHHOTO HOMepa, mudpa,

KoJa u T.II. C HEJIBIO IMOJIYYCHUA JOCTYIIa K PIH(bOpMaHI/II/I — 9TO

a)
b)
©)
d)

26.

ayTeHTU(UKAIIHS
UICHTU(DUKAITUS
ayIuT
ABTOPHU3ALIHS

Kaxo# tun BOS,Z[CﬁCTBHH OCYHICCTBJIACT IIpOorpaMMHas 3aKjlagka, KoTopas

BHenpsiercs B [13Y, cuctemHoe wim NpukiagHoe MporpaMMHOE 00€CTIeYeHUE U COXPAHSET BCIO
WM BBIOPAaHHYIO HH(POPMAIIUIO B CKPBHITOM 00JIACTH MaMSITH:

a)
b)
©)
d)

27.

KOMITPOMETAIIHS
nepexBar
HaOroeHNe
ybopka mycopa

CopepxaHueM mmapamerpa yrpo3bl 0e30nacHoOCTH HHGOpMaIuu

((KOH(l)I/IZIGHIII/IaJII)HOCTL» SABJIICTCA

a)
b)
©)
d)

30.

HCCAaHKIIMOHHUPOBAHHAA MO,HHq)HKaHHH
HCKaXXCHHC

HCCAHKINMOHUPOBAHHOC MMOJTYUYCHUC
YHUYTOKCHHUC

TpeboBaHMsI K TEXHUYECKOMY 00ECIIEUEHUIO CUCTEMBI 3alUThI:
annaparypHble U pU3NUECKue

YIIPABJICHYECKUE U JTOKYMEHTAPHBIE

IIPOLICIYPHBIE U PA3ICIIbHBIC

AIMUHUCTPATUBHBIC U allllapaTypHbIE

[lenb npoiiecca BHEAPEHUS U TECTUPOBAHUS CPEJICTB 3aLIUTHI —
OIPEAEINTh YPOBEHb PACXOJ0B HA CUCTEMY 3aIUThI

BBISIBUTH HAPYLLIUTEIS

rapaHTUPOBATh NPABUIBHOCTh PEAIN3ALMU CPEJICTB 3aAIUTHI
BBIOOP MEp U CPEJICTB 3alUTHI

Bo3MoxHOCTD MOJIYYCHUA HCO6X0}II/IMBIX IMOJIB30BATCIIIO JaHHBIX WJIN CEPBHUCOB

3a pa3yMHOE BpEMs XapaKTEPU3yeT CBOMCTBO

a)
b)
©)
d)

31.

a)
b)

BOCCTaHaBIIMBAEMOCTh
JI€TEPMUPOBAHHOCTD
LEJIOCTHOCTh
JIOCTYITHOCTh

Tposickue mporpaMMbl — 3TO
MPOrPaMMBbI-BUPYCHI, KOTOPbIE PaCPOCTPAHIIOTCS] CAMOCTOSATEIBHO
BCE MPOrPaMMBbl, CO/IEpIKaIlne OUTHOKH



©)

4acTh MPOTPAMMBI C U3BECTHBIMU MOJIB30BATENO (PYHKIUIMHU, CIOCOOHAS

BBITIOJHSATH ICHCTBUS C IENBI0 IPUYUHEHUS ONpeieTIeHHOro yiepba

d)

32.

SABIACTCS
a)
b)
©)
d)

35.

TEKCTOBBIC (DAMIIBI, paCIIPOCTPAHSIEMBIC IO CETH
HaunGoiiee HageKHBIM MEXaHU3MOM TS 3aIUTHI COIEPKAHUS COOOIEHUI

CIeUaIbHBIA anmapaTHBIA MOIYIb
CHELHATbHBIA PEKUM Iepelaun COOOIIeHNUs
JIONOJTHUTEIIBHBIA XOCT

KpUITOTpadus

OCHOBHOU TEJIBIO CHCTEMBI OpaHIMaydpa SBISCTCS YIIPABICHUE TOCTYIIOM
K apXuBaM

BHYTPH 3alIUIIAEMON CETH

K CeKpeTHOU nHpopmauu

K 3aIIUIacMOM CeTH

[Iporiecc MHUTAIIH XaKEPOM JPY>KECTBEHHOTO apeca Ha3bIBaeTCs
«KKPIKOM»

POHUKHOBEHHEM

B3JIOMOM

«crrypuHrOM»

[IpenocTaBienue JeranbHBIM MOJb30BaTeNeM JU(PepeHIIMPOBAHHBIX MIPAB

A0CTYyIIa K peCypcaM CUCTEMbI — 3TO

a)
b)
©)
d)

36.

UIeHTU(DUKAIUS
ayqIuT
ayTeHTHUKAIUS
aBTOPU3ALINS

HpOBepKa MOMJIMHHOCTH ITOJIB30BATEJIA 11O MTPEABABIICHHOMY UM

UACHTU(PUKATOPY — 3TO

a)
b)
©)
d)

37.

aBTOPU3ALINS
ayTeHTHUKAIIS
ayqIuT
UIEeHTU(DUKAIUS

CBolicTBO, KOTOPOE rapaHTUPYET, YTO HH(POpPMALIHSI HE MOKET ObITh TOCTYITHA

HJIN paCKpbITa JJIs1 HCABTOPU30BAHHBIX J'II/I‘IHOCTGI\/’I, 00BEKTOB HIIH nmponeccoB — 3TO

a)
b)
©)
d)

38.

ACTCPMUHHUPOBAHHOCTD
AOCTOBCPHOCTD
OEJIIOCTHOCTD
KOH(bI/I,Z[eHI_II/IaJ'IBHOCTL

CI/ICTeMa, MO3BOJIAOIIasA pa3aC/InTh CETh Ha ABC UJIN Oollee yacteu u pcaIn30BaTh

HaOOp NMpaBuJI, ONPEENISIONINX YCIOBUS TPOXOKICHHSI TAKETOB U3 OJHOM YacTH B JIPYTYIO,

Ha3bIBACTCA

a)
b)
©)
d)

OpaHIMay>pOM
Opay3epom
MapIIpyTU3aTOPOM
¢mIbTpOM



39. KomnbproTepHbIM BUPYCOM Ha3bIBAETCS:

a) mrobas mporpamma, Co3JaHHas Ha S3bIKaxX HU3KOTO YPOBHS

b) HeOoJIbIIas IporpaMMa, CriocoOHas K CaMOKOIUPOBAHHUIO, KOTOPAsi MOXKET
MPUITUCHIBATH C€0s K JPYTUM IIPOrpaMMaM

C) daiin, coaepikammuii MaKpoChl

d) HET MPAaBUIILHOTO OTBETA

40.  Yto U3 HMKENEPEUUCICHHOTO SBISETCS OJHUM U3 CIIOCOOOB 3aIUTHI
uH(pOpMalMK Ha KOMITbIOTepe?

a) 3aluTa NapoJieM JaHHbIX

b) nedparMeHTaIus KECTKOTO JTUCKA

C) MIOJTHOE OTKJIFOYEHUE CUCTEMHOTO OJIOKa

d) NepeyCcTaHOBKA ONEPALlMOHHONW CUCTEMBbI

e) HET IIPaBUJIILHOTO OTBETA

f) BCE€ OTBETHI PaBUJIbHBIC

41.  Yto Takoe pyTKUT?

a) BPEIOHOCHAsI IPOTPaMMa, OTCIISKUBAIOIIAs], KAKHE CAUTHI MOCEHaeT
MOJIb30BaTENb

b) nporpaMmma, OJIOKHPYIOIIas TOCTYI K KOMIIBIOTEPY M TPeOyroIIas IeHbIH 3a
pa30IIOKUPOBKY

c) porpaMMma JijIsi CKPBITOTO B3SITHS 10T KOHTPOJIb B3JIOMAHHOM CHCTEMBI

d) HET IPaBUJILHOTO OTBETA

e) BCE OTBETHI BEPHBI

42.  Ilox ¢pUIIMHIOM MOHUMAIOT

a) PaCCBUIKU OT UMEHH MOMYJISPHBIX KOMITAHUHN WIIM OpraHU3aIlHii, CoIepKalIiuX
CCBUIKH Ha JIO)KHBIC CAWTHI, BHEITHE HEOTIMYNMBIE OT HACTOSIIIUX.

b) nepepacnpezeneHue (HaiioB 1 JOTMUECKONH CTPYKTYPBI JUCKa

C) npeoOpa3oBaHne HHPOPMAIIUU B IENIAX CKPHITHS OT HEABTOPU30BAHHBIX JIUII

d) HET IPaBUIBHOTO OTBETA

e) BCE€ OTBETHI BEPHBI

43.  Kak Ha3bIBaeTcst HHGOpMaIus, Kpyr JUL, UMEIOIIUX TOCTYI K KOTOPOH
orpaHuyeH?

a) OTKpbITast

b) KOH(UICHIIATbHAS

c) 3amudpoBaHHAs

44. [[IndpoBanune uHbOPMALIIH ITO - ...

a) npeoOpa3oBaHue HH(OPMAIMH, TIPU KOTOPOM COJICPKAHNUE CTAHOBUTCS
HETIOHSTHBIM UL He 00JIa/Ial0NIIX COOTBETCTBYIONIMMH MOTHOMOYHUSIMH CyOBEKTOB

b) npeoOpa3oBaHue HH(OPMAIMK B ABOUYHBIN KO

C) MpoIiecc CyKaThs HHPOPMAIIUH, C TIETbI0 YMEHBIIIEHUS 3aHIMAEMOT0 €l o0beMa
Ha JTUCKE

d) BCE€ OTBETHI BEPHBI

e) HET MPaBUIBHOTO OTBETA

45.  Yro Ha3bIBaIOT 3alUTOIN HHpOpMaIn?

a) NpeOTBPALICHHE YTEUKH WH(POPMAIHN

b) npeaoTBpaliCeHNC HCCAHKIIMOHUPOBAHHBIX JnencTBuit



C) Mpe0TBpaIeHUE HEMPETHAMEPECHHBIX BO3ICHCTBUN Ha 3aIIAIIAEMYO

UHPOPMALINIO

d) BCE OTBETHI BEPHBI

46. Yrto moHUMaroT 1moj| yreukon nadopmanun’?

a) OECKOHTPOJIBHBIN BBIXOJ] KOH(UACHIIMATEHONW HHPOPMAITUH 32 MTPEIEIIbI
OpraHMu3aIy UK Kpyra JIUI, KOTOPbIM OHa ObLIa JOBepeHa.

b) npeJHaMepeHHas mopya Uik YHUYTOXKEHHUE HHPOpMaIiu

c) peHaMepEeHHOE OBJIa/IeHne KOH(PUICHIIMANbHOU nH(OopMaLue TUIoM, He

HMCIOIIUM IIpaBa JOCTYyIIa K JaHHBIM.

6 cemecTp

1. Kakast u3 npuBeICHHBIX TEXHUK SBIISETCSA CaMOM BaKHOU MPU BHIOOPE KOHKPETHBIX
3alIUTHBIX Mep?
a) AHanu3 pUCKOB
b) Amnanus 3aTpaT / BEITOJIBI
c) PesynpraTel ALE
d) BeiBieHue ysa3BUMOCTEH M yTrpo3, SBISIOMUXCS TPUIHHON prCcKa

2. Yro nyuuie Bcero onuceiBaet 1enb pacuera ALE?
a) KonnuyecTBeHHO OLIEHUTH YPOBEHb O€30MIACHOCTH CPE/Ib
b) OueHuTh BO3MOXKHBIE TOTEPH IS KaXKA0H KOHTPMEPDI
¢) KonuuecTBeHHO OLIEHUTH 3aTpaThl / BBITOJIbI
d) OueHHTh NOTEHIMATIBHBIE TOTEPH OT YTPO3bI B IO

3. TakTH4eckoe MIaHUPOBAHUE — ITO:
a) CpenHecpodyHoe TUIAHUPOBAHUE
b) onrocpouHoe rniaaHupOBaHUE
c) ExxenneBHOe muiaHupoOBaHUE
d) IlnanupoBanue Ha 6 MecsAIeB

4. Yto aBisieTCs ONpeIeICHHEM BO3JICHCTBUS (€Xposure) Ha 0€301MacHOCTh?
a) Heuro, mpuBopsiee K yiepOy oT yrpo3sl
b) Jlro6ast moTeHIMaIbHAS OMACHOCTD JUIsl UH()OPMALIUK UIIH CUCTEM
c) Jlro6oit HeAOCTaTOK WM OTCYTCTBHE HH(POPMALIMOHHOM 6€301MacHOCTH
d) IloTeHnuanbHbIE IOTEPU OT YTPO3bI

5. Kak paccunrtaTh 0CTaTOUHBIN pUCK?
a) Yrpo3ssl X Pucku x LleHHOCTh akTHBa
b) (Yrpossl x LleHHOCTh akTHBa X YSI3BUMOCTH) X Pucku
¢) SLE x Yacrory = ALE
d) (Yrpossl x Ys3BumocTu X lleHHOCTh akTHBa) X HemoctaTok KOHTpoOJIs

6. UTo U3 MepeuncIeHHOTO HE ABJISETCA LENIbI0 MPOBEICHUS aHAJIN3a PUCKOB?
a) JlenerupoBaHue MMOJTHOMOYUI
b) KonuuecTBeHHas OlleHKa BO3JACHCTBUS MOTEHIIHATIBHBIX YTPO3
c) BrisBIeHUE pUCKOB
d) Ompenenenue Gananca MEXTy BO3JIEHCTBUEM PHUCKA B CTOUMOCTBIO
HEOOXOTUMBIX KOHTPMED



7. YTo U3 MEePEUUCICHHOT0 HE ABJISIETCA 3aa4eil PyKOBOJCTBA B MIPOIIECCE BHEAPECHUS U
COIIPOBOKICHUS O€30MaCHOCTH?
a) Ilommepxkka
b) BrimonHeHne aHATN3a PUCKOB
c) Omnpenenenue eIy U TPAHUIIL
d) JlenerupoBaHue OTHOMOYHIA

8. Ilouemy mipu MPOBEICHNUN aHAIIM3a UH()OPMAIIMOHHBIX PUCKOB CIIEYET MPUBJICKATH K
STOMY CIELIMATIUCTOB U3 Pa3IMUHbIX MOJIpa3esieHuil KOMITaHUN?

a) YrtoObl yOeIUThCs, YTO MPOBOAUTCS CIIPABEAJIUBAs OLICHKA

b) D10 He Tpebyercs. Jlyia aHaM3a PUCKOB CIICYET MPUBJICKATh HEOOIBITYIO
TPYNIy CHEIHAIUCTOB, HE SBJISIONINXCS COTPYTHUKAMHA KOMITAHUH, YTO ITO3BOJIAT
o0ecneunTh OECIpUCTPACTHBIN U KAYECTBEHHBIN aHAIIN3

c) IlockonbKy JTIOIM B pa3TUYHBIX MMOAPA3ICICHUSIX JIyUIlle TOHUMAIOT PUCKH B
CBOMX MOJIpa3AeNICHUsIX U CMOTYT MPEI0CTaBUTh MAKCUMAIIbHO MOJIHYIO U
JTOCTOBEPHYIO HH(POPMAIUIO /IS aHAIH3a

d) IlockonbKy TN B pa3NUYHBIX MOAPA3JICICHUIX CAMHU SBISIOTCS OJHOM U3
MIPUYMH PUCKOB, OHH JIOJKHBI OBITH OTBETCTBEHHBI 32 UX OIEHKY

9. Yro siBiIleTCSA HAWJIYYILLIUM ONKMCAHUEM KOJIMYECTBEHHOI'O aHaJIn3a PUCKOB?

a) AHaJIU3, OCHOBAHHBIN Ha CIICHAPUSX, MPEIHA3HAYCHHBIN JIJIS1 BBISBJICHUS
Pa3IMYHBIX YyTPo3 OE30MaCHOCTH

b) Mero/, UCIIOIB3YEMBIii I TOYHOH OI[CHKH IMOTCHIIUABHBIX ITOTEPb,
BCPOATHOCTHU IMOTCPb U PUCKOB

c) MeTto, CONOCTaBIISIFOIINI ICHEKHOE 3HAYCHUE C KAXKIBIM KOMIIOHEHTOM OIEHKHU
PHUCKOB

d) MeTtoxa, OCHOBaHHBIN Ha CY)KJICHHUSIX U UHTYUIHH

10. [Touemy KoOJIMYECTBEHHBIN aHAJIN3 PUCKOB B YUCTOM BHUJIE HE JOCTHKUM?
a) OH IOCTHXKUM U HCTIONb3YETCS
b) OH nmpucBauBaeT ypoBHU KPUTUYHOCTH. VX CII0KHO MEpeBECTH B JCHEXKHBIN BHI.
c) OTO CBA3aHO C TOYHOCTHIO KOJIMYECTBEHHBIX JIEMEHTOB
d) KomuuecTBeHHBIE U3MEPEHUS TOJHKHBI IPUMEHATHCS K KAUECTBEHHBIM AJIEMEHTaM

11. Ecnu ucnonb3yroTcst aBTOMAaTU3UPOBAaHHBIE HHCTPYMEHTHI JUIsl aHAJIN3a PUCKOB,
MoYeMy BCE PaBHO TPeOyeTcs TaK MHOTO BPEMEHH IS TIPOBEICHHSI aHan3a?
a) MHoro uHpopManuu Hy>KHO cOOpaTh U BBECTU B POTrPaMMy
b) PykoBoaCTBO AOMKHO OJOOPUTH CO3/JaHUE TPYIIIIBI
C) AHaJIN3 PUCKOB HE MOKET ObITh aBTOMAaTH3UPOBAH, YTO CBA3aHO C CaMOM
MIPUPOJION OLIEHKHU
d) MHoxecTBO J0/IeH JOKHO 0100pHUTh JaHHBIE

12. Kakoit u3 clieqyromux 3aK0HOIaTeIbHBIX TEPMUHOB OTHOCUTCSI K KOMITAHUU WJTH
YEIIOBEKY, BBITOJHSIOIIEMY HEOOXOIMMBIC ICHCTBUS, ¥ HCIIOJIB3YETCS JIJISl OTPEACIICHUS
00s13aTenbCTB?

a) CranpapTsl

b) Homxnsrit mporecc (Due process)
c) Homxnas 3a6ota (Due care)

d) CHwmwkeHHe 0053aTEIIbCTB

13. Yto Ttakoe CobiT u kak OH OTHOCHUTCS K pa3paboTKe CUCTEM HHPOPMAIIIOHHOM
0€30MacHOCTH ¥ MPOTrpaMM 0€3011acHOCTH?



a) CHOHCOK CTaHAapPTOB, MPOLEAYP U MOJUTHK JJIS pa3padOTKH MPOrpaMMBbI
0e30macHOCTH

b) Tekymas Bepcus ISO 17799

c) Crpykrypa, KoTopas Obliia pa3paboTaHa JJisi CHUKCHHUS] BHYTPEHHETO
MOIIICHHUYECTBA B KOMITAHUSIX

d) OTKpBITBIN CTAaHAAPT, OMPEACIISIOMNN TETH KOHTPOJIS

14. U3 xakux yeTsipex J0MeHOB cocTouT CobiT?

a) IlnanupoBanue u Opranuzanus, [IpuoOpereHue u Bueapenne, Dkcruryaramus u
ConpoBoxjienue, Monutopusr u Onenka

b) Ilnanupoanue u Opranmsanus, [lognepxka u Baenpenue, Dkcruryatanus u
ConpoBoxienue, Monutopusr u Ouenka

c) IlnanupoBanue u Opranuzanus, [Ipuodbperenne u Bueapenne, ConpoBoXxIeHHE
u Iloxynka, Monuropusr u OueHka

d) IlpuoOperenue u Buenpenue, Jkcruryataus u ConpoBoxaeHne, MOHUTOPUHT U
Onenka

15. Yro npencrasisier coboit crannapt ISO/IEC 277997
a) CranaapT 1o 3aluTe NepCOHANbHBIX JaHHBIX O 3J0POBBE
b) Hogas Bepcus BS 17799
c) Omnpenenenus ans HoBoii cepun ISO 27000
d) Hosas Bepcus NIST 800-60

16. CobiT 6511 pa3zpadoTan Ha ocHOBe CTPpYKTYypbl COSO. UTO SBISETCS OCHOBHBIMU
neasMu ¥ 3agadamu COSO?

a) COSO —5T0 moAX0/ K YIPaBJICHUIO PUCKAMH, KOTOPBIA OTHOCHUTCS K
KOHTPOJIbHBIM 00BbEKTaM U OM3HEC-TIpoIieccam

b) COSO oTHOCHTCS K CTpaTernueckoMy ypoBHI0, Toraa kak CobiT Gosnbire
HaIpPaBJICH Ha OTIEPAIlMOHHBIN YPOBCHb

¢) COSO yuuThIBaeT KOPIOPATUBHYIO KYJIbTYPY U pa3pabOTKy HOTUTHK

d) COSO — 310 cucTteMa 0TKa30yCTOHYUBOCTH

17. OCTAVE, NIST 800-30 u AS/NZS 4360 sBASt0TCS pa3IMYHBIMU MTOIX0aMH K
peau3aiy yrpaBJIeHUs] pUCKaMH B KOMIIAHHUAX. B 4eM 3aKITI09aroTcs pa3iuaus MeXIy dTUMHU
MeToJaMu?

a) NIST u OCTAVE sBnsitoTcst KOprnopaTUBHBIMU
b) NIST u OCTAVE opuentuposan Ha UT

c) AS/NZS opuentupoBan Ha UT

d) NIST u AS/NZS sBastitoTCst KOPIIOPaTUBHBIMU

18. Kaxoii u3 crneayromux METoI0B aHaJIN3a PUCKOB IBITAETCS ONPEIEIINUTh, I71e
BEpOSITHEE BCETO MPOU30HACT COOM?
a) AHaJIN3 CBA3YIOIIETO JIepeBa
b) AS/NZS
c) NIST
d) Amnanuz c6oeB U AePeKTOB

20.  Yro GpuIO pazpaboTaHO, 4TOOBI TOMOYB CTPaHaM U MX IMPABUTEILCTBAM
MOCTPOUTDH 3aKOHOJATEIBCTBO 10 3AIIUTE MEPCOHATBHBIX JaHHBIX TOX0XKHUM 00pa3om?
a) bezomacnas OECD
b) ISOMEC
c) OECD



d) CPTED

21.  CuMBOJIBI IUPPYEMOTO TEKCTA MEPEMEIIAOTCS TI0 ONIPEICIICHHBIM TIPaBUIaM
BHYTpH I (ppyeMoro 6JI0Ka 3TOTr0 TEKCTa, TO METOL:
a) TaMMHPOBaHWUS;
b) mojacTaHOBKU;
C) KOIWUPOBAHUS;
d) mepecTaHOBKH;
€) aHAIMTHYECKUX MPeoOpa3oBaHUM.

22.  CuMBOJIBI IUPPYEMOTO TEKCTa 3aMEHSIOTCS IPYTUMH CUMBOJIAMH, B3SATHIMHU U3
OJIHOTO WJIM HECKOJILKHX aJI()aBUTOB, 3TO METO/:
a) TaMMHPOBaHUS;
b) mojacTraHOBKH;
C) KOIWUPOBaAHUS;
d) mepecTaHOBKH;
€) aHAIMTHYECKUX MPeoOpa3oBaHUM.

23.  CuMBOJIBI IU(PPYEMOTO TEKCTA IMOCIEAOBATEILHO CKIAIBIBAIOTCS C CHMBOJIAMH
HEKOTOPOU CIEUAIbHOM MOCIEN0BATEIbHOCTH, 3TO METOI:
a) TaMMHPOBaHWUS;
b) moncranoBkwu;
C) KOIMPOBAHUS;
d) mepectaHOBKH;
€) aHAIMTHYECKUX MPeoOpa3oBaHUM.

24. IIpoctpancTBO KItoueit k — 3to. ..
a) HaOOp BO3MOXKHBIX 3HAYCHHI KITH0Ya
b) mamHa KTHOYa
C) HET NPaBWJIHLHOTO OTBETA

25. KpunrocucreMsl pa3aensroTcs Ha:
a) CHUMMETpPHYHBIE
b) accumerpuuHbie
C) C OTKPBITHIM KJIIOUOM
d) He MOJIHOCTHIO CUMMETPUYHbIE

26.  CKOJBKO MCNONB3YETCs KIF0UEH B CHMMETPUYHBIX KPUNITOCHCTEMAX IS
mudpoBanus U JemuppoBaHUs
a) 1
b) 2
c) 3
27. CKONBKO KIIFOUEH UCIOJIB3YETCSI B CUCTEMAX C OTKPBITBIM KIFOYOM
a) 2
b) 3
c) 1

28. Kak cBsi3aHbl KJIFOUHU JIPYT C IPYTOM B CHCTEME C OTKPBITBIM KITFOUOM
a) MaTeMaTHYECKH
b) noruueckm
C) aJIrOpPUTMUYECKU



29. DAEKTPOHHOU MOANUCHIO HAa3bIBAETCHL. . .
a) TMPHUCOETUHSIEMOE K TEKCTY €ro Kpurnrorpadguueckoe npeodpazoBaHue
b) Tekct
¢) 3amudpoBaHHBIN TEKCT

30. KpuntocToiKoCTh — 3TO...
a) XapakTepuCTHKa MpUQTa, OTPENENAIONasi €ro CTORKOCTb K AeMU(ppOBaHUIO Oe3
3HAHHUA KII0Ya
b) CBOICTBO TaMMBbI
C) BCE OTBETHI BEPHbI

31. [Toka3aTenu KpUNnTOCTOMKOCTH:
a) KOJMYECTBO BCEX BO3ZMOXKHBIX KITFOUEH
b) cpennee Bpems, HEOOXOIUMOE JJISI KPUIITOAHATIN3A
C) KOJIMYECTBO CHUMBOJIOB B KIIFOUE

32. 151 COBPEMEHHBIX KPUNTOrPaUIECKUX CUCTEM 3alIUTHI HH(POpPMAIHN
c(OpMyIIMPOBAHBI CIEAYIOIINE OOIIETIPUHATHIC TPEOOBAHMS:

a) 3HaHHWE AITrOpUTMa MHK(POBAHUS HE JOJDKHO BIMATH HA HAJAECKHOCTH 3aIUTHI

b) CTpyKTypHBIE AJIE€MEHTHI aNTOpPUTMA MIHU(PPOBAHUS JOKHBI ObITh HEU3MEHHBIMU

C) HE JOJDKHO OBITh MPOCTHIX U JIETKO YCTAaHABIMBAEMbIX 3aBUCUMOCTBIO MEXKIY
KJIF0YaMU TOCJeI0BaTEeNIbHO HCIIONb3yeMbIMH B MpoIiecce MH(PPOBaHUS

d) nanuHA MUQPOBAHHOTO TEKCTA JODKHA OBITH PABHOM JIMHE UCXOIHOTO TEKCTa

e) 3amudpoBaHHOE COOOIIEHUE TOKHO MOAIaBAThCS YTEHUIO TOJIBKO MPH
HAJIMYUM KITFOYA

f) Her mpaBUILHOTO OTBETa

33. OcHOBHbIE COBPEMEHHBIE METO/IbI IIN(POBAHUS:
a) aJIropuT™Ma raMMUPOBAHUS
b) aaropuTMbI CIOKHBIX MATEMAaTHUYECKUX MTPeoOpa3zoBaHU
C) AQJIrOPUTM MEPECTAHOBKH

34. CuMBOJIBI HCXOJIHOTO TEKCTA CKJIAABIBAIOTCS C CUMBOJIAMU HEKOM ciryyaliHOM
MOCJIE0BATEIBHOCTH — ITO. ..
a) aJIrOpUTM raMMUPOBAHUS
b) anaropuT™m nepecTaHOBKU
C) aJrOpUTM AaHAIUTUYECKUX MPeoOpa3oBaHUN

35. CHMBOJIBI OPUTHHAIBHOTO TEKCTA MEHSIOTCSI MECTAMH TI0 OTIPE/ICTICHHOMY
NPUHIUITY, SBJISIOMIEMYCS] CEKPETHBIM KIIFOYOM — 3TO. ..
a) QJITOPUTM MEPECTAHOBKHU
b) aaropuT™m MOJCTAHOBKU
C) QJIrOpUTM raMMpPOBAHUS

36. CaMol IpOCTON Pa3HOBUAHOCTH MOACTAHOBKH SIBJISIETCS
a) Tmpocras 3aMeHa
b) mepecraHoBka
C) TMpocTas nepecTaHoBKa

37. VI3 CKONIbKH MOCIIEe0BATEIbHOCTENH COCTOUT pacin(poBKa TEKCTa MO TaOIHIIe
Buxunepa



a) 3
b) 4
c) 5

38. Kakue Tabimipl BrioknHepa MOKHO HCIIOIB30BaTh JIJIsl TIOBBIIIEHUS CTOMKOCTH
mmdpoBanus
a) BO BceX (KpoMe IEepBOi) CTpoKax TabJUIIbl OYKBBI PacIoiaraloTcs B
MIPOU3BOJILHOM MOPSIIKE
b) B KayecTBe KJI0Ya UCHIOIB3YETCS CIy4altHOCTD MOCIEA0BATEIbHBIX UHCEI
C) HET NPaBWJIBHOI'O OTBETA

39. B ueM cyTh MeTO/1a IEPECTAHOBKU
a) CHMBOJBI IIH(PPYEMOro TEKCTa NePECTABIISIOTCS MO ONPEACIICHHBIM ITpaBHIaM
BHYTpH HIH(PPyeMOro 6JI0Ka CUMBOJIOB
b) 3amena andasuta
C) BCe IIpaBUJIbHbIE

40. CKOJIBKO CYIIECTBYET CIIOCOOOB TraMMHPOBAHMS

a) 2
b) 5
c) 3

41. Yewm ompenensieTcsi CTOMKOCTh MU(GPOBAHUS METOJIOM TaMMHUPOBAHUS
a) CBOMCTBOM I'aMMBbI
b) nnuHa KIHOYa
C) HET MPaBWJIBHOTO OTBETA

42. YTO MOXKET UCHOIB30BaTHCA B KAUECTBE TAMMABI
a) mo0as MocieI0BaTeIbHOCTh CTyYaifHbIX CHMBOJIOB
b) wumcno
C) BCE OTBETHI BEpHBI

43. Kakoi METO/ UCIIOJIB3YCTCA IIPpU H_II/I(l)pOBaHI/II/I C IIOMOIIBIO aHAIMTHYCCKHUX

npeoOpa3oBaHU
a) aureOpbl MaTPHUIL
b) wmarpuia

¢) ¢akropuan

44. Yto HCIIOJIB3YCTCA B KAYCCTBEC KJIKOUa IIpU I_HI/I(l)pOBaHI/II/I C IOMOIIBIO aHAJTUTUYCCKUX

npeoOpa3oBaHU
a) Marpuia A
b) BekTop

c) oOparHas MaTpuua

45. Kak ocymiectBisieTcs Aemn(poBaHre TEKCTa IPU aHATUTHYECKUX MTPEe0Opa30BaHUIX
a) YMHOXXEHHE MaTPHUIIbI HA BEKTOP
b) neneHue MaTpUIBl HA BEKTOP
C) TEPEMHOKEHHUE MAaTPHIL

46. KomOuHanuy KOMOMHUPOBAHHOTO METO/1a MK (POBaHMUS:
a) MOJCTaHOBKAa+TaMMHUpPOBaHHE
b) rammupoBaHME+TaMMHPOBAHUE



47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

C) TOJCTaHOBKAa+IIEPECTaHOBKA

Jlst wero ucnonbs3zoBaiics DES-anropuT™ n3-3a HEOOJIBIIOTO pa3Mep Kiroda
a) 3aKpBITUS KOMMEpPUYECKON nHpopMamm

b) mmdppoBanus cekpeTHON HHGOPMAITUN

C) HET NPaBWJIBHOI'O OTBETA

OcHoBHble 0obnactu npuMmenenus DES-anroputma
a) XpaHEHHUE JaHHBIX Ha KOMIIbIOTEPE

b) snexkTpoHHas cucTeMa IIaTexen

C) ayTeHTU(]UKALHI COOOIICHUA

HoctonnctBa 'OCTa 28147-89
a) BBICOKasi CTOMKOCTh

b) 1eHa

C) THuOKOCTh

Yem orimuaercs 61ok-cxema anropurma ['OCT ot 6:mok-cxembr DES-anropurma
a) OTCYTCTBHUEM HAYaJbHOM IMEPECTAHOBKH U YHCIIOM IIMKJIOB MIHU(PPOBAHHS

b) mnmuHOM KiIOYA

C) MeToJIoM K pPOBaAHUS

Kitou anroputma ['OCT — 370. ..

a) MacCuB, COCTOSIIIUN U3 32-MEPHBIX BEKTOPOB
b) mocnenoBaTeILHOCTD YHCEI

c) andaBuT

Kaxoit kimou ucnonbzyercs B mmdpe 'OCT
a) 256-O0UTOBBIIA
b) 246-6uToBHIii
c) 356-OuTtoBbIit

[Tpumepsl porpaMMHBIX HIM(PATOPOB:

a) PGP
b) BestCrypt 6.04
c) PTR

[T1r0ChI MPOrPpaMMHBIX HIH(PPATOPOB:
a) IieHa

b) rubkocTh

c) ObIcTpoaeicTBUE

VK3]] - a10...

a) YCTPOMCTBO KpuUNTOrpaduyeCKON 3alUThI JTAHHBIX

b) ycrpoiicTBO kpunrorpahudeckoii 3a1laHHOCTH JAHHBIX
C) HET MPaBWJIBHOTO OTBETA

biox ynpasnenus — 3to. ..

a) OCHOBHOHM MOAYJb MK(ppaTopa, KOTOPBIN «3aBeayeT» paboToi BceX OCTAIbHBIX

b) ycTpoiicTBO KpunTorpaduaeckoi 3a4aHHOCTH TAHHBIX
C) TpoxonaHO# mudparop



57.

58.

59.

Brruncnurens — 3T0. ..

a) Habop perucTpoB, CyMMaTOPOB, OJIOKOB IOJICTAHOBKH, CBSI3aHHBIX COOOM
HIMHAMU TIepeAadn JaHHbIX

b) daiinbl, ucnonb3yroLIUE Pa3InYHbIE METOIbI KILUIUPOBAHUS

C) S3BIK OMKCAHUS IAaHHBIX

biiok ynpasnenus — 31o0. ..

a) almapaTrHO peajr30BaHHas MporpamMma, yIpaisioas BEIYUCIUTEIEM

b) s3BIK OMHCAaHUS JAaHHBIX

C) Ipoliecc ONpeAeNeHUs] OTBEYAeT Ha TEKYIllee COCTOsIHUE pa3paboTKu
TpeOOBaHUSAM JTAHHOTO 3Tara

Kakoii mugparop MOXXHO HCIIONIB30BaTh IS 3alIUTHI IepeaaBaeMoii B CeThb

uHpopmanuu

60.

61.

62.

63.

64.

65.

66.

a) OoOBIYHBIN mHUpaTop
b) mnpoxoaHoi mudparop
c) TabnuuHBIA mWUdpaTop

W3 kakuX CTPYKTYPHBIX €IUHUI] COCTOUT MIH(pompoIieccop
a) BBIYUCIUTEIb

b) OG0k ympaBineHus

c) Oydep BBOga-BBIBOAA

Kpunrorpaduueckue neiicTBUs BBIOIHSIET. . .
a) BBIUUCIUTEIh

b) Oydep BBOIA-BBIBOJA

c) OJoK ympaBiieHHs

Haubonee n3BecTHbIE pa3HOBUIHOCTH MOJMANI(ABUTA:
a) OJIHOKOHTYpHBIE

b) MHOrOKOHTYpHBIE

C) TOJUKOHTYpHbBIE

YeTpoicTBO, Jarolee CTaAaTHYECKU CIIy4alHbIN IIyM — 3TO. ..
a) TeHepaTop CIy4alHbIX YHCEN

b) KOHTpOJIb BBOJA HA KOMITBIOTEP

c) YK3J

Kakue nononmauTenpHbIE MOPTHI BBOIa-BhIBOAA cOMEp KT Y K3/1:
a) COM

b) USB

¢) FGR

CKOTIBKO CYIIECTBYET MepecTaHoBOK B ctanaapte DES
a) 3
b) 4
c) 2

Kakue nepecranoBku cymecTBytoT B ctannapre DES
a) TpOCTbIe
b) pacumpeHHble



C) COKpaIlleHHbIC

3ananus B popme npakTudeckux pador. KommiekT pa3HOypoBHeBBIX
3a1a4 (3aaHui)

3ananue Ne 1

1 Undpopmanmonnas 6e30nacHOCTb. OCHOBHBIE OIIPEIEICHUSI.

2 OcoOeHHOCTH MAPOJILHBIX CHCTEM ayTEeHTU(UKAIIMU: PEKOMEHIAINH 110 TIPAKTUIECKOM
peanu3ali NapoJbHBIX CHCTEM, OIICHKAa CTOMKOCTH IapOJIbHBIX CHCTEM, METOJBI XpaHCHHS
napoJiei.

3 IIpoTokoiMpoBaHUE U ayauT.

4 ®opmanbHbIe MOAETH LEITOCTHOCTH: .Mojaenb Kinapka-Buiicona, monens buba.

5 CtpykTypa  TOCYAapCTBEHHBIX  OpTraHOB, 00eCneYNBAOIMINX  MOJUTUKY
uH(popMalnoHHOH O6e3onacHocTy B Poccuu.

3aganne Ne 2

1 Yrpo3sl unpopmManoHHOM 6€30MaCHOCTH.

2 MeTo/ibl pa3rpaHUYEeHUs JOCTYIIA.

3 IlocTpoeHue cUCTEM 3alIUThI OT YIPO3 HAPYIIEHUS UEIOCTHOCTHU: TUIIOBAs
CTPYKTypa TaKOW CUCTEMBI.

4 PoneBast MOJieNb YIPABIEHUS JOCTYIIOM

5 CTpyKTypa rocy1apCTBEHHBIX OPraHOB, 0OECIEYNBAIOIINX MTOJIUTUKY
nHpOpMaMOHHOH Ge3omacHocTH B Poccun

Bomnpocs! k 3auery

OcCHOBHBIE OHATHS 3alUTH MHQOpMAIMK U MHPOPMAITMOHHON 6€30MaCHOCTH
AHanu3 yrpo3 nH(popMalroHHON 0€301MacHOCTH
[Tpo6nems! GezomacHocTu IP-cereit
YTpo36l U YSI3BUMOCTH MPOBOIHBIX KOPIOPATHBHBIX CETEH
VYTrpo3sl U ySI3BUMOCTH OECIPOBOAHBIX CeTel
Crnoco6s1 obecrieueHnst THGOPMAITMOHHONW O€30MTaCHOCTH
OCHOBHBIE TIOHATHS MTOJIUTHKU 0€301MaCHOCTH
CtpykTypa TOJMTHKM 0€30MacHOCTH oOpraHu3aluu. ba3zoBas moJMTHKA
6e3omacHocTy. Crieranu3upoBaHHble MOJUTHKH Oe3omacHocTH. [Iporeaypsl 6e30macHOCTH
0. Ponw ctangapToB nHpopmMamoHHOM 0€30MacHOCTH
10. Crangaptel ISO/IEC 17799:2002 (BS 7799:2000)
1. Crannmapt BSI
12.  Mexnaynapoanslii  ctangapt ISO 15408 «OO6mue xkputepuu 0€30MacHOCTH
MH(OPMALIMOHHBIX TEXHOJIOTHID»

PN R WD

13.  CrangapTsl 1711 O€CIPOBOAHBIX CeTel

14. Cranmaptel nHGOpMAIIMOHHON Oe30omacHOCTH B MIHTEpHETE

15.  OteuecTBeHHbIE CTAHIAPTHI O€30MMACHOCTH UH()OPMAIIMOHHBIX TEXHOJIOTHI
16. OcHoBHbIE TOHATHS KpUNTOrpaUUecKoi 3aUThl HHPOpMAIH

17.  CuMMeTpuYHbIe KpUITOCHCTEMBI IHU(POBAHUS

18.  AcumMmeTpuyHbIE KPUITOCUCTEMBI MKU(POBaAHUS

19.  KomOuHupoBaHHas KpUNTocucTeMa HM(PppOBaHUS

20.  DnexTpoHHas U(POBas NOAMUCH U PYHKIMS XIIIUPOBAHUS



21.

VYmpasieHnrue KpUNTOKII0OYaMHU

22.  Knaccudukanus Kpunrorpauyeckux aaropuTMoB

23.  CumMeTpuuHbIe aIrOpuTMbl MH(poBaHusi. biounble anroput™msl muUGPOBAHUS
JTAHHBIX

24. ACHUMMETPHUYHBIE KPUMITOAITOPUTMBL. Asroputm mudpoanuss RSA. AnroputMbl
u(pOBON TOITUCH

25. AyteHTuduKanus, aBTOpHU3ALIUS u aIMUHUCTPUPOBAHUE JEeUCTBUI
I10JIb30BaTENEH

26. MeTtoapl ayTeHTH(UKAIINK, HCTIOJb3YIomue napoiu u PIN-kosr

27.  Crporas ayTeHTH(pHUKAINS

28. bromMerpuueckas ayreHTH(DHUKAIINS TOTH30BATEIS

29.  VYrpo3ssl 6e3omacHoctu OC

30. IMougrue 3amumensoi OC

31. OcHoBHbIe (yHKITUY MoAcHcTeMbI 3amuThl OC

32.  Unpentudukanwus, ayrTeHTU(UKALNS U aBTOpU3ALUA CyOBEKTOB I0CTYIIA

33.  Pasrpanuuenue gocryna k oobextam OC

34. Aynut 6e3omacuoctu B OC.

Bomnpocsl k 3k3aMeny

l. OcCHOBHBIE OHATHS 3aLUTH HH(POpMaMK 1 HHPOPMALMOHHON 6€3011aCHOCTH

2. Ananm3 yrpo3 HHPOPMALUOHHON OE301TaCHOCTH

3. AHanu3 yrpo3 ceTeBoil 6€30MacHOCTH.

4. Crioco0s1 o6ecrieueHusI HHPOPMAITMOHHON 0€3011aCHOCTH

5. OCHOBHBIE OHATHS TOJUTUKH 0€30M1aCHOCTH.

6. CrpykTypa noauTuku 6e3onacHoctu opranuzanuu. [Iporeaypsi 6e3onacHoctu

7. Pa3paboTka MOMUTUKM GE30MaCHOCTH.

8. CranmapTsl ”HPOPMAIIMOHHON 6€30MaCHOCTH

9. OCHOBHBIE TOHATHS KpUNTOrpapUuecKoi 3auThl HH(OpMALUU

10.  CumMMeTpHuuHBIE KPUIITOCUCTEMBI HTM(PPOBAHUS

11.  AcumMmeTpuyHBIE KPUIITOCUCTEMBI HIM(DPOBAHUS

12.  KomOuHMpOBaHHas KpUIITOCHCTEMA MK (DPOBAHUS

13.  DnexTpoHHas HU(ppoBas NOAMUCH U PYHKIMS XIIIUPOBAHUS

14.  VYnpaBneHHe KpUNTOKIHOYaMU

15. AyteHntuduxarnyus, aBTOpHU3aLUS u aIMUHHUCTPUPOBAHUE NENCTBUN
[I0JIb30BaTEIEN

16.  besonacHocts KHC.

17.  be3onacHOCTb 00JauHBIX BHIYHCICHUH.

18.  Ob6ecneuenue 6ezonacHoctu OC.

19.  ®yHKIMM MEXCETEBBIX IKPaHOB

20.  OcoOenHocTH (QYHKIIMOHUPOBAHUS

21. CxeMmbl ceTeBOM 3amuThl Ha 0aze MO

22. KoHuennus noctpoeHuss BUPTYaIbHBIX 3alIMIIECHHBIX ceTell VPN

23. VPN-pemenus i HOCTPOSHUS 3aIIUIIEHHBIX CeTen

24. [IpoTokomnsl popMUpOBaHUS 3AIMUIIEHHBIX KaHAIOB Ha KAHAJIBHOM YPOBHE

25.  IIportokoisl GOpMHUPOBAHUS 3AIIUIIEHHBIX KaHAJIOB HA CEAHCOBOM YPOBHE

26. 3ammuTa 6eCrpOBOIHBIX CETEH

27.  Apxutektypa cpeactB OezomacHoctu [PSec. 3amura mnepenaBaeMbIX JaHHBIX C

noMouipto mporokosioB AH u ESP

28.

IIporokon ynpasnenus kpunroxiaodamu IKE



29.

IPSec

30.
31.

OcHoBHble cxembl npuMmeHeHus: [PSec. IlpeumymecTBa cpenctB Ge30macHOCTH

Ynpasnenue uaeHTuuKanuen u 10CTyrnom
Opranuzanys 3allMOIEHHOTO  yJAJIEHHOro  jJocTtyna. lleHTpanu3oBaHHBIN

KOHTPOJIb YAAJICHHOI'O JOCTYIIA

32.

VYnpaBieHue I0CTYIIOM IO CXeMe OJHOKPAaTHOTO BXOJa ¢ aBTopu3amuei Single

Sign-On (SSO)

33.
34.
35.
36.
37.
38.

[Tpotokon Kerberos

NudpactpykTypa ynpaBieHus: OTKpBIThIMU Kitodamu PKI
TexHonorus aHanu3a 3alMILEeHHOCTH

TexHonoruu oOHapyKEHUS aTaK

KommsroTepHbie BUPYCHI U IPOOJIEMbI aHTUBUPYCHOM 3aIIUTHI.
Konnenius ananTuBHOro ynpapieHus: 6€30MacHOCTbIO.



JUCT PETUCTPAIIUU U3MEHEHUM

/o

CO,I[Cp}KaHI/Ie U3MCHCHUA

W3meneHHbIC ITYHKTBI

Pemenue YueOHo-
METOAUYECKOTO
coBeTa
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