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1.  OPTAHM3AIMOHHO-METOJAWYECKHI PA3JIEJ

1.1. Heab u3agaum u3y4eHus y4eOHON JUCHUNTIMHBI (MOXYJIA)

[{enpro M3yueHus! AUCIUTUIHNHBI «3aIlKUTa B OMEPAIIMOHHBIX CUCTEMAaX SIBIISETCS (JOPMUPOBAHUE
Yy CTYJI€HTOB 3HAHMI 10 OCHOBAM MCIOJIb30BaHUs ONEPALIMOHHBIX CUCTEM B 3aIIUIIEHHOM
WCTIOJTHEHUH, 110 CPEACTBAM U MeToJiaM obecrieueHus 3ammTsl nHpopMmaruu B OC, a Takxke
HABBIKOB M YMEHHUI B IPUMEHEHUH 3HAHU [P MPOBEIEHUU padoT:

- 110 pa3paboTKe U KOHPUTYPUPOBAHHUIO IPOTPAMMHO-AIIAPATHBIX CPEJICTB 3aLTUTHI

nHpopmanuu;

- 10 YCTAaHOBKC, HAJIAAKC, TCCTUPOBAHUTIO U 06CJIy)KI/IBaHI/IIO CUCTCMHOI'O U IPUKJIaAHOTO

MporpaMmMHOIo O6CCHC‘ICHHH;

- 110 pa3pabOTKe TEXHUUYECKUX 3aJaHUil HAa IPOSKTHPOBAHUE, SCKU3HBIX, TEXHUYECKUX U
pabouyux MPOEKTOB CUCTEM M MOJICUCTEM 3aIlUThI HHPOPMALIUU C YUETOM JEHCTBYIOLINX
HOPMAaTUBHBIX U METOJUYECKUX JOKYMEHTOB;

- [10 ITOJITOTOBKE AaHAJIMTHYECKUX OTYETOB 110 pe3yJIbTaTaM MPOBEJICHHOI0 aHalIM3a U BhIpabOTKa
IPEJJIOKEHUH 110 YCTPAHEHHUIO BBISIBJICHHBIX YS3BUMOCTEH;

- [I0 YCTAHOBKE, HaJlaJIKe, TECTUPOBAHUIO M 00CITY>KMBaHUIO IIPOrPAMMHO-aNIapaTHBIX CPEICTB
oOecnieueHns NH(POPMALIMOHHON O€30MMACHOCTH KOMITBIOTEPHBIX CHCTEM.

Kpome Toro, 1ienbio JUCHUIUIMHBI ABJISETCSA Pa3BUTHE B Mpoliecce 00yuyeHHUs] CUCTEMHOTO
MBIIICHHSI, HEOOXO0AUMOTO JJIsl PEHICHUS 33124 3aUThl HH()OPMAIK ¢ y4eTOM TpeOOBaHUI
CHUCTEMHOI'0 IOJX0/a. 3a1a4 JUCUUIUIMHBI — JaTh 3HAHUS:

-110 KOHIIENIUU TOCTpoeHUs 3amuiieHHbx OC;

-110 TEOPETUUYECKUM OCHOBaM 3amuTsl HHGopmanuu B OC;

-I10 BO3MOKHBIM yrpo3aM 0e30macHOCTH HH(POpMAIUH MpH ee 00paboTKe B MHOOPMAITHOHHBIX

CHUCTCMAX,

-110 BcTpoeHHbIM B OC cpenicTBaM 3aliuThl HHGOpMAIUY;

-I10 CPEACTBaM U MeTo/1aM ympasieHus goctynom B OC;

-110 UCTOIb30BaHMI0 3aiuieHHbIX OC B ceTsax nepenayu JaHHBIX.
TpeOGoBaHus K pe3yIbTaTaM OCBOSHHS JTUCIUTLTAHBI

Koa u HauMeHoOBaHNe KOMIIETeHIIUH

Kon u HauMeHOBaHHe HHAMKATOPA TOCTHKEHHS] KOMIIETEeHIUH

[MK-1 CnocoGen uconb30BaTh U
pa3BHUBATh METO/IbI HAYYHBIX
UCCIIC/IOBAHUIT U MHCTPYMEHTAPHUS B
00JIaCTH MMPOEKTUPOBAHMS M YIIPABICHHS
UH()OPMALMOHHBIMU CUCTEMaMH B
MPUKIAIHBIX 001acTSIX

IIK-1.1 3HaeT OCHOBHBIE MOAXOJbI, METOABI B 00JACTH
MIPOEKTUPOBAHUS u YIPABICHUS UH(OPMaITMOHHBIMU
CHCTEeMaMH B  TPHUKIAAHBIX  O0JIACTAX;  BO3MOXKHOCTHU
COBPEMEHHBIX MHCTPYMEHTAJIbHBIX CpENCTB TS
MIPOEKTUPOBAHUS u YIpaBJICHUS UH(OPMAITMOHHBIMU
CHCTEMaMHU B TIPHUKJIAAHBIX 00JIACTAX; CIIOCOOBI TIPEJICTABICHHS
HAyYHO-TEXHUYECKOH HH(pOpMAIIHH.

[IK-1.2 Ymeer ucnonp30BaTh W pa3BUBaTh METOAbI HAyUYHBIX
WCCIIEIOBAaHUN B OOJACTH TPOCKTHUPOBAHHS W YIIPaBICHUS
WH(OPMALIMOHHBIMU CUCTEMaMH B TPUKIATHBIX O0JIACTSIX;
aHAJM3UPOBATh  MHOCTPAHHBIE  WCTOYHUKA B OOJacTH
npoekTupoBaHus u ynpasieHuss UC B mpukiagHeix 00JIacTsX;
UCIIONIb30BATh U Pa3BUBATh METOJIbl MHCTPYMEHTApPUI B 00TIaCTH
MIPOCKTUPOBAHUS " yIpaBiIeHUS HH(POPMAITMOHHBIMHU
CHCTEMaMH B MIPUKJIIATHBIX obacTsx; MPaBUIBLHO
MOJATOTABIUBATh HAYYHO-TEXHUYECKHE OTYEThI; OQOPMIISTH
pe3yJbTaThl HCCICIOBAHUNA B BHJE CTATEM M JOKIJIAJOB HA
Hay4HBIX KOH(EPEHIUAX B IPEIAMETHON 00JIaCTH.

[IK-1.3 BrnageeT mpakTHYCCKUMU HAaBBIKAMH HWCIIOIB30BAHUA |
Pa3BUTUSI HHCTPYMEHTAIBHBIX CPEACTB B 00JaCTH MPOCSKTHPOBAHUS H




ynpaBieHuss HH(QOPMAIMOHHBIMM  CHCTEMaMH B TPUKIIAIHBIX
005acTsAx; HaBBIKAMH pPa0OTHl B CHCTEMaxX IOWCKa WH(MOpPMAIIHH,
TEKCTOBBIX IPOIECCOPaX, ANEKTPOHHBIX TaOIMIax, 0a3zaXx MAHHBIX H
cUcTeMax MOATOTOBKH MPE3eHTAINH.

I1K-5 CriocoOeH ncciaenoBarhb
MPUMEHEHHUE PA3IMIHBIX HAYIHBIX
ITOJX0JIOB K aBTOMATH3AIIHH
WH(POPMAITUOHHBIX MMPOIIECCOB U
nH()OpMATH3AIINN TIPESATIPUATHI 1
OpraHu3aluin

[TIK-5.1 3naer pa3nuyHble HAY4YHBIE MOJIXOAbl K AaBTOMATH3AIUN
MH(POPMALIMOHHBIX IIPOLIECCOB u UHPOpPMATU3ALUU
NPEANPUITHA W OpPraHM3aldid;  MPOIEecC  MOJATOTOBKH
uHpOpManMM K TPUHATHIO  YIPABICHYECKHX  PEIICHU;
TCHICHIUN pa3BUTHS aBTOMATH3AIUN YIPaBIICHUS
MIPOMBINIJICHHBIMU TPEIIPUSTHSIMHU.

[IK-5.2 VYmMeer mpoBeCTHM aJTrOPUTMHU3ALMIO KOHKPETHOU
YOPaBJICHUYECKON 3a/layd; NPUMEHSITh pa3IMyHble Hay4dHbIE
MOAXOJbl K aBTOMAaTU3allUd HH(POPMAIIMOHHBIX IMPOIECCOB U
uH(pOpMaTU3ALNUY TPEINPUITHIA U OpraHU3aIHil.

[1K-5.3 Bnageer HaBbIKaMH MPUMEHEHHUS TUIIOBBIX I1OXOJIOB,
MPUMEHSEMbIX MPHU aHaU3e, IUIAHUPOBAHUHU W OINEPATUBHOM
YIOPABJICHUHN JAESITEIbHOCTbIO IPOMBIIUICHHOTO MPEAIPUATHUS;
HaBBIKAMHM HCCIEJOBAHUS TMPUMEHEHUS PA3JIMYHBIX HAay4YHBIX
MOAXOJ0B K aBTOMAaTH3alMM WH(GOPMAIIMOHHBIX IPOIECCOB U
uHpOpMaTU3aMK MPEINPUATANH W OpraHU3aldid Ha OCHOBE
NpUOOpPETEHHBIX 3HAHUM M YMEHUW W UX TPUMEHEHHUS B
HETUIIUYHBIX CUTYyaIUsIX.

1.2. MecTo aMcUMILVIMHBI (MOAYJISI) B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl HallpaBJIeHUS
noaroroBku 09.04.03 «Ilpukaagnas uHpopmaTuKa (YPoBeHb MATHCTPATYPbI)»

YuebHas auciuiuinHa "3ayTa B ONMEParliOHHBIX cucTeMax"" oTHocuTes K 010ky 1 "uctummmael (Moxynn)" u
BXOJMT B 4acTb, JOPMUPYEMYIO YIACTHUKAMHU 00pa30BaTeNIbHBIX OTHOILICHUH.

2. CTPYKTYPA U COAEPKAHUE JNCIMIIJINHBI
2.1. O6beM TMCUUITAHBI U BUABI Y4eOHOH padoThl B COOTBETCTBHH ¢ (popMaMu 00yueHnst
O0peM aucIUIUIMHBI «3aIIKTa B ONIEPALIMOHHBIX CUCTEMAax)» COCTaBIsIeT 6 3a4eTHBIX equHNLY/216 yacos:

Bun yuebHoii paboTh Bcero, Ounas gopma Ounas gopma
4acoB Kypc, vacos Kypc, 9acos
2 Kypc, 3 cem. 2 kypc, 4 cem.

AynuropHast pabota 00y4aronmxcs ¢ rmperoaasareieM (1o 56 32 24
BHJaM Y4E€OHBIX 3aHITHIA), BCETO B TOM YHCIIE:
Jlexmun 16 8 8
[IpakTnueckue 3aHATUSA 40 24 16
JlaGopaTopHbie 3aHATHS
CamocrosiTenpHast padoTta o0yyaromuxcs 124 76 48
[IpomesxyTounas aTrecTauus (IOArOTOBKA U C1a4a), BCETO:
KonTposibHas padbora 36 36
KypcoBas pabora
3ager 2 2




DK3aMeH 2 2
Hroro: 216\6 108\3 108\3
Obmast Tpy1I0eMKOCTh Y4eOHOM TUCIIUITUINHEI (B Yacax,
3aYETHBIX CTUHUIIAX )
2.2. Conep:xaHue TUCHUIUIMHBI 10 TeMaM (pa3aesiam)
Ne HanmenoBanwme pasmena Coneprxanre pazzena (TeMaTHKa 3aHITHIA) dopmupyembie
(Tembr) KOMIIETEHIIUU
/T
(nHOCKC)
Yrpo3bl n Knaccndurkauma Hambonee pacnpocTpPaHEeHHbIX
yrpos. NMoHaTtue 3awmweHHon OC. Moaxoabl K
MoHATUE 3aLMLLEHHOM OpraHn3aLmMm 3aLWmTbl. ITanbl NOCTPOEHUA 3aLMUTbI.
1. onepaLnoHHON CUCTEMDI. AAMMHUCTPATUBHbIE MeToAbl 3aWuTbl. CyObeKTbl, I1K-1,IIK-5
YnpaBneHue JOCTYNOM. 06bEKTbI, MeToAb! U NpaBa goctyna. TpebosaHuA K
npasunam ynpasneHus goctynom. MaHgatHoe
ynpasaeHune gOCTYNoM.
YnpasaeHue AoCTynom B CybbekTbl, 06bEKTbI, METOAbI M NpaBa goctyna, UID,
2. onepaumoHHbIX CUCTEMAX EUID, GID, EGID. CpeactBa AMHaMMUYeCKOro UsmeHeHun IIK-1,ITK-5
cemerictBa UNIX nosHomoumnit cybbektos: SUID/SGID.
YnpasneHue goctynom 8 Cyb6beKTbl, 06bEKTbI, METOADbI M MPaBa 4OCTYNa,
OonepaumoHHbIX CUCTEMAX npusunernm cybbekTa. MopagoK NpoBepKM Npas
3 cemeirctea Windows Aoctyna. Cpeactsa AMHaMUYECKOrO N3MEHEHUA [K-1,ITIK-5
NOSIHOMOUMIA CYOBEKTOB. MaHAATHbIN KOHTPO/Ib
LENOCTHOCTU, KOHTPO/Ib YYETHbIX 3aNncei. dNeMeHTbI
N30/IMPOBaHHON NPOrpamMmMHON cpepbl
NpeHTUdMKauus, MoHATME MAEHTUPUKALMN, ayTEHTUPUKALLUN 1
ayTeHTUOUKaums u aBTOpM3aLMKM Nnosib3oBaTesnei. CpeacTBa U MeToAbl
aBTOpM3aLMA XPaHEHWsA 3TaNOHHbIX KON ayTEHTUDUKALLMOHHOM
4 nHdopmaumu. MPoToKOAbI ayTEHTUPUKALIMOHHOM [K-1,ITK-5
nHbopmauuu. MpPoToKoIbl Nepesaym
ayTeHTUPUKALMOHHON MHPOPMALLMM MO KaHa/laM CEeTU.
KpunTtorpapuueckoe obecneyeHne ayTeHTUMKaLUM
nosb3oBaTenemn
AyTeHTUdMKaLMA HAa OCHOBe CpeacTtsa M MeToAbl 3aLWMTbl OT KOMNPOMEHTALLUN U
5 naponei. nogbopa naposei. MaponbHas ayTeHTUPMKaLum B UNIX. TK-1,T1K-5
MaponbHasa ayteHTUdUKauma B Windows. Cpeactsa
ynpas/aeHuA napameTpamm ayTeHTUudUKaLmm
AyTeHTUdMKaLMA HA OCHOBe OcobeHHOCTN NPOBEPKM ayTEHTUDUKALMOHHOM
6 BHELLHMX HOCUTENE Katoya MHbOPMaLUKN ANA PA3IUYHBIX TUNOB HOCUTENEN KAtoYa. IIK-1,1IK-5
Mpobnembl PacCblIKM U CMEHbI KtoYei
Buometpuueckas Ob6wasn cxema, NnpemmyLlectsa, npobiembl. JocTOMHCTBA
! ayTeHTUOUKauua W HeLLOCTaTKM Pas/INYHbIX CXeM BUOMETPUUECKO IIK-1,1IK-5
ayTeHTUdUKaumnu
8 AyauT B onepaLmoHHbIX HeobxoaMmocTb ayamTa B 3aLMLLEHHOMN CUCTEME. [1K-1,1IK-5

cuctemax UNIX 1 WINDOWS

TpeboBaHuA K noacucreme ayaguta OC.




2.3. Pa3neiibl AMCHUILINH U BUABI 3aHATHI

HaumMmeHoBaHue TeMBI
JUCLUITUINHEI

Jlexmu

OHHBIC

3aHATH
s

[TpakTnu
ecKue
3aHATHS

CamocTost
TelbHAas
pabora

KonTtpons

Bcero yacos

DOpMBI TEKYIIIETO
KOHTPOJIA
yCIIEBA€MOCTH

2 Kypc, 3 cemecTp

Yrpo3sl ¥ KiaccuhuKamus
Hauboee
PacpoCTpaHEHHBIX YTPo3.

Amnanu3 3allUIICHHOCTH
COBPEMECHHBIX
ONEPATMOHHBIX CUCTEM.

CrangapTel 6€30M1aCHOCTH
oC

20

0O030p U cTaTUCTHKA
METO/I0B, JIeKAILIX B
OCHOBE aTaK Ha
coBpemeHHble OC

Pasrpannuenue noctymna B
OcC.

HccnegoBanue METOI0B
pasrpaHUveHus JOCTYIa B
OC Windows. Dramsl
HOCTpOCHI/ISI 3alIUTHI.

AynIUT CUCTEMHBIX
MIPOIIECCOB U COOBITHII B
Windows. Ananu3
BBITOJTHEHHS
coBpemeHHbIME OC
(opMann30BaHHBIX
TpeOOBaHMIA K 3aIIUTE
undopmarmu ot HCJI..

ApxuBanuu u
BOCCTAHOBJIEHHS JAaHHBIX B
Windows. Knaccuguxarms
arak Ha OC m ux
CpaBHHTEIbHAS
CTAaTUCTHKA.

AmHanu3 aTaku ¥ METOJIOB,
MMO3BOJISIOIIHAX
HECaHKIIMOHUPOBAHHO
BMemaThes B paboty OC

20

10

UzbupatensHOE 1
HOJTHOMOYHOE
pasrpaHu4eHue JoCcTyna

11

IIpumeps! peannzanuu
pasrpaHu4eHus 10CTyna
B coBpeMeHHBIX OC

20

12

AyreHtudukanys Ha
OCHOBE MAPOJIEH.

13

Paznensiemble ceTeBbIe
pecypebl, NTFS u nipaBa
JIOCTyTIA.
Pacnipenenennas
(aiinoBas cucreMa u
MpaBa JOCTYTA.




14

Hasnauenue npas gocTymna
K oObekTaM: daitam u
nankaMm NTFS, cereBsiM
pecypcam, o0beKTam
Active Directory

16

3aueTr

Hroro, 2 kypc/ 3 cemectp

24

76

108/3

2 Kypc, 4 cemecTp

Wnentnduxarms u
ayTeHTUUKAIHS
nose3oBareieit OC

YeTHBIH onpoc

AyTeHTUUKAIHS Ha
OCHOBE BHEILIHUX
HOCHUTEJICH KJII04a,
OMOMETPUIECKIX
XapaKTepUCTUK
N0JIb30BATENS

AyTeHTUUKATHS Ha
OCHOBE BHEIITHUX
HOCHUTEJIEH KIII0Ya

14

VYeTHBIi onpoc

Bbuomerpuueckas
ayTeHTU(UKAIHS

14

VYeTHBI onpoc

Pasrpannuenue nocryna
K pecypcam B OC
Windows, Unix.
Opraau3anus
pasrpaHUYeHusl J1OCTyIa
K 00BEKTaMIT

YcTHbIl onpoc

Aynut B OcC.
HeobOxomumocTs ayaura

YcTHbIl onpoc

TpeboBanus K
HOJICHCTEME ayIiTa

YcTHbIl onpoc

AyauT B omeparmoHHBIX
CHUCTEMAaxX UNIX u
WINDOWS

12

YcTHbIl onpoc

3amuTa CETEBOrO
B3aUMOJICUCTBUS
Windows, unix.
Mertoauka
npoHukHoBeHus. Coop
UHQOPMAIIH O CHCTEME

YcTHbIN onpoc

10

3amura KaHaJI0B
cpenctBamu (aiieppora.
BupryanbHble yacTHBIE
CETH, IPOTOKOJIBI

VYeTHBIi ompoc

11

N3yuenue cpencts
3aIUTHI CETEBOTO
B3aUMOJICUCTBHUS.
HacTtpoiiku 30H
0e301MacHOCTH.

YcTHbIM onpoc

12

IIpumeneHue mabI0HOB
0e30MmacHOCTH IS
3aIHUTH paboInx

YcTHBIN onpoc




CTaHIUH
MOJIL30BaTelIeH. 3ammuTa
CEPBEPOB.
O0630p 3amMTHI .
13 . 8 2 YcTHBIH ompoc
OeCIpPOBOIHBIX ceTei
14 | ToroBslii omipoc 4 YcTHBIH oTpoc
OK3aMeH 2
Hroro, 2 kypc/3 cemecTp 8 16 48 36 108/3
nuToro 16 40 124 36 216/6
2.4. Ilnanbl TeopeTHyeCKUX (JIEKIUOHHBIX) 3aHATHH

Tema jgexkuun. Bonpocsl, oTpadaTbiBaeMble HA JeKIHU

Bcero yacos

TpeboBanus k 3amute OC. Ilonstue 3ammmennoit OC. I[logxonsr x opranm3anuu 3ammTbl OC U ux 2
HEIOCTaTKH

AHanM3 3alUIICHHOCTH COBPEMEHHBIX OMNEPALMOHHBIX CHCTEM. BCTpOCHHBIE CpeICTBa 3alIUTHI 2
Windows, Unix

0O030p U cTaTHCTUKA METOAOB, JISKAIIMX B OCHOBE aTak Ha coBpeMmeHHbIe OC 2
Pasrpannuenne noctyna B OC. CyObekThl, 0OBEKTHI, METOABI W TpaBa jaoctyna. [IpuBuiernn 2
CYOBEKTOB JJOCTyTIa

Wnentndukanus u ayreHTHUKAIMS ojb3oBateneii OC 2
Pasrpannuenue nocryna k pecypcam B OC Windows, UnixX. Opranusanusi pa3rpaHu4eHus T0CTyIa K 2
00BEKTaMII

Aynut B OC. Heo6X01uMOCTh ay1uTa 2
3amuTa cereBoro B3aumozenctsus Windows, Unix. Meronuka npornkHoBenusi. Coop nHdopmanuu o 2

CHUCTEMC




2.5. Ilianbl NpakTHYeCKUX (CEMUHAPCKUX) 3aHATHIA

Tema npakTudeckoro 3ansitusi. Bonpocsl, oTpadarbiBaeMble HA MPAKTHYECKOM Bcero
3aHATUM 4acoB
HccnenoBanne MeTo10B pasrpanuueHus goctyna B OC Windows. DTarisl HOCTPOSHHS 3aIIHUTHI. 4
AIMUHUCTpPAaTUBHBIE MEPHI 3alIUTHL. YTIpaBJieHHE 3aTPy3K0il 1 BOCCTaHOBICHHE AaHHBIX B Windows
AyauT cUCTEMHBIX mporeccoB U coObiTuid B Windows. Ananu3 BeinonHeHus: coBpeMeHHbIMU OC 4
(hopManm30BaHHBIX TpeOboBaHM K 3amuTe nHGopMarmu ot HCJI..
ApxuBanuu u BocctaHoBieHus Aanusix B Windows. Kinaccudukanus arak Ha OC u ux 4
cpaBHUTENbHas cratuctuka. llndposanne nanueix B Windows ¢ momomipio EFS.
W3bupaTenbHOE U IOMTHOMOYHOE pasrpaHHUYCHHE I0CTYIIa, H30JIMPOBaHHAs IPOTpaMMHasi cpesia 4
AyTteHTr(uKanys Ha OCHOBE MapoJied, METOABI O100pa Maposie, CPeCTBa U METOABI MOBBIIICHUS 4
sammieHHocTH OC ot mogbopa mapoie.
AHanu3 3aIIUIIeHHOCTH OTIEPAIMOHHBIX crcTeM cemericTBa Windows u Unix. PasaessieMble ceTeBbie 4
pecypenl, NTFS u ipaBa noctyna. Pacripenenennas daitnoBas cucrema o mpaBa JOCTYTIA.
AyTteHTH(UKaNKs Ha OCHOBE BHEITHUX HOCUTENEH KIltoya, OMOMETPHUYECKUX XapaKTEPUCTHK 4
MI0JIb30BaTENs
TpebGoBaHUA K MOJICHCTEME ayTUTa 4
3amuTa KaHaIOB cpencTBamu (paiiepBoinia. BupTyanpHble 9acTHBIE CETH, IPOTOKOIBI 4
W3ydeHne cpeacTB 3aIuThI CETEBOTO B3anMoaecTBus. HacTpoiiku 30H Oe3omacHocTr. bezonacHOCTh 2
MIPUJIOKEHUM C TOAZIEPKKOU clieHapueB LlenTpanru3oBaHHass HACTPOMKa MPUIIOKEHUHN Yepe3
rpynnoBbie monutuku. KordurypupoBanue cpeicTB 3aIlIUTH KAHAJIOB.
[Tpumenenue mabIoHOB 6€30MACHOCTH IS 3AIUTHI pa0OYMX CTaHIMK TONIb30BaTeIeh. 3amuTa 2
CEPBEPOB.
2.6. IlaaHbl Ja00pPaTOPHBIX PadOT — He MPEAYCMOTPEHO.
3ananusi, BONpPOCHI, 1JI51 CAMOCTOSATEILHOT0 U3YUeHusl (3a1aHus) Bcero
4acoB

Cranmaptsl 6e3onacuocti OC 20
AHanu3 aTaku ¥ METOZOB, ITO3BOJISIOIMX HECAHKIIMOHMPOBAHHO BMewaThes B padory OC 20
[Ipumeps! peanu3aunu pasrpaHUYeHus 10cTyma B coBpeMeHHbIXx OC 20
Hasznauenwue npaB nocrymna k oobektam: ¢aitnam u narmkam NTFS, ceteBbiM pecypcam, o0bekTam 16
Active Directory
[Ipumeps! peanuzanuu HAeHTUPHUKAINK 1 ayTeHTHUKaImA B coBpeMeHHbIX OC. AyTeHTHhUKAIMS 14
Ha OCHOBE BHEIIHMX HOCHUTENEH KiItoya
AyTreHTr(UKaIMs HA OCHOBE BHEIIHUX HOCUTENeH Kitoua. bruomerpudeckas ayreHTrdukanus 14
Aynur B onepanmonnbix cuctemax UNIX 1 WINDOWS 12
O630p 3anMTh GECIIPOBOIHBIX CETEH 8




3. OCOBEHHOCTH OBYYEHUA JINI C UHBAJIMITHOCTBIO U OB3

B ciydae HE0OX0IUMOCTH, 00YUYarOIIUMCS M3 YUCIIA JIUI] C OTPAHUYCHHBIMU BO3MOXKHOCTSIMU
3I0POBBS (TI0 3asBJICHUIO0 00YYAFOIIIETOCs ) MOTYT TPEAJIaraThCsl CIACIYIONUX BaPHAHTHI
BOCIIPHUSTHS y4eOHOM HHPOPMALIUU C YUETOM X WHAWBUIYAIbHBIX MCUXOPU3NICCKUX
0COOEHHOCTEH, B TOM YHCIIC C MPUMEHEHHEM JICKTPOHHOTO O0YUYCHHUS U TUCTAHITMOHHBIX
TEXHOJIOTHIA:

1) st U1 ¢ HApYIISHUSIMUA 3PSHHUS: B TICUATHON OopMe yBETHUECHHBIM MPU(TOM; B
(dbopMe EKTPOHHOTO JOKYMEHTa; B popme ayauodaiina (mepeBoi yueOHBIX MaTePHAIIOB B
ayauodopmar); MHIWBUIyaIbHbIC KOHCYJIBTAIIMH C IIPUBJICYCHUEM CYPIOTIEPEBOIUNKA;
WH/IMBU/yaJIbHBIC 3aJ[aHUsI U KOHCYJIbTAIIUH.

2) Auist T ¢ HAPYIISHHUSIME CITyXa: B TIeYaTHO# opme; B popMe JIEKTPOHHOTO

JOKYMCHTA, BUACOMATCPHUAJIBLI C CY6TI/ITpaMI/I; HHAWBUAYAJIbHBIC KOHCYJIbTAlUU C ITPUBJICYCHUCM

CypIONEpEeBOIUMKA; MHANBUAYAJIbHbIE 3aJaHUSI U KOHCYJIBTALINH.

3) Asns ML ¢ HAPYIICHUSIMHA OTIOPHO-JIBUTATEIILHOTO arapara: B Ie4aTHOl Gopme; B
dbopMe 21IeKTPOHHOTO JOKYMEHTa; B popme ayaunodaiina; HHIMBUIyaJIbHbIC 3a/IlaHUS U
KOHCYJIbTAIIUU

4. YYEBHO-METOJAYECKOE OBECIIEYEHUE CAMOCTOSTEJIBHOM
PABOTbBI OBYUYAIOIIIUXCA

YueOHo-MeTOAUYECKOE O0ecledyeHHe NHCHMIUIMHBI IS OPraHU3alHMH CAMOCTOSTEIbHOM
paldoTbl CTYAEHTOB (COIEPXHUT IlepeueHb OCHOBHOM JMTEPaTypbl, IONOJIHUTENBHON JHUTEPaTypHl,

mporpaMmmMHoro obecniedeHust 1 UHTEpHET-pecypCHl).

B pacnopsskeHun mpenopaBareneil M 0OydarolmMXcs MMEETCSl OCHOBHOE HE0OXOAuMoe
MaTepHaJbHO-TEXHHUECKOoe  oOopynoBaHue, VHTepHET-pecypchl, JOCTyl K  MOJHOTEKCTOBBIM
ANIEKTPOHHBIM 0a3aM, KHIDKHBIA (oHI OmOiaroTekn MOCKOBCKOTO TOCYAapCTBEHHOTO TyMaHHUTAapHO-

OKOHOMUYCCKOI'0 YHUBCPCUTETA.

5. YYEBHO-METOJAUYECKOE 1 HHOOPMALIMOHHOE OBECHHEYEHUS1
YYEBHOU JUCIMITIVIMHBI (MO Y JISA)

5.1 IlepeyeHb 0CHOBHOIi JTUTEPATYPHI
1. 3amura uadopmaruu : yueoHoe nocooue / A.IL. Kyxk, E.IT. XKyk, O.M. Jlenemkun, A.U.
Tumomkun. — 3-e¢ u3a1. — Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bricmiee
obpasoBanue). — Tekct: amexTpoHHbIi. hitps://znanium.com/catalog/product/1912992

Kpunrorpaduyeckas 3amura nadpopmanuu : yuednoe nocodue / C.O. Kpamapos, O.10. Mursicoga,
C.B. Coxkomnos [u ap.] ; mox pex. C.O. Kpamaposa. — Mocksa : PUOP : UTHOPA-M, 2023. — 321 c.
— (Beiciee oopasosanue). — DOI: https://doi.org/10.12737/1716-6. - ISBN 978-5-369-01716-6. -
Tekcer : anexrponnsiit. - URL: https://znanium.com/catalog/product/1899016

Nmeitnos, B. S1. Opranu3zanmonHoe U TEXHUYECKOe oOecriedeHne HHPOPMAIIOHHON 0€301aCHOCTH.
3amuTa koH(UACHIMAILHON nHpOopManuy : yueOHoe nmocooue / B.S1. Umelinos, M.B. MenaTyHsH.
— Mocksa : UTH®PA-M, 2022. — 256 ¢. — (Bsiciiee obpa3opanue: Criernanurer). - ISBN 978-5-
16-016535-6. - Tekcr : anexkrponnsIii. - URL: https://znanium.ru/catalog/product/1861659

5.2 JonmoanuTtenbHasi JuTEpaTypa
Buykos, A. A. 3amuTa nHpopmauuu : yueOHoe iocodue ams By30B / A. A. Buykos. — 3-e u3z.,

nepepad. u mon. — Mocksa : M3gatensctBo FOpaiit, 2024. — 161 ¢. — (Bricmiee o6pazoBanme). —
ISBN 978-5-534-07248-8. — Tekcr : anekTponHbiii // OOpa3oBarenbHas miardopma KOpaiit [caiir].
— URL: https://urait.ru/bcode/537247

Iermoe, A. KO. 3amura nHGOpMAaILIMK: OCHOBBI TeopHH : yueOHuK [yt By30B / A. 1O. Illernos, K. A.
llernoB. — Mocksa : U3natensctBo FOpaiit, 2024. — 309 c¢. — (Beiciiee obpa3oBanue). — ISBN

978-5-534-04732-5. — Tekcr : anexTponHbiii // O0pa3oparenbHas miardopma KOpaiir [caiir]. —
URL.: https://urait.ru/bcode/537000



https://znanium.com/catalog/product/1912992
https://znanium.com/catalog/product/1899016
https://znanium.ru/catalog/product/1861659
https://urait.ru/bcode/537247
https://urait.ru/bcode/537000

3.

3enkoB, A. B. MupopmairionHas 0€301aCHOCTh M 3allUTa HHGOPMAIHH ;| yueOHOE MOco0ue s
By30B / A. B. 3enkoB. — 2-¢ u3a., nepepad. u momn. — Mockea : U3natensctBo HOpaiit, 2024. — 107
c. — (Bricmee oopazosanue). — ISBN 978-5-534-16388-9. — TekcT : 35IeKTpOHHBII //
O6pasosarensHas miatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/544290

Jloce, A. b. Kpunrorpadudeckre METOIbI 3aIIUTH HHOOPMAIIUHN TS H3YYAIOIINX KOMITBIOTEPHYIO

Oe3omacHOCTE : yueOHuUK i By30B / A. b. Jlock, A. 10. Hecrepenko, M. U. PoxxkoB. — 2-¢ u3n.,
ucnp. — Mocksa : U3garensctBo HOpaiit, 2024. — 473 ¢. — (Briciiee o6paszoBanue). — ISBN 978-
5-534-12474-3. — Tekcr : anexktpoHHbIH // OOpa3oBaTenbHas mnatdopma FOpaiir [caiit]. — URL:
https://urait.ru/bcode/536132

Bacunbesa, . H. Kpunrorpadgudeckue MeTo/pl 3aUThl HHYOPMAIHMH | YYCOHUK M MPAKTHKYM JIJIsI

By30B / M. H. BacunseBa. — Mocksa : M3natensctBo IOpaiit, 2024. — 349 c. — (Bricuiee
obpaszopanue). — ISBN 978-5-534-02883-6. — Tekcr : anekTponHsiii // OOpa3oBareibHas
mwiatpopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/536902

5.3 IIporpammHoe obecnieueHue

TekcToBbIN penaKTop
Microsoft Windows

Unix

Microsoft Office

7-Zip

AcrobatReader

5.4  DJeKkTpoHHbIE pecypchl

1. ®depepanpHas cinyxba Mo TeXHHYECKOMY U 3KcnopTHoMy KoHTpoito (PCTOK Poccun)
www.fstec.ru

2. HuHdopManmoHHO-CIIpaBOYHAs CHCTEMa I0 JOKyMEHTaM B 00JacTH TEXHUUYECKOW 3alUThI
nHpopmaruu www.fstec.ru

3. OoOpa3zoBarenbHble MOPTAJIbl MO PA3IMYHBIM HAINPaBICHUSIM OOPa30BaHUS U TEMaTHKe
http://depobr.gov35.ru/

4. CnpaBovHo-mipaBoBas cuctema «KoncynbranT [Timroc» www.consultant.ru

5. ®enepanbHblil noptan «Poccuiickoe odpazoBanue www.edu.ru

6. denepanbHblii mpaBoBoi noptan «tfOpumumaeckas Poccusi» http://www.law.edu.ru/

7. Poccuiickuii 6momerpuyeckuii mopran www.biometrics.ru

8. ®enepanbhblii  mopran  «MH(pOpMaNMOHHO-  KOMMYHMKAllUOHHBIE  TEXHOJIOTUHM B
obpazoBanum» htpp\\:www.ict.edu.ru

9. Caiit HayuHoii anekTpoHHO# O6nbaroTexkn Www.elibrary.ru

10. DnekrponHas oubnroTeka «3HaHMyYM»: https://znanium.com

11. Dnexrponnas oubnmoreka «HOpaiit»: https://urait.ru

12. DnextponHO-O6MbIMOTEUHAsA cucTeMa «Jlauby: https://e.lanbook.com/


https://urait.ru/bcode/544290
https://urait.ru/bcode/536132
https://urait.ru/bcode/536902
http://www.elibrary.ru/

MATEPHAAJIBHO-TEXHUYECKOE OBECIIEYEHUE YYEBHOW TN CHUIIIAHBI

MOAYJIs)
Ne HanmenoBanne 000py10BaHHBIX [lepeuens 060pyAOBaHUS M TEXHHYECKUX CPEJICTB OOYUCHHS
/1 y4eOHBIX KaOMHETOB, JTA00paTOPHIA
1 IIepcoHaANIBbHBIN KOMIIBIOTEP, MYJIbTUMEAUNHBII
JlexuMoOHHas ayaguTOpUs
MIPOEKTOP
[Tepconanbubie komnbioTeps! (IBM PC-coBmecTuMbIe)
2. KommbroTepHbIii Ki1acc noj ynpasiennem OC Microsoft Windows,
KOMIIBIOTEPHAs CETh, IOCTYI B CeTh IHTEpHET
7.  OIEHKA KOMIIETEHIH 110 NU3YYAEMOM JUCIHUIIINHE
Ne Kpurepun onenku
«HEY/I0BJIETBOPUTEJIbHO | «yHOBJIETBOPUTEIHLHO «XOpoLI0» «OTJIIMIHO»
»
3HATD
1 | CTyzmeHT He yCBOMI CryneHT ycBOMI CryneHt CTyneHT 3Haer,
CIIEAYIONINE 3HAHUS: OCHOBHOE COJIep)KaHue Croco0eH MOHUMAET, BBIICISET
TpeOOBaHUS K MOJIUTHKAM | MaTepuaia CaMOCTOSITETTFHO | TJIaBHBIE TIOJOKESHHS B
0e301acHOCTH, TUCIAIUTAHBI, HO UMEET | BBIIEIATH M3Y4YeHHOM MaTepuae
TpeOOBaHUS K YCTAaHOBKE, | MPOOEIIbI B YCBOCHUU TJIaBHBIC 1 3HaeT: TpeOOBaHUs K
HaJaJKe U TECTUPOBAaHUIO | MaTepuana. Mimeer TIOJIOKEHUS B MTOJINTUKAM
coBpeMeHHbIX OC, HECUCTEMATU3UPOBAHHbI | H3YYEHHOM 0e3omacHoCTH,
0a30BbIE CpeCTBa € 3HAHUSI 10 TeMaM: Marepuare. TpeOOBaHUS K
3amuTel B OC oT TpeOOBaHMS K YCTaHOBKE, HANAJIKE U
HECAHKIIMOHUPOBAHHOTO | TOJIMTHKAM 3naer: TECTUPOBAHHIO
JocTyta K nHphopMaIun 0e301acHOCTH, TpeboBaHNs K coBpemeHHbIX OC,
(C3M HCJJ OC) TpeOOoBaHUs K TOJTHKAM 0a30BbIE CpecTBa
yCTaHOBKE, HATAJKe U GesonacHocTH, 3ammthl B OC 0T
TECTHUPOBAHUIO TpeboBaHNs K HECaHKITHOHUPOBAHHOT
coBpeMeHHBIX OC YCTaHOBKE, 0 JIOCTyIIa K
HaJTake 1 uHpopmarmu (C3U
TECTHUPOBAHUIO HCJ[ OC)
COBpPEMEHHBIX
oC,
YMETb
2 | CryneHt He ymeeT CTyneHT UCIIBITHIBAET CryneHt ymeet CryneHT ymeet
(dbopMynHpoBaTh 1 3aTpyIHEHHS TIPU HACTpauBaTh CaMOCTOSITETTLHO
HACTpPauBaTh MOJIUTHKY HACTPOHKE MOJIMTHKH MOJIUTUKU HACTPauBaTh MOJUTHKH
0€301MacHOCTH OCHOBHBIX | 06€30MaCHOCTH OCHOBHBIX | 0€30MacHOCTH Oe3omacHoCTH
OC, HacTpauBaTh U OC, co3gannu u ocHoBHEIX OC, ocHOBHEIX OC,
tectupoBaTh OC, MOJICpHH3AITIH CO3aHUU U CO3JaHUH U
Hactpausats C3U HC/J] 00BEKTOB MO/JIEpHU3ALIAN MOJIEpHU3AIUN
OC B cOOTBETCTBUH C nHpOpMAaTU3ALHMN Ha 00BEKTOB 00BEKTOB
MPEbSIBISIEMbIM 0a3e KOMITBIOTEPHBIX nHpOpMaTH3alM | HHPOPMATH3AINHN HA




TpeOOBaHUAM I10
6e3omacHOCTH

CHUCTEM B 3allTUIICHHOM
HCIIOJTHCHHU.

1 Ha 0Oaze
KOMITBIOTEPHBIX
CUCTEM B
3aIUIIEHHOM
WCTIOJTHEHHH.
Hactpausatb
C31U HCJ] OC B
COOTBETCTBHH C
MIPeIbSABISIEMBIM
TpeOOBAHMSIM TIO
Oe3omacHOCTH

0a3e KOMIIBIOTEPHBIX
CHCTEM B 3alIHUIIEHHOM
UCIIOJTHEHHH.
Hacrtpausats C3U
HC OC B
COOTBETCTBHH C
TIPEABABISEMBIM
TpeOOBaHUAM I10
Oe3omacHOCTH
00CITyK1BaTh
COBpEMEHHE
MIPOrpaMMHOATIIAPATHE
cpelcTa o0ecreueHus
UHQOPMAITUOHHON
0e30macHOCTH
KOMIIBIOTCPHBIX
CHCTEM, BKITFOUas
3alIUIICHHBIC
OIIEPAIMOHHBIE
CHCTEMBI, CHCTEMBI
yrpaBieHust 6azamu
JIaHHBIX,
KOMITBIOTEPHBIE CETH,
CHCTEMBbI
AHTUBUPYCHOU 3aILUTHI,
cpencTBa
KpunTorpaduaeckoi
3aIIUTHl HHpOpPMALUH;

BJIAJETD

CryzneHT He BIajeeT
HABBIKAMH Pa3pabOTKU
(hopMasbHBIX MOJIEIeH
MOJIUTUK YIIPABJICHUS
noctyrnoMm B OC

HaBBIKAMHU YCTAHOBKH,
HaJIaJIKH, TECTUPOBAHUS U
00CITy>KMBaHHUS OCHOBHBIX

oC

CryneHT Biajeer
HABBIKAMH Pa3pabOTKH
(dhopManbHBIX Mozemen
MIOJIUTUK YIIPABJICHUS
noctynom B OC

CryneHT Biajeer
HABBIKAMHU
pa3paboTKu
(hopMasbHBIX
Moaeneun
TIOJIUTUK
yIpaBIICHUS
noctynom B OC

HaBBIKAMH
YCTaHOBKH,
HaJaJKH,
TECTUPOBAHHS U
00CITy)KMBaHUS
ocHOBHEIX OC

CryneHT Bianeer
HaBBIKAMU Pa3pabOTKH
(hopMasbHBIX MOJIEIICH
MOJIUTUK YITPABIICHUS
noctynom B OC

HABBIKAMH YCTaHOBKH,
HAJIaJIK1, TECTUPOBAHUS
1 00CITy>)KMUBaHUS
ocHoBHEIX OC

CpencrBamu
HacTpoiiku C3U HC{
oC

KOMHCTGHL{I/II/I WK UX

Komnerennuu wim ux
yacTi ¢(hOPMHUPOBAHBI

KoMmnerennuu
WINA UX 4aCTH

Komnerenmnuu wimm nx
yacTH ¢(hOPMHUPOBAHBI




4acTu He CPOpPMUPOBaHbI. | Ha 6a30BOM YpOBHE. chopMHpOBaHBl | Ha BEICOKOM YPOBHE.
Ha cpellHEM
YpOBHE.

8. OBPA3OBATEJIbBHBIE TEXHOJIOI'HA
WnTepakTuBHBIE 00pa3oBaTelbHBIE TEXHOJOTHH, HCIOIB3YEMblE B ayIUTOPHBIX 3aHATHAX U
CaMOCTOSITETFHON paboTe 00yJarOIIUXCs

C Bun3anatis | Jlcronp3yeMble HHTEPaKTHBHBIC 0GPA30BATEIBHbIC Komiyectso
eMecCTp
(JL, IIP, JIP) TEXHOJIOTHH 9aCOB
JI Jlekums-6ecena, TCO (MynapbTUMenuiHbBIN TpoekTop, | 16
npe3eHranmu PowerPoint)
I1P [lpaktukym Ha  OBM, npoOnemHuwii  wmerton, | 40
B3anMOOOyUeHHE
1
JIP He npenycmoTpensl
KP YcrHBIi ompoc 36
Cam.pabora | OBC, JIUCTAHIINOHHBIE KOHCyJbTanmu, | 124
B3aMMOOOYyUYEHHUE B CTyJJCHUECKON cpefe
Hroro: 216

9. OHEHOYHBIE CPEJACTBA VIS TEKYIIEI'O KOHTPO.JIA
YCIIEBAEMOCTHA 1 ITPOMEKYTOYHOU ATTECTAIIUN

9.1. Opranu3auusi BXOJAHOI0, TEKYIEro H MPOMEeKYTOUYHOI0 KOHTPOJIsI 00y4eHMsI
Bxonnoe tectupoBaHue — He MPESYCMOTPEHO.

Texymuit KOHTPOJIb — YCTHBIM OMpPOC, 3alllUTa OTYETOB IO MPAKTUYECKHM paboTam,
paboTa Ha KOMIBIOTEpAX B Mapax, MPe3eHTAIUs B PSKUME TUaiora, paboTa B mapax.
HpOMe)KYTO‘IHaH aTrecranusa — 3a4eT, OK3aMCH.

9.2. TemaTuka pedepaToB, IPOEKTOB, TBOPYECKUX 3aJAHMI, IcCe U T.II.
He npenycMoTpeHsL.

9.3. KypcoBasi paGora
He npenycmorpeno.

9.4. Bompocsl Kk 3a4eTy

1. VYrpo3ssl u knaccudukanus Hanboiee pacIpOCTPAHEHHBIX YTPO3 B ONEPALIMOHHBIX CUCTEMAX.

2 Ananuz 3alUIIICHHOCTH COBPEMCHHBIX ONCPALMOHHBIX CUCTEM.

3. Tpebosanus k 3amure OC. [Tonstre 3amumenHon OC.

4. Tlomxons! k opranu3anyu 3amuTel OC ¥ UX HEJOCTATKU

5. Crangapts! 6e3onacHoct OC

6. Unix-nogo6ubie cuctembl. OC Linux.

7. Cocras (aitna. Otkpertue ¢aina B Unix-mogo0HO# cucTeme.

8. Tlomp3oBarenn B Unix-monoOHoM cucteme. Pacnpenenenune WAEHTHPHUKATOPOB
noJp3oBareseid. Cynepronb30BaTels.

9. Bwuasl noctyna B Unix-mogo0Ho# cucreme. OcOOEHHOCTH TpaB A0CTyMa K (aitnam u
KaTaJjoram.

10. Kateropuu nosib3oBaTesnei Mo oTHoIeHHo K ¢aitny B Unix-1mo1o0Ho# cucrteme.
BapuanTsl 3anucu npaB 1ocTyna.

11. D¢pdextuBnbie npaBa B Unix-noo0HOM cucreme. Macka noctymna. ATTpuOyThI
¢aitnoBbIx cuctem ext*fs.




12.
13.

14.

15.
16.
17.
18.
19.
20.
21.
22.

23.
24.

25.
26.
217.
28.

9.5.

1.

ok w

10.

11.
12.
13.
14.

15.
16.
17.

Kécrtkue ccpimku B Unix-noo6Ho# cucreme. CHMBOJIIMYECKUE CCHUTKH.

['pynmer monbs3oBareneit B Unix-nonooHoM cucteme. Co3manue rpymmbl. XpaHeHUE
KOH(HUTypaInu.

Ympasienue rpynmnamu nosibzoBateneit B Unix-mogo0Hoi cucteme. [lomydenue
CBEJICHUH O TPyNIIax IMOJIb30BaTEN.

XpaHeHue cBelleHU 0 mosib3oBaTene B Unix-1mogo0Ho# cucTeme.

3arpyska OC Linux. Perucrpanus nonp3oBarenei.

VYnpasnenue nponeccamu OC. Bubl mporieccoB. Pexxumbl mporieccos.
Wnentudukarops! npouecca B Unix-nmogo6Hoii cucreme. [Ipuopurer.

Habmonenue 3a nporeccamu B Unix-nogo6Ho# cucreme. [lepeMeHHbIe OKpYKEHUSI.
HoctymHOCTh pecypcoB B Unix-1io100HO# cucTeMe. ATaku Ha JOCTYITHOCTb.
Ynpanenue ciyx0amu.

VYposens BemonHeHus B OC Linux. 3amyck mo pacnucanuio B Unix-1mogoOHOM
CUCTEME.

Komangnast o6osouka B Unix-1mogo0H0i# cucteme. 3aBepiieHne padoTsl B CUCTEME.
MexnpoueccHoe B3aumozeictBue B Unix-mogoOHON  cucteme. CHTHAJBI.
ITepenanpaBnenue noroka. Kanamnsl.

Kongurypauus cereBoro unrepdeiica B Unix-nogo0HOI cucreme.

Hcnonp3oBanue nporokonoB ARP u ICMP B Unix-nmomo0OHoii cucteme.
Kondurypanus 6esnpoBogHoro cereBoro uarepdeiica B Unix-nogo0HOI cucteme.
BupryansHbie nunTepdeEich.

BOl'lpOC])I K 9K3aMEHY

AyIUT CHUCTEMHBIX TpoIeccOB U coObITHii B Windows. AHaau3 BBITIOJHEHUS
coBpeMeHHbIMU OC (opmanu3oBaHHBIX TpeOOBaHUI K 3ammTe HH(GOpPMAIUMH OT
HCA..

ApxuBanmu U BocctaHoBieHHs naHHbIX B Windows. Kimaccudukanus atak va OC u
uX cpaBHUTeNbHAs ctaTucTuka. [llndposanue nanusix B Windows ¢ nomorsto EFS.
O630p " CTAaTUCTHUKA MCTOOB, JIC)KAIIIUX B OCHOBEC aTdK Ha COBPEMCHHBIC OoC

Pasrpannuenue noctymna B OC.

HccnenoBanne MmeronoB pasrpanuuenust gocryna B OC Windows. Drambl 1OCTpOCHHUS
3allHTHI.

3ammra cereBoro B3aumojeiictBus Windows, Unix. Meroauka NpOHMKHOBEHHS.
CO6op uapopManuu o0 cucTeme

HccnenoBanne wmeronoB pasrpanuueHus jgoctyna B OC  Windows. Otamel
MTOCTPOEHHUSI 3aILIUTHI.

AymiT CUCTeMHBIX mpoueccoB M coObiTuil B Windows. AHanu3 BBINOJHEHUS
coBpeMeHHbIMU OC (dopmanu3oBaHHBIX TpeOOBaHMH K 3alUTe HWH(OpPMAaLUU OT
HCII..

ApxuBanuu u BocctaHoBiieHus AaHHbIX B Windows. Knaccudukanus atak Ha OC u
UX CpPaBHUTENIbHAS CTATHCTHKA.

AHanu3 aTtaku W METOJOB, MO3BOJIAIOIIMX HECAHKIMOHHUPOBAHHO BMENIAThCS B
paboty OC

N30uparenpHoe ¥ MOJTHOMOYHOE pa3rpaHUYEHUE JOCTYIIa

IIpumepsl peann3anuu pasrpaHudeHus 10ocTyna B coBpeMeHHbIXx OC
Wnentudukanus un ayreHTudukanus noias3zonateneit OC

AyTeHTH(UKAIMS Ha OCHOBE BHEUIHMX HOCHTENEeH KiIo4a, OHOMETPUYECKHUX
XapaKTePUCTHK MOJIb30BaTENs

AyTeHTH(HKAIMI Ha OCHOBE BHEIIHUX HOCUTENEH Kiltoya

buomerpuueckas ayreHTUUKALINS

Pasrpannuenue pgoctyna k pecypcam B OC Windows, Unix. Opranuzamus
pasrpaHuyeHust 10CTyna K 00beKTaMI]



18.

Aymut B OC. HeobxoqumocTh ayauTa

19. Aynut B Unix-nio100HOM cUCTEME: CUCTEMHBIC KYPHAJIBI U YIIPABICHUE
MIPOTOKOJIMPOBAHUEM.

20. Aynut B Unix-1og00HOM cUCTeMe: YPOBHU 3HAYMMOCTH U 3aIlIMTa CUCTEMBI ay/IUTa.

21. YerpoiictBa B Unix-mogo0OHOM cucteme. 3amra yCTPOWCTB. BupTtyanbHbIe
YCTpOICTBA.

22. MonTupoBanue B Unix-1iojo0HOM cucteMe. XpaHeHHEe KOHPUTypaIuu.

TpebGoBaHuUs K TIOJICHCTEME ayaUTa

23. Aynut B onepanoHHbIX cucremMax UNIX u WINDOWS

24. 3amurta cereBoro B3aummojaeicTBus Windows, Unix. MeToauka NpOHUKHOBEHHS.
COop uHpopMaIuu o0 CUCTEME

25. I3yyeHue CpeACcTB  3alllUThl  CETEBOrO0  B3aUMOACHCTBUA. HacTpoliku 30H
0€30MMacHOCTH.

26. [lpumenenne mabioHOB  0O€30MAacHOCTH I 3alIUThl  pabOYMX  CTAHIIMI
MOJIb30BaTeNeH. 3aluTa CEPBEPOB.

27. 3amuTa 6ECIIpOBOJIHBIX CETEH: 0COOCHHOCTH U KIIFOUEBBIC XapaKTEPUCTUKU

28. 3ammTa KaHaIOB cpecTBaMu (paiiepBoiia. BupTyanbHbIE YacTHBIC CETH, TPOTOKOJIBI

29. Pasnensembie ceteBbie pecypchl, NTFS u mpaBa nocryma. Pacrpenenennas (aiinopas
CHCTEMA U TpaBa JOCTYyIIA.

30. Ayrentu(uKanys Ha OCHOBE Mapojieil, ayTeHTH(QHKAIMA Ha OCHOBE OHOMETPHYECKUX
JaHHBbIX, ayTCHTI/I(pI/IKaHI/ISI Ha OCHOBE BHEIIHUX KJIIOUEeH — OCO6€HHOCTI/I U CpaBHUTCIILHBIC
XapaKTePUCTUKH.

9.6. KOHTPOJIb 0CBOEHHUSI KOMIIETEHIUIA
Bua xontposs Koutponupyembie TeMbl KoMnereHunu, KOMIOHEHTbI

(pa3neJn) KOTOPBIX KOHTPOJIUPYIOTCSA

Yemmuwuii onpoc 1-8 IK-1,ITIK-5




JUCT PETUCTPAIIMA U3MEHEHUI
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Homep u nata npotokona 3acemanust
Kadeapbl

HepequL HN3MCHCHHBIX

IIYHKTOB

Iloanuce
3aBEYIOLIETO

Kadeapoit
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