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1. HACHOPT ®OHJIA OHEHOYHbIX CPEACTB

10 JTUCHUITIIIMHE ((3aH_[I/ITa KOMIIBKOTCPOB U ceTei

OneHouyHbIE CpENCTBA COCTaBISIIOTCA B COOTBETCTBUM C
JUCIUIUIMHBL U MPEACTaBISAIOT CO00M COBOKYIHOCTh KOHTPOJIbHO-U3MEPUTEIBHBIX MaTepUaioB
(TumoBbie 3amauM (3aaHMs), KOHTPOJBHBIC PAOOTHI, TECTHl W Jp.), MPEIHA3SHAYCHHBIX IS

HU3MCPCHHA YPOBHA NOCTHIKCHUA O6y‘laIOH_[I/IMI/ICH YCTaAaHOBJICHHBIX PE3YJIbTAaTOB 06y‘IeHI/IH.

OneHouyHblE CpEICTBAa  HUCHOJB3YIOTCS IPU  MPOBEACHUUM TEKYILErO0  KOHTPOJSA

YCIICBACMOCTHU U HpOMe)ICYTOHHOﬁ aTTcCTallu.

Tabmuma 1

- [lepeuenps komneTeHMi, HOPMUPYEMBIX B IPOILECCE OCBOCHHUS! TUCIUTUIMHBI

Kon
KOMIIETEH
119701

HaumenoBanue pe3yabTara 00y4eHust

OIIK-3.
Cniocoben
peuaTh
CTaHJapTH
b€ 3a7]a41
npodeccu
OHaJIbHOU
JESITEIbHO
CTH Ha
OCHOBE
uH(popmar
WOHHOU U
oubmmorpa
(uueckoi
KYJIBTYPBI
c
MPUMCHCH
uemM
uH(popMmar
HMOHHO-
KOMMYHHK
AITMOHHBIX
TEXHOJIOTH
nuc
Y4EeTOM
OCHOBHBIX
TpeboBaHU
i
uH(popMmarl
WOHHOU
0e30macHo
CTH

OIIK-3.1. 3HaeT npUHIKIIBI, METOIbI M CPEACTBA PEIICHUS CTAHJAPTHBIX 3a]1a4
npoheccuoHaNBbHON e TEIbHOCTH Ha OCHOBE MH(POPMAIIMOHHOMN U
oubsnmorpaduyeckoit KyabTypsbl ¢
MpUMeHEeHHEeM HH(POPMAITMOHHO KOMMYHHKAIIMOHHBIX TEXHOJIOTHH U C YY€TOM
OCHOBHBIX TpeOOBaHMI HH(DOPMAIIMOHHOM O€30MaCHOCTH.

OIIK-3.2. YMeeT pemaTh cTaHAapTHBIE 33]Ja4l MPO(eCcCHOHANBHOM
JesITeIbHOCTH Ha OCHOBE MH(OPMAIIMOHHOM 1 OubInorpadguueckoit KyabTyphl ¢
IpUMEHEHHEM MH()OPMAITMOHHO KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U C y4eTOM
OCHOBHBIX TpeOOBaHMI HH()OPMAIIMOHHON O€30IaCHOCTH.

paboueil mporpammoit




OIIK-3.3. ImeeT HaBBIKK TOATOTOBKH 0030pOB, aHHOTAIINI, COCTABIICHHUS
pedepaToB, HAyUHBIX JTOKJIAJ0B, MyOIUKaIMi, 1 Oubauorpaduu no Hay4yHO
HCCIIeIOBATEIILCKON paboTe ¢ y4eToM TpeOOBaHM HH()OPMAIIMOHHON
0€3011aCHOCTH

KoHeuHbIMU pe3yabTaTaMu OCBOECHUS AUCLUILIMHBI SBJIAIOTCA CPOPMUPOBAHHBIE
KOTHUTUBHBIE JECKPUIITOPHI «3HATHY, KYMETbY, «BJIAJICTh», PACIIMCAHHBIE 110 OTEIbHBIM
KoMmneTeHIMsIM. PopMUPOBaHUE AECKPUIITOPOB IPOUCXOAUT B TEYEHHUE BCEIO CEMECTpa
0 ATaraM B paMKaX KOHTaKTHOM paOOoThl, BKIIOYAIOLIEH pa3InYHbIe BU/IbI 3aHATHHA U
CaMOCTOSITENIbHON PabOThl, C IPUMEHEHUEM PA3INYHbIX (POPM U METOJ0B O0yUCHMSL.




Ta0mura 2

2. IEPEYEHb OLIEHOYHbIX CPEJICTB'

Ne | HaumeHnoBanue
OLICHOYHOT'O
CpeJICTBA

XapakTepHucTUKa OLIEHOYHOTO CPEJICTBA

[Ipencrasnenue oueHouHoro cpeacrsa B POC

1 | Ycrasrit onpoc

CpencTBo KOHTPOJSI yCBOGHHMS Yy4eOHOro Marepuaja TeMbl, pas3jiena WiId
pasnenoB JAMCUMIUIMHBI, OPraHM30BaHHOE Kak Yy4yeOHOe 3aHSATHE B BHJE
cobeceI0BaHus MPENOAABATENS C 00YJAFOIIUMHUCS.

Bonpocsr mo Temam/pazaenaM JUCIUTLIAHBI

2 | Tect

CpenctBo, MO3BOJSIONIEE OICHUTh YPOBEHb 3HAHUN OOy4aromlerocs MmyTeM
BBEIOOpPa WM OJHOTO W3 HECKOJIbKMX BAapUAHTOB OTBETOB Ha IOCTaBICHHBIN
BONpoc. Bo3MOXXKHO MCMOIB30BaHUE TECTOBBIX BOIMPOCOB, MPEAYCMATPHUBAIOIINX
BBOJI OOYyYarommMcsi KOPOTKOTO M OJIHO3HAYHOTO OTBETa HAa TOCTaBJICHHBIN
BOIPOC.

TectoBble 3agaHus

3 | KonTponbHas
pabora, 3amura
OTYETOB 110
MPAKTHYECKUM
pabotam

PaznuuaroT 3amaun u 3agaHus:

a) peNpOIYyKTUBHOTO YPOBHSI, MO3BOJISIONINE OIICHUBATh M IMAarHOCTUPOBATh 3HAHUE
¢dakTuueckoro marepuana (0a30Bble TOHATHA, aNTOPUTMBI, (DAKThI) M yMEHHE
MPaBUIBHO HCIOJIB30BAThH CIICIHATIBHBIC TEPMUHBI U TIOHATHS, Y3HABaHHE 00BEKTOB
M3YYCHHUS B paMKaX OMPEAENICHHOTO pa3jesia IUCIUIUINHBL,

0) pPEKOHCTPYKTHMBHOTO YPOBHS, TO3BOJISIONIME OIIEHWBATh W JIUArHOCTHUPOBATH
YMEHHsI CHHTE3UPOBaTh, aHAIM3UPOBATh, 00001IaTh (PAaKTUIECKUI U TEOPETUIECKHIA
MaTtepuai ¢ GopMyJIMpOBaHUEM KOHKPETHBIX BBIBOJIOB, YCTAHOBICHHEM MPUYUHHO-
CIICICTBEHHBIX CBSI3€il;

B) TBOPYECKOI'O YPOBHS, IMO3BOJISIOIINE OLEHHBATH M JHATHOCTHPOBATH YMEHHS,
WHTETPUPOBATh 3HAHUS PaA3IMYHBIX 00JacTeidl, apryMeHTHPOBaTh COOCTBEHHYIO
TOYKY 3PEHHS.

KommuiekT pa3HOypOBHEBBIX 3a1a4 (3aJaHHi)

1 o o
VKa3pIBaloOTCS OLICHOYHBIC CPEACTBA, IPUMCHACMBIC B XO1€ pC€aiu3allun pa60qen nporpaMmbl JaHHOU JUCHUTUIAHBI.




3. OIMMCAHUE IOKA3ATEJIEA U KPUTEPUEB OLIEHUBAHUA KOMIIETEHIIUA

OueHuBaHue pe3yiabTaToB 00y4EHHUS M0 AUCLUHUIUIMHE «3alluTa KOMIBIOTEPOB U CeTeil» OcyllecTBiIseTcs B cooTBeTcTBUU ¢ [lonoxkenuem o
TEKYIIEM KOHTPOJIE YCIIEBAEMOCTH U IPOMEXKYTOUYHOM aTTeCTallMi 00y4aroIIuXCsl.

[IpenycMOTpeHbl cleayromue BUAbBI KOHTPOJIS: TEKYIIU KOHTPOJb (OCYLIECTBIEHHE KOHTPOJIA BCEX BUIOB ayIUTOPHON M BHEAyTUTOPHOM
JESATEeTbHOCTH 00YYArOIIErocs ¢ IeJbI0 MOJyYeHHUs MEePBUYHON HH(DOPMAIIK O X0/ YCBOCHHS OTIEIBHBIX JIEMEHTOB COACP)KAHUS TUCIMILIMHbI) U
MIPOMEXKYTOUHAs aTTecTalus (OLIEHUBAETCS YPOBEHb M KAU€CTBO MOATOTOBKH 110 AUCLUHUIUIMHE B LIEJIOM).

[Tokasarenu u KpUTEpHUH OTICHUBAHMSI KOMITETEHITUH, ((OPMHUPYEMBIX B IPOIIECCE OCBOCHUS JAHHON TUCIUIUIHHBI, OIMCaHBI B Ta0I. 3.
Tab6uia 3.



Kon YpoBeHb HNuaukatopsl Bux  y4eOHBIX 3aHSTHIL, Kontpomupyemsie pazaensl | OnieHOUHBIE CpPEACTBa, Kpurepuu orieHnBanus
KOMIIET | OCBOCHUS JIOCTHKEHUS paboTel, (OPMBI U METOMBI | M TEMbI AUCIUILTHHBL" HCIIOJIb3yEeMbIe JUTSt pe3yNbTaToB 00yUeHUs
CHIIUU KOMIIETCHIINU KOMIIETCHIIUU o0yueHus1, ClIOCOOCTBYIOIINE OIICHKH YpOBHSA
(hopMHPOBaHUIO M PA3BUTHIO cthopmMupOBaHHOCTH
KOMITETCHIINM KOMIIETCHIIUU
OIIK-3 3Haer
Henocratoun OIIK-3. Jlex1inoHHEIE u|l. Beenenue B | Tekymuid koHTposip — | He 3Haer 3HauuTenbHOMN
bIil YpOBEHb Coocoben MPaKTUYECKHUE 3aHATHSA, | HTHPOPMAITHOHHYIO YCTHBIN OIpocC, | YacTH MaTepuaia Kypca,
Ornenka pemars CaMOCTOSITEIbHAs pabota | 6e3omacHocts (MB). KOHTpOJIbHAsi paboTa, | HE criocobeH
«HE3aYTEHO», | cTaHapTHHIC o0yJaronmxcs, TO/rOTOBKA 2. TexHonmoruu TECTUPOBAHUE, 3allIUTA | CAMOCTOSITEILHO BBIICISATh
«HEYNIOBJETBO | 3 1ayy U crada MPOMEXYTOYHOH | 3aIIMTHI JaHHBIX. OTYETOB 110 | TJIaBHBIE TIOJIOKCHHSI B
PUTETBHO» npodeccronas aTTeCTaIllii, TIOATOTOBKA | | 3. TexHomornu MPaKTHIECKAM W3YYEHHOM Marepuaie
o caaya 3a4ycTra 3allIUThI BbBIYUCIIUTCIIBHBIX pa6OTaM JUCHUITIINHBI
Hou CHCTEM.
ACATCIEHOCTH 4, TexHomornu
Ha OCHOBC O0OHapyXEeHHsI BTOPKEHHH.
MH(OPMALIOHH 5. VYnpasnenue
oi 4 0e30IacHOCTHIO.
oubnuorpaduye

CKOM KYJIbTYpBI
C TPUMEHEHHEM
MH(POPMAIMOHH
o-
KOMMYHUKAI[IOH
HBIX
TEXHOJIOTUI U C
y4eToOM
OCHOBHBIX
TpeboBaHUM
MH(pOpPMaIMOHH

? JIeKIHOHHbIE 3aHATHS, PAKTHIECKHE 3aHATHS, Ta00PATOPHbIE 3aHATHS, CAMOCTOSTENbHAs paGoTa. ..
¥ Heo6X01MMO yKa3aTh aKTHBHBIE U HHTEDAKTUBHBIE METO/IbI 0OyUeH s (HATIPIMEp, HHTEPAKTHBHAS JIEKIHs, pab0Ta B MallbIX TPYIIIAX, METObI MO3TOBOTO IITYPMA U T.11.),
CIOCOOCTBYIOIIHE PA3BUTHIO y 00yUarOINXCS HAaBBIKOB KOMaHAHOHM paOOThI, MEKITMIHOCTHON KOMMYHHUKAIUH, IPUHITHS PEIICHUH, THIEPCKUX KaueCTB.

* HammenoBaume TeMbl (pasjena) Gepercs u3 paboueii mporpaMMbl TUCIHIITHHEL.
® OLEHOYHOE CPEICTBO OIDKHO BEIOHPATHCS C YUETOM 3aIIaHHPOBAHHBIX Pe3yIbTATOB OCBOCHHS AMCIIAILTHHbI, HAPHME:
«3HaTh» — cobecenoBaHNEe, KOJUIOKBHYM, TECT. ..
«YMeTb», «BnaneTs» — MHIUBHUTya IbHBIA WM TPYIIIIOBOM MMPOEKT, Kelc-3a1a4a, AesoBas (poseBast)

urpa, mnopTQoino. ..




on

0€30MmacHOCTH
bazoBrrit OIIK-3.1. 3uaet | Jleknuonusle u|l. Beenenue B | Texymuit kouTpons — | 3naer He ™menee 50 %
YPOBEHb HPHHLUIIBL, MIPAKTUIECKUE 3aHATHS, | THQOPMALIMOHHYIO YCTHBIN OIpOC, | OCHOBHOTO Marepuaia
Onenka, METOIBI u | camocrosTensHas  pabora | 6ezomacHocTs (Ub). KOHTpOJIbHAs paborTa, | Kypca, OJIHAKO
«3a4TEHOY, cpejcTBa oOyyJaromuxcs, MOArOTOBKA 2. TexHonoruu TECTHPOBAHME, 3aIUTa | UCIBITHIBACT 3aTPyJHECHUS
«YHOBNCTBOPH | 1oryyepryrg W claya MOpPOMEXYTOYHOM | 3aIlIWTHI JaHHBIX. OTYETOB Mo | B €ro NPUMEHECHUH
TEJBHOY» CTAHIAPTHEIX aTTeCTalluy, IOArOTOBKa H | 3. TexHonoruu MPAaKTUIECKUM

caya 3adera 3alIUThl BBIYUCIUTENBHBIX | paboTam

sanat CHCTEM.

npodeccroHarb 4, TexHonOTHMH

HOM 0OHapy)XEHHUS BTOP)KEHUIA.

HEATCIIBHOCTH 5. Yupasnenue

Ha OCHOBE 0€30MacHOCTBIO.

MH(POPMAIIMOHH

ot u

oubnuorpaduye

CKOM KYJBTYpBI

c

NIPUMEHEHUEM

nH(}OPMALIMOHH

0

KOMMYHUKAIIHO

HHBIX

TEXHOJIOTHMN U C

Y4ETOM

OCHOBHBIX

TpeboBaHui

nH(}OPMAaLIMOHH

oi

0€30MaCHOCTH.
Cpennmit OIIK-3.1. Buaer | JlexkumoHHsie u | 1. BBenenue B | Texkymuii KOHTpPOJL — | 3HAET OCHOBHYIO YacTh
YPOBEHb HPHHIMITBL, MPAaKTUIECKUE 3aHATHA, | THOOPMAIIMOHHYIO YCTHBIN ompoc, | MaTepuaia Kypca,
Onenka METO/IBI pabora B ManbIx Trpymmnax, | 6ezomnacHocts (MB). KOHTpOJIbHAs paboTa, | crocoOeH MIPUMEHUTh
«3a4TEHOY, WHTEpaKTHBHAS nekuys, | 2. TexHonorun TECTHPOBaHKe, 3alUTa | U3YYeHHBIH MaTepual Ha




«XOpOLIO» cpezicTBa JIMCKYCCHS, 3aIIUTHI JAHHBIX. OTYETOB 1O | MPaKTHKE,  HCIBITHIBACT

peleHus CaMOCTOSITEIbHAS pabora | 3. TexHonorun MPaKTUICCKUM HE3HAYUTEITbHBIC

CTaHIAPTHBIX oOyyJaromuxcs, TOZITOTOBKA | 3AIATHI  BEMHCIHTENLHBIX paboram 3aTpyIHEHHUS B PEIICHUH

3aaq M clada TPOMEKYTOUYHOU | CHCTEM. 3a1a4

npodeccromany | ATTECTALUN, TONrOTOBKA M 4. Texnonorun )

O claJa 3avera 0OHapYKEHUST BTOPIKCHHH.

5. Ynpasnenue

ACATCIBHOCTH 0€30I1aCHOCTLIO.

Ha OCHOBE

nH(pOpMaMOHH

o u

oubnuorpaduue

CKOH KYJIBTYpbI

c

MIPUMEHEHUEM

nH(pOpMaMOHH

0

KOMMYHUKAIAO

HHBIX

TEXHOJIOTUH U C

YYETOM

OCHOBHBIX

TpeboBaHUM

UH(pOPMAaIMOHH

oi

0€30aCHOCTH.
Bricokuii OIIK-3.1. 3naer | JleknuonHusie u| L Benenue B | Texymuii kouTpons — | Iloka3biBaeT rIyooKoe
YPOBEHB HPUHITHIIBL, NIPAKTUYECKUE 3aHATHSA, | HTHPOPMAIIMOHHYIO YCTHBIN OIIpOC, | 3HAHME W  I[IOHMMAaHHE
Onenka METO/IBI U pabora B ManbIx rpymnmax, | 6ezomacHocts (UB). KOHTpOJIbHasi pabora, | MaTrepuana, crnocobeH
«3a4TCHOY, cpe/cTBa MHTEPaKTHBHAS JAeKuus, | 2. Texunonorun TECTUPOBAHME, 3aIIUTA | IPUMEHUTh  W3yYCHHBIH
«OTJIIMYHO» pemeHI/ISI OUCKYyCCus, 3alIUThl JaHHBIX. OTUYETOB 10 | MaT€pural Ha MMPAKTUKE

CTAHIAPTHEX CaMOCTOSITEIIbHAS pabora | 3. Texuonoruu NPaKTHYECKUM

00ydaroImuxcsi, MOATOTOBKA | 3aIUTHl BBIYHCIUTENBHBIX | paboTam
sanat M clada TPOMEKYTOUYHOU | CHCTEM.
l'IpO(beCCI/IOHaJIB aTTecTaluy, IOATrOTOBKa u | 4. Texnonornu




HOU c/aya 3avera 00OHapYKEHUST BTOPIKCHHH.

JeSTeIbHOCTH 3. Yupasnenue

HAa OCHOBE 0e30IacHOCTHIO.

MH(POPMAIMOHH

oil

oubnuorpaduye

CKOM KYJIbTYpbI

c

MPUMEHEHUEM

MH(POPMAITMOHH

0

KOMMYHUKaIAO

HHBIX

TEXHOJIOTHUH U C

y4ETOM

OCHOBHBIX

TpeboBaHu

nH(}OPMALIMOHH

oi

0€30MacHOCTH.

Ywmeer
Henocratoun OIIK-3.2. JIekIMoHHbBIE u|l. BBenenue B | Texymuii koHTpons — | He 3Haer 3HauuTenbHOU
bIif yPOBEHB YMeeT pemarh | IPAKTHYECKHE 3aHATHS, | THOOPMAIIMOHHYIO YCTHBIN ompoc, | YacTd MaTepuaia Kypca,
OreHka CTaHIapTHBIE pabota B Mabix Tpymmax, | 6e3omacHocts (MB). KOHTpOJIbHAsE paboTa, | HE CrocoOeH
«HE3aYTCHO», 3aJ]1a4u HWHTCPAKTHBHAA JICKIIUA, 2 Texuonorun TECTUPOBAHUEC, 3alIUTA | CAMOCTOATCIIBHO BBIACIATH
«HEYJIOBJIETBO MpodeccHOHATH JICKYCCHS, 3aIUTHI JAHHBIX. OTYETOB Mo | TTaBHBIC TIOJOXKEHUS B
PHUTETHHOY O CaMOCTOSITEIIbHAS pabora | 3. TexHom0rHN MPAKTUICCKAM H3yUYCHHOM MaTepHane
06yanOIIH/IXC$I, IIOATrOTOBKA | 3allIUTHI BBIYUCIINTCIIBHBIX pa60TaM JUCHUITIINHBI

ACATCIBHOCTH W claya MOPOMEXYTOYHOM | CHCTEM.

Ha OCHOBC | arrecramum, mnoarotoska u | 4. TexHom0rHN

MHQOPMALIMOHH | ¢riaua 3aueta OOHapY)KEHHUS BTOPIKEHUIA.

oi u 5. VYnpasnenue

oubnuorpaduue 0€30MacHOCTHIO.

CKOM KYJIBTYpBI




C INPHUMCHCHUEM

MH(POPMAIMOHH

0

KOMMYHUKAIAO

HHBIX

TEXHOJIOTHM U C

Y4€TOM

OCHOBHBIX

TpeboBaHUM

MH(POPMAITMOHH

oM

0€30MaCHOCTH.
ba3oBbIit OIIK-3.2. JlekuoHHbIE u | 6. Beenenue B | Texymuii KOHTpOJb — | YMEET BOCIPOM3BECTH HE
YPOBEHb VMeer pemiars | HPAaKTHIECKHE 3aHATHS, | THOOPMALIMOHHYIO YCTHBII ompoc, | MeHee 50 % OCHOBHOrO
Onenka, CTaHIapTHEIC pabora B MaibIX rpymnmnax, | 6esonacHocts (Ub). KOHTpOJIbHAs Pa0oTa, | MaTepuana Kypca, OZHAKO
«3a4TCHOY, 3aaun MHTEpaKTHBHAs aekuus, | 7. Texnonorun TECTUPOBAHME, 3aIUTA | UCIBITHIBACT 3aTPyIHEHUS
«yJOBJIETBOPU MpodeccHoHas THUCKYCCHS, 3aIlUTHI JAHHBIX. OTYETOB no | npu peleHnn
TEJIBHOY» ol CaMOCTOSITEIbHAS pabora | 8. TexHonorun MPaKTUIECKUM MPAaKTUYECKUX 3a7a4

00ydaromuxcsi, MOATOTOBKA | 3aIIUTHl BBIYUCIUTENBHBIX | paboTam

ACATCIIBHOCTH H clada IPOMEXYTOYHOH | CUCTEM.

Ha OCHOBC | arrectanum, moarotopka u | 9. TexHonorun

MHQOPMALMOHH | ¢jiaua 3aueta OOHapyKEHHUS BTOPIKCHUH.

oi u 10.  VYnpapienue

o6ubnuorpaduye 0€30MacHOCTHIO.

CKOM KYJBTYpBI
C IPUMEHEHUEM
nH(OPMALIMOHH
0
KOMMYHHKAIHO
HHBIX
TEXHOJIOTHI U C
y4ETOM
OCHOBHBIX
TpeboBaHU




nH(pOpMaMOHH
oi

0€30MMaCHOCTH.
Cpennuit OIIK-3.2. Jlextmonneie u| L Beenenne B | Tekymuii koHTponp — | Ymeer pelaTh
YPOBEHB YMeeT pemaTh | IPaKTHYECKHE 3aHATHUS, | HHPOPMAIIMOHHYIO YCTHBIH OIIpOC, | CTaHIAPTHBIC
Onenka CTaHIapTHbIC pabora B MamnbIx Trpymmnax, | 6ezomacHocts (MB). KOHTpOJIbHAsT paboTa, | mpodeccroHanbHbIC
«3a4TCHOY, 3a7a4n MHTEPAaKTHBHAs JTeKIus, | 2. Texnonorun TECTHPOBAHHE, 3ALIMTA | 3a7aTH € TPUMCHEHHEM
«XOpOIIO» HpodeccHOHaH TIACKYCCHS, 3aIIUTHI JaHHBIX. OTYETOB 1O | MOJTYYEHHBIX 3HaHUH,
N CaMOCTOSITENbHAS pabora | 3. TexHonorun MPaKTUIECKUM WCTIBITHIBACT
HoH 06yan0mecsl, IIOArOTOBKA | 3allIMTBI BBIYHUCIIUTCIIBHBIX pa60TaM HE3HAYNUTCIIbHbBIC
ACATEIEHOCTH U cIada TPOMEKYTOYHOU | CHCTEM. 3aTpyIAHEHHS B pPEIICHUN
Ha OCHOBC aTTecTali, IOATOTOBKa u | 4. Texnonoruu 3a7a4
MH(OPMALHOHH | cpaua sauera OOHapy)KEHHUS BTOPKEHUIA.
o 141 5. Ympasnenne
oubnuorpaduye 0€30MacHOCTBIO.
CKOM KYJIbTYpBI
C NPUMEHECHHUEM
UH(pOPMAIMOHH
0
KOMMYHUKAIAO
HHBIX
TEXHOJIOTUN U C
YYETOM
OCHOBHBIX
TpeboBaHUM
MH(pOPMAIMOHH
oi
0€30IaCHOCTH.
Bricoknii OIIK-3.2. JIekMoHHbBIE u|l. BBenenue B | Texymuii KOHTpoib — | YMeeT peuarb
YPOBEHb VMeer pemiarh | TPaKTHIECKHE 3aHATHS, | ”HPOPMAITMOHHYIO YCTHBIN OIpOC, | CTAHIAPTHBIE
Orenka CTaHIApTHbIE pabora B MaibIXx Tpymmax, | 6ezomacHocTh (MB). KOHTpOJIbHAsE paboTa, | mpodeccroHalbHbIC
«3a4TCHOY, 3a7a9n MHTEPaKTHBHAs JAeKuus, | 2. Texunonorun TECTHPOBAHHE, 3ALMTA | 3a]AMH € [PUMEHEHHEM
«OTJIINYHO» npodeccromans, | MCKYCoHd, 3aIIUTHI JAHHBIX. OTYETOB 1O | MOJYYEHHBIX 3HaHUH,
O CaMoCTOSITeIbHAS pabora | 3. TexHonorun MPaKTUIECKUM MOKa3bIBAET riybokoe
00y4aroImuxcsi, MOATOTOBKA | 3aIIUTHl BBIYHCIUTENBHBIX | pabdoTam 3HAaHWE W TIOHUMaHHe




NESITETbHOCTH W claya MPOMEXYTOYHOM | CHCTEM. MaTepuana, criocobex

Ha OCHOBE | arrecTanuu, IOArOTOBKa H | 4. Texuonorun pemuTh  3ajady  IpH

pHpOpMaIMOHH | CAaYa 3aUeTa O0OHapYKEHUST BTOPIKCHHH. W3MEHEHUHT

oit - 5. VYrpagsnenue (hopMyTHPOBKH

GuGHOrpaduUe 0e30IMacHOCThIO.

CKOM KYJBTYpBI

C TPUMEHECHUEM

MH(POPMAIIMOHH

0

KOMMYHUKaIAO

HHBIX

TEXHOJIOTHH U C

Y4ETOM

OCHOBHBIX

TpeboBaHUH

MH(POPMAIMOHH

ou

0€30IaCHOCTH.

Bnangeer
Henocratoun OIIK-3.3. Jlex1imoHHkIEe u | 1. BBeneunue B | Texymuii koHTpons — | He 3Haer 3HauuTenbHOU
BIif yPOBEHB VMeer HaBBIKHU | MPAKTHYECKHE 3aHATHS, | THOOPMAIIHOHHYIO YCTHBIN Ompoc, | YacTH MaTepuaia Kypca,
Onenka [OTOTOBKH pabora B MaibIX rpymnmnax, | 6ezomacHocts (UB). KOHTpOJIbHAsi paboTa, | He crnocobeH
«HE3AYTCHO», 0630p0B, I/IHTepaKTI/IBHaH JICKIIUA, 2 TCXHOHOFI/II/I TeCTI/IpOBaHI/Ie, 3aluTa | CaMOCTOATEIIbHO BBIACIATH
«HEYJIOBJIETBO AHHOTALWI, JICKYCCHS, 3aIUTH] TaHHBIX. OTYETOB [I0 | [IaBHBIE IIOJOKEHUSA B
PHUTEITHHOY COCTABIICHIS CaMOCTOATEIbHAS pabora | 3. Texuonorun MPaKTUYCCKUM H3y4CHHOM MaTepuae
06le3}0111ch51, IIOATrOTOBKA | 3allIUTHI BBIYUCIINTCIIBHBIX pa60TaM JUCHUITIINHBI

pedeparos, W claya MOPOMEXYTOYHOM | CHCTEM.

Hay9qHBIX aTTecTalid, IOJArOTOBKA | | 4. TexHoornu

AOKJIaA0B, cliaya 3adera OOHapY)KEHUS BTOPIKEHUIA.

nyOnuKanui, u 5. Vrpasienne

o6ubmanorpaduu 0e30MacHOCTBIO.

o HAaY4YHO

HCCIIEIOBATEIILC

Kol pabore ¢




y4eToM

TpeOoBaHMI

nH(pOpMaMOHH

oi

0€30MacHOCTH
ba3zoBbrit OI1K-3.3. JlekuoHHbIE u | 6. Brenenue B | Texymuii koHTpoas — | Bnaneer HAaBBIKAMHU
YPOBCHB MMeeT HaBbIKM | MPAKTHYECKHE 3aHATHUS, | HHPOPMAIIMOHHYIO YCTHBIH OIIPOC, | TEOPETHYECKOTO u
OneHka, [OATOTOBKH pabora B MamnbIx Tpymmnax, | 6ezonacHocts (MB). KOHTpOJIbHAs paboTa, | SKCIIEPUMEHTAILHOTO
«3a4TCHOY, 0630pOB, MHTEPaKTHBHAS aexuus, | 7. Texnonorun TECTUPOBAHME, 3aIIUTA | MCCIESIOBAHUS O§LGKTOB
«YHOBICTBOPH | 10 vrayimi, JIACKYCCHS, 3aIIUTHI JAHHBIX. OTYETOB 1o | mpodeccHoHaNbHOMI
TEIBHO» CaMOCTOSITEIIbHAsI pabota | 8. Texunonoruu NPaKTHYCCKUM JIeSTEIILHOCTH, YCBOMII

COCTABIICHHA 00ydJaromuxcsi, MOATOTOBKA | 3aIIUTHl BBIYHCIUTENBHBIX | paboTam OCHOBHOE cofiepKaHue

pedeparos, U cIada TPOMEKYTOYHOU | CHCTEM. Mmarepuana JAUCIHIUINHEL,

Hay9qHbIX aTTecTalnuy, MoAroToBka u | 9. Texnonoruu HO HMeeT TpoOenbl B

AOKJIaA0B, claya 3ayera OOHapy)KEHUS BTOPKEHUIA. YCBOCHUH Marepuaa.

nyOnuKanui, u 10.  VYmpasienue Hmeer

oubmmorpadum 0€30MaCHOCTBIO. HECHCTEMAaTU3HPOBAHHBIC

o HAaY4YHO 3HaHUS OCHOBHBIX

HCCIIEIOBATENBC pa3lenoB AUCIUILTHHBL

Kol pabote ¢

y4eTOM

TpeboBaHu

nH(}OPMALIMOHH

oi

0e30macHOCTH
Cpennuit OIIK-3.3. JlexkunoHHbIE u| 1l Beenenue B | Texymuii xoHTposr — | Bnameer HaBLIKaMH
YPOBEHB MMeeT HaBbIKM | MPAKTHYECKHE 3aHATHUS, | HHPOPMAIIMOHHYIO YCTHBIH OIIpOC, | TEOPETHYECKOTO u
Onenka [OArOTOBKH pabora B MamnbIx Trpymmnax, | 6ezonacHocts (MbB). KOHTpOJIbHAsT paboTa, | SKCIEPUMEHTAILHOTO
«3a4TCHOY, 0630pOB, HMHTEPaKTHBHAs JeKIus, | 2. Texunonoruu TECTUPOBAHKE, 3aIIUTA | UCCICIOBAHUS O§LGKTOB
«XOPOIIO» AHHOTALIHIH, JICKYCCHS, 3aIIUTHI JAHHBIX. OTYETOB 1o | mpodeccroHaIbHOI

COCTABICHIS CaMOCTOSITEIbHAS pabota | 3. Texunonorun PaKTHYECKUM JeSTEILHOCTH,  CIIOCOOCH

00y4aroIuxcsi, MOATOTOBKA | 3aIlUThl BBIYUCIUTEIBHBIX | paboTam CaMOCTOSITETIBHO BBIICIISATh

pedeparos, M clada TPOMEKYTOUYHOU | CHCTEM. IJIaBHBIC  TOJIOXKEHHS B

Hay9HBIX aTTecTalMy, MOATOTOBKa U | 4. Texunonorun U3y4eHHOM  MarepHale.

AOKJIaA0B, cllaya 3ayera OOHapy’>KeHHUs] BTOP)KCHHUH. HcmbiThIBaET




nyonuKanui, Hu 5. VYipasnenue HE3HAYHMTEIIbHBIC

6H6HI/IOr‘pa(bHH 0e30IacHOCTHIO. 3aTpyOHCHUSI B pPEIICHUM

1o HAy4YHO 3amad.

HCCIIEN0BATEIbC

Ko paboTe ¢

y4eTOM

TpeboBaHUH

MH(POPMAIIMOHH

ot

0e30macHOCTH
Bricokuii OIIK-3.3. JlekumoHHbIE ul l Beenenue B | Texymuii kKoHTpoiab — | CBOGOAHO BIIAJICET
YPOBEHB HMeeT HaBBIKM | IPAaKTHUECKUE 3aHATHS, | HHPOPMALOHHYIO YCTHBIN OmpocC, | HaBBIKAMH
Onenka [OITOTOBKH pabora B MaibIX rpynmnax, | 6esonacHocts (Ub). KOHTPOJIbHAsE PaboTa, | TEOPETHIECKOTO u
«3adyTCHO», O630p0B, HUHTCPAKTHBHAA JICKIIUA, 2. Texnonoruu TECTUPOBAHUC, 3alIUTA | SKCIICPUMCHTAILHOI'O
«OTJIMYHO» aHHOTaHI/Iﬁ, AUCKYyCCus, 3alIUThl JaHHBIX. OTUYCTOB II0 | UCCIICAOBaHMs,

COCTABIICHMUS camocCTosITeThHast pabota | 3. Texnomorun MPaKTHIECKAM MTOKa3bIBaeT riryookoe

06yan0mecsl, IIOArOTOBKA | 3alllMTBI BBIYHUCIIUTCIIBHBIX pa60TaM 3HaHUE u IIOHUMAaHUEC

pedeparos, H clada IPOMEXYTOYHOH | CUCTEM. HM3y4EHHOI'0 MaTepuasia

Hay9IHBIX aTTeCTalld, IOArOTOBKa | | 4. TexHomnorun

AOKIaN0B, cllaya 3adyera OOHapy>KEHHUS BTOPIKCHUH.

nyOnMKauui, | 5. YnpaBieHue

o6ubnuorpadun 0€30MacHOCTHIO.

o Hay4yHO

HCCIIEIOBATEIIBC

Kol paboTe ¢

y4eTOM

TpeboBaHUM

MH(OPMAIMOHH

oi

0€30I1aCHOCTH




4. MeTtoau4yeckue MaTepUaJibl, ONpeaeJaonue Npoueaypbl

OlICHUBAHUHA PE3YJIbTAaTOB Oﬁy‘leHl/lﬂ

3ananus B gopme yCTHOIO ompoca:

VY CTHBIN OMPOC UCIIONB3YETCS ISl TEKYILIET0 KOHTPOJIS YCIEBAEMOCTH O0YYarOIIMXCS 110
JUCIUIUIMHE B KadyecTBE IMPOBEPKHU pe3yJIbTaTOB OCBOEHHUs Marepuana. Kaxaomy cryaeHty
BbIJIa€TCSl CBOM COOCTBEHHBIH, Y3KO C(OPMYIUPOBAHHBII Bompoc. OTBET JOJIKEH ObITh YETKUM
U KpaTKuM, cCoACpiKallluM BCC OCHOBHBIC XAPAKTCPHUCTHUKH OITMCBIBACMOI'O ITOHATHUA. B cBoem
OTBCTC CTYACHT JOJUKCH IMOKAa3aTb YMCHHUA IHPOCICIKHUBATL MPHUYMHHO-CICACTBCHHLIC CBA3U U
HAaBBIKH PACCYKJICHHUM U JI0Ka3aTEIbCTRA.

3ananus B popme npakTuyeckux pador. KoMmiekT pa3HOypOBHEBBIX 33124
(3apanmii)

[IpakTuyeckas paboTa mpPEACTABISET COO0H KOHTPOJIBHOE MEPONPHUSITHE MO0 y4yeOHOMY
MaTepuanty KaxJI0u Tembl (pa3zaena) AMCUUILINHBI, COCTOSIIEE B MHANBUAYAIBHOM BbIIIOJTHEHUN
00y4aromuMcsl IPaKTUYECKUX 3aJaHUN I OLICHKH MOJTY4YEHHbIX 3HAHUN, YMEHUN U BIIaJICHUM
KOMIIETEHIIUSIMU, (POPMHUPYEMBIMU 110 TaHHOW AUCIUTINHE.

BbinmonHeHue mnpakTHYeCKMX paboOT  SBIAETCS  CPEICTBOM  TEKYLIEro KOHTPOJIS
yCIIEBaeMOCTH O0YYaIOIUXCsA MO AMCLUUIUIMHE U MOKET BKJIIOYaTh B CEO0sl CIENYIOIIUE THIIBI
3aJaHUi: 3aJaHus TUIIOBOIO BMJA W  3aJaHus TBOPUYECKOI'O XapakTepa, IO pe3ysbTraTaM
BBINOJIHEHUS MPAKTUYECKUX 33aJaHuil oOydaromue o(QOpMIISIOT OTYETHI, COJEprKalllue aHalu3
IIOJIyYEHHBIX PE3YJIBTATOB U BBIBOJBI.

TecToBble 3an1anus. 3aganus B popMe TeCTHPOBAHUSA

Tect npeacrasnser co00M KOHTPOIBHOE MEPOIIPHUATHE MO YUEOHOMY MaTepHally Kaxa0i
TeMbl (pa3gena) JUCHUUIUIMHBI, COCTOAIIEE B BBIMOJIHEHMH OOYdYalOIIUMCS CUCTEMBI
CTaHapTU3UPOBAHHBIX 3a/laHUi, KOTOpas MO3BOJISIET AaBTOMAaTU3UPOBATh MPOLIEAYPY U3MEPEHUS
YPOBHSI 3HAHUHM M YMEHUI 00y4aromerocs.

TectupoBanue sBIII€TCS CPEACTBOM TEKYLIETr0 KOHTPOJIS YCIIEBAEMOCTH O0Oy4aromIHUXCs
N0 JAMCUUIUIMHE W MOXET BKJIIOYaTh B ce0s Cleqyrole TUIbl 33JaHuil: 3aJaHue C
€MHCTBEHHBIM BBIOOPOM OTBETAa U3 MPEUIOKEHHBIX BapHAHTOB, 3a/laHUE Ha OIpeiesieHue
BEPHBIX Y HEBEPHBIX CYXJICHUI; 3aJlaHUE€ C MHO)KECTBEHHBIM BHIOOPOM OTBETOB.

B kaxxnom 3a1aHun He0OXOMMO BbIOpATh BCE NMPaBUIIbHBIE OTBETHI.



5. MarepuaJsbl 1J1s1 IPOBeIeHUS TEKYIIero KOHTPOJIS U MPOMEKYTOYHOM

arTrecranmun

3ananus B gopme yCTHOIO ompoca

5 cemecTp

1. Brenenue B undopmarmonnyro 6e3omnacHocts (UB)

2. OcuHoBusble noustust Ub.

3. AHanm3 yrpos.

4. [TpoGieMbl 0€3011aCHOCTH KOMIIBIOTEPHBIX CETEH.

5. [TonuTuka 6€30MaCHOCTH.

6. OCHOBHBIE COCTABJISIOLINE MOTUTHKH O€30MACHOCTH.

7. HopwmatuHo-nipaBoBoe obecnieuenue Mb.

8. Cranpnapter Ub.

9. MexnayHnapoansie ctanaapthel B chepe Ub.

10.  Ilpunnumnes! 3amuTsl nHGopMaroHHbIX cucteM (HC).

11. TexHOI0rnu 3aIuThl JaHHBIX.

12.  TIpuHOUIBI KPUTITO3AIIUTHL.

13.  Kpunrorpadudeckue aropuTmel.

14.  Kpunroanamnus.

15.  CummeTpuyHbIC U ACUMMETPHYHBIE CUCTEMBI TN POBAHUS.
16. TexHoIoruu AEKTPOHHO-IU(PPOBON TOAMHCH.

17. OYHKIMH XAIIUPOBAHUS.

18.  TexHonorum ayreHTU(UKALINH.

19.  buomerpuueckas ayTeHTU(DHUKAIHS.

6 cemectp

1. TexHonmornu 3a1uThl BHIYUCIUTENBHBIX CUCTEM.

2. O6ecneuenue 6e3omacHocTu onepauoHHbix cuctem (OC).
3. MekceTeBble SKpaHsbl.

4. CepTtudukanus u CTaHJapTU3ALHNS.

S. 3amuTa B BUPTyalbHbIX ceTssx VPN.

6. 3amura Ha ypoBHsx mozaenu OSI.

7. TexHomornM 0OHAPYKEHUSI BTOPKEHHH.

8. CpenctBo ananu3za cereBoro tpaduxa Wireshark.

9. CxaHMpOBaHUE CETH.

10.  AHanu3 3alUIIEHHOCTH.

11.  OOHapyxeHHe aTax.

12.  IlporpaMMHbIe cpeacTBa OOHAPY>KEHHs BTOPKEHHUS.

13.  3ammra yJaieHHOTO JOCTYIIA.

14.  3ammra OT BUPYCOB U CHama.

15.  VYmpasnenue 6€30MacHOCTHIO.

16.  3agaum ynpasienus Ub B undopmarmonnsix cucremax (UC).
17.  Apxurextypa u pyHkunoHnuponanue cucreM ympasienus Ub B (UC).
18.  Ayaut u monutopunr 6e3onactoctu (HUC).

19.  OG630p cucTeM yrpaBieHHs 0€30IaCHOCTHIO.

TecToBBIC 3a1aHUA

S cemecTp



1. KTo sBIsI€eTCSI OCHOBHBIM OTBETCTBEHHBIM 34 OIPCACIICHUC YPOBHA
kiaccudukanuu nHGopManun?

a) PykoBOIHUTENb CPEHETO 3BEHA

b) Beiciiiece pykoBOICTBO

C) Bnagenen

d) [Tons30Bareb

2. Kaxast kareropus sSBIsieTCsl HanboJIee PUCKOBAHHOM Ui KOMITAHHH C TOYKH

3peHusl BEpOATHOTO MOLIEHHUYECTBA U HapyLIEHHs 0€3011acCHOCTH?
a) CoTpyaHHKH

b) Xaxepsl

C) ATaKyromme

d) KonTparenTs! (Jiuma, paboTaromiye 1mo 10roBopy)

3. Ecau pa3nuyHbIM rpymnaM HoJIb30BaTeliel ¢ pa3aInyHbIM YPOBHEM JOCTYIIA

TpeOyeTcs JOCTYN K OJHOM U TOM e MHPOpPMAINH, KAKOe U3 YKAa3aHHBIX HUXKE NEHCTBUI
cleyeT NpeaPUHITh PyKOBOJCTBY?

a) CHM3UTH ypOoBeHb 0€30MMacCHOCTH 3TOM HH(OpMaLIUHU 11 00ecTieYeHUs ee
JIOCTYITHOCTHU U yJI00CTBA UCIOJIb30BAHUS

b) TpebGoBath MOAMKUCAHUS CIIEIUAIBHOTO Pa3pelIeHHs] KX bl pa3, Koraa
YeJIOBEKY TpeOyeTcs JOCTYII K 3TOW HH(pOpMariu

C) YAy4qmuTh KOHTPOJIb 32 0€30MaCHOCTHIO ATON UHPOpMAITUU

d) CHU3UTH YpOBEHB Kiaccudukaiyu 3Toi naopmanuu

4, Kakoii (hakTop Hanbomee BaKeH JJIs TOTO, YTOOBI OBITH YBEPEHHBIM B YCIICIITHOM
obecrnieueHnn Oe30MaCHOCTH B KOMITAHUU?

a) [Togneprxka BbICIIETO PYKOBOACTBA

b) D¢ dexTuBHBIC 3aIIUTHBIC MEPHI U METOJIbI UX BHEAPEHUS

C) AKTyaJIbHBIC B aJICKBATHBIC ITOJIUTUKH U TIPOIEAYPHI O€30MMaCHOCTH

d) [IpoBeneHne TPEHUHTOB MO OE30MACHOCTH JIJISl BCEX COTPYIHUKOB

5. Korna nienecoo6pas3Ho He mpeAnpuHUMaTh HUKAKUX JIeHCTBUN B OTHOIICHUHU
BBISIBJICHHBIX PUCKOB?

a) Huxkorna. J{ns obecnieuenus Xxoporieit 0€30MacHOCTH HY)KHO YYUTBIBATh U
CHWKATh BCE PUCKH

b) Korna pucku He MOTYT OBITH IPUHATHI BO BHUMAHKE IO MOJTUTUYECKUM
COOOpaKeHUSIM

C) Korna HeoOXoumble 3alIUTHBIE MEPhI CITUIIIKOM CIOHBI

d) Koraa cTouMoCcTh KOHTpMED MPEBHIIIACT IIEHHOCTh aKTUBA U MOTEHIMATBHBIC
NoTepH

6. Kakoe yTBep:xkieHue SBIsSETCS MPAaBUIbHBIM, €CIIM B3TJISHYTh HA PA3HUILY B IIETIAX
0€30MacHOCTH /111 KOMMEPYECKON U BOCHHOM Opranu3anuu’?

a) TonbkO BOCHHBIE HMEIOT HACTOSIIIYIO O€30MaCHOCTh

b) Kommepueckast koMIaHust 00BIYHO OO0JTBIIE 3a00TUTCS O IEITIOCTHOCTH U
JOCTYMHOCTH JIaHHBIX, @ BOSHHBIE — 0 KOH()UIESHITNATEHOCTH

C) BoennbiM TpeOyeTcst 00MbINi ypOBEHb 0€30MMaCHOCTH, T.K. UX PUCKH
CYILIECTBEHHO BBIIIE

d) Kommepueckast komnaHust 00bI9YHO 00JIbIIIE 3a00TUTCS O TOCTYITHOCTH U

I(OH(bI/I,Z[eHI_II/IaJIBHOCTI/I JaHHBIX, 4 BOCHHBIC — O IICJIOCTHOCTHU

7. 3aH_[I/ITa I/IH(I)OpMaI_II/II/I OT YTCUKHU — 3TO ACATCIIBHOCTD IO MPECAOTBPAILICHUIO:



a) NOJYyYEHHUs 3alIMIIaeMoi nH(pOpMAIMK 3aUHTEPECOBAHHBIM CYOBEKTOM C
HapyIIEHHEM YCTaHOBJICHHBIX TPABOBBIMH JOKYMEHTAMH WJIM COOCTBEHHUKOM, BIIQJICNIbIIEM
uH(OpPMAaLIMKY TPaB WK MPABHUII AOCTYNA K 3alUIAaeMON HHPOPMALIUY;

b) BO3/ICHCTBUS ¢ HAPYIICHHEM YCTaHOBJICHHBIX NIPAB M/WJIM NPABHJI Ha U3MEHEHNE
UH(POPMAaLINH, IPUBOSILETO K HCKAKEHHUIO, YHUUYTOKEHUIO, KOMUPOBAHHIO, OJIOKMPOBAHUIO
J0CTyna K HH(opManuy, a Takxke K yTpaTe, YHHYTOXKEHHIO WK c0010 (QyHKIIMOHHUPOBAHHS
HOCUTEIsI HHPOPMAaLIUY;

c) BO3JICHCTBUS Ha 3alUIaeMyl0 HH(OpMANNIO OMIMOOK HOIB30BaTENs
uHpopmanuei, c60s TEXHUUECKUX U IPOTPaMMHBIX CPEJICTB HH()OPMAIIMOHHBIX CUCTEM, a
TaKOKe MPUPOIHBIX SIBJICHUN;

d) HEKOHTPOJIMPYEMOTO PACIIPOCTPAHSHHUS 3AIUIACMO HHPOPMAIIUHU OT e
pasrialieHusl, HeCAHKIIMOHUPOBAHHOTO JOCTYIIA,
e) HECAHKIIMOHUPOBAHHOTO JOBECHUS 3aIUIaeMOil HH(OpMAIHH 10

HEKOHTPOJIUPYEMOTO KOJIMYEeCTBa Mojtydareiae nHpopmammu.

8. 3amuTa uHGOPMAaIIUH ITO:

a) nporecc coOopa, HaKOIUICHUs, 00paOOTKH, XpaHEHUSs, PACIIPEICIICHAS U TTIOUCKA
nHpopmanuu;

b) npeoOpazoBaHre HHPOPMAIUH, B PE3yJIbTaTe KOTOPOTO COJICPIKAHUE
UH(POPMAIIUU CTAHOBHUTCS HETIOHSTHBIM JJIsi CYObEKTa, HE UMCIOIIETO JIOCTYIIA;

C) MOJTy4eHUE CYOBEKTOM BO3MOKHOCTH O3HAKOMIICHUS ¢ HH(OpMAaLHEl, B TOM
YHCIIC TIPU TOMOIIM TEXHUYECKUX CPEJICTB;

d) COBOKYITHOCTB ITPABWJI, PETIIAMEHTHUPYIOIINX ITOPSIIOK U YCIOBHS JIOCTYIIA
cyObeKTa K MHPOPMAIIUU U €€ HOCUTEIISM,

e) JESTEIILHOCTB 110 TIPEJOTBPAIICHUIO YTEUKH WH(DOpMAIINH,

HCCAaHKIMOHHUPOBAHHBIX U HCIIPCAHAMCPCHHDBIX BOBHefICTBHﬁ Ha He€.

9. EcrecTBeHHBIC yrpo3bl 0€30MacHOCTH HH(DOPMAIK BEI3BAHBI:

a) JCSITEIbHOCTHIO YEIIOBEKA,;

b) omurOkamu nipu npoekrupoBanu ACOMU, ee ay1eMeHTOB WK pa3paboTKe
MIPOrpaMMHOTO 00€CTICUEHHUST;

c) BO3/ICHCTBUSAMH OOBEKTHUBHBIX (DU3NYECKHUX MPOILIECCOB MIIM CTUXHHHBIX
NPUPOIHBIX ABJICHUH, HE3aBUCSIINX OT YCIIOBEKa,

d) KOPBICTHBIMHU YCTPEMJICHUSIMH 3JI0YMBIILICHHUKOB;

e) OMMOKaMHU TP ICHCTBHSIX TIEPCOHAA.

10.  HckyccTBeHHBIE yTpo3bl 0€30MaCHOCTH HH(POPMAIIMY BHI3BAHBI:

a) NeSITETTbHOCTHIO UEIIOBEKA,;

b) ommOkamu nipu ipoektupoBannu ACOM, ee 371eMEeHTOB WU pa3paboTKe
POTrPaMMHOTO 00ECTICUEHHS;

C) BO3/ICHCTBUSAMH O0BEKTHBHBIX (DU3NIECKHUX MPOIIECCOB MITH CTUXHIHBIX
NIPUPOJIHBIX SBJICHUH, HE3aBUCSIINX OT YEIIOBEKa,

d) KOPBICTHBIMH YCTPEMIICHUSMH 3JI0YMBIILICHHUKOB;

e) OIIMOKaMU TIPU JICHCTBHSX TIEPCOHAIA.

11. K oCHOBHBIM HEMpeIHAMEPEHHBIM UCKYCCTBEHHBIM yrpo3aM ACOU oTHOCUTCS:

a) (bu3ryeckoe pa3pylieHue CUCTEMBI yTEM B3pbIBa, MOJHKOTA H T.I1.;

b) nepexBar MOOOYHBIX AIEKTPOMArHUTHBIX, aKYCTHUCCKUX U APYTHX H3ITyUCHHUI
YCTPOWCTB U JINHUI CBSI3H;

C) U3MEHEHHE PEXKUMOB pabOThI YCTPOMCTB WM TIPOTPaMM, 3a0acTOBKa, caboTax

epcoHaja, MOCTaHOBKAa MOIIHBIX aKTUBHBIX ITOMEX U T.II.;



d) YTEHUE OCTATOYHOU MH(POPMAIIUH U3 OTIEPATUBHOM MaMSATH U C BHELITHUX
3alIOMUHAIOIIUX YCTPOMCTB;

e) HCYMBIIIJICHHBIC HeﬁCTBHﬂ, MNPUBOAAIINEC K HACTUIHOMY WJIM ITIOJIHOMY OTKa3y
CUCTEMBI WIIH Pa3pyILICHUIO allapaTHBIX, IPOrPaMMHBIX, HHPOPMAIIMOHHBIX PECYPCOB
CHUCTCMBI.

12. K nocTOpOHHHUM JHIIaM HapyIIHUTEIsIM HH(POPMAIIMOHHON 0€30MacHOCTH
OTHOCHTCS:

a) IPE/ICTABUTEININ OpraHU3alni, B3aUMOJICUCTBYIOIINX IO BOIIPOCAM 00ECIICYCHUS
JKHU3HEIeSITEIbHOCTH OpTraHn3allny;

b) nepcoHal, 00CIyKHBAIOLIHNA TEXHUYECKUE CPEICTBA;

c) TEXHUYECKHI epCOHA, 00CITYKUBAIOIINIT 3JaHUE;

d) 10JIb30BaTEJIH;

e) COTPYAHUKH CITy)KObI 0€30I1aCHOCTH.

f) IPE/ICTABUTENIN KOHKYPHUPYIOIIUX OpTaHU3aLUi.

Q) JMIA, HAPYLIMBIINE TPOITYCKHOM PeXUM;

13.  Cnawm, KOTOpBI KMEET LIeJIb OIIOPOYHTH Ty HIH HHYIO (UPMY, KOMITaHHIO,
HOJUTHUYECKOTO KaHIU/IaTa | T.II:

a) YepHBIN muap;

b) (uimHr;

c) HHUT'€PUICKHE MUChMa;

d) UCTOYHHK CITyXOB;

e) IyCTBIC MMUChMA.

14.  Cnam pacnpocTpaHser MoIAeIbHbIe COOOIICHUSI OT HIMCHU OAaHKOB WITH

q)HHaHCOBBIX KOMHaHHﬁ, LEJIBIO KOTOPBIX ABJIACTCA C60p JIOTUHOB, H&pOJICfI 1 IINH-KOJ0B
MOJIb30BaTEIICH:

a) YepHBIil THap;

b) (1370110713108

c) HUTEPHUICKUE TTHCHMA;

d) UCTOYHHK CITyXOB;

e) IIyCTbIE MHChMa.

15.  AxTuUBHBIN nepexBaT HHPOPMAIUH - 3TO MEPEXBAT, KOTOPBIN:

a) 3aKITF0YAETCsl B YCTAHOBKE ITOJICITYIIMBAIOIIETO YCTPOWCTBA B anaparypy
cpeacTB 00paboOTKH MHPOpMAIUY;

b) OCHOBaH Ha (PUKCAIMH HJIEKTPOMArHUTHBIX U3TY4YE€HH, BOSHUKAIOIINX TIPH
(YHKIIMOHHPOBAHHUHU CPEJICTB KOMITBIOTEPHON TEXHUKU U KOMMYHHKAIIUH;

c) HETPaBOMEPHO HCIOJIb3YeT TEXHOJIOTUUECKHE OTXO0.IbI HH(POPMAIIMOHHOTO
nporecca;

d) OCYIIECTBIISICTCS ITyTEM UCIIOJIB30BAHUS ONTHYECKON TEXHUKH;

e) OCYIIECTBIISIETCS C TIOMOIIBIO MOKIIOUSHHUS K TEJIEKOMMYHHKAITHOHHOMY

000py/I0BaHUIO KOMITBIOTEPA.

16.  IlepexBar, KOTOpBIN 3aKIFOYAETCS B YCTAHOBKE MOCTYIIMBAIONIETO YCTPOMCTBA B
amnmapaTypy cpeacTB 00padoTku nH(pOpMaIUK Ha3bIBACTCS:

a) aKTUBHBIN MepexBar;

b) MIACCUBHBIH MEPEXBaT;

C) ayJMoNepexBar;

d) BUJICOTIEPEXBAT;

e) MIPOCMOTP MycCopa.



17.  IlepexBaT, KOTOPBIF OCHOBAH Ha (YUKCAITUU JICKTPOMArHUTHBIX U3JIYyICHUH,
BO3HHUKAIOIMIUX NMPH (QYHKIIMOHUPOBAHUU CPEACTB KOMITBIOTEPHON TEXHUKH M KOMMYHUKALIUI
Ha3bIBACTCS:

a) aKTUBHBIN TIEpEXBaT;

b) [IACCHUBHBIH [IEPEXBAT;

C) ay/IMOTIepeXBarT;

d) BHUIEOIIEPEXBAT;

e) POCMOTP Mycopa.

18. [TepexBat, KOTOPBI OCYLIECTBIISIETCS IIYTEM HCIOJIb30BAHUS ONITUYECKON
TEXHHKH HA3bIBACTCS:

a) aKTUBHBIN TIEpEXBaT;

b) [IACCHUBHBIH [IEPEXBAT;

c) ay/IMOTIepeXBarT;

d) BUJIEOIIEPEXBAT;

e) POCMOTP Mycopa.

19.  CreneHb 3alUIICHHOCTH HHPOPMAIIMK OT HErATHBHOTO BO3/ICHCTBUS HA HEE ¢

TOYKHU 3pCHUA HAPYHICHUS eé (1)PI3PI‘I€CKOI71 M JTOTUYECKOM OCJI0CTHOCTHU HMJIN
HCCAHKIIMOHHUPOBAHHOI'O UCITI0JIB30BaHUA — 3TO

a) yS3BUMOCTh HH(pOPMAIIUH

b) HaJISKHOCTh HHPOPMAIIHU

c) 3aIUICHHOCTh HH(POPMALIUH

d) 0e30macHOCTh HH(pOpPMAIIUU

20.  TIpoBepka MOUTHHHOCTH CyOBEKTA 110 MPEABSIBICHHOMY UM UACHTU(DHUKATODPY IS
HPUHATHS PEIICHUSI O IPESIOCTABICHUU €My JIOCTYIIa K pecypcam CHCTEMbI — 3TO

a) ayJIuT

b) ayTeHTH(HKALUSL

c) aBTOpHU3AIHS

d) UICHTU(UKAITHS

21.  CoBOKYIHOCTbH CBOMCTB, 00YCIOBIMBAIOIIUX IPUTOJHOCTh HH(OpMAIH
YIOBJIETBOPSATH OMPE/IE/ICHHBIE MOTPEOHOCTH B COOTBETCTBHH C €€ HA3HAYCHUEM, HA3bIBACTCS

a) aKTyaJTbHOCTBIO HH(POPMAILIUH

b) JIOCTYITHOCTBIO

c) KauecTBOM MH(pOpMALUH

d) IEIOCTHOCTBIO

22.  TlepBbiM 3TamoM pa3paboTku cucteMs 3amutsl MC sBisieTcst

a) aHaJIN3 MOTEHIUAIBHO BO3MOXHBIX YIpo3 HH(OpMAIHU

b) U3y4deHUE NHPOPMAIIHOHHBIX TOTOKOB

c) CTaHIapTHU3AIHs IIPOrPAMMHOTO 00ECIICUeHNUS

d) OLICHKA BO3MOXKHBIX MTOTEPh

23. HameXHOCTh CHCTEMBI 3alUTHI HH(POPMAIIUH OITPEIEIIAETCS

a) YCPEAHEHHBIM MOKa3aTeIeM

b) CaMbIM C1a0bIM 3BEHOM

c) KOJIMYECTBOM OTPAKEHHBIX aTaK

d) CaMbIM CHJIBHBIM 3BEHOM



24,
a)
b)
c)
d)

[TonuTrka nHGOPMALIMOHHOM 6€30MMaCHOCTH — 3TO

poQHIIH 3aIUTHI

UTOTOBBIN JOKYMEHT aHAJIN3a PUCKOB

CTaHJapT 0€30MacCHOCTH

COBOKYITHOCTb 3aKOHOB, TIPABWJI, OTIPEIEIISIONINX YIIPABICHYECKHUE U TPOSKTHBIC

pelieHus B 00JacTH 3alUThl HH(GOpMaLUU

25.

[TpucBoenue cyoObekTaM U 00bEeKTaM JOCTYyIa YHUKAIbLHOIO HOMepa, mudpa,

KOJa U T.II. C HENbIO MOJTYYCHHS TOCTyIa K HHPOPMAITUU — 3TO

a)
b)
c)
d)

26.

ayTeHTH(UKAIUS
uacHTH(DUKAIIHS
ayJIuT
ABTOPHU3ALIUS

Kakoii Tvn BO31€MCTBUS OCYLIECTBIISIET IPOrpaMMHast 3aKJiajika, KoTopas

BHenpseTcs B [13Y, cucteMHoOe WiTH MPUKIIaTHOE TPOTPaMMHOE 00eCTIedeHHE U COXPAHSET BCIO
WIN BRIOpaHHYIO0 HH(POPMALIKIO B CKPBITON 00JIACTH MAMSITH:

a)
b)
c)
d)

27.

KOMITPOMETALIHS
nepexBar
HaOJIFOICHUE
ybopka Mmycopa

CoxepxaHueM ImapameTpa yrpo3bl 0€30macHOCTH HHGOpMAIUu

((KOH(l)I/II[eHI_II/IaJIBHOCTL» SABJIICTCA

a)
b)
c)
d)

28.
a)
b)
c)
d)

29.
a)
b)
c)
d)

30.

HCCAaHKIIMOHHWPOBAHHAA MOI[I/I(l)I/IKaLII/Iﬂ
HCKaXXCHUC

HCCAHKIIMOHUPOBAHHOC MMOJTYYCHUC
YHUYTOKCHHUC

TpeboBaHMs K TEXHUYECKOMY O0ECIIEYEHUIO CUCTEMBI 3aIUThI:
annapartypHble U pu3HYecKue

YIPaBIEHYECKUE U JOKYMEHTapHbIE

IpOLEAYPHBbIE U pa3/ielbHbIe

aJMUHHMCTPATUBHBIE U allllapaTypHbIE

[Tens npouecca BHEAPEHUS U TECTUPOBAHUS CPELICTB 3aLIUTHI —
OTpEEUTh YPOBEHb PACXO0B HAa CUCTEMY 3aILUThI

BBISIBUTH HapyLIUTEISA

rapaHTUPOBATh MPABUIBHOCTh peAIU3alMK CPEACTB 3alllUThI
BBIOOp MEp U CPEJCTB 3aLIUThI

Bo3MoxHOCTB MOJIYYCHUA HCO6XO,I[I/IMLIX IMMOJIb30BATCIIIO TAHHBIX UJIN CEPBUCOB

3a pa3yMHOE BpPeMs XapaKTepU3yeT CBOWCTBO

a)
b)
c)
d)

31.

a)
b)

BOCCTaHABJIMBAEMOCTh
JIETEPMUPOBAHHOCTH
LIEJIOCTHOCTh
JOCTYTHOCTh

Tposickue mporpaMmmsl — 3TO
IIPOrpaMMBbI-BUPYChI, KOTOPBIE PACIIPOCTPAHSAIOTCS CAMOCTOSATEILHO
BCE IIPOrpaMMBI, COJIeprKallie OIIMOKH



C) 9acTh MPOTPAMMBI C U3BECTHBIMU TOJIB30BATENO (DYHKIIUSIMH, CIOCOOHAS
BBITIOJTHSITH ICUCTBUS C IICJIBIO0 TPUYUHEHHSI OTIPECIICHHOTO yIepoa

d) TEKCTOBBIE (DailJIbl, pacpOCTPaHIEMbIE 110 CETH

32.  HawuOosnee Hafe:>KHBIM MEXaHU3MOM IS 3AIIUTHI COACP KaHUS COOOIIEHUI
SIBJISIETCSI

a) CIIELMAJIbHBIN almnapaTHbIi MOLYIIb

b) CIEIUATIbHBIA PEXKUM Mepeadr COOOIICHHSI

C) JIOTIOTHUTEIbHBINA XOCT

d) KpHUrrorpadus

33.  OcCHOBHO# 11€JIbI0 CHCTEMBI OpaHIMaydpa SBJSIETCS YIIPaBICHHUE TOCTYIIOM

a) K apXHBaM

b) BHYTPH 3all[MIIAEMOI CeTH

c) K CEKpEeTHOI nHpopManun

d) K 3alIUIIAEMON CeTH

34.  TIporecc UMHUTAIIUH XaKePOM JIPYKECTBEHHOTO aJpeca Ha3bIBACTCs

a) «KPIKOM»

b) POHHUKHOBEHHEM

C) B3JIOMOM

d) «Cry(UHTOMY

35.  TIpenocraBieHue JeraabHbIM M0Jb30BaTeaeM AU GepEeHINPOBAHHBIX IPAB
JOCTyIa K PecypcaM CUCTEMBI — 3TO

a) UIEHTU(DUKAIIHS

b) ayJuT

C) ayTeHTH(HUKAUSI

d) aBTOpPHU3AIHS

36.  IIpoBepka MOUIMHHOCTH ITOJIB30BATEIIS TIO PEABSBICHHOMY M
UICHTU(PUKATOPY — DTO

a) aBTOpHU3AIHS

b) ayTeHTH(QHKALUSL

c) ayJauT

d) UICHTU(UKAITHS

37.  CBOHCTBO, KOTOPOE rapaHTHPYET, YTO HH(OPMAIIHS HE MOXKET OBITh TOCTYITHA
WITH PACKPBITA ISl HEABTOPU30BAHHBIX JIMIHOCTEN, 00BEKTOB HIIH MPOIIECCOB — 3TO

a) JIeTePMUHHPOBAHHOCTD

b) JIOCTOBEPHOCTH

C) 1[EJI0OCTHOCTh

d) KOH(HICHIIMATHHOCTD

38.  Cucrema, mO3BOJISIFOIIAs pa3/IC)UTh CETh HA JBE WK 0OJIee yacTell M pealn30BaTh

Ha0Op MPaBUII, ONPEACISIONINX YCIOBUS MPOX0XKICHUS MTaKETOB M3 OJHOW YacTH B JPYTYIO,
Ha3bIBACTCS

a) OpanaMay’pom

b) Opaysepom

c) MapIIpyTH3aTOPOM

d) bubTpOM



39.

a) nr00ast MporpaMma, Co3JaHHast Ha sI3bIKaX HU3KOTO YPOBHS

b) HeOoJIbIIas porpaMmma, CriocoOHasi K CaMOKOIIMPOBAHUIO, KOTOPAst MOXKET
HPUIUCHIBATH ce0s K APYTUM IpOorpaMMam

C) daiin, comepaiuii MaKpOChl

d) HET MPaBHJILHOIO OTBETA

40.  YTO M3 HIXKENEPESUHUCIICHHOTO SIBISIETCS OJJHUM U3 CIOCOOOB 3aIUTHI
uHpOpMaLUK Ha KOMIIbIOTEpEe?

a) 3alTa MapojeM JaHHBIX

b) nedparMeHTaIus KECTKOTO TUCKa

c) HOJIHOE OTKJIFOUCHUE CHCTEMHOTO OJI0Ka

d) nepeyCcTaHOBKA OMEPAIIMOHHON CHCTEMBI

e) HET NPAaBUIIHOTO OTBETa

f) BCE OTBETHI IPABUIIbHBIC

41.  Yro Takoe pyTKUT?

a) BPEIOHOCHAS IIPOrPaMMa, OTCIICKUBAIOIIAs, KAKUE CAUTBI OCEIIAeT
10J1b30BaTEIb

b) nporpaMma, OIOKHPYIOLIast IOCTYI K KOMIBIOTEPY U TPeOYIOIasi ICHbIU 3a
Ppa30IOKUPOBKY

c) HporpaMma Jjist CKPbITOTrO B3SITHSI IO/ KOHTPOJIb B3JIOMAHHOW CHCTEMBI

d) HET MPaBHIBHOTO OTBETA

e) BCE OTBETHI BEPHBI

42. [Tox ¢pummHroM MOHUMAIOT

a) pacChUIKK OT UMEHHU TMOMYJISIPHBIX KOMITAHHI HJTH OpraHU3alni, COJepIKaIInX
CCBUIKH Ha JIO)KHbIC CaiiThl, BHEIIHE HEOTIIMYUMbIC OT HACTOSIINX.

b) nepepacnpezencHue (HaiioB 1 JOTHUECKONU CTPYKTYPhI TUCKa

c) npeoOpa3zoBaHre HHPOPMAIIMU B LIENSAX CKPBITHS OT HEABTOPU30BAHHBIX JIAI]

d) HET MPaBHIBLHOTO OTBETA

e) BCE OTBETHI BEPHBI

43.  Kak HazpiBaeTcs HHPOpMAIIHS, KPYT JIHII, HMEIOIINX JOCTYI K KOTOPOH
OTpaHuYCH?

a) OTKpBITAs

b) KOH(DUACHIIMATbHAS

c) 3anmppoBaHHAS

44.  Iludpposanue uHHOpMAIMHU ITO - ...

a) npeoOpa3zoBaHue HHPOPMAIIMH, IPU KOTOPOM COJICPKAHUE CTAHOBHUTCS
HETIOHATHBIM ISl He 00JIa/Ial0IIUX COOTBETCTBYIOLIMMH TTOJTHOMOYHSMH CyOHEKTOB

b) npeoOpa3oBanue HHYOPMAIMK B ABOUYHBIH KOJI

C) IpolLecc CKaTHs UH(POPMAIINH, C IIETbI0 YMEHBIICHHUS 3aHUMAaeMOro eil 00bemMa
Ha JICKe

d) BCE OTBETHI BEPHBI

e) HET MPaBHILHOTO OTBETA

45.  Yro Ha3bIBAIOT 3aIIUTON MH(DOpMALIUN?

a) Npe0TBpALICHNE YTEUKH HHPOPMAIHN

b)

KoMnproTepHBIM BUPYCOM Ha3bIBAETCH:

MPEIOTBPALIEHHE HECAHKIIMOHUPOBAHHBIX IEUCTBUI



C) MPEAOTBPALICHUE HENPEAHAMEPEHHBIX BO3ACHCTBUI HA 3alIUIIAEMYIO
nHpopmaruio

d) BCE OTBETHI BEPHBI

46.  Yro mOHMMAIOT MO YTEUKOM nHpopManuu?

a) OECKOHTPOJILHBIH BBIX0]] KOHPHUICHINATHHON HHPOPMAIIUH 32 MTPEeIIbl
OpraHu3alluy WIK Kpyra JIHI, KOTOPbIM OHa ObL1a JOBEpEHa.

b) npeHaMepeHHast IopyYa WM YHUUTOXKEHUE HHPOPMAIH

C) npeIHaMEPEHHOE OBJIa/ICHHE KOH(UICHIINATLHOW HH(DOpMAaLIHEH JIUIIOM, HEe

HMCHOIIUM IIpaBa OOCTYIIA K JaHHBIM.

6 cemecTp

1. Kakasi 13 NpuBEJACHHBIX TEXHUK SBJISICTCS CAMOM BaYKHOMU TIPH BHIOOPE KOHKPETHBIX
3alUTHBIX Mep?
a) AHau3 PECKOB
b) Amnanu3s 3aTpat / BBITO/IBI
c) Pesynbratet ALE
d) BbisBieHHE YSI3BUMOCTEH U YIPO3, SIBISIOIINXCS PHYUHON PUCKa

2. Yro myurie Bcero onuchbiBaeT 1enpb pacueta ALE?
a) KomnuecTBeHHO OLIEHUTH YPOBEHD OC30MACHOCTH CPE/IbI
b) OreHnTs BO3MOXKHBIE TOTEPH IS KAXKI0M KOHTPMEPHI
¢) KonuuecTBeHHO OLIEHUTH 3aTPaThl / BBHITOIbI
d) OrueHuTh NOTCHIIUATBHBIEC TIOTEPH OT YIPO3bI B IO/

3. TakTHYeCcKOE ITAHUPOBAHUE — ITO:
a) CpemHecpodHOE IUTAHUPOBAHKE
b) JonrocpouHoe MmIaHUPOBAaHHUE
C) EsxenHeBHOE IIaHUPOBAHUE
d) IlnanupoBanue Ha 6 MecsIeB

4. Yro sBisieTcs onpeesieHneM BO3AecTBHs (eXxposure) Ha 6€30MacHOCTh?
a) Heuro, npuBoasiiee Kk yiepOy OT yrpo3sl
b) Jlrobas moTeHIMaabHAsS ONACHOCTD [T HH()OPMAIIUH WIIH CHCTEM
c) Jlro06o# HeToCTaTOK MM OTCYTCTBHE HH(DOPMAIIMOHHON 0€30MacCHOCTH
d) TloTeHIMambHBIE TOTEPH OT YIPO3bI

5. Kak paccunrtats ocTaTOUHBIN PUCK?
a) Yrpossl x Pucku x lleHHOCTD aKTHBa
b) (Yrpossr x LlenHOCTh akTHBA X YA3BUMOCTH) X Prcku
c) SLE x Yacrory = ALE
d) (Yrpossl x Yaszsumoctu X LleHHoCTh akTHBa) X HeaocTaToK KOHTPOIIS

6. UTo U3 MepeuncIIEHHOTO HE SIBIISICTCS SN0 IPOBEICHUS aHAIM3a PUCKOB?
a) JlemernpoBaHHUE MMOJTHOMOYHMI
b) KosnmdecTBeHHast OlICHKA BO3CHCTBHUS MOTCHIIMAIBHBIX YIPO3
C) BsisiBICHUE PUCKOB
d) Omnpenenenue 6amaHca MEXy BO3JACHCTBUEM PUCKA U CTOUMOCTHIO
HEOOXOUMBIX KOHTPMEP



7. UTo U3 MEPEUUCICHHOTO HE ABIISIETCS 3aa4eil pyKOBOJCTBA B MPOIIECCE BHEAPCHUS U
COTPOBOXICHHUS 0€30ITaCHOCTH?
a) IMomnepxka
b) BeimonHeHue aHanu3a pUCKOB
c) OmpeneneHue EIH U TPAHUIL
d) enerupoBaHue MOJTHOMOYHNI

8. [Touemy mpu npoOBEICHUHN aHATU3a HHPOPMAIIHOHHBIX PUCKOB CJISIyeT MPUBJICKAThH K
3TOMY CIICIIHATUCTOB M3 PA3TMYHBIX MOAPA3ICICHUI KOMITAHUN?

a) YToObI yOEAUTHCS, YTO MPOBOIUTCS CIIPABEJIUBAs OIICHKA

b) Dro He Tpebyercs. J{iist aHaNIN3a PUCKOB CICIYET MPUBICKATH HEOOIBIIYIO
IPYIIILY CIEIHATUCTOB, HE SBISIOIIUXCS COTPYAHUKAMH KOMITAHHHU, YTO MO3BOJIHT
o0ecreynTh OecIpUCTPACTHBINA M KaYeCTBEHHBIN aHAIHN3

C) ITockoJbKY JIFOAM B PA3IMYHBIX MMOAPA3ICICHUSAX JIyUIlle TOHUMAIOT PUCKH B
CBOMX IOJIPA3/IC/ICHUSAX U CMOTYT IIPEI0CTABUTh MAKCUMAIIBHO TTOJHYIO U
JOCTOBEPHYIO HH(MOPMAITUIO [T aHATIH3a

d) TTockoJbKY JIFOJIM B pa3IMUYHBIX [TOAPA3ACICHUIX CAMH SIBIISIOTCS OHOM M3
MPUYHUH PUCKOB, OHU JIOJDKHBI OBITH OTBETCTBCHHBI 33 X OILICHKY

9. Yto siBil€TCSA HAMIYYIIUM ONHUCAHUEM KOJIMYECTBEHHOT'O aHAIN3a PUCKOB?

a) AHanM3, OCHOBAaHHBII Ha CIICHAPUSX, IPECIHA3HAYCHHBIH JIs1 BHISIBIICHHS
Pa3IMYHBIX yrpo3 6€30MacHOCTH

b) Merox, ucmonb3yeMblii Ui TOYHOW OICHKH TOTCHIIUAIbHBIX TOTEPb,
BEPOATHOCTH MOTEPh U PUCKOB

C) MeTo, COMOCTaBIISIOMINI ICHEKHOE 3HAYCHHUE C KAXKIBIM KOMITOHCHTOM OLIEHKH
PHUCKOB

d) Mero/, OCHOBaHHBII Ha CYXICHHUIX U HHTYUIMN

10. ITovyemy KOJIMYECTBEHHBIN aHAIN3 PUCKOB B YACTOM BHJIC HE JTOCTHIKUAM?
a) OH JOCTHXHMM H UCTIOJIb3YETCSI
b) Own npucBanBaeT ypoBHH KPUTHUYHOCTH. X CJI0KHO MEPEBECTH B ICHSKHBINA BHUIL.
C) DTO CBSI3aHO C TOYHOCTHIO KOJIMYECTBEHHBIX JICMEHTOB
d) KonuuecTBeHHBIC H3MEPEHHS TOKHBI IPUMEHATHCS K KAUECTBEHHBIM DJIEMEHTAM

11. Ecnu ucnonb3yroTcs aBTOMaTU3UPOBAaHHbBIE HHCTPYMEHTHI JJIsl aHAJIW3a PUCKOB,
1oYeMy BCe paBHO TpeOyeTcs TaKk MHOTO BPEMEHH JJIsl IPOBEICHHsI aHaIn3a?
a) MHoro uHdopMaIMu HY>)KHO COOpaTh ¥ BBECTH B IIPOrPaMMy
b) PykoBOACTBO IOMKHO OJOOPHUTH CO3IAHUE TPYIIITBI
C) AHaiM3 pHCKOB HE MOXKET OBITh ABTOMAaTU3UPOBAH, YTO CBS3aHO C CaMOi
IIPUPOAOH OLIEHKH
d) MHuoXecTBO JIIO/ICH TODKHO 0I00PHUTH JaHHBIC

12. Kakoii u3 ceyronux 3aKOHOIaTeIbHBIX TS PMUHOB OTHOCHTCST K KOMITAHUH HJIH
YeJIOBEKY, BBITIOTHSIOIIEMY HEOOXOIUMbIE ICHCTBHS, U UCIIOIB3YETCS JUISl ONPEACICHHUS
00s13aTeBCTB?

a) CranaapTbl

b) Momxusrit mporecc (Due process)
c) Homxnas 3a00ta (Due care)

d) Cumxkenne 0053aTeIbCTB

13. Yto Takoe CobiT u kak OH OTHOCHUTCS K pa3paboTKe cucTeM HH()OPMAITHOHHON
0€30MaCHOCTH U IIPOTrpaMM 0€30MacHOCTU?



a) CHmcoK CTaHAapTOB, MPOLEAYP U MOJUTHK JJIs pa3pabOTKU MPOTrPaMMbI
0€30MacHOCTH

b) Tekymas Bepcus ISO 17799

c) Crpykrypa, KoTopas ObUta pa3paboTaHa sl CHIYKCHUSI BHYTPSHHETO
MOIICHHUYECTBA B KOMITAHUSIX

d) OTKpBITEII CTaHAAPT, OMPEACIISIONINN e KOHTPOJIS

14. 13 kakux 4eTbipex 1oMeHOB cocTOuT CobiT?

a) IlnanmpoBanme u Opranuszanus, [IpuoOperenue u BHenpenue, DxciutyaTanus u
ConpoBoxenne, Monutopunr u OneHka

b) IlnanupoBanue u Opranuszanus, [lognepixkka u Baenpenue, Dkcrutyaranus u
ConpoBoxenne, MoautopuHr u OneHka

c) IlnanmpoBanue u Opranuszanws, [Ipuodperenue u Buenpenue, ConpoBoxacHne
u [Tokynka, Mouutopusr u OrieHka

d) IlpuobGperenue u Buenpenune, Dkcruryaranus 1 ConpoBokaeHue, MOHUTOPUHT U
OneHka

15. Yto npencrasnsier coboii crangapt ISO/IEC 277997
a) CraHaapT M0 3alUTe EPCOHATBHBIX JaHHBIX O 3J10POBHE
b) Hogas Bepcus BS 17799
€) Ompenenenust s HoBou cepun ISO 27000
d) Hosas Bepcus NIST 800-60

16. CobiT Obu1 pa3zpadotan Ha ocHOBE cTpYKTYpbl COSO. Uto sBisIeTCSI OCHOBHBIMU
uemnsimu 1 3agadamu COSO?

a) COSO — 5T0 MoAX0 K YIPABICHUIO PUCKAMH, KOTOPBIH OTHOCUTCS K
KOHTPOJILHBIM 00bEKTaM U OM3HEC-TIpoIieccam

b) COSO otHOCHTCS K cTpaTernyeckoMy ypoBHIo, Toraa kak CobiT Gomnbie
HaIpaBJICH Ha OTIEPAlMOHHBII YPOBEHb

c) COSO yuuTbIBaeT KOPIOPATHBHYIO KYJIBTYPY U Pa3padOTKy MOJIUTHK

d) COSO — 510 cucTeMa 0TKa30yCTONYNBOCTH

17. OCTAVE, NIST 800-30 u AS/NZS 4360 siBisiFoTCS pa3InIHBIMHU TOIXOAaMH K
peanu3anyy yrpaBieHUs] pUCKaMU B KOMITaHHSIX. B 4eM 3aKTi09aroTest pa3muyaus MKy STUMH
MeToaMu?

a) NIST u OCTAVE sBIst0TCS KOPIOPATHBHBIMH
b) NIST u OCTAVE opuentupoBan Ha UT

c) AS/NZS opuentupoBan Ha UT

d) NIST u AS/NZS sBasiroTcsi KOPIOPAaTHBHBIMU

18. Kaxkoii U3 cleayronmx MeTOI0B aHAJIN3a PUCKOB MBITACTCS ONPECIIUTD, TJIe
BEpOSATHEE BCEro Mpou30iieT cooi?
a) AHaJIN3 CBA3YIOIIETO JepeBa
b) AS/NZS
c) NIST
d) Amnanus c6oeB u 1eheKTOB

20.  Yro 6bL10 pazpaboTaHO, 4TOOBI TOMOYB CTPAaHAM U MX MPABUTEIHCTBAM
MOCTPOUTH 3aKOHOJATEIIHCTBO TI0 3AIIUTE MEPCOHATBLHBIX TAHHBIX TTOX0XHM 00pa3om?
a) beszomacuas OECD
b) ISOMEC
c) OECD



d) CPTED

21.  CumBoubl mi()pyeMOro TeKCTa MepeMENIaroTCsl O OMPEISICHHBIM MPaBHIaM
BHYTPH IIU(PYeMOro OJI0Ka ITOr0 TEKCTa, ITO METO:
d) TaMMHPOBAHHS;
b) moacranoBkwu;
C) KOIUpPOBaHWUS,
d) mepecraHoBKH;
€) aHAJIMTUYECKHUX MPEeoOpa3OBaHUN.

22.  CumBoIBI HIH(PPYEMOTo TEKCTA 3aMEHSIOTCS IPYTUMHU CUMBOJIAMH, B3SITHIMH U3
OJTHOTO MJIM HECKOJIBKUX all(haBUTOB, 3TO METO/:
d) TaMMHPOBAHHS;
b) moacranoBkwu;
C) KOIUpPOBAHWUS,
d) mepecraHoBKH;
€) aHaJIMTUYECKHUX MPEoOpa3OBaHUH.

23.  CumBoibl mH(PYEMOTo TEKCTA MOCIEIOBATEIBHO CKIIABIBAIOTCS C CHMBOJIAMU
HEKOTOPOH CHELHATbHOM MOCIIEI0BATEIBHOCTH, 3TO METOI:
d) TaMMHPOBAHHS;
b) moacranoBkwu;
C) KOIUpPOBAHWUS,
d) mepecraHOBKH;
€) aHaJIMTUYECKHUX MPEoOpa3OBaHU.

24.  IlpoctpancTBo Kitoueit k — 3to0...
a) HaOOp BO3MOXKHBIX 3HAYCHHI KIIFOYa
b) amunHa kimoYa
C) HeT MPaBHJIBHOI'O OTBETA

25.  KpunrocucreMsl pa3iensoTcs Ha:
a) CHMMETpPHYHBIC
b) accumerpuunbie
C) C OTKPBITHIM KITFOYOM
d) He MOJTHOCTHIO CHMMETPUYHBIC

26.  CKOJbKO HUCHONb3YyeTCs KII0Ye B CAMMETPUYHBIX KPUITOCHCTEMAX /IS
mUppoBaHus U 1M PPOBAHUS
a) 1
b) 2
c) 3
27. CKOJBKO KITFOYEH UCTIONb3YyeTCs B CUCTEMaX C OTKPBITHIM KIIOUOM
a) 2
b) 3
c) 1

28. Kak CBsI3aHBI KJIFOUH JPYT C APYTOM B CHCTEME C OTKPBITHIM KITFOYOM
a) MaTeMaTHYCCKH
b) mormuecku
C) aIroOpUTMHUYECKU



29. DNeKTPOHHOM MOMUCHI0 HA3bIBACTCHL. . .
d) TNPHCOCTUHIEMOE K TEKCTY €ro Kpunrorpaduieckoe npeodopa3oBaHue
b) Ttekcr
C) 3amu(pOBaHHBIN TEKCT

30. KpunrocToiikocTs — 3T0. ..
a) XapakTepHCTHKA MpuQTa, ONPEIeNsIoNas ero CTOMKOCTh K Jen(poBaHmio 6e3
3HAHUS KIFOYa
b) cBoiicTBO raMmbI
C) BCE OTBETHI BEPHBI

31. INokazaTenu KpUNTOCTOHKOCTH:
d) KOJHMYECTBO BCEX BO3MOKHBIX KITFOUCH
b) cpennee Bpemsi, HEOOXOMMOE TSI KPUTITOAHATIM3A
C) KOJHMYECTBO CHMBOJIOB B KITIOUEC

32. 1711 COBPEMEHHBIX KpUNITOrpahUUIECKUX CUCTEM 3alUThl HH(POPMAIIHU
c(OpMYIIMPOBAHBI CIICAYIOIINE OOMICTIPUHSATHIC TPCOOBAHHS:

d) 3HaHWE ANropuTMa MKU(POBAHUS HE JOKHO BIHMATH Ha HAJCKHOCTD 3AIUTHI

b) cTpyKTypHBIE 2IEMEHTBI AITOPUTMA ITU(PPOBAHUS TOIDKHBI OBITH HEU3MECHHBIMH

C) He JOHKHO OBITh MPOCTBIX U JIETKO YCTAHABIMBAEMbBIX 3aBUCHMOCTBIO MEXKTY
KITIOYaMU TIOCJIEZIOBATENILHO UCTIONB3yEeMBIMH B IpoLiecce Mu(ppoBaHus

d) mmHa mMdpPOBaHHOTO TEKCTa TODKHA OBITh PABHOMW JIMHE HCXOJHOTO TEKCTa

e) 3amudpoBaHHOE COOOLICHUE JOIDKHO MOIIABATHCS YTCHUIO TOJIBKO MPH
HAINYHH KITFOYa

f) Her mpaBHIBHOTO OTBETA

33. OCHOBHBIE COBPEMEHHBIE METO/IbI IN(POBAHUS:
a) anropuTMa raMMHpPOBAHUSI
b) anropuTMBbI CIOXKHBIX MaTEMAaTHYECKUX MTPEOOpa3OBaHUI
C) aIrOpUTM MEPECTAaHOBKH

34. CUMBOJIBI HCXOTHOTO TEKCTA CKJIAIBIBAIOTCS C CHMBOJIAMU HEKO# CITydaifHO#M
IOCJICIOBATEILHOCTH — 3TO. ..
a) aaroOpUTM raMMHPOBAHHUS
b) amroput™m mepecTaHOBKH
C) aJIropuTM aHAIUTHYECKHUX MTPeoOpa3oBaHuil

35. CUMBOJIBI OPUTHHATIBHOTO TEKCTA MEHSIOTCS MECTAMU T10 OTPEICIICHHOMY
NPUHIIAIY, SBJISIOMEMYCS CEKPETHBIM KIFOUOM — 3TO. ..
d) aIrOpHTM MEPECTAHOBKH
b) amroput™m mojcTaHOBKH
C) aaropuT™M raMMpPOBaHHSI

36. Camoii mpocToii pa3HOBUAHOCTD MOACTAHOBKH SIBJISICTCS
a) TpocTras 3aMeHa
b) mnepecranoBka
C) mpocTas mepecTaHoBKa

37. VI3 CKOJIBKH TTOCIIeIOBATEILHOCTEH COCTOUT pacin(poBKa TEKCTA IO TaOIHIIe
Buxunepa



a) 3
b) 4
c) 5

38. Kakue Tabnuiel BrknHepa MOKHO MCTIOIB30BaTh JIJIS TIOBBIIICHUS CTOMKOCTH
muGpoBaHUs
a) BO Bcex (KpoMe MepBoii) CTPOKax TaOJIHUIIbl OYKBBI PACIiONararTcs B
MIPOU3BOJILHOM IOPSI/IKE
b) B KadecTBe KJIFOYA UCIIOIB3YETCS CIYYAHHOCTD MOCIICIOBATEIbHBIX YHCEI
C) HeT MPaBUJIBHOTO OTBETA

39. B ueM cyTh MeTO/1a IEPECTAaHOBKH
a) CHMBOJIBI MIK(PPYEMOro TEKCTa NEPECTABIISIOTCS MO ONPEICICHHBIM IPaBHIaM
BHYTpH mU(pyeMoro 06Ji0ka CHMBOJIOB
b) 3amena andasura
C) Bce IpaBHIbHbBIC

40. CKOJIBKO CYIIECTBYET CIIOCOOOB TaMMHUPOBAHUS

a) 2
b) 5
c) 3

41. Yem ompenensercsi CTOMKOCTh MU(POBAHUSI METOJOM TaMMHUPOBAHHS
a) CBOMCTBOM raMMbl
b) nnunHa KIOUa
C) HET NMPaBHILHOTO OTBETA

42. YTO MOXKET UCIIOIB30BAThCS B KAUECTBE TaMMbI
a) mro0ast OCIeI0BATEIbHOCTh CIAYYaHBIX CHMBOJIOB
b) ugwmcio
C) BCE OTBEThI BEPHBI

43. Kaxoii MeTo/1 HCTIOIB3YyeTCsI TPH MIH(PPOBAHNUY C MTOMOIIBIO aHATUTHYECKUX

npeoOpa3oBaHui
a) anreOpbl MaTPHII
b) wmatpuia

C) dakropuan

44. Yto ncrnonb3yeTcs B Ka4eCTBE KJItoua MpU MUPPOBAHUU C IIOMOILBIO aHATUTUYECKUX

npeoOpa3oBaHui
a) wmatpuia A
b) Bektop

C) oOparHas MaTpuIia

45. Kak ocymiectBisgercs AemndpoBaHie TeKCTa MPU aHATUTUYECKUX MPeoOpa3oBaHMIX
d) YMHOXXEHHE MaTpPHUIbI Ha BEKTOP
b) neneHue MaTpUIlBI HA BEKTOP
C) TepeMHOXEHUE MaTPHIL

46. KombuHanmm KOMOMHUPOBAHHOTO METO/1a MU (DPOBAHHUS:
a) MOJACTaHOBKA+TaMMHPOBAaHHUE
b) rammupoBaHHMet+TaMMHUpPOBaHUE



47.

48.

49,

50.

51.

52.

53.

54,

55.

56.

C) TMOJACTaHOBKa+IEepecTaHOBKa

Jiis gero ucnonb3oBaiics DES-anroputm u3-3a HeOOIBIIOro pa3Mep KIIro4da
a) 3aKpBITHS KOMMEPUYECKON HH(POPMAITUH

b) mmdpoBanus cexpeTHOI UHPOPMAIIK

C) HeT MPaBUJIBHOTO OTBETA

OcHoBHble o0acTu npumeHeHus: DES-anroputma
a) XpaHCHHE JAaHHBIX HA KOMITbIOTEPE

b) osnexTpoHHAs cHCTEMa IUIaTEkKCH

C) ayreHTHdUKALUS COOOIICHUI

JNocrounctBa 'OCTa 28147-89
a) BBICOKast CTOMKOCTh

b) uena

C) rubKOCTh

UYem otnnyaercs 6mok-cxema anroputma ['OCT ot 6mok-cxembsl DES-anroputma
d) OTCYTCTBHEM HAYaJbHOM IMEPECTAHOBKH U YHCIIOM IIMKJIOB HIH(PPOBAHHS

b) nnuHON KiFOUYa

C) ™meToJ0M mHu(poOBaHHS

Kittou anroputma I'OCT — 370...

a) MaccHB, COCTOSAIIMIA U3 32-MEPHBIX BEKTOPOB
b) mnocienoBaTeIBHOCTH YKCET

c) andaBur

Kaxkoii kimtou ucnons3yercs B mudpe [OCT
a) 256-0uToBbIit
b) 246-6utoBbIii
C) 356-O0uToBbIit

[Ipumepsl nporpaMMHBIX UG PATOPOB:

a) PGP
b) BestCrypt 6.04
c) PTR

[Ti1toCch! MPOrpaMMHBIX HMIH(PATOPOB:
a) 1eHa

b) rubkocTh

C) ObIcTpoaciicTBHE

VYK3]1 - aTo0...

a) YCTPOMCTBO KpUMTOrpadUUECKOM 3aITUTHI JaHHBIX

b) ycTpoiicTBO KpunTOorpaduIecKoit 3aJaHHOCTH JaHHBIX
C) HeT MPaBHJIBHOTO OTBETA

bnoxk ynpasnenus — 37o0...

a) OCHOBHOUM MOJIYJIb HMIH(PATOPa, KOTOPHIH «3aBeayeT» pabOTOH BCEX OCTATBHBIX

b) ycTpoiicTBO KpunTOrpagUIECKOi 3aJAHHOCTH JaAHHBIX
C) TNPOXOAHOU IUPpPATOp



57. Beraucanrenp — 3T0...

a) Ha0Op perucTpoB, CyMMAaTOPOB, OJIOKOB ITOJICTAHOBKH, CBSI3aHHBIX COOOM
[IMHAMY TIePEIavn JaHHBIX

b) daiinbl, uconb3yrOMIKE pa3IUYHBIC METOIBI KAIITHPOBAHHUSI

C) SI3BIK OMUCAHUS TAHHBIX

58. brok ynpaBiieHus — 3T0. ..
a) ammapaTHO peaJn30BaHHAs IMPOrpaMMa, yIpaBJsioas BEIYHCIUTEIIEM
b) s3bIK OmHCaHUS JaHHBIX
C) mporecc onpeeeHust OTBEYaET Ha TEKYIEe COCTOSHHUE Pa3padoTKH
TpeOOBaHUAM JTaHHOTO 3TAIa

59. Kakoit mmdpartop MOKHO HUCIIOJIB30BaTh IS 3alIUTHI iepenaBaemoii B CeThb
uHpopManun
a) 0oOBIUHBIH mHUpaTop
b) mnpoxomHo# mudparop
C) TabauuHbIi mudparop

60. 13 KaKuxX CTPYKTYPHBIX €AMHUII COCTOUT IIH(POIPOIIECCOP
a) BBIYUCIUTEID
b) Guok ynpaBneHus
C) Oydep BBOIA-BBIBOIA

61. Kpunrorpaduueckue 1eiCTBUS BBIITOIHSET. . .
a) BBIYUCIUTEID
b) Oydep BBOa-BBIBOIA
C) OJOK yrIpaBiCHHs

62. Hanbonee n3BecTHbIE Pa3HOBUAHOCTH MOJIHaN(haBUTA:
a) OIHOKOHTYpPHBIC
b) MHOrOKOHTYpHBIE
C) TOJMKOHTYPHBIC

63. YcrpolicTBo, arolee CTaTHIeCKH CIIyJalHbIA ITyM — 3TO. ..
a) TeHepaTop CIy4ailHbIX YHCEN
b) KOHTPOJH BBOAA HA KOMITBIOTED

c) VYK3]]
64. Kakue 10MONHUTENbHBIE TOPTHI BBO/Ia-BbIBOIa coliepkuT Y K3/1:
a) COM
b) USB
c) FGR
65. CKOJIBKO CYIIIECTBYET IMepecTaHOBOK B cTanmapte DES
a) 3
b) 4
c) 2

66. Kakue nepecraHoBKH cymiecTBYIOT B crannapte DES
a) TpOCThIC
b) pacmmpenHbie



C) COKpalleHHbIE

3aganus B popMe npakTudeckux padoor. KoMmiekT pa3sHoypoBHEBbIX
3a1a4 (3aaHui)

3aganue Ne 1

1 Undpopmanmonnas 6e30macHOCTb. OCHOBHBIC OIIPEICIICHUSI.

2 OcoOeHHOCTH MAPOJILHBIX CHCTEM ayTEeHTU(UKAIIUU: PEKOMEHIAINH 110 TIPAKTUYECKOM
peanu3aii NapoJbHBIX CHCTEM, OIEHKAa CTOHMKOCTH IMapoJIbHBIX CHUCTEM, METOJIbI XpaHCHUs
rapoJiei.

3 IIpoTOKOIMPOBAHUE U AY/IUT.

4 ®opmanbHbIE MOAETH LIEIOCTHOCTH: .Mojaenb Kiapka-Buiicona, monens buba.

5 CtpykTypa  TOCYAapCTBEHHBIX  OpTraHOB, 00eCreYNBAOIINX  TMOJUTUKY
UHPOPMAIMOHHOM Oe3omacHocTH B Poccuu.

3ananue Ne 2

1 Yrpo3sl unpopmManoHHOM 6€30MaCHOCTH.

2 Meronbl pa3rpaHUyYeHHs 10CTyIa.

3 [locTpoeHue cucTeM 3alMThl OT YIrpo3 HapYLIEHUs 1IEIOCTHOCTH: TUIIOBas
CTPYKTypa TaKOW CUCTEMBI.

4 PoneBast MOJieNb YIPABJIECHUS JOCTYIIOM

5 CTpyKTypa rocy1apCTBEHHBIX OpPraHOB, 00ECIEYNBAIOIINX MTOJUTUKY
nHpopmannoHHou 6e3omnacHoctu B Poccun

BOIIpOCbI K 3a4€Ty

OcCHOBHBIE OHATHS 3alUTH HH(POpMaIUK 1 MHPOPMAITMOHHONW G€30MacCHOCTH
AHanu3 yrpo3 nH(popMaloHHON 6€301MacHOCTH
[Tpo6nems! GezomacHocTu IP-cereit
YTpo35l H YSI3BUMOCTH IPOBOJAHBIX KOPITOPATHBHBIX CETEH
VYTpo3sl U ySI3BUMOCTH OECIPOBOAHBIX CeTel
Crnoco6s1 obecrieueHust THGOPMAITMOHHONW O€30MTaCHOCTH
OCHOBHBIE TIOHATHS MOJIUTHKU 0€30MaCHOCTH
CtpykTypa TONHTHKHA O€30MaCHOCTH OpraHM3aluu. ba3oBas momuTHKA
6e3onacHocTy. Crieranu3upoBaHHble MOTUTUKH Oe3omacHocTH. [Tporenypsl 6e3o0nacHoCTH
9. Ponw crangapToB nHpopmMamoHHOM 0€30MacHOCTH
10.  Cranpaptsl ISO/IEC 17799:2002 (BS 7799:2000)
11. Crannapt BSI
12. Mexaynaponusiii crangapt ISO 15408 «OOmme kputepun O0€30MacHOCTH
MH(OPMALIMOHHBIX TEXHOIOTHID»

ONoGaRwWdE

13.  Cranpaptsl 1y 6ecripOBOIHBIX ceTei

14.  Cranpaptsl uHGOpMamoHHOM Oe3onacHocTy B HTepHeTe

15.  OrteuecTBeHHBIE CTaHAAPTHI O€30MACHOCTH HH(POPMALIMOHHBIX TEXHOIOT U
16.  OcHOBHBIE MOHATHS KPUITOTPAPUUECKON 3aIUTHI HH(POPMAIIHN

17.  CummeTpHuHBIE KPUIITOCUCTEMBI IIU(PPOBAHUS

18.  AcuMMeTpuYHBIE KPUIITOCHCTEMBI U(POBAHUS

19.  KomOuHHMpOBaHHasi KpUIITOCUCTEMA N (POBAHUS

20.  DnexTpoHHas MUQPOBAs MOMMUCH U QYHKINS XIIMIMPOBAHUS



21.

VYipasieHue KpUNTOKI0YaMu

22.  Knaccudukarus kpuntorpaduueckux arOpuTMOB

23.  CuMMeTpu4YHBIC aNTOpPUTMBI IU(ppOBaHUS. biouHble anropuT™Mbl MUGPOBAHUSL
JTAHHBIX

24.  AcuMMeTpUYHBIE KPUITOAITOPUTMBI. Anroput™ mudposanus RSA. Anroputmsl
U poBOH NOAIHMCH

25.  Ayrenrudukanus, aBTOpHU3ALHUS U aJIMUHUCTPHPOBAHNE JecTBUi
M0JIb30BaTeNeH

26.  Meroabl ayTeHTUDHUKAINH, UCTIONb3YIomue napoiau u PIN-koab

27.  Crporas ayTeHTH(UKAIISL

28.  buomerpuueckas ayTeHTU(HUKAIMS MTOJIb30BATEISA

29.  ¥Yrpo3ssl 6e3omacHoctu OC

30.  Ilonsarme 3amummenHon OC

31. OcHoBHbIE HYHKIIMH MTOACUCTEMBI 3amuThl OC

32.  HWpentuduxanus, ayreHTU()UKALUSA 1 aBTOPU3ALHS CyOBEKTOB 1OCTYIa

33.  Pasrpanmuenue noctymna k oobexkram OC

34.  Aynwur 6e3omacHoctu B OC.

Bomnpocsl k 3k3aMeny

1. OcHOBHBIE TIOHATHS 3aIUTH HHYOpMaIK U HHPOPMAITHOHHOW 0€30MaCHOCTH

2. AHanu3 yrpo3 nHhopMalnoHHON 6€301MacHOCTH

3. AHanu3 yrpo3 ceTeBoil 6€301acHOCTH.

4. CniocoOs1 obecrieueHust HHPOPMAITMOHHOM 0€30MaCHOCTH

S. OcHOBHBIE IOHATHS MTOJIMTUKU OE30MACHOCTH.

6. CrpykTypa noJuTHKN 0e30macHocTy opranusanuu. [Ipoueaypsl 6e3omacHoOCTH

7. Pa3paboTtka nonutuku 6€30MacHOCTH.

8. Crangaptel HHQOPMAILIMOHHOM 6€30MaCHOCTH

9. OcHOBHBIE IOHATHS KPUNITOTPAPUUECKOH 3alUThl HHPOpMaIUU

10.  CummerpHuHBIE KPUIITOCUCTEMBI MIU(PPOBAHUS

11.  AcuMMeTpHUuHbIE KPUIITOCUCTEMBI IU(POBAHUS

12. KomOuHHMpOBaHHas KPUIITOCUCTEMA N (POBAHUS

13.  DnexrponHas mudpoBas NOAIHCH U PYHKITUS XIIIUPOBAHHS

14.  VmpaBieHue KpUNTOKIIOYAMHU

15.  Ayrenrudukanus, aBTOpHU3aLUs U aJIMUHUCTPHPOBAHNE necTBuit
10JIb30BaTENEH

16.  besomacnocts KUC.

17. be3zonacHoCTh 00JaYHBIX BHIYUCICHUI.

18.  Ob6ecneuenue 6e3onacuoctu OC.

19.  OyHKIUHM MEXKCETEBBIX SKPAaHOB

20.  OcobeHHOCTH (HYHKIIMOHMPOBAHUS

21.  Cxewmsl ceTeBOM 3ammThI Ha 6aze MO

22. KoHnuenmus noctpoeHus BUPTyalbHbIX 3alUIIEHHBIX ceTe VPN

23.  VVPN-pemeHus uist MOCTPOSHUS 3aIIUIICHHBIX CETEeH

24.  IIpotokousbl popMHUPOBaHUS 3aAIIUILEHHBIX KAHAIOB HA KaHAIIBHOM YPOBHE

25.  IIpotokonsl popMUpOBaHUS 3aIIUIIEHHBIX KAHAIOB HA CEAHCOBOM YPOBHE

26.  3ammrta 6€CIIpOBOJHBIX CETeH

27.  Apxurekrypa cpeactB Oe3omacHoctd [PSec. 3ammra mepemaBaeMbIX JaHHBIX C

nomotibio nporokonoB AH u ESP

28.

IIpoTokon ynpasnenusa kpunrokirodamu IKE



29.  OcnoBuble cxembl npumeneHust [PSec. IIpenmyiiecTBa cpeacts 0e30MacHOCTH
IPSec

30.  VYmnpasnenue uneHTH(UKAIUECH U JOCTYIOM

31.  Opra#mzamus 3alIMIIEHHOTO — yJAaJeHHOro jocTyna. lleHTpanu3oBaHHBIH
KOHTPOJIb YAQJIEHHOI'0 IOCTyIa

32.  YmpaBieHHe JOCTYIOM IO CXeMe OJHOKPAaTHOTO BXOAa C aBTopu3ammei Single

Sign-On (SSO)
33.  IIpotokon Kerberos
34.  HudpactpykTypa yrnpaBieHus: OTKpITHIMU Kitouyamu PKI

35.  TexHoJorus aHanu3a 3allUIIEHHOCTH
36.  Texuomoruu oOHApy>KEHUS aTak
37.  KommnbloTepHbIe BUPYCHI U ITPOOJIEMbl aHTUBHPYCHOMN 3aIl[UTHI.

38.  Konmenuus aganTHBHOTO yIpaBiIeHHs 0€30MaCHOCTHIO.



JUCT PETUCTPAIIMA U3MEHEHUI

/o

Coneprxanue U3MEHEHUs

W3MeHeHHbIE TyHKTBI

Peumienue YueOHo-
METOAUYECKOTO
coBeTa




